
Untraceable Hacking
Filtering Bypass
Stealth & Chaos

GhostInTheNet
GhostInTheChaos



id $USER



@LAN

IPv4 - ARP IPv6 - NDP (ICMPv6)



SECURITY/STEALTH
MITM Scanning/DOS



SOLUTIONS



IDEA

Network Invisibility
Network Anonymity

Protection from MITM/DOS
Cross-Platform

Ressource-Efficent
Minimalistic



GhostInTheNet

Spoof MAC => IP
Spoof Hostname => DHCP

Ignore ARP broadcast
Restrict ARP to unicast

Ignore ICMPv6/NDP echo/soliciation

IPtables
SHELL

offsec
pentest
redteam



DEMO



LIMITATIONS/MITIGATIONS

Dynamic ARP Inspection
sticky MAC



@WAN



SECURITY/STEALTH

Corporate WAF/firewall
ISP/DPI monitoring

Censorship
Tracing



SOLUTIONS
DNSCrypt (IP) Proxy (sec) PortForwaring (limited)

VPN (DPI/logs) Tor (bridges)



IDEA

Client protection
Server invisibility

Bypass censorship
Bypass network filtering

Transparent
Cross-Platform

Minimalistic



GhostInTheChaos
Block server input & SSL encapsulation 

SSH tunnel & chaotic routing
Android

SHELL OpenSSH
IPtables kncokd

socat I2P



DEMO



LIMITATIONS

Reduced speed for anonymity (abuse prevention)
Domain names are preferable (cost)

Scanning "obscurity" (hardening)
Android limited support

MITM certificate



MITIGATIONS
HTTPS

SSH+socat VPN+socat



CONCLUSION

chaos
order

industry
academy



QUESTIONS/NOTES?
Maksym Zaitsev

@cryptolok


