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Starting Nmap 6.00 ( http://nmap.org ) at 2012-05-17 12
Nmap scan report for scanme.nmap.org (74.207.244.221)
Host is up (0.00031s latency).

Not shown: 997 closed ports

PORT STATE SERVIGE
22/tcp  open .asl : bebian 3ubuntu?
| ssh-hostkeys : B o _ 'a}.wJS 67 :54:9d
| 2048 79:f8% ' N &%,
80/tcp 48
| _http-t1 z
9929/tcp op®
Device type: UENE
Running: Linux 2,698

0S CPE: cpe:/o:linux:Kernetr2e6ocpe: /o: linux:kernel:3
0S details: Linux 2.6.3Z%smsgess, Linux 2.6.38 - 3.0
Network Distance: 2 hops

Service Info: 0S: Linux; CPE: cpe:/o:linux:kernel




Secure switch

» Obtains or generates an ASA key pair
= For outers. cartifies the publc key
= Obtains or generates CGA addresse.

= (Time




IDEA

Network Invisibility
Network Anonymity
Protection from MITM/DOS
Cross-Platform
Ressource-Efficent
Minimalistic




GhostinTheNet

B |Ptables
Spoof MAC => |P SHEL L
Spoof Hosthame => DHCP
Ignore ARP broadcast .
Restrict ARP to unicast e
pentest

Ignore ICMPV6/NDP echo/soliciation
redteam



DEMO




Clsco Systems

al'll ab

Logical Diagram

H'i?(. Rl:nltr

__,,Lﬂ- )

VLAN 1 VLAN 2

Catalyrt 6500 _ VLAN 2 Catalys 16500
A

PC VLA




INTERNET







OpenSSH PROXY — | INTERNET

stunnel

OpenVPHN VPN ' | AWTERNET |

INTERNET




IDEA

Client protection
Server invisibility
Bypass censorship
Bypass network filtering
Transparent
Cross-Platform
Minimalistic
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LIMITATIONS

Reduced speed for anonymity (abuse prevention)
Domain names are preferable (cost)
Scanning "obscurity" (hardening)
Android limited support
MITM certificate
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