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FELE ML ; https://scanner.baidu.com/
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BEAMLEL : https://www.shellpub.com/
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4. Web Shell Detector
Webshell DetectorBE 5" Webshel"&ZEIEE , ATEEEIREIEIX99%[Y" Webshell”,
FAM  #Btphp/pythonf K , ATIEES |, LGN,

BAMEL : http://www.shelldetector.com/

githubITB#biE : https://github.com/emposha/PHP-Shell-Detector


af://n22
http://www.shelldetector.com/
https://github.com/emposha/PHP-Shell-Detector

‘ Starting file scanner, please be patient file scanning can take some time.

‘ Number of known shells in database is: 603

‘ Files found: 12

‘ File scan done, we have: 12 files to analize

Suspicious behavior found in: if.php

ot
N

0555

07:33:51 06/04/2020
12:51:14 23/01/2018

MD5 hash: 1f276a4a127fa68e221c951db5212e16

Megative (if wrong submit file for analize)

‘ Status: 1 suspicious files found and 0 shells found. Rescan and show suspicious files

5. CloudWalker ( #1=)

—MAHUTHYERS1ThRA Webshell 1 TH, Bal , TiEEELEEH.

FEAM |, IBMElinuxhEZA , Windows B4R,

E&EZdemo : https://webshellchop.chaitin.cn/

githubII BB : https://github.com/chaitin/cloudwalker
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Last login: Sat Sep 29 11:43:51 on ttys0e8
cyrus@localhost .Jfdetector -path ~/GoWebshellDetector/sasple/test

2018/69/20 11:44:52 Detector started.

[+] 66088018 fUsers/cyrus/GowWebshellDetector/sample/test/Bab6fd3z. php Risk:1
[+] BBBEEAl12 fUsersfcyrus/GoWebshellDetector/sample/test/Bc578edb. php Risk:1
[+] oeBeea2l fUsersScyrus/GowWwebshellDetector/sample/test/15c3629b. php Risk:4
[+] 000886827 fUsers/cyrus/GowWebshellDetector/sample/test/1af84356. php Risk:1
[+] BOO8BO32 fUsers/cyrus/GoWebshellDetector/sample/test/1de39874. php Risk:1
[+] BBBEEE34 fUsers/cyrus/GowWebshellDetector/sample/test/leab82f4.php Risk:1
[+] BBBeeadd fUsers/cyrus/GoWebshellDetector/sample/test/29f763ed. php Risk:1
[+] e00e864] fUsers/cyrus/GowWwebshellDetector/sample/test/2aB5cTb@, php Risk:4
[+] 60088843 fUsers/cyrus/GowWebshellDetector/sample/test/2b71c0B6. php Risk:5
[+] 80088046 fUsers/cyrus/GoWebshellDetector/sample/test/2celbOb? . php Risk:4
[+] ooBe@arTd fUsers/cyrus/GowebshellDetector/sample/test/43d689b65. php Risk:5
[+] oBE28OTT fUsers/cyrus/GoWebshellDetector/sample/test/4630e127.php Risk:1
[+] B00E8689 fUsers/cyrus/GowWwebshellDetector/sample/test/578b2cdl, php Risk:4
[+] 00000898 fUsers/cyrus/GowWebshellDetector/sample/test/Secd6dbl. php Risk:5
[+] 86088111 fUsers/cyrus/GowebshellDetector/sample/test/60d4fe58, php Risk:4
[+] BBBBE114 fUsers/cyrus/GowebshellDetector/sample/test/7240a531. php Risk:5
[+] 0BbE28117 fUsers/cyrus/GoWebshellDetector/sample/test/T6B051a3. php Risk:1
[+] 60088118 fUsers/cyrus/GowWebshellDetector/sample/test/70d26e40. php Aisk:3
[+] 80088129 /Users/cyrus/GoWebshellDetector/sample/test/Bc246119. php Aisk:5
[+] B0BEE132 fUsers/cyrus/GowebshellDetector/sample/test/Befi6dal. php Risk:4
[+] B00BE133 fUsers/cyrus/GowebshellDetector/sample/test/BefS0b6T. php Risk:4
[+] D0BBE137 fUsers/cyrus/GoWwebshellDetector/sample/test/90b5T832, php Risk:4
[+] BAE88148 fUsers/cyrus/GowebshellDetector/sample/test/Sabel705. php Risk:d
[+] BOO8614T7 fUsers/cyrus/GoWebshellDetector/sample/test/a54bc3B9. php Aisk:l
[+] BBBBE153 fUsers/cyrus/GowebshellDetector/sample/test/acled569. php Risk:4
[+] BBBBE1SE fUsers/cyrus/GowebshellDetector/sample/test/aedf@bS57.php Risk:5
[+] BBBBE157 /Usersfcyrus/GowWwebshellDetector/sample/test/b2381cT6. php Risk:1
[+] BOOBE1TE fUsers/cyrus/GowebshellDetector/sample/test/cl0727a5, php Righk:4
[+] BBOBE1BT sUsers/cyrus/GoWebshellDetector/sample/test/cddb32el. php Risk:4
[+] DBBEG188 fUsers/cyrus/GowebshellDetector/sample/test/cd7i5fad. php Risk:5
[+] BBBBE189 fUsersfcyrus/GoWebshellDetector/sample/test/cdb28365.php Risk:1
[+] BB888195 fUsersScyrus/GowWwebshellDetector/sample/test/d73f251a. php Risk:4
[+] 80088285 fUsers/cyrus/GowebshellDetector/sample/test/ded837c2, php Risghk:4
[+] 80086212 fUsers/cyrus/GoWebshellDetector/sample/test/e51376b8. php Risk:5
[+] BBBBE215 fUsers/cyrus/GowebshellDetector/sample/test/e?la2d4d9.php Risk:4
[+] BBa2a218 fUsersfcyrus/GoWebshellDetector/sample/test/eab8F163.php Risk:4
[+] 00888223 fUsers/cyrus/GowebshellDetector/sample/test/f3caBB61.php Risk:1
[+] 00008227 fUsers/cyrus/GowebshellDetector/sample/test/ T6bed102 . php Risk:3
[+] ©0BEE231 fUsers/cyrus/GowWwebshellDetector/sample/test/fb3a7208.php Risk:4
[+] BBBBE232 fUsers/fcyrus/GoWwebshellDetector/sample/test/fc2a7bl9.php Risk:4
Testing fe@752dc.php /48 risks / Runtime 22.58753517ss

2018/89/29 11:45:15 Risk (levell):

2018/89/29 11:45:15 Risk (level2):

2818/89/29 11:45:15 Risk (lewvelld):

2018/89/29 11:45:15 Risk (leveld):

2818/09/20 11:45:15 Risk (level5):

2018/89/29 11:45:15 Detector done (22.588249887s).
cyrus@localhost

6. Sangfor WebSheliKill

Sangfor WebShellKill(®ubfE1 N TR)2—Fweb/FI 1ERTER , MziFwebshellf9i358 |, RRHASTISHEHEAY
i, B—FEETZERNS Z2HNERTE. EEBEENHWEBMISEXIFIRAAGE 14,

HAM | EWindows, linux

TETEbE : http://edr.sangfor.com.cn/backdoor detection.html ( 24 LEiAE )
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) Sangfor WebshellKiller 2017

—iEE , ERWEB/E(]

Hiaidis

arEses . @ emEis , SRR
O BB (RS ESR)

7. FEZIIEBUEMPHP Webshell
— NREZFSPHP webshell&E35 |2demo |, IR,

ELE MM : http://webshell.cdxy.me/

Deep Learning model for PHP webshell detection

¥ BRI TERESIERE429 Too Many Requests”, EESITE3QPSLEIA
Paste your php code here. Example: <?php eval($_GET['shell'])?=

Or upload sample with CURL:
“curl http:/iwebshell cdxy mefapi -F file=@webshell php’

Or give it ALIAS:

“alias dwd="_a(){ curl http://iwebshell.cdxy.me/api -F file=@$1; }; a"
*dwd webshell.php’

8. PHP Malware Finder

PHP-malware-finder —FX{FH A Mwebshel FIEEARIERBIIA
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FAM - BElinuxhRA , Windows BT,

githubIBbit : https://github.com/jvoisin/php-malware-finder

root@kali:~/php-malware-finder# yara -r ./php.yar ./webshell/
./php.yar(95): warning: $pr contains .* or .+, consider using .{,N} or .{1,N} wit
h a reasonable value for N

DodgyPhp ./webshell//dama.php

MonPrintableChars ./webshell//phpdama.php

ObfuscatedPhp ./webshell//phpdama.php

DodgyPhp ./webshell//phpdama.php

DangerousPhp ./webshell//phpdama.php

SuspiciousEncoding ./webshell//phpdama.php

DodgyStrings ./webshell//phpdama.php

ObfuscatedPhp ./webshell//x.php

DodgyPhp ./webshell//x.php

DangerousPhp ./webshell//x.php

SuspiciousEncoding ./webshell//x.php

DodgyStrings ./webshell//x.php

9. findWebshell

XAMB 22— E FpythonFEEwebshelitET R , Al LRIBRHERBILECEEEEE N webshellf5i 7.

githubI Bt : https://github.com/helm4n6a/findWebshell

root@kali:~/findWebshell# python main.py -h
Usage: main.py [options]

Options:
-h, --help show this help message and exit
-p PATH, --path=PATH input web directory filepath
-0 OUTPUT, --output=0UTPUT
create a html report
-e php|asp|aspx|jsp|all, --ext=php|asp|aspx|jsp|all
define what's file format to scan

10, fE¥Z&webshell&xTH

LT FRME ; http://tools.bugscaner.com/killwebshell/

£ webshell &3S K 4EITARR

HEEFREEERNphpIiteinEzipEER (T LiEEA2IM):

© Customize jsp I Remove

IEErEiT R SRS R, 1 FEasetaThif!
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MXNERBESEFMEBMNTARRS L, WBSAAAAEFHRAILNRS —ELXE— T, FEIRIESEE.
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