WHEEENEMILE , BEEBEISMALE AWebshell , NIREIRSZ[AUEHIIR | LLAMITRGH S, 1EE
BCENX(E. TFENAFEUE , BN TIESHER(E,

RN B+—XERIWebshell B2 TR |, LMHRIERE | (REEFEHE—?

1. HEZEJTI(Chopper)

SPEERTIR—AREURIMIGEIRRG , BiRS 2 , ERASE , NOLA. RESTFNSHIARIMLG | ERRTLARTESR
TRHTER | FEIREIARPIGAME TNER |, BaltIREIR]FRE. UNICODESIURE  SIFZEIESBART.

B oem + ©-OX
SR 2020-03-01 Z A
=g
HET http: /fwww. malealdao. com/server. asp o, 127.0.0.1 <THAD0<AT. . 20170624 19:11:38 = Iﬁl I:‘%ll%?j]ﬁ%l]
I::I Typel
RSP http:/fwww. malcaldao. comf/server. aspx  c... 127.0.0.1 <THAD0CAT. | 20170624 19:11:35
PP http:/www. malcaldao. com/server. php c... 127.0.0.1 <TAMYSQLe. .. 20170624 19:11:35

2, IEI(AntSword)

AntSword 2— MRS | BFERMNLEERTE , SERESENHARUREELIRM/EERNZERRA
RUAR Wb ETR RAITER.

githubIB#bE : https:/github.com/AntSwordProject/antSword
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3. C7J(Cknife)
XE—EFENETREHNYERT] |, BIERIFATFAFPREN.

githubTI B #BAE : https://github.com/Chora10/Cknife

W Cknife 1.0 Release

Flz=
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4, 7kiB(Behinder)
KB B— e A N MU E TR A i,

githubtthlik : https://github.com/rebeyond/Behinder

WK v2.00 FEETIERIINEWeLITEEEESE [t00lsEhE www.t00ls.net] — O
EERE

URL

P HEEE HEEEE 0SS &% EaE
http://192.168.50.217:8090/shell.php 192.168.50.217 pass

php winnt 2019-02-14 17:41:08

EORTIEERE

| K8 v2.0.1 | By rebeyond

5. Xise

XISE WebShell E12TE,
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Xise WBMS V20,0 Fatis - b X
R Wl e
o W o il o BE o ®E v HE o phgetiE~| o A8 i=
P 178  hitp:/fwew. oafplusfey. .. 1 RS L 2007-03-23. | ) Briksia
A 178 hitp:jres0 enfiglhspl. ..  ysh d =Y w7 2007-05-23. |
P 180 hitp:/fvew enplusfay. .. 1 IEES A - 2007-05-23. .
A 182 hikp: S Seew 1nd. confes, . wih Jﬁi-.'—-_r_ﬁ\ Ee 2007-03=-23. .
P 183 havp:f/edE, lusfaytag disczi  EBESA W 2007T-03=-23
A 184 Bitpffvew om/Fap/Fl gehend RS A L 4 2007-03-23
P 185  hitp:ffwew, afplugfey. .. poige EESA L 20IT-06-23. .
P 15  huep:ffqfery nsfeyag .. goige EESA W 2007-03-23. .
P 167  hitp:/fwew. comiplus/. .. S11346 {EERS A L 2007T-05-23. .
A 188 hitp: e confconf. ..  ysh RS L 2007-03-23. .
A 188 Butpffees afconfig .. ysh RS W 2007T-03-23. .
P1sd  hikp:flem ceeafplu .. 1 id =Y L4 2007-03-23. .
F 181 hitp:ffem h. comfpl. . oaige IEES A e 2007-03-53. .
Paisd  hatp:ffvn nelplu gaige il =N L 2017-02-23.
P 1a3  Butp:fies apifene cad RS A L 4 2007-03-23
P 135  Bavp:ifes Waplaad ghanz EES A L 2007-0G-23. |
P 203 bitp:iive, s Leonfip. .. 511346 RESA W 2007-03-23.
A 205 hitp: /e a/manag .. hack BERS W 2007-03-23. .
A 20T hitp: [ fwww. Vincfeo. .. tuhae (RS A L 2007T-05-23. .
P23 hitp: /e oseum. co...  S11348 HEES A W 2007-05-23. .
Pz hikp:/fwew. ccemfplu .. leom  ERSA L 4 2007-03-23. .
A 211 bty f e con/ndma. .. £ Jh:i-.%)k e 2007-03-23. .
P2l bitp:ffvew com/fplu walex IEES A W 2007-03-83. .
P23 bty flees wpluzila % HES A L 4 2007-02-23
AZIS hitp ffvew sfinagez/ win =N W 201T=-0E=23 5
P 2iT  btep:ffeew om/plas/s. . poige EESA L 2007-0G-23. . :-:!')
A 218 hitp [ fwww. 5. comfcen .. yrh RS W 2007-03-23. . o
A 255 hitp: [/ few. _com. enf/. ..  yzh RS W 2007-03-23. . .
P2z hitp:ffwew. . comfime .. 86 RS L 4 BOIT-0G-23. . |
<1 Eomr- Y TR p— e | — " (LRl = = e L T
B ke Total: 1000 .z 0 =:0 7: 1000 Currentz1 | /2
6. Altman

Altman32—ZisiENhiderd: , EF .Netd.0FF & , #kIEEto.FormalLASEsEiz{TEWindows, Linux, MacZEZAE

L
DO

githubTI AL : https://github.com/keepwn/Altman
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3 Altman — O =
Fle Services Plugins Help

Index ShellManager

Id Fame Level  Statuz  Shelllrl Type Eemark AddTime

1 TestFHF b il http: /192 165, 200. 111, php phpEral WM=erver F014-7-1

z TezthSFY A Z00 http: /192, 165, 200, 11: 7000/, aspx azpxEvral WMzarver 2014-7-¢

3 TesthASP A B00 http: /192, 168, 200, 11: 70001, asp aspEral WMzerver 2014-7-1

4 TestLinux A -1 http: /192, 168, 200, 12/1. php phpEral VML 1 roa 2014-5-7

5 Testhspx_access A 00 http: /192 168. 200, 11: 700043, aspx aspxEval WMServer z014-7-1

& Testhsp_access & B00 http: /192 165200, 11: 70001, asp azpBral F014-7-1

7 TestTsp A 200 http: /192, 165, 200, 11808041, j=p jspBiz 2014-6-15

i] TestDjango A -1 http: /192, 168, 200, 11:8000 one,/ prthonEral 2014—6-20

10 TestPHP_Assert A 200 http: /192, 168, 200, 11 /php_aszert. phy phphszert 2014—-7-48

11 TestPHF _Cookie & 00 http: /192,168, 200. 11 /php_cockie. php phpEral Cookie Z014-7-8

£ >

Ready Version: 3.0.1.31307 @KeePwn
7. Weevely

Weevely2—FPythonfREfwebshel S TH |, i & , RIEPHP,

githubIBE ML : https://github.com/epinna/weevely3

&l

weevely generate <password> <path>
weevely <URL> <password> [cmd]

ERT , #EKali 2.0 JRAT , &R T ==kWebjg JTE : WebaCoo, weevely,

PHP Meterpreter,
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\E| root@kali: ~ |?

root@kali:~# weevely

[+] weevely 3.7.0
[!] Error: too few arguments

[+] Run terminal or command on the target
weevely <URL= <password= [cmd]

[+] Recover an existing session
weevely session <path= [cmd]

[+] Generate new agent
weevely generate <password=> <path=

root@kali:~# [j

8. QuasiBot

QuasiBot2—FphpfaEHhdwebshelEIRTH , aJLARdwebshel#Timiet 251,

githubIIBbiE : https:/github.com/Smaash/quasibot

Index
Count-4 = Current hash - 63802bab37ceTeT 3e0cdcad Tarcibase + Froxy - 127.0.0.1:9050

Setiings
URL STATUS os
hitpeiflocalhostix php BAD Hot connested
http:iocalhostbotix php BAD Mot connected
htp:flocalhostcix php 0K Linux
http:iostipathix php BAD Mot connected

Reverse Shell

Scan

3 Spawn reverse sheil 1o your machine = Remember 1o setnetcat listener: nc -v-n -/ -p [PORT]
wn
[} SHELL P

O PHP

® Python

® perl 192.168.0.100

@ tash

@ Ruby

Tools Mon Rug 4 15:05:43 CEST 2014

Shell

Linux hell 3.14-kalil-686-pae #1 SMP Debian 3.14.5-1kalil
Bind Shell 06-07) 1686 GNU/Linux

MySQL Manager

Hostscan

Spawn Bind Shell on victim machine + Shell exists as long as this window will be opened

Password

for localhost

9. Webshell-Sniper
XE—RETEiRAIwebsheEE TR , (GHFERUNXERSR LETT.
githubIIE#BAL : https://github.com/WangYihang/Webshell-Sniper

BiEzh
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Usage :
python webshell-sniper.py [URL] [METHOD] [AUTH]
Example :
python webshell-sniper.py http://127.0.0.1/c.php POST c

Ubuntu Server [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help File Machine View Input Devices cat node.md
Aoplications = Pla al v 2 + wch@ubuntu -
Applicetiont i £ Terminal B~ o Link encap ‘Cthervet. Hiadds 00:00:27 taa c3: 4 [kt

root@kali: ~/Desktop/Webshell-Sniper inet addr

vt adin-: Fedo:1a00 3911 1 7 =5
Edit View Search Terminal Help Ny Bh A4 : Monowall (10.0.0.1)
B fconTy 174 :0 droppe 0 ouerruns:0 frane:0 B R PC : Windows XP (16.
. 0

3<UP, BROADCAST, RUNNING, MULTICAST: ek 5:0 dropped:® overruns:0 carrie: £8 : Ubuntu Server
S O collisions :0 txqueuelen: 1000
e L M RX bytes:16949375 (16.9 MB) TX bytes:35623333 (35.8 MB)
ixlen 6

1000 (Et ) Link encap:Local Loopback
39374296 (37.5 MiB) i
dropped 6 overruns 6 frame 0
27 byt 11500490 (10.9 MiB) UP LOOPBACK
dropped 0 overru 0 carri 0 c s g pac 1;1: i i
collisions 0 + 1 EHHIFSE (VirtualBox)

lo: flags=73<UP, CK, R mtu 65536 X bute: c 4 KB) TX byte: 71.4 K WebShell B T 8 (Webshell-Sniper)
inet 127.0.0.1 netmask 0.0.0 g

inet6 ::1 prefixlen 128 scopeid 0x10<h
loop txqueuelen 1 (Local Loopback)
RX packets 74 bytes 446 (4.3 KiB)
errors 0 dropped @ overruns 6 frame 0 :
ets 74 bytes 4460 (4.3 KiB) g é%_%} w:g:::ﬁ ?fL
TX errors 0 dropped @ overruns © carrier ® collisions 0 ol ?

&P & (1= @ [0 § [©) Right ctrl

ETRE

5 25 B

o | ieens | | | s | Esm [

14 for gen o] MABATDUAR — - B GO 6 A

2014 by Manuel K sp s

howall for update A

AN AHIIRETEDME )
HAREEm

1 y ;
. nY_J‘-Tr Web RSB ENBREEANERRE
(o] O EP )@ @ [0 GO RghtClrl [TFile Machine View Input Devices Help . ZRBEREERE
O TE— N

File Machine View Input Devices He\p

LAN IP addre: 16.6.0.1
WAN TP s 192.168.1.104 R W) ‘

Port co atic ERAE
W RIS SR A )
LAN > en@ HHEEE
wAN b
LB
wall console setup EREEAR ©
S it AR B PR Pk P T S A,
ign network port

Hindoes il

) Ping host

Enter o number: @/7018] B C: Worments and Se &P % oot |
B OF @SR O @3 Right Cirl RO FIEE DS right ctrl

PEEOPm® 9O

10, WebshellManager

—EXFBPHP+MysqISH—ENEWEBIHETETE , BRHYSRIPHPII—SiEHFR(E.

githubI B : https://github.com/boy-hack/WebshellManager

Webshell Manager wgay
# AW Webshell / —sizzs
>
+5E a@g -
URLitfiE #31 =B =it 1= ERE

/typecho/phpinfo.php PHP 1 001 2016-10-28 @ukER  @aE
PHP 1 =00 2016-10-27 ETHERE B8

11, Godzilla ( SHRkI )
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X¥Fsp. php. aspxEZHEAT , javaflcHRIEETIRAESTINAESING , PHPEREIREINZE .

githubII Bkl : https://github.com/BeichenDream/Godezilla/releases/tag/v1.00-godzilla

|
Biz EX @& XT
id | url ‘ payload ‘ cryption ‘ encoding proxyType remark createTime updateTime
| £ Shell Setting x
URL |htt|:|:J'J"12?.D.EI.‘h'SheII.jsp |
T |pass |
2EA |key |
FE3Cl b 60000 |
el U1 60000 |
fHEN [127.0.0.1 |
{0 |esss |
LE e |
L iR INO_PROXY | v |
s ||
AIEE |Java[}ynamicpayload | - |
hnzEs |JAVA_AES_BASES4 |~ |

MNERBRSEFEBMITARRS L, LSRRI RS _EERE— T, BRI EE.
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