TEERIENERRIBENNSHEEREFRENEER  —KREEEE e EEAEFNE IR
BRI,

ZESNTEBERATEE : $$, extract()FREL , parse_str(R#L , import_request_variables(fEEARY , 75
TEREETHE.

0x01 £/EEES

register_globalsfIEEFE IMALBEETE , FRLAHONEHR , (G RNESH BRI AEETERR
5F , MOffAuRtE , M IFEEZNFEREAEBREBIIE.

REEEIT

<?php

//?id=1

echo "Register_globals: ".(int)ini_get("register_globals")."<br/>";

echo "$_GET["id"] :'.$_GET['"id']."<br/>";

echo '$id :'.$id;

?>
Hregister_globals=Offf9RH® , F—MEFRZIHIIHRERGZ S _GET['id IRIESHEIRITRAVE ;
Hregister_globals=Onfat{E , T—MERF AT LABEREERSIdRESZE, AT LABS_GET[id' SRS &SI >RAYE.
tips : MR EERINIEH , EEWTESIAI T4IIAE | tbansid=0 , BRARMEAEURLFHE/test.php?id=1 , EARIE

TEES  IdEANO

AERGI2
<?php
echo "Register_globals: ".(int)ini_get("register_globals")."<br/>";
if (ini_get('register_globals')) foreach($_REQUEST as $k=>$v) unset(${$k});
print $a."<br/>";
print $_GET[b];
?>

fEregister_globals=ONH,

1@l /test.phpra=1&b=2 , ZLESaKAIR1L,$_GET[b]=2

123 /test.php??GLOBALS[a]l=1&b=2,$a=1,$_GET[b]=2

tips: M PHP » 4.2.0 RFFHAEEE S PHP $5< register_globals RUBRIAEM on B off 7, PHP 5.3.0 &2EH
FHIE8 PHP 5.4.0 &£#k%. JRE : http://php.net/manual/zh/security.globals.php

0x02 $SHNTESEEM

{EFforeachskiEHEAFTRIE | ARERIANEIRNMARBFALE  HATIREFHIZENE. BH~ET
TEESRE. BXd=1 2FSIdEYEES | $id=1,

<?php


af://n3
http://php.net/manual/zh/security.globals.php
af://n16

foreach (array('_COOKIE','_POST','_GET') as $_request)

{
foreach ($$_request as $_key=>$_value)
{
$$_key= $_value;
3
}

$id = isset($id) ? $id : 2;
if($id == 1) {
echo "flag{xxxxxxxxxx3}";

dieQ;
}
echo $id;
?>

0x03 extract)ZEES

extract() REMEETBFTESNFLFNFTER. ZREFALERIENTER | FRHNEREIEITE
B, SEHATHNENTE | BEANFTESRTEIENMAA—NEE. JBE : http://www.w3school.com.cn/php/fu
nc_array_extract.asp

BB

F53#{E "Cat". "Dog"# "Horse" I{E4S3EE $a. $bF1$c:

<?php
$a = "original";
$my_array = array("a" => "cat","b" => "Dog", "c" => "Horse");

extract($my_array);

echo "\$a = $a; \$b = $b; \$c = $c";

?>

//BIT4ER - $a = cat; $b = Dog; $c = Horse

HADM512

<?php

$id=1;
extract($_GET);
echo $id;

?>

//383% : 7id=123
//ER 123

tips: TEJAAextract BT {EREXTR_SKIPRIEEBLEARWE = extract($_GET,EXTR_SKIP);
0x04 parse_str()ZEE2EE=

parse_str() REIEEAFABMTRTES , MRIZFarray 58, VRZRHRENTEFBECHFAENES

RBiE&% : http//www.w3school.com.cn/php/func string parse str.asp



af://n19
http://www.w3school.com.cn/php/func_array_extract.asp
af://n27
http://www.w3school.com.cn/php/func_string_parse_str.asp

REHI— -

<?php
parse_str("a=1");
echo $a."<br/>"; //%a=1

parse_str("b=1&c=2", $myArray) ;
print_r($myArray); //Array ( [c] = 1 [b] => 2 )
?>

tips : parse_str()ZX{ARIREUEE Mb_parse_str() , FAiZEA—E,
0x05 import_request_variablesZEEEE

import_request_variables BREIETLATE register_global = off it , #8 GET/POST/Cookie TES AN LBIERIE,
¢O

<?php

import_request_variables("g", "get_");
echo $get_id;

?>

//HR3E  ?id=111

//85K8 1 111

MNERRSEHAHNNARRS L, WESMARREHARRS —4EBXE— T , BRI,
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