FEFHERHERIR ( email spoofing ) RITRARERSMTPIMYEARZES DI , & LRI MSERIERT
Rk, NMEREBFERMEBIEAXHTA |, SESEEEKRTENASE M |, MEFRAAEESCAIRIELIE,

UNSRESCIMABFENIER ML , B | BAIFE—NILARRAXIBEFAISMTPIRSSER. TEXE , RSB
BE—E&SMTPIRSSEE.

0x01 fELehBIF{AIE

A ISR B — MEL SR A2 EmailBBEAOIRSS | Skitl—Lbi e amlit,
BESPFEERBR :

nslookup -type=txt qg.com

Emkei's Fake Mailer : https://emkei.cz/

Free online fake mailer with attachments, encryption,
HTML editor and advanced settings...

From Name: SES
From E-mail: admin@test com
To: |67 _22@qq.com
Subject: test
Attachment: | sesmore | sz

Attach another file
| Advanced Settings |

Content-Type: & text/plzin text/html Editar
Text: [frYEREOFE, BRIEREE! ! !

Solve reCAPTCHA v2 instead of v3
Send | | Clear



af://n4
https://emkei.cz/

1. test.comzKECESPF , fAiER4E AR/ adnin@test. com , &RIXERE , QQHERFERLINIZUTEIMRE

<8 ||| ms || @sem | #m | mee | o | 28 | 5w || men. - | B -

test

SERE <admin@test.com:
202055860 (EH=) £40:48 (UTC-04:00 [HRE, EFedE)
Aaron <67 *8@gqg.com>

BHRTEE, BPEREREREE, PESITHEERANESHIEE. O SRR

EHEECIE, ERRENERE !

2. ENEExxx.net BEEE T SPF , {8i& admin@xxx.net &IXHRE , BREH NGRS,

< 5@ ||| aEee || smepes | sresses || mes.. - | eaa.. - |

test

EEE <admin@r N, nat>
2020F5H6H (28=) F410:17 (UTC-04:00 fliREE, EFHIR)
Aaron <677 8@gqg.comz=

HE—SEARETNIME. FOEETE, [HSEEES. IESEAEEHEE. ) SRuRas BEEE

EHEEETNE, BRRENRER! ! |

BELALE , FATTLUSEI—MESRRIEIS | QQERTEEIRINEINMART , RICEEHBAISPHCR | RECESPFAYE
2 |, BFERZRONEF RIS BARHRTE ; BEECE 7 SPFRYEE | ISR EINIRE.

HLaTPAKRIL , IXNMEL RS iEemkei.cz , BIIEEDMEL , TRIEEMpostfixigsE, B4 , HAIBaTLAER
postfixiZZEZ SMTPHIMAEIRSS S , LUFE RiEENEHEIEFER,

0x02 $EEERZSMTPIRSEE

EEApostfixiBEERZ SMTPIRSS 28
INE : CentOS7

1. ZZpostfix

#&&epostfix
yum install postfix

2. {EHmain.cfECEIf4

vi /etc/postfix/main.cf
# 7547:1&kEmyhostname
myhostname = mail.test.com


af://n16

# 8317: IREWEE

mydomain = test.com

# 9917: ®Emyorigin

myorigin = $mydomain

# 11617: BtiARlocalhost , {&pkall
inet_interfaces = all

# 11917: #EFipv4 , SNRsKFipve , MATLAall
inet_protocols = ipv4

# 16517: ®Emydestination

mydestination = $myhostname, Tocalhost.$mydomain, localhost, $mydomain
# 26417 1IEENMFIALBAIIPHILESTE]
mynetworks = 192.168.0.0/16, 127.0.0.0/8
# 41917: EUEERE , BMHREFER
home_mailbox = Maildir/

# 57217: EUBIFRE , i®Ebanner,

smtpd_banner = $myhostname ESMTP

3. BahpostfixiRS:

systemct] start postfix

#RIABIKIE

systemct] stop firewalld.service

st HpHEZREIIRI LA R
S ERmail xR

#Z2%Emai1x
yum install mailx

# AR ERHAT

echo "email content" | mail -s "title" a*****t@163.com

& K= =R |«ﬁ@“!§

Eses v @2 || @8 | =6 | Gon | weE | 55

i (3)
[l 2015354
© wnt Hrfg A : [ F<ar® ot@163.com=

ERERAEE B [E: 2020504528
= -
g email content
v btz
Efre
HrREEE

BEMMFRIXICR

title PO &

44 : | "root="root@test.com=

bl

i



#tail -f /var/log/maillog

Apr 28 09:27:14 centos postfix/smtpd[108012]: connect from localhost[127.0.0.1]

Apr 28 09:27:15 centos postfix/smtpd[108012]: 0170D403916: client=localhost[127.0.0.1]
Apr 28 09:27:15 centos postfix/cleanup[108015]: 0170D403916: message-id=
<20200428012715.0170D0403916@mai1.abc.com>

Apr 28 09:27:15 centos postfix/gqmgr[39469]: 0170D403916: from=<root@test.com>, size=716,
nrcpt=1 (queue active)

Apr 28 09:27:15 centos postfix/smtpd[108012]: disconnect from localhost[127.0.0.1]

Apr 28 09:27:15 centos postfix/smtp[108016]: connect to

mx3.qq.com[240e: ff:f101:10::127]:25: Network is unreachable

Apr 28 09:27:16 centos postfix/smtp[108016]: 0170D403916: to=<a*****t@163.com>,
relay=mx3.qq.com[58.251.110.111]:25, delay=1.5, delays=0.03/0.03/0.37/1, dsn=2.0.0,
status=sent (250 Ok: queued as )

Apr 28 09:27:16 centos postfix/gmgr[39469]: 0170D403916: removed

MEMEHEEER status=sent , FEIABBAARIERIN.

F_Fh : BidtelnetERsmtptiY ZIXHR 4

telnet localhost 25

Comnected to locally

3cape character i3

220 mail.abc.com ESMTP Postiix
ehlo abc.com

w1l

-mail.abc.com

EiDERF A Gm S

data with <CR><LF>.<
:Hello

221 2.0.0 Bye

Comnection closed by foreign host.

=) o=l o



admin@abec.com r X
Hello

> X Just for testll] <4553 -

FE=Fh : EAPythonfIAKIEHBL

#!/usr/bin/python

# -*- coding: UTF-8 -%*-

import smtplib

from email.mime.text import MIMEText
from email.header import Header
sender = 'admin@test.com'

receivers = ['antapot@l63.com']

message = MIMEText('Just for test', 'plain', 'utf-8'")
message[ 'From'] = Header("admin") # REE
message['To'] = Header("test") # BRE

subject = '"SMTP HB{HT"
message[ 'Subject'] = Header(subject, 'utf-8')

try:
smtpobj = smtplib.SMTP('localhost"')
smtpobj.sendmail(sender, receivers, message.as_string())
print "HM4AIERID"

except smtplib.SMTPException:
print "Error: JGik&IEmHM4"

EFASB=7HHIRSS RS | HESZIRTSMTPIRSEAIRS , (BEE—EAIFL | XEAUNAYERMGIRS AU EE
SWABRD EMEHARSFEINMANB R,

EMERAIEFES © QQHRFE ( qgflfoxmail ) . MIZHRTE (&FE163. 126HyeahtffE ) . FRHFFE, FEINAEHR
8. Touh139MRTE. FBIS189MESE.

ESMIEE=77SMTPBRSSH : SendGrid, mailgunZs

FRMEFERS , BN R RIEREAR | AENSMTPIRSE , RIXMMHRIREIBER—H , BARSREMAR
RIEER | BFEAKH—S RN,

MNERRZEHAHNNARRS L, WESMARRFEHANRS —4EBXE— T3 , BRI,
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