EARAEIE , BERANESIFMERICiz, FHERCIZEE—FETENNREERIR , AkEKRFNLL
FFEXPEIYCVE, IEIE , FAEXRZEIIRSUGHEBI TR EINO—L, ERNsY  FUNTEHEDAEZH |, thinik
{I1EE0AYILINUX_Exploit_SuggesterfIWindows-Exploit-Suggester,

HAT—mAtiE) , BIET 9 SRR TR , FEURE | 15BN, MR RINEBMAREE  HAEXETH
R LIEEEIENREY.

1. LinuxiZiGHE TR

Linux_Exploit_Suggester—XiRIBIR{FRARAS BN EHENENNAN TR | IR HHISEE TR
BIE |, BiAiTuname NREIRSRERFRITIRA | BEF ITBA-KSHEHIEERESS.

githubI Bt : https://github.com/InteliSecureLabs/Linux Exploit Suggester

LA

$ perl ./Linux_Exploit_Suggester.pl -k 2.6.28

2, Windows-Exploit-Suggester

Windows-Exploit-SuggesterZ5Linux_Exploit_Suggesterf2 &M &I —FUENEHEI TE , FBpythonFF&TAK |
B txtsysteminfoE RIS . NTIAIMARREFERESRA.

githubTB#bit : https://github.com/AonCyberLabs/Windows-Exploit-Suggester

BiEmpl :

#EERER B ERRRE
$ ./windows-expTloit-suggester.py --database 2014-06-06-mssb.x1sx --systeminfo win7spl-
systeminfo.txt

$ ./windows-exploit-suggester.py --database 2014-06-06-mssb.x1sx --ostext 'windows server
2008 r2'

3. gtfo
gtfoR— M Epython3RERNTE , B TFEZRGTFOBINsFHILOLBAS_EAY #3714,
githubI Bibit :

https://github.com/mzfr/gtfo

REEE , NUAEHRAR , BIINNEXFTEHARTH , FEERKFARGTFOBINSFILOLBAS,
GTFOBIns : Linuxan$12AUBEIEIE

https://gtfobins.github.io/


af://n63
https://github.com/InteliSecureLabs/Linux_Exploit_Suggester
af://n69
https://github.com/AonCyberLabs/Windows-Exploit-Suggester
af://n74

LOLBAS : Windows#p$SiRSUSEIEIA

https://lolbas-project.github.io/

4. BeRoot

BeRoot Project2— MFIFIEMIITE , ofLUEEENAYEIRECE | LUREARAIA NG E | iZIE &
Windows , LinuxflMac OS_Ei=fT.

githubIB#iE : https://github.com/AlessandroZ/BeRoot

BN C\Windows\System32\cmd.exe — O *

t run by default)

(default: whoami)

5. Vulmap

Vulmap2—MHRREL RN RRIEEFRE. EHRERTWindowsHILinuxiFRFAVE At RIImER
LI

GithubIB#EE : https://github.com/vulmon/Vulmap



af://n83
https://github.com/AlessandroZ/BeRoot
af://n88
https://github.com/vulmon/Vulmap

Vulmon Mapper vl
www . vulmon. com

Distro Information
DISTRO ID: kali VERSION: 2017.1

Kernel Information
SYSTEM: Linux VERSION: 4.9.0-kali3-amd64 ARCHITECTURE: x86_64

Info] Default mode. Check vulnerabilities of installed packages...

0
I
>]
1

Vulnerability Found!
Product: bash 4 4+bl
CVEID: CVE-2016-9401 Score: 2.1 URL: http://vulmon.com/vulnerabilitydetails?qid=CVE-2016-9401

Vulnerability Found!
Product: binutils 2.28-3
CVEID: CVE-2005-4808 Score:
CVEID: CVE-2005-4807 Score:
Available Exploits!!'!
Exploit ID: EDB28397 URL: http://vulmon.com/exploitdetails?qid=EDB28397 (GNU BinUtils 2.1x GAS Buffer Overflow Vulnerability)
CVEID: CVE-2006-2362 Score: 7.5 URL: http://vulmon.com/vulnerabilitydetails?qid=CVE-2006-2362
Available Exploits!!!
Exploit ID: EDB27856 URL: http://vulmon.com/exploitdetails?qid=EDB27856 (GNU BinUtils 2.1x Buffer Overflow Vulnerability)

6 URL: http://vulmon.com/vulnerabilitydetails?qid=CVE-2005-4808
5

7.
7. URL: http://vulmon.com/vulnerabilitydetails?qid=CVE-2005-4807

Vulnerability Found!
Product: busybox 1:1.22.0-19+b2
CVE-2017-15873 Score: 4. : http://vulmon.com/vulnerabilitydetails?qid=CVE-2017-15873
CVE-2006-5050 Score: : http://vulmon.com/vulnerabilitydetails?qid=CVE-2006-5050
: CVE-2016-6301 Score: 7. ¢ http://vulmon.com/vulnerabilitydetails?qi VE-2016-6301
: CVE-2006-1058 Score: 2. : http://vulmon.com/vulnerabilitydetails?qid=CVE-2006-1058
CVE-2014-9645 Score: 2. ¢ http://vulmon.com/vulnerabilitydetails?qi VE-2014-9645
CVE-2017-15874 Score: 4. : http://vulmon.com/vulnerabilitydetails?qid=CVE-2017-15874
: CVE-2016-2148 Score: 7. : http://vulmon.com/vulnerabilitydetails?qid=CVE-2016-2148

6. WindowsVulnScan

XE—FETENNRRRETR , E5EREI EEBRNCVEIIEBAFFEXPRICVE,

githubII Bkt : https://github.com/chroblert/WindowsVulnScan

PS G:\JC_Tools\e1l iH\e3 FilF KB.json

CVE-EXP-Check=:
author: JCBoBl
wechat:JC_Sechotes
version

T :
CVE-2019-1476
CVE-2020-0686

7. ATRoot Auxiliary v2.0

ETjavaf P RAVRNHEEN TR | STHRXURINEL , AMEECE XA T At B R FiconfBR | mEEINA]
VB E S


af://n92
https://github.com/chroblert/WindowsVulnScan
af://n97

|4/ ATRoot Auxiliary v2.0 By:AdminTony @20161209 | RS ERE N FTRSAEAIES = | B S

#1058 T EATRoot Auxiliary v2.0

REXHMEAN: o mian(ES) FHET(ES)
FrTEA MYSQLIZHR MSSQLIEM i
@ Win2003 Win2008 Win2012 UDFiE4Y MOFE47 SAIRRY i
EBITSEHREEE. 0: e, N
[01]: KE2360937 ‘ % Flemdsii
[02]: KE2478960
[03]: KB2507938 ‘ FRREE
‘ Cpen 3389
i ‘ ‘ Kill Dog

8. ERIRUEEENES

—FAERR Linux/Unix #1 Windows RERMEEHEESMAVRERFRSSERBOUNE TS , EFTHEBART
LENEED | BEBLEHTIREERIN , BIEIAIIIE NS E IR,

ELEIRE

https://detect.secwx.com/

> S)

Shellsp$HROSEEFEIIE

EFRedHatguigiFEE

—gqa —qgf "% {NAME}-% {VERSION}-% {RELEASE}. % {ARCH}%n’ & find / -perm -u=s —type f I

9. HEAUHENMIST


af://n101
af://n106

AEWindowsRINAYEHE |, IFLEHN THREXp/RIUIE ? ERTIC— LR CIR TREMNEZRTEE ? 18%F , BT IXHATL
Bt AcEER R~

FELEAME © http://bugs.hacking8.com/tiquan/

Windows Exp CMDERE @& KillDog 173389 SQUEH ~

HIs Question

29-83-19 ©5:15:01

10, PEASS-HSIFHEREIA
EXE |, AL ELERFWindowsFILinux / Unix *BUNFHR TR,

githubI B : https://github.com/carlospolop/privilege-escalation-awesome-scripts-suite

FEMEER - https://book.hacktricks.xyz/

MNERESEFMEBMNTARRS L |, RDSAAAIEFHRAIRNRS —EEXE— T, FERRESEE.



http://bugs.hacking8.com/tiquan/
af://n110
https://github.com/carlospolop/privilege-escalation-awesome-scripts-suite
https://book.hacktricks.xyz/
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