—. BiE
ERNF , BEA ESRCAYRRBE BEAN LM
Fol— : ERHRLATRS © www. xxx . com, EHEAELRNEEE RN

T RERIS* . xxx. comtBXAVIRIE
FR= : TR

Fa— , EAHIRE T eE
o= | EETFEEANE
A= FEBRAEXESAE

Boh, BEERU ARSI SHIRRETEA , SIS FAMERRSHRNS | REBMFFFEES TR ET , XY
R BEREERMES  KNBELXALR  SEEFERZSHNENIRRE.

ESEUAT , HIFERTESNENEBTNER , B RUIERKE | RETIRKAZEREIIEES
K. IMAIRKUNEZWEEFEE , RATSRIKER R REXESIER  XNR(IE—LrsENAEELA

EXE | B A AR B ERTS | RICESEBATMEE,
BERIASE T EEE,

=, &N

MEEEHE  RIESEEESRNRE TG , M*ox.com , B FRHT TS eI,
2.1 FHERUE

A EE3IEEY

Google, baidu, BingSHESIEZES|EE
site:baidu.com inurl:baidu.com
#target.com| ATBFE

MBS ARSI |2

zoomeye ((fBZAR) : https://www.zoomeye.org
shodan : https://www.shodan.io

Fofa : https://fofa.so

Censys : https://www.censys.io
Dnsdbi¥ZE5 |22 : https://www.dnsdb.io

PS : AIYg 5Py thonfiA#it E&1H. FKEX

B. E&EIEN


af://n0
af://n8
af://n10

http://tool.chinaz.com/subdomain/
http://i.1links.cn/subdomain/
http://subdomain.chaxun.la/
http://searchdns.netcraft.com/
https://www.virustotal.com/
https://censys.io/
https://x.threatbook.cn/ ML

C. FIEHBRENBEE

BT A :

Layer P2l

wydomain : https://github.com/ring04h/wydomain
subDomainsBrute:https://github.com/Tijiejie/
SubTist3r:https://github.com/aboul31la/Sublist3r

D. DNSEif)/#rz

DNSEIH) :
host -t a domainName
host -t mx domainName

s - IEEEN , BIIEIEIONSIRSEEVAICR. CNAMES: | OILUERSERERER | B2,
e BIRKAERM |, IRZONS2ZEIEEAN,
2% : https://www.cnblogs.com/xuanhun/p/3489038.htm1l

EEERR

DNSEIWGfR : fierce
£%&45% - http://blog.csdn.net/jeanphorn/article/details/44987549

Passive DNS
SEHEE - http://www. freebuf.com/articles/network/103815.html

E. HTTPSIEP

UEPIRAENE (CA) BB TR FEIEANSSL/TLSIER R HREIATHEF, SSL/TLSIERBFEG 1A, Fi&FIEFhpEt
ik, ELESSL/TLSIERRA T REERTIAR.

SSLIFBHEERS|EE .
https://certdb.com/domain/github.com
https://crt.sh/?q=github.com
https://censys.io/

EF HTTPS IEBHIIHHZUE/FERF : GetDomainsBySSL.py
SEHEE - http://www. freebuf.com/articles/network/140738.html

F. GEER



2E : https://github.com/bit4woo/teemo
FEF=KER R F=Fuhm &

FAEMIPIfEhttpin E3A)IPAI80ELE8080iRIAIAHR , ATRERIBEIACE 7 301BkERY , AJLITEheade rEBIREUE =

BE.
SRFIERIT : https://scans.io/study/sonar.http

G, FlE& L

LENFHEHETK , FalifsTIEEAKX , WEHRERRE | FExINmEHERITseF R BRI FiEE.
SEHEE  http://www. 52bug. cn/%EI%BB%I1%E SBAEBA2%E6%8A%B0%EC%ICHAF /3413 . htm]

2.2 HXIHBUNES :

A, EuhR R

BIPRuLR CEREIf

IPREHZ

IE: a8, 8

E sy =
http://www.hackmall.cn/
http://www.webscan.cc/ ¥#EF
https://phpinfo.me/bing.php

GCERINEERIRBRTIP , HENZERNIFRTERIIPER , BTN I PEHH TARSS B8 134
B. imO34H
X31-6553 51w | IRlwebiRSSi%m
C. FuhiEE
BYREICE , NEURTAE ( —AREER ) KEUWEXRISES RS
BRE  BUihnEEEsE s | ARCERE HZEEFrE FEE |
AEEREIFRRNEIN S  AREXER , BRI 1E

IR ERE S crossdomain. xm]

4l : https://www.baidu.com/crossdomain.xml
D. #afim
BEEBIMIRIIGE , REREPBEECRIBHAPP, MIEARE. XTFEEESE , XEEESERK TS,

E. T &S


af://n25

EITWATREFAERUNR S | EETRAR—F BNES , JEHRSL
B JMA0A, HMERS. VPNE
Ebe : P, FARSE. ELER. MEARTFE

=, [ERIE
EERARMEANEEUERTS , TEEGRSEP. HE. Wik,
3.1 [RSSEIP

A. S83CDNEHMIEESTip

1, EifFEDNSIER :

BE IP 5 HEHENHLICR | AleaFAA CON BIRICR , BXEENLGE :
https://dnsdb.i0/zh-cn/

https://x.threatbook.cn/
http://toolbar.netcraft.com/site_report?url=
http://viewdns.info/

2. xcdn
https://github.com/3xpl0it/xcdn

3. zZmapiIEER
¥{EFi% - http://bobao.360.cn/learning/detail/211.htm1

Tips : HEELip , 4fhost , 2ARATLSTHB RN, , EESLIP , WESLIPHEHTNEN , DDOSTHRES |, cC&E
&, SCIFCAICONBATE,

B. RBIARSSRE M PIERE

IR ER G
FA NMAP IRUBR{ERSE

C. mANRS
Nmap 1-65535umE3 | IRimORS
D. EifIPFRENE

IPHBULESIA) :
http://www.hao7188.com
http://www.882667.com

3.2 1%
A, BRI

Google Hacking
Google Hacking&i# , tlisite:baidu.com inurl:admin, fEEESLEE , SREUNILEISURSE


af://n36
af://n38
af://n47

B. whois{SE/DNSf#HT

HwhoisEFF , SRECEMAGEFIME. BIFES  TLUBEHEERSZE , NS , H—LERHESEHSMEANER
DNSHRSS 2%

http://whois.chinaz.com

https://whois.aliyun.com

B2 EMEETE  TARTHITSEERENKS.

3.3

A. robots.txt
MuGIEITRObO t SHMY SRS 25 | ZEHPLL TR A LASMEN , HPLETAEANBENMEY , nIBEFa—LeRRkig =,
B. MIuLZEH

WUHES. FUERE  WubiEZR, BHEZRE SRR
E FEAYRIEZEEISN © LAMP/LNMP
PHPHEZR : ThinkPHP

C. BREL/FEHIE

B IABUR E RN ST , XS A SRS E T fer - £ E R EEAIERA.
WENS N BICHRRE , BRI

1) EFAMCRIREN L B RaE, WwvsBRINEERENR L B RLs,

2) FRERERIERIER. W HalFE3MTIE. 7kbscan-webPathBrute

D. BRSHERIME

B, WA, GithubittEE, SVNTRIDIHHEE
E. web g

RIERWEBIBXCMSIREISES @ http://www.yunsee.cn
F. R2B5F

TR, zwaf, Bwaf, EHFGFRE. Kwaf

MNERBRSEHEBAITARRS L, DS RS —_EERE— T, FEISRESEE.


af://n52




	一、前言
	二、资产探测
	2.1 子域名收集

	2.2 相关域名收集：
	三、信息收集
	3.1 服务器IP
	3.2 域名
	3.3 站点


