JSON Web Token (JWT ) MF2EMXARMS , TEEE—MEERSIANKEREZE. EACMIATLULREE
BRFPRIGTRINEENIR , MEEATREH—SAKIMESNR SRR , AMSEHE , #itlinE , SQLi, XSS, SSRF,
RCE , LFIZE,

B IRERRNAEFIEEERAWT , &REBNITERERETENHLICRPRRWTIENFRIAR

[= Jey[A-za-z0-9_-1%\.[A-Za-z0-9._-]* - R A IWTRRAS
[= Jey[A-za-z0-9_\/+-1*\.[A-Zza-20-9._\/+-1* -FTEIWThRA ( AJEEIRIR )

R RO RS FI [ENIZRIAT TR

Filter by request type Filter by MIME trype Filter by status code
i

@ [[] shew onlr in-scope items [¥] [¥] other text [#] 2zx [success]
DHi:le items without responses Script Images Zxx  [redirection]
I:‘ Show only parameterized regquests X_‘rll F'_ash 4xx [request error]

[# css [#] other binary 5zx [server error]

Filter by search term Filter by file extension Filter by annoctation Filter by list. ..
[A-Za—z0-9_\/+ 1%\ [A-Za—z0-9. _\/+]=

D Show only: |sp, aspx, jsp, php I:‘ Show only commented items
FRegex Port

D Hide: gif, jpg. png, cs: I:‘ Show only highlighted items
Case sensitive I:‘ Negative search

’ Show all ]’ Hide all ]’ Fevert changes ]

SRERIS—1SON web token , dMITFIRE( IR HIEHEHHNE RS ?

1, BRERtEE

HFHeaderfIPayload&Bs> 2(EFIRI¥base6475iARISHY , EITAIREBERShEAIA SRR LUSEEEUE.
BFNNE , BREBEEN RO EREbaseo4BBRE , IR

Linux base64TH ( HH-diREAFHE ) :

$ echo eyJ0exAi0iJKv1QiLCIhbGciOiJIUzIINiJ9 | base64 -d
{"typ":"IWT","alg": "HS256"}

MEESF)avaScripti=HIE :

>> atob("eyJ0eXAiOiJKV1QiLCIhbGciOiJIUZIINiI9")
"{"typ" : "JWT" , lla1gll : "HSZSG"}"

Powershell:

PS C:\> [System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase64Strin
g("eyJ0exAi0iJIKv1QiLCIhbGciOiJIUzIINII9™))
{"typ" : "JWT" s lla1 gll : "H5256"}
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Pyhton:

>>> import base64
>>> print(base64.b64decode('eyl0eXAi0iIkVv1QiLCIhbGciOiJIUZIINiJ9"))
{”typ”:"JWT"’"a1g":”H5256"}

REE—REXT , RN T BRIt Token , SRS TR, Eit , TokenRAgHERL
75, RIEMESIETSOSEASUEIE (FINERD) .

2, 1BHiE(EMAnone

IWTSERHEERAIRTEA None', JNSalg"FEIRH" None” , BBASERWES , XFHETokenEBRERIH.

IREZWEERIRVBRRA T HERER. BR  SAMEEFINERXAZIE  HEETUBETKalgFRIRE
73"None RSt VEZERIE(Ttoken , IFHEFEATLAERMIEItokenEFHER R EMEME,

<l

eyJhbGci0iJIUZIINiISINR5cCI6IkpXVCI9.eyllc2VyIjoiYwWRtaw4iLCIhY3Rpb24i0iJ1cGxvYWQifQ.y2k9siD
RU81ybXm-anxpD2plN-rKekDJItIGKGIlemjY

®E "alg": "none"RNeesss |, 4Bk Token:
eyJhbGcioiJub251IiwidHIwIjoiS1duIn0.eyllc2vyIjoiYwRtaw4iLCIhY3Rpb241i0711cGxvYWQifQq.

fRAL

{lltypn . "JWT" , lla'lgll . llnonell} .

won non n,n

{"user":"admin","action":"upload"}.
[No signature!]

TEREHAREER ? IRTNEHREERL , BBARBEEFERR.

SMEHIRANXFRINE ? IWTECENIZIEERMRRIEREL | FEEE none",

3. ZRRENE

IWTEHERRIMFEIZRHMACHIRSA, HMAC ( MFRINERE ) BR— &S tokenH{ TEZFNAIE. MRSA (3F
MRINERE ) FERNER |, SoRBINEEMIWT | ARERER A BREEZIIE.
INERIGHIERS256(EX9HS256 ( IFIRERDEE=>IREBEE ) ?

B4, BIRBaERNBIEATIER , REERAHS256FAMIISE., HTAPENTLKESEIREE | Frld
AR LMESheaderdh&iLZIHS256 , AIEERRSARNBXIEIEHRTER.

Bl :

eyJ0eXAi0iIKv1QiLCIhbGcioiJIUzIINi19.eylsb2dpbiI6InRpY2FycGkifQ.I3G9aRHTunX1zv21yIvwkzo0I_A
_0iaAAQaku_kjkIm

fRAL
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{ntypn:"JWTn’na1gu:HH5256H}.

won

{"Togin":"ticarpi"}.

[{EAHS256%% , (FRARSANESEEZSEIE, ]
Bt LIS EERSANE+HS 256 L AT ZIGIF.,
AMAHRAELX NI, ? IWTECBERMIZ R ASIHERHMACE A AHEL | IR BRI RIX R EL X,
4, THER

LRAPIWRERIERENARER | RS aEB X tokenE B FHITIE | IXiF , WEEEr LIBTIRETHE B B
s T2,

<l
— MRIFAIGIFEMuG_ ER N AR TRE , RARIREERESINESERIWTEHThRIR A 88hattiam | &
(1B ERIS kAR AT AT,

eyJ0eXAi0iJKv1QiLCIhbGcioiJIUzIINiJ9.eyllc2VyIjoidGvzdCIsImFjdGlvbiI6InByb2ZpbGUifQ.FjnAvQx
zRKcah1w2EPd907tegX-fQst7mMzhT84hj7mu

user FEEXIA admin , EEF AR token

eyJ0eXAi0iIKV1QiLCIhbGCioiITUZIINTJ9. eyI1lc2VyIjoiYwRtaw4iLCIhy3Rpb24i07Iwcm9Imawx1In0._LRRXA
fxtnagdyB1luRk-7Cfkk1RESGWxqQCAWCNSPaI

251

{ntypn: "JWT", na1gu: "H5256”}.

{"user": "admin","action": "profile"}.

FEA]
BEFERAToken R EIRZIHFEE , WNHARELESE , NiREKREEE.
5. J|HOEMEZNA

HMACERZA ( IaNHS256 / HS384 / HS512 ) ERAXIFRINE | XEMREChEH TERRZ R ATHEHTE
if. AFERRIERE—BEE39IRE | RIS ABRIIEEN | MAEERIER N BEFEHTIE.

FEtt , HMAC JWTHSEE B4 |, @ITWTHE TR , AT AR E AR RE 05 RN,

python jwt_tool.py

eyJ0eXAi0iJKv1QiLCIhbGcioiJIUZIINIJI9.eyllc2VvyIjoiYwRtaw4iLCIhY3Rpb24101I11cGxvYwWQifQ.7zbwdzx
wfjm575fHGukkEQ908-eFY4bx-fEEBUK3XUE -C -d 1.txt
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JIUzIINi]9. ey, RtaW4ilC]Thi

KIEZA |, (EEERAFAIToken :

ALGORITHM @ HS256

Encoded Decoded

PAYLOAD:

VERIFY SIGNATURE

SNRALIBAEHMACESR | WA LUBESHEFREIAE | XNRRESERRTHRIFETENER.
6. BAME

BRIRITEE TTERNEAERE | Ibafbrlse@id SR KEERD |, MgitiEEtE. BRBH , EREIEEEL XXE
B , NmEEEtoken&,

#RYAKID

KIDRFR"ZHFS" (Key ID ) . BRIWTLEBI—MAIIEFER , FFAARATLAERAIAIE okenfY3E—23H. KID
SHRIIERRIEN TR

{
"alg": "HS256",
”typ" : "JWT"’
"kid": "1" / /&AL Etoken
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AT IFRERRFER  BREETRAIRNCHSERRINESR.

BREH

MATKIDEEBTMERFEHREREA , Bt , NREERRIABEKID , XHRFAESER BREHIY
&, X, WEEEEBEN G RRPIEEERSUHE/AERER.

"kid": "../../public/css/main.css"  //fERAAIEI{Hmain. cssi@iiftoken

Blgn , WEE LGB TIREN FREFERATT R A AHENER , FFRIZXHEHMACIIER tokenE#,

SQLiEA
KIDW A LABTFELUEEFIRERZH, BT , WEE RIS ASQLENRSITIWTZ EHH,
WNERETLATEKIDSEN EHTSQLEN , W& EaEERIZGENRETEE.

"kid":"aaaaaaa' UNION SELECT 'key';--" //{EF=fFE"key"IgilFtoken

LFEXNEANSESHNERERREIFRER key” ( RAEIEESAFER A" aaaaaad"iI%H ) . ASFERFERTSR"
key"{ERZEERIAIEtOKeN,

wSiEA
B, BKIDSHEEEE AR SRR Fal st — e SIEARBER .
—LOEREERELR IS BU R AT R AL , ELUNRuby open () . INEHEE RFEBARIKIDIHREEFINEGS |, BIEJH
TERDS
"key_file" | whoami;
EUBEREERE  XREEF—MIF. oL  BENBREREREEILE UGS EUEREZEMU
system () , exec () HIEREMRT , EPET=HUFRIRE.
8. MBS

BRKIDN , IWTHRAERBELLFF AR A RIET URLIEEZ R,

JKUSLERSEL

JKULFREIWKSet URL" , ERSLEBRI—ANEFRR , ATISEHEEI—ANNE tokenZRRIURL, ERVHERIZFR
BERRERERM  WEEMTEE CHNERNMY | FHEENARER . AERiAiEtoken,

jku URL->EE IWKEERISZH- > FIFIRIESREAT IWK
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JWKSLEBSEL

SLERENESEYWK (JSON Web Key ) HEIEE BEIINIERIZ AR R N tokenHh,

EHX5U , X5C URL

B KUEWKSLEBZEALL , xSuFIXScLERSERITFINGGE AT IIE TokenB IR TRIEREOERHE. xSuLAURFEZISERS
B, MXScRIFBIERERAtokenH,

I TokenAI IR BABUR TRATABKAYWTECEAISEIMAIER | (BR2EMHWTR |, BEXS BiRikSHIWebigRH
{EFRITokenHATIZEY, HEEHIER , ATREBRIENNKEARNUNBENRZERFMEERR | HFEARTLRE
REMZ R !

SERH

https://github.com/ticarpi/jwt_tool/wiki

https://medium.com/swih/hacking-json-web-tokens-jwts-9122efe91e4a

MNERESEMEFMNTARRS L |, WDSAAAAIEFHRAILNRS —EEXE— T, FEIREESEE.
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