IEEBRT , B cmdap SR LUREREISEIAIP , &5 IAYE<SMping, nslookup, {BRZubRETRAFIAR
MZERIFBE , (EFCONIDE , BiREFTEICON | IXEHEMBEESUS CONKEHRETIP,

—. DNSHSEf#TCHE
EIEERLEFITCR | TR EIMiLERACONRIRIRRITICR , MMSRENESLp , BXERRNMILE

iphistory : https://viewdns.info/iphistory/

DNSEH : (https://dnsdb.io/zh-cn/)

MEEZ - (https://x.threatbook.cn/)

E&Z&Eif : (https://site.ipl38.com/)

DNSHSE&EIS : (https://securitytrails.com/)

Netcraft : https://sitereport.netcraft.com/?url=github.com

IP History Eiflig= :

Tools API Research Data
ViewDNS.info > Tools > IP History

Shows a historical list of IP addresses a given domain name has been hosted on as well as where that IP address is geographically located, and the
owner of that IP address.

Domain {e.g. domain.com):

GO

ults for alipay.com.

IP Address ”:ocation”IP BRddress Owner ”Last seen con this IP
110.75.139.5 China Zhejiang Ant Small And Micro Financial Services 2020-05-22
110.75.129.5 China zhejiang Ant Small And Micro Financial Ssrvices 2020-05-22
110.76.20.33 China Zhejiang Ant Small And Micro Financial Services 2017-09-10
110.76.15.33 China Zhejiang Ant Small And Micro Financial Services 2017-09-10
110.75.139.5 China zhejiang Ant Small And Micro Financial Ssrvices 2017-0%-10
110.75.129.5 China Zhejiang Ant Small And Micro Financial Services 2017-09-10
110.76.20.33 China Zhejiang Ant Small And Micro Financial Services 2017-0%-08
110.76.19.33 China zhejiang Ant Small And Micro Financial Ssrvices 2017-0%-08
110.76.20.33 China Zhejiang Ant Small And Micro Financial Services 2017-03-26
110.76.15.33 China Zhejiang Ant Small And Micro Financial Services 2017-03-26

~. BEFEE

REmz , —LEBRIAREMCON |, M—EFHRERFAKBIIANCN , MERFHER—MCERA , XEHER , #5
HLIBT B AR E W ISAIESLIP,

ERNFEEERSENTIA

1. HZ5|ZEH : AGoogle, baidu, BingZHEF#EZ5|28 | site:baidu.com inurl:baidu.com , #&target.com |4
BEF.

2, —EELERTHR, 0



http://tool.chinaz.com/subdomain/
http://i.1links.cn/subdomain/
http://subdomain.chaxun.la/
http://searchdns.netcraft.com/
https://www.virustotal.com/

3. FEHEBERNFHE

FEEEHIE:

LayerFig & ZHEL

wydomain : https://github.com/ring04h/wydomain
subDomainsBrute:https://github.com/1ijiejie/
Sublist3r:https://github.com/aboul3la/Sublist3r

=, MuERMELER

teani , BRFEIEMT , BRAEFREIETS. RSSEMHTIRFINEEDSR | BIMLGEE CAIEMY | Nt BirENREEMN)
ESLRYIP , EEEMELER | SREEIMUSRIESLIP,

Received: from mail. abec. com (unknown| [218.1°7.2 L6210 |

by newmx3Z2. qg. com  (Newlx) wiLh SMTF 1d

for <BTC.. T2B@aq. com>; Tue, 28 Apr 2020 16:54:57 +HIB00

FQO-5PAN: true -

¥QQ-FEAT: EBpiTUVHIEVEXwiSbaZeXTMIqh /IN9 2T T+ipE T ICpOL TME e g sDHHDOWaM
eETWEFSW 0 T e VCZ+HmV T 35+ CDENeGMwd+hr TB Tme eHI BN tDbAFhE w4 SdcKx o PWEw TE
SrMz3GAThuAZ 24 TCAg A TGFGovZ opr 10T /BLZ 50k Na TrkdivE IOMuEEMb 42 T g+ g 3D+ HAT
oI T9cHKb ol THI d+z 3vhf nyprEnFWo e HAGE 1 IDe ZHUE s MO+ E+SHI 19T /EPTimVk T+ 5 t tRHE
SymbdQRIT4985F sTONQF vl 7=

HQ-MAILINFO : MempTohd0Ewq THaLnVoaPw/ 1L8hey 6V qFm] s0Z g owd jp0T1 TrEE = al
hSEYa=n,c1RBo jENTHAWSE 1 DvpyXxLxc 1 ¥MpPOrFGctliqTeGl ATl totGf 1 3pEFSpaD 1y
14EmIPvIzr gFPC4y P Sxiui=

¥00-mid: mx=zadltl5BE064096tw2kxzrvn

H0—0RGSender : admin@test. com

M. MEZRRSSIEER
BT KT S-S |, AT LAHRIRRAIP |, (REIHRIRENEAIH M uSAIESEIP,

1. $9EZAR : https://www.zoomeye.org
2. Shodan : https://www.shodan.io
3. Fofa: https://fofa.so

ZoomEy##EE :



github.com

39.97.160.231 ©

80/http  IDC

f. FIASSLIEBIKEEIP

LR EXER SE | oER | TR

+

HTTP/1.0' 404 Mot Found

Date: Sat, 23 May 2020 08:51:40 GNT il

Content—Length: 481

Content-Type: text/himl; charset=utf-8 BE 1,583,541 w
ipvAiRE 580,567

<!DOCTYPE htnl>

<htnl ipvEiEEr 3.374

<head>
C(titledNot Found{/title>

IERINAT U CARRIEMEA R IBAIE N SSL/TLSIER A REIATEAES |, SSUTLSIERBESSIHE. FdBf08EF
mRfAEtdE, FELESSU/TLSIEBRA T WHERTIA S,

SSLUFP1EZ5 |22 -

https://censys.i0/ipv4?q=github.com

S Regist
4 - n egister
104 censys Q IPv4 Hosts & GRS o

Quick Filters
For all fields, see Data Definitions

Autonomous System:
81.46K AMAZON-02

39.87K DIGITALOCEAN-ASN
37.35K AMAZON-AES

33.08K CNMIC-ALIBABA-CN-

NET-AP Hangzhou
Alibaba Advertising
Co. Ltd.

19.64K MICROSOFT-CORP-
MSN-AS-BLOCK

E More

7. ESPENRETES

i= Results 9 Map i Metadata [l Report & Docs
IPv4 Hosts
Page: 1/20,395 Results: 509,857 Time: 131ms
L 45.55.103.238
Unknown Network Unknown
443/https
443 https.get.body: | : github.com /sogko/smart_tags_app
0 125.180.32.159
POWERVIS-AS-KR LG POWERCOMM (17858) Siheung-si, Gyeonggi-do, South Korea
443/https, 80/hitp
chgotha cdn.2runo.com, 2rung.com, api.2runo.com

443 .hitps.get.body: :// github.com

K& CON R ASMRER M T ERRIZE , MEXNEIMIZIETELFIRE | WHEEAEREINIDNSE

1, fRATRESRENEIESEIP,

ESMZPINGIA TR :

https://asm.ca.com/zh_cn/ping.php
http://host-tracker.com/
http://www.webpagetest.org/
https://dnscheck.pingdom.com/



E5MZpingubiiliz :

Ping a server or web site using our network of over 50 monitoring stations worldwide

github.com (e.g. www yahoo.com) m

Ping to: github.com

Checkpoint Result min. rtt  avg. rtt  max.rtt P

Bulgaria - Sofia (bgsof(2) OK 30472 30.575 30.747 140.82.118.3
India - Bangalore (inblr01) Packets lost (100%) 13.234.210.38
Australia - Brisbane (aubne(3) Packets lost (100%) 52.64.108.95
United States - Council Bluffs {uscbl01) OK 24993 25119 25625 140.82.114.4
India - Chennai (inche01) Packets lost (100%) 13.234.176.102
United Kingdom - Cardiff (gbcar01) OK 12.976 13.126 13.488 140.82.118.4
United States - Cheyenne (uschel1) OK 26.264°  26.378 2B.552 192.30.255.112
United States - Charleston (uschs02) OK 12.594 12.793 13.331 140.82.114.4
United 5tates - Charleston (uschs01) OK 12.339 12.442 12.881 140.82.113.3
Canada - Toronto {cator(3) OK 24766 24930 25.227 140.82.113.3
Czech Republic - Prague (czprg01) OK 235954 2403 24067 140.82.118.4
Germany - Berlin (deber01) OK 23.882 23987 24.061 140.82.118.4
Germany - Frankfurt (defra05) OK 6.508 6.607 7153 140.82.118.3
Ireland - Dublin (iedub03) OK 22.601 22.667 22316 140.82.118.4
Metherlands - Eemshaven (nleem01) OK 3.818 4121 4927 140.82.118.4

+. Biek

BIZmap. masscanFTEXMNENEEWARLIM , SRHIMmERETREFER , FKEUWUEESLIP,
1. ZMapSTRE&RIERMIFMTE , SEBE4SOHRREEM,

https://github.com/zmap/zmap

2. MasscanSFRERRIVEBMIGO1FHES | RIS RIEEEM .,

https://github.com/robertdavidgraham/masscan

I\, BREFASSHSET
AECECONRIR R , FEIEEER. mOFER , BIHE/IV\EEMATHME Z SECONPIFHRER,

=B - AT HERFEE , BAIEERE www. test.com 1 test.com EFEIE— AR , MCONREE T www.te
st.com , EiTiBiatest.com , FEATLALET CDN T,

612 : WhRERSSZFEFhttpFihttpsifial , CONRECE httpstii¥ , BPAXES HiEhttpRiA] LIRS SR,


http://www.test.com/

MNEBRSEHEBRITARRS L |, DS EHRAILNRE _EERE— T, FEISRESEIE.




