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[ index. phpB]
Bl<?php

2 | /V/EBERER.SREBTEE

3 function index()

4 Hi

5 global Sdb;

€ global Srequest;

7 global Sparams;

8 global Stag: /! B

=]
10 IcheckSqlStr (Srequest['keyword']}? Srequest['keyword'] = Srequest['keyword'] F
11 Skeyword = urldecode (Srequest['keyword']);
13 if (empty (Skeyword))

4 H {
15 echo '<scriptralert ("jEiEAEEHEHPIAZE! ") ivindow.history.go(
16 }
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54 function checkSqglstr(Sstring)
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56 $string = strtolower ($string); . _JJJJCJ = b

57 return preg match('/sslect|i elete / VA B nion|into|loa ser/i', $string):;

58 }

checkSqlIStrEREIHMENNFRFERHITIENIILES , ICNEBREEEEFRT. HEETE/ content/search/index.phpsf
get_search_resultERZy :

B6 J function get_search_result (SmodelName)
= {

global Sdb, $request;

tcheckSqlstr ($raquest['keyword'])? $request[‘keyword'] = Srequest['keyword'] : ewit('IEIFEFEL") s
Skeyword = urldecode ($request[’'keyword']);

9l switch($modelName)

92 {

“* FROM ".TB_PREFIX."article WHERE title LIRE '%".Skeyword."%' OR content LIKE '%".§keyword."%'

FROM ".TB PREFIX."list WHERE title LIKE '%".Skeyword."%' OR content LIKE '§&"_.Skeyword."%' ORDER BY

FROM ".TB PREFIX."product WHERE title LIKE '%".Skeyword."%' OR content LIKE '%".Skeyword."%' ORDER

FROM ".TB_PREFIX."download WHERE title LIKE '%".Skeyword."%' OR content LIFE '%".S%keyword."%' ORDER

* FROM ".TB_PREFIX."picture WHERE title LIRE '%".Skeyword."%' OR des  ipt LIKE "%".Skeyword."%' ORD
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FROM ".TB PREFIX."video WHERE title LIKE '%".Skeyword."%' OR description LIKE '%".Skeyword."%' ORDER
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1. XEURLencodefgiBsad , AliBIdmEtampersiidURLencodeXNESRAD , tamperfI AT :
#!/usr/bin/env python

import re

from urllib import quote

from lib.core.data import kb

from lib.core.enums import PRIORITY
priority = PRIORITY.NORMAL

def dependencies():

pass

def tamper(payload, **kwargs):
retVal = payload

retVal = quote(quote(retVal))

return retVal
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o MiES: Bypass--

0x04 END
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