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=B Ze AR SM2ZrE %
NZEXZEBIEENSE

1 SeH

A by i SCT I SM2 58 0S5 A 1Y N 35 24 11 ol ik .
A 1 FH T SM2 5 0 5 0k 2R A 1 104 F1 28 24 BRAE B 0 $AE 25 R AR i fL B

2 HEMESIAXH

BB SO AR SR R R AN Bl b FUERTE B BIAY ST T SO A B Y kAR E AR
PF s FLE AT H B 51 S0 s MoAS (D048 Br A 1048 o) 16 T4 30k

GB/T 32905 fFELAHEA SM3 ¥R L

GB/T 32918 A&k (REZATAR  SM2 i [ dh £ 20 91 % 65 5535

GB/T 35276 {FRELLEAR  SM2 FHS5EEA MM

GB/T 33560 {FELEEAR Wi HmR RN

PKCS =6 § BiE4iiE ik (Extended-certificate syntax)

3 RiBFMENX

R o)A E T E Sl AR S
3.1
HiERRIR  algorithm identifier
SR N RPN UL R e L A R
3.2
SM2 Zi8 8%  SM2 cryptographic algorithm
H GB/T 32918 5& L iy — PRIk,
3.3
SM3 ZHE X  SM3 cryptographic algorithm

H GB/T 32905 5 L) —FhE
4 YERRIE

B A Fa WG T T A

CA L E A uE#HLE (Certification Authority)

ECC . #f & i 2& % 4 (Elliptic Curve Cryptography)
OID: AT £ Hr 1 (Object Identity)

5 OIDENX

AFRIEANF 6 - A4F %2 data, signedData, envelopedData, signed AndEnvelopedData, encryptedData I
1
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keyAgreementInfo MIPRIAAFIHTT T L iR DL 1.

&1 MWRRIAF

A 2R RTT OID A S AR IR AT L
1.2.156.10197.6.1.4.2 SM2 5 0553 I 5 48 24 1 EOE LA
1.2.156.10197.6.1.4.2.1 a2
1.2.156.10197.6.1.4.2.2 PR E T
1.2.156.10197.6.1.4.2.3 WrfaHidekn
1.2.156.10197.6.1.4.2.4 82 BOBUF R B A 2
1.2.156.10197.6.1.4.2.5 1 ks 26 1Y
1.2.156.10197.6.1.4.2.6 O 2

6 EREXBEN

6.1 CertificateRevocationLists

CertificateRevocationLists ZE 8w B —A~F H 0 9 T 0B 5.

CertificateRevocationLists .. = SET OF CertificateRevocationlList
6.2 ContentEncryptionAlgorithmldentifier

ContentEncryptionAlgorithmIdentifier 288 — A~ 8 fg in&g &, H OID WL GB/T 33560,

ContentEncryptionAlgorithmIdentifier . : = AlgorithmIdentifier
6.3 DigestAlgorithmldentifier

DigestAlgorithmIdentifier 28 8§51 B — A~ 8 B 2 8 2, A Fr i i SM3 & . H OID I
GB/T 33560,
DigestAlgorithmldentifier . .= Algorithmldentifier

6.4 DigestEncryptionAlgorithmldentifier

DigestEncryptionAlgorithmIdentifier 258 b — A~ %5 24 B2, A brifE A SM2 iS58, H OID I
GB/T 33560,

DigestEncryptionAlgorithmlIdentifier : : = Algorithmldentifier
6.5 ExtendedCertificateOrCertificate

ExtendedCertificateOrCertificate 225 € — 1~ PKCS #6 " EBUE B E — 1 X509 WE 5. X —
RN PKCS=6 55 6 11 ffE7E i vE ik .
ExtendedCertificateOrCertificate .. = CHOICE |

certiflicate Certificate, —— X.509
extendedCertilicate [ 0] IMPLICIT ExtendedCertificate

-3
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6.6 ExtendedCertificatesAndCertificates

ExtendedCertificatesAndCertificates 228G E — P9 BIEB M X509 iEBMES. EERESE
DL Monl R 5l gy M el gt CA” S| r i 2 2 & 0k 455k .
ExtendedCertilicatesAndCertificates : : = SET OF

ExtendedCertificateOrCertiflicate
6.7 IssuerAndSerialNumber

[ssuerAndSerial Number 25865 B —~1iF 45 001 % 2 0] 18 51 224 J0a0 % & 80 2 00 3E 5 %) S . 0] i 11
i 5 — U0 UE 5 F 5 I DE A X R S R AN
[ssuer AndSerialNumber .. = SEQUENCE |

Issuer Name.

serial Number CertiflicateSerialNumber

6.8 KeyEncryptionAlgorithmldentifier

KevEncryptionAlgorithmIdentifier 21 %45 B 1 %5 X3 R 55 €5 089 0 55 57503 .
KevEncryptionAlgorithmldentifier ; : = Algorithmldentifier

6.9 Version

Version 28 By B & A 5 .
Version .= INTEGERC(])

6.10 ContentInfo

ContentInfo ZE 8V kR BH PN 75 42 el G LS5 6 N B A2 il R e g b e LT
Contentlnfo :: = SEQUENCE ¢
content Type ContentType,
content| 0 | EXPLICIT ANY DEFINED BY contentType OPTIONAL
;
ContentType ::= OBJECT IDENTIFIER
o
ContentType WE SR IE AT S b0 AF  HE SIS 5 B,
content 7§ . 1] ik,

7 E#HEZEE (Data)
BRI/ Data 2515 LT .

Data . .= OCTET STRING
BAR 2R Data B E T4
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8 ZREIEIE (signedData)

8.1 signedData 3!

signedData %045 25 8 iy £ B8 B A &l 0 &2 /b — D2 A F 28 A a4 . AT B 28 A A9 Bl B i [H)
MR ENEL TS,
signedData F 5 2RI E LUNT .
SignedData . ;= SEQUENCE |
version Version.
digestAlgorithms DigestAlgorithmldentifiers.

contentInfo ContentlInfo.

certilicates| 0 | IMPLICIT ExtendedCertificatesAndCertilicates OPTIONAL.,
crls 1| IMPLICIT CertificateRevocationLists OPTIONAL.
signerInfos Signerlnfos
|
DigestAlgorithmldentifiers ;s = SET OF DigestAlgorithmlIdentifier
SignerInfos;:= SET OF Signerlnfo
St S IE LR 2,

= 2 signedData £[# 2 H)

T BB 1€l agivl £
Version Version A5 AR HAE S
digestAlgorithms DigestAlgorithmIdentiliers R E R RN RS
contentInfo ContentInfo FAln N 7
certificates ExtendedCertilicatesandCertificates PKCS=6 #7 il 8 X509 iEBME S
crls CertificateRevocationlists uE rdies o F#oy s
signlnfos SignerInfos BITEAHELNES

8.2 signerInfo ZH!

signerInfo 8B E5 ) 5E LW .
SignerInfo ;.= SEQUENCE |
version Yersion,
issuerAndSerialNumber IssuerAndSerialNumber.
digest Algorithm Digest Algorithmldentifier.
authenticated Attributes[ 0 | IMPLICIT Attributes OPTIONAL.
digestEncryptionAlgorithm DigestEncryptionAlgorithmlIdentifier,

encryptedDigest EncryptedDigest.

unauthenticatedAttributes [ 1| IMPLICIT Attributes OPTIONAL
;
EncryptedDigest ;. =0OCTET STRING
ity rh WA LR 3,
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= 3 SignerInfo £ #EH A

T EL A FR B 2 P4
VEersion Version TR A 5 o 1 Ak HU{E A 1
1ssuerAndSerial- o el 110 B ] 21 e 1B o TR BT ol B e L = ] |
IssuerAndSerialNumber . . . ~
Number 8 I W 22— 0 ik S A5 e S AT R S AR B 4y 1

digestAlgorithm

DigestAlgorithmidentifier

AN BT AR R Y I B B R A R SMS

Wik

authenticated At-

tributes

Attributes

EEMEATEAMIBYEES GRENT E, NR B
T A2 Il P S Y T T Rk o IS AT i S A R

digestEncryptionAl

gorithm

DigestEncryvptionAlgorithmIden

tifier

SM2 i B 1 2 305 45 4 3 i AL

encryptedlgest

OCTET STRING

{H & SM2Signature, 1% 2 F R M I75 A 0045 5, Hor

S GB/T 35276

9 HFEHEHEZXE (envelopedData)

9.1 envelopedData ZE &

BUF 53 envelopedData %0408 28 78 phy fin a5 B A 22 /0 — A~ 2 508 09 2000 In 5 5% 5 09 5% SCa .
T R A R D B0 Y R I e T R WO B9 2 R Y
R T AEW A B data . digestedData 8¢ signedData RS E L S EE
envelopedData 245 28 B 25 5€ LU F .

EnvelopedData . .

= SEQUENCE |

Version Version.

recipientInfos RecipientInfos.

encryptedContentInfo EncryptedContentlnio

\

RecipientInfos : .

= SET OF RecipientInfo

EER A I LW 4

% 4 EnvelopedData £ #F 38!

TEAW LG TRy P
version Version KA, e A HU{E O 1
recipientInlos RecipientInfos BriElHEEENES . 28T -1 Els
encryptedContentInfo EncryptedContentlnfo myEmNERER

EncryptedContentInfo ;.= SEQUENCE {

content Type ContentType,

contentEncryvptionAlgorithm ContentEncryptionAlgorithmIdentifier.
encryptedContent| 0 ] IMPLICIT EncryptedContent OPTIONAL.,
sharedInfol [1] IMPLICIT OCTET STRING OPTIONAL.
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sharedInfo2 [ 2 | IMPLICIT OCTET STRING OPTIONAL

|
4
i

EncryptedContent ;= OCTET STRING
R L R IR G U3

# 5 EncryptedContentInfo ¥ #5238

B R Hirdtn 2 1y '
contenType ContentType N 7R R AR
contentEncryptionAlgorithm ContentEncryptionAlgorithmlIdentifier P 0 T CRIURH R 19 2 30
encryptedContent EncryptedContent PR TN e i AL . ] et
sharedIniol DOUCTET STRING MRy E= {5 8, n] 5k
sharedInlo? DUCTET STRING FIb G 09 e (5 0L L T ik

9.2 recipientlnfo ZE&!

B~ A {5 B recipientInfo 2B o,
recipientInfo 2SR50 LW F .
Recipientlnfo .= SEQUENCE!

version Version,

issuerAndSerialNumber IssuerAndSerialNumber.

keyEncryptionAlgorithm KeyEneryptionAlgorithmlIdentifier.
encryptedKey OCTET STRING

'
it rh a6,

2 6 RecipientInfo #E IR

T B4 ik LS E & X
Version Version R A = L e Ak B {1
1ssuerAndSerial- _ ~ . o

IssuerAndSerialNumber il Az B ] w4 R A e ) s

Number
kevEnervptionAlgo- | KevEncryptionAlgorithmIdenti- | F 0 35 4550 g ¥ s s s g1 00 503 . o SM2 HE (=) il 2%
rithm fier T Fi ik
encryptedKey OCTET STRING B AE s s A s L SM2eipher. HooE LWL GB/T 35276

10 EFRAEEFEHEEEE (signedAndEnvelopedData)

signedAndEnvelopedData £0418 25 % iy AT 5528 R A0 & Bl | 22 20— - el 09 850408 in 2% 4% 91/ &2
AR E AN

signedAndEnvelopedData ZUH#ls 2SR gh iy 2 LW F .

SignedAndEnvelopedData . : = SEQUENCE 1

version Version.




recipientInfos RecipientInfos.
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digestAlgorithms DigestAlgorithmlIdentifiers.

encryptedContentInfo EncryptedContentInfo,
certificates| 0 | IMPLICIT ExtendedCertificatesAndCertificates OPTIONAL.
cris[ 11 IMPLICIT CertificateRevocationLists OPTIONAL.,

signerInfos SignerInfos

!

Gk R I LR 7.

Fc 7 signedAndEnvelopedData £{#E 258

7B B TRl P
version Version KA L M A HRAFL 2 1
recipientInfos RecipientInfos BIrEZEERNES . 2P—1TLE

digestAlgorithms

DigestAlgorithmldentifiers

H B ST bl S

encryptedContentInfo

EncryptedContentInfo

RN R ] LR AT AT A SRy B PR

certificates

ExtendedCertificates AndCertif-

wcates

PKCS#6 § EIE 1M X509 iF Ry ES . Enl k)

crls

CertilicateRevocationlists

WE B ey o) F S

signerlnfos

Signerlnlos

BrEAENES 20U T

11 InER B ZE A (encryptedData)

encryptedData ZU3E IS B 4T B2 B AU N 1 %5 (% B e 20 bl R0 218 B R 5 A S i o o Y5 A5 2 1) 2L

18 Jn % % ] .

encryptedData Z(4#5 S B 5E SLUNTE .

EncryptedData

:: = SEQUENCE /¢

VErsion Version.,

encryptedContentInfo EncryptedContentlnlo

p

S5 A I X

W7 8.
% 8 encryptedData Z[H#EEHY
- B 4 B HOE AT & ¥
Version Version Wi A= 5 it Ak BUfE A 1

encryptedContenlnfo

EncryptedContentInfo

C N B A A1 R

12 Z4A1h 7 2B (keyAgreementInfo)

WA key AgreementInfo ZCHE 2 BUAR B P~ F P 22 (] 4t 57— T2 A0 9 0 AT 0 S5 4 ol o X
J7 FRE WS 0 of — A~ L R R W AU

=]
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R T WA L 7 A 36 R 58 S AT 128 96 5 e
KevAgreementlnfo: . = SEQUENCE!

Version Version.
tempPublicKeyR SMZPublicKey.
userCertificate Certificate.
userlD OCTET STRING

LA R AT LA IR 9,

# 9 keyAgreementInfo ¥[8 3¢5

5 Bt A R Gy P
version Version MUA= 5, it Ak R A 1
tempPublicKeyR SM2PublicKey i B 25 51 L 5 H e LW GB/T 33560
userCertificate Certificate HI Ve 5
userll) OCTET STRING M P &R

13 SM2 ZEER

13.1 HE &S HEE

1ot 150 o 2% 2 B0 26 ik R S ANST X9.62 AHREIAY ASNLT i % HoE LnF .
Parameters .. = CHOICE !
ecParameters ECParameters,
namedCurve Objectldentifier.
implicitlyCA NULL }
T HF SM2 % 155 ik 2 JA ) Bl namedCurve X — Fh & 5K Jr ik . SM2 %5 i 50 72 il 28 52 LAY
OID, WL GB/T 33560,

13.2 ~$HIE%

it I il 2k A SH I R SR A S X9.62 Ml ASNLL 52 L HiE LInF .

SubjectPublicKeyInfo :: = SEQUENCE ¢
algorithm Algorithmldentifier { {ECPKAlgorithms; ;,
subjectPublicKey SM2PublicKey

;

o,

algorithm 5 3 7 2y SHAY2E R

subjectPublicKey & 3 1 2y40 19 92 PR (H

AlgorithmlIdentifier 2 X £ b3R5 2800462 HZE LT .
AlgorithmIdentifier . : = SEQUENCE |
algorithm OBJECT IDENTIFIER,
parameters ANY DEFINED BY algorithm OPTIONAL
&
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I.
i

AT SM2 i 8E H:, H O1Dalgorithm) 5 X WL GB/T 33560,
13.3 FA$HIEE

ot 0 b R FASH RO A R A S X9.62 M AY ASN.L 8 X, HE LnF .
ECPrivateKey{CURVES:10Set; .= SEQUENCE ¢
version INTEGER { ecPrivkeyVerl(1) } (ecPrivkeyVerl).,
privateKey SMZ2PrivateKey.
parameters | 0 | Parameters{ {108Set} } OPTIONAL.
publicKey [ 1] SM2PublicKey
;
o,
version 45 € | FAH] BYRRAS 5, X HL(0T S8 800 1 o Jeam SM2 RAHT Y kLA 5
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b KR ER 2 5 (100029)
dbZ AT = B db il 16 S (100045)
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