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1 OGwee onncaHmMe NpPoOToTUNA peLUeHUN

MpoToTUN pelleHns No MackMpPoBaHMIO AaHHbIX Ha naaTdopme IBM Information Server npeacrasnsaet

cobom npunmep YacTUYHOM peannsaunmn 3aga4v4n BbICOKONPon3BoaAnUTE/IbHOIO CTaTU4eCKOoro

MaCKMpoBaHUNA AaHHbIX Ha OCHOBE MNpPaBn/1 MaCKMpoBaHUA, 3aaHHbIX B OTHOLLEHNN BUO OB

KOHPUAEHUMANbHOM MHPOPMALUUN.

[MpoTOTUN peleHna nckntovaet HEO6XO,CI,VIMOCTb B HaCTDOﬁKe KOHKPETHbIX onepau,m7| MaCKMpoBaHUA

ANA oTAeNbHbIX TabAuu, U Noneit, BMEeCTO 3TOrO OCYLLECTBAAA aBTOMAaTUYECKMM nogbop npasun

MaCKMpoBaHUNA NcxXxoda N3 NPUCBOEHHbIX MOMAM K/1aCCOB AaHHbIX.

OpraHmsau,Mﬂ npouecca MmaCKMpoBsaHMA BKIKOYAET B cebs cornacoBaHHble ,D,eﬁCTBVIﬂ HECKOJZIbKUX BNO0B

nosab3oBaTeNen CUCTEMbI:

1.

AHaITUKM OCYLLECTBAAIOT NPOPUANPOBaHNE AaHHbIX (ONpeaeneHne BUAOB XPaHNUMONM
KOHPUAEHUMANbHOW MHPOPMaLUK) BPYUHYIO NGO C UCMOIb30BaHNMEM aBTOMATU3MPOBAHHOIO
WHCTPYMEHTa NPodUANPOBAHNA, U NYBANKYIOT pe3ynbTaTbl NPOGUANPOBaHUA B €AMHbINA
penosnTopuit MeTagaHHbIX.

MH»KeHepbl N0 MAaCKMPOBAHWUIO HAaCTPaMBAIOT U OT/NIAXKMBAIOT NPABMAA MAacKMPOBaHWA B
COOTBETCTBUM C AENCTBYOWMMMN TPEOOBAHUAMM, YKA3bIBASA KAACCbl MAaCKMPYEMbIX AAHHbIX,
aNropuUTMbl MacKMPOBAHMA U NapameTpbl a/ITOPUTMOB.

Cneumanuctbl No 6€30MacHOCTN KOHTPOJIMPYIOT Pe3y/ibTaTbl U NPOLEAYPbl MAaCKUPOBAHWUSA, B
TOM YKC/ie NPOBOAA NPUEMKY NPaBUA MacKMpPOBaHMA (MpoBepsAs OTCyTCTBUE
KOHPUAEHUMANbHOW MHPOPMALMKM B 3aMaCKMPOBAHHbIX KOMUAX AAHHbIX).

MoTpebutenn 3amackMpoBaHHbIX KOMMIA AaHHbIX NOAYYalOT K HUM AOCTYN B pe3y/ibTaTe
perynapHbIX UAN UHULMUPYEMBIX MO 3aMnpoCy 3anycKoB NPOLLECCa MacKUPOBaHMA.

npOTOTVIFI peweHnA N0 MaCKMPOBAHUIO AaHHbIX BK/IKOYAET B cebs cnepyouime KOMMNOHEHTbI:

Information Governance Catalog (IGC) — coctaBHan yacTb IBM Information Server,
obecneynBaroLLan BeAEHNE ONMCAHNIN KNACCOB AAHHbIX (MPUMEHUTENIbHO K BUAAM
KoHMaeHUManbHO MHPopMaLMK), CBA3AHHbIX BU3HEC-TEPMUHOB W KaTeropuin (npu
HeobXoAMMOCTH), a TaKXKe onMcaHuit 6a3 AaHHbIX, cxem, Tabauu, 1 noneu.

Information Analyzer (IA) — coctaBHas yacTb IBM Information Server, o6ecneumBatowas
aBTOMAaTM3MPOBAHHbIM NOUCK KOHPUAEHLMANbHON MHPOPMALLMM B MacCMBaX AaHHbIX (B NepByto
ouyepespb B pPeNALMOHHbIX 6a3ax faHHbIX), C NOALEPMKKOM CONOCTaBNEHUA KOJIOHOK C K/lacCamm
OAHHbIX KOHPUAEHLMANbHOW MHPOPMaLMK.

DataStage (DS) — coctaBHas yactb IBM Information Server, peanusytouwias niatdopmy
macwTabmpyemon maccMBHO-NapaniensHon 06paboTKK AaHHbIX U BKIOYaloLLLas B cebn
KOHHEKTOPbI AN Pa3/INYHbIX TUMNOB 633 AaHHbIX.

Mpumepbl 4ONOAHUTENBbHBIX KNACCOB AaHHbIX, paclumpatoLme noctasasemslit ¢ Information
Server Habop CTaHAAPTHbIX KNACCOB AAHHbIX TUMOBLIMW BUAAMU KOHOUAEHLMANBHOM
MHbopmMauun ana Poccninckon depepaumu.

KoHdurypaumoHHasa nporpamma «DsMask» — nporpammHoe cpeacTso, GopmupyroLiee
NPoduaM MackKMpoBaHMA OJ1A UCXOLHbIX TabAWL, C YKasaHMEeM KOHKPETHbIX onepaunin Hag,
NoNAMM HA OCHOBE HACTPOEHHbIX NPaBMUA MAaCKMPOBAHUA U NPUCBOEHHbIX KNACCOB AAHHbIX

nonen.



— OnepaTop mackuposaHua «DsMask» — nporpammHoe pacwinpeHune IBM DataStage,
obecneunBatoee HeNoCPeACTBEHHYIO 3aMeHY UCXOAHbIX 3HAYEHWNI KONOHOK TabauL, Ha
3aMacKMpOBaHHbIe 3Ha4YeHMA B paMmKax 3agaHuin IBM DataStage.

— MNpumepbl NpaBma MaAacKMpoBaHUA, AEMOHCTPUPYIOLIME UCNO/Ib30BaHME aAropUTMOB
MaCKMPOBaHUA 417 OCHOBHbIX BUAOB KOHOMAEHUMNANBHON MHDOPMALLUU.

— Mpwumepbl 3agaHnin DataStage AnAa MackMpoBaHUA AaHHbIX U Ana opMnPOBaAHUA
CNpPaBOYHUKOB.

MacKknpoBaHMe MOXEeT OCYLLECTBNAATLCA B O4HOM M3 ABYX PEXMMOB: MOTOKOBOM PEXUME N peXKuUme
MaCKMpPOBaHUA Ha MecCTe.

[Mpy macKkMpoBaHMKN B NOTOKOBOM peXXume YteHue VICXOLI,HOﬁ VIHd)OpMaLI,VIM ocyuwecrtsnAaeTca 13 O,D,HOﬁ
Konunu MaCKMpyeMOﬁ b1, a pe3ynbTaTbl MAaCKMPOBAHMA 3aMNUCLIBAOTCA B APYIYO KOMNUIO.

MpY MacKMpPOBaHMM Ha MecTe MUCrnonb3yeTcsa ogHa B, Npu 3TOmM UCXOAHbIE AaHHbIe YATAKOTCA U3 3TOW
B/, pe3ynbTaTbl MAaCKMPOBAHMA BPEMEHHO COXPAHAIOTCA B CXKaTbixX daliiax Ha cepBepe MacKMpoBaHMA, a
3aTeM NPoM3BOAMUTCA 3aMeHa UCXOAHbIX AAaHHbIX Ha 3aMaCKMPOBaHHbIE MYTEM OYMCTKM MaCKMpPyemoi
TabMUpI U 3arpy3KM B HEE 3aMACKMPOBAHHbIX JAHHbIX.

MpaBuaa MaCKMPOBaHUA MOTYT NPUMEHATLCA KaK K OTAE/IbHbIM NoAAM (Hanpumep, Homep 6aHKOBCKOM
KapTbl), TaK M K rpynnam none (Hanpumep, PUO B BUAE TPEX OTAENbHbIX MOAEN), U MOTYT
MCMO/Ib30BaTb B CBOEW JI0rMKe MHGOPMALMIO N3 He-MaCKMPYEMbIX (He-KOHOUAEHLMANbHbIX) Nonei
(Hanpumep, ncnonb3oBaHKe NpU3HaKa noaa npu macknposaHumn ®U0).

MpaBnaa mackMpoBaHMA CTPOATCA Ha OCHOBE BbI30BOB aJITOPUTMOB MaCKMPOBAHUA U YCTaHABANBAIOT:

—  BUAblI KOHPUAEHUMANBHON MHPOPMALMK (KNacChbl AaHHbIX), MaCKMpPyeMbIe C UCNONb30BaHUEM
KOHKPETHOro Npasuna;

—  nocnepoBaTeNbHOCTb BbI30BA a/ITOPUTMOB MacCKMPOBaHWUA B BUAE LUAroB COOTBETCTBYIOLLENO
npaBsuna;

— MapameTpbl BbI30Ba a/IFOPUTMOB MAacKMPOBaHWA (419 HaCTPauBaeMbIX aNrOPUTMOB);

— NOopAAoK nepeaayun 3HaYeHNM meXxay waramum npasnsia MaCKMpoBaHUA.

Takasa opraHu3aLusa NpaBua MackMPOBaHWA NMO3BONAET OCYLLECTB/ATb TMOKYH HACTPOWMKY IOTMKM
npasua 6e3 Heo6x0AMMOCTM BbINOAHATL 60bLLION 06BEM NPOrPaMMMUPOBAHUS.

2 XapaKTepuCTUKa KOMMNOHEHTOB NPOTOTUNA pPeLUeHUs

2.1 Cxema npoToTUMNa peieHnAa No MaCKMpoBaHUIO AaHHbIX

O6uan cxema NPOTOTMNA PELLEHMA MO MAaCKMPOBAHMIO MPUBEAEHA HUXKE Ha PUCYHKe 1 HUKe.

CvHMM LBETOM MOKa3aHbl a1emeHTbl naatdopmbl IBM Information Server, sénTbim — LONONHUTENBHbIE
KOMMOHEHTbI B COCTaBe NPOTOTMNA peLleHus, 3eN1€HbIM — MHPOPMaLMOHHbIe 06bEKTI,
nopabaTbiBaemble Uan paspabaTtbiBaemble NpU BHEAPEHMUM PELLEHUA NO MACKUPOBAHWUIO, OPAHMKEBBIM —
WUCTOYHUKM U NONYYaATENN AAHHDIX.



Onu1caHuA Knaccos
AaHHbIX
+ Npasuia NOUCKa

IBM Information
Governance Catalog

MNpasuna
BA MacKWUpOBaHUA
peno3uTopus

- METafaHHbIX !

NcTOYHMKK /

\\ ']

DOaHHbIX (Konuu -\ 4
NPOAYKTUBHbIX

6a3 AaHHbIX) 3agaHuA
reHepaLuu Onepartop
CPaBO4HUKOB RieCHHpOESL

KoHdurypaumoHHas
nporpamma

CepBuC KOHTPONA

3apaHua YHUKaIbHOCTH

HenpoayKTuBHble MacKMpoBaHUA IBM DataStage NOACTaHOBOK
6a3bl AaHHbIX + Operations Console

OaHHbIX

PucyHok 1. Obwas cxema npomomura peuwieHus rno MacKupoeaHuto OaHHbIX

2.2 IBM Information Governance Catalog

IBM Information Governance Catalog — 370 MHCTPYMEHT Ans yray6aEHHOM paboTbl C MeTafaHHbIMM
(b13Hec, TEXHUYECKMMM 1 ONEPaALMOHHBIMM): BeAeHUA BU3HeC-r10ccapumsa NpeanpuaTUs, ONUCaHNA BCex
MHPOPMALMNOHHbBIX aKTMBOB KOMMAHWUK, YNPaBAEHMA B3aMMOCBA3ZAMU MeXKAY Pa3/IMYHbIMU TUNAMM
MeTaZaHHbIMM, BU3yaN3aLMmn NOAHbIX NyTeln 06paboTKM AaHHbIX OT UCTOYHMKA BMIOTb A0 Nosel
OTYETOB M Ap.

B pamKax pelueHua no MackMpoBaHUio AaHHbIX IGC obecneunBaeT BegeHUe nepeyHsa BUA0B
KoHbMAEHUMANbHON MHPOPMALMK B BUAE cneumnasbHbiX MHGOPMaLMOHHbLIX 06EKTOB — K/1accoB
AaHHbIX. K KayK4oMy Knaccy AaHHbIX MPUMIMCcaHbl NPaBuaa Noucka (06HapyKeHna) COOTBETCTBYOLWEN
aTOMYy Knaccy nHbopmaumm, KoTopble NCNONb3YIOTCA NP NPOPUANPOBAHMMU AAHHBIX B UHCTPYMEHTE
IBM Information Analyzer.

IGC Tak»Ke obecneumBaeT BegeHMe onncaHuii 6as gaHHbIX, TabaWLL U NOMEN, N MOMKET MPUMEHATLCA KaK
eAMNHbIN PEN0o3UTOPUIA COOTBETCTBYIOLLMX MeTadaHHbIX NPy paboTe KOMaHA, BHeAPEHUA U
COMPOBOXAEHMSA PeLLEeHNA N0 MaCKMPOBaHUIO.

K KaxKZoMy NoJito MOXKET 6bITb NPUMNMCAH KNAcc AaHHbIX, KOTOPbIN XapaKTepusyeT XpaHMMYIO B 3TOM
nose MHpopmaumio. PeleHre No MacKMPOBaHUIO UCMNOb3yeT XpaHUMmble B IGC cBegeHus 0
MPUMUCAHHBIX NOAAM TabanL, Knaccax KOHPUAEHUMANbHOW MHPOPMALMKN AN MPUMEHEHMA K 3TUM
MOJIAM COOTBETCTBYHOLLMX NPABMUA MaCKMPOBaHUS.

2.3 IBM Information Analyzer

NHcTpymeHT IBM Information Analyzer npegoctaBaseT BO3MOXKHOCTM ANs NPodUAMPOBaHNA AAHHbIX,
YMeHbLUAoLMe 3aTPaTbl M PUCKM NPOEKTa NOCPeACTBOM ONEPaATUBHOIO BbiABAEHWA Npobaem ¢
KayeCTBOM AaHHbIX U MOHUTOPWUHIA USMEHEHUI B CTPYKTYPE AAHHbIX U B KOHTEHTE.



MeTozbl NPOGUANPOBAHMA AAHHBIX KOHLLEHTPUPYIOTCA HA KOHTEHTE AaHHbIX: OHWU UCC/IeAYOT 3HaYeHuA
B KayXA0M CTON6LE, M3BAEKAIOT A0NONHUTENbHYIO MHPOPMALMIO U3 STUX 3HAUYEHWNI, @ 3aTEM MUCMONb3YHOT
3Ty UHPOPMALMIO AN OLLEHKU CTPYKTYPHOM LLeNIOCTHOCTU UCTOYHWKOB AaHHbIX M OTHOLLIEHUI Mexay

HUMW.

B pamKax peLLeHns Mo MackMpoBaHMIO AaHHbIX |A obecneynBaeT NOUCK CKPbITON KOHPUAEHUMANBHOM
MHbOPMaLUMKN NPU OTCYTCTBUM TOYHOM anpUopHO MHGoPMaLUKM O e€ pasmelLeHUn. Pe3ynbTaTtbl PaboTbl
IA NpefoCTaBAsOTCA NO/b30BATE/NIO-aHAIMTUKY, KOTOPbIN MOXKET MPOKOHTPOIMPOBATb NPaBUIbHOCTb
Bbl6OPA KMACCOB AaHHbIX 419 KOMIOHOK TabumL, a 3aTem onyb/IMKoBaTb YTOYHEHHbIE Pe3ynbTaTbl
aHa/IM3a B LEHTPa/IM30BaHHOM PENO3UTOPMM METAZAHHbIX, NO4AEPKUBAEMOM MHCTPYMEHTOM |IBM
Information Governance Catalog.

2.4 1BM DataStage

IBM DataStage npeacrtaBnseT coboi rnbKyto, GyHKLMOHAMbHYO M MacluTabupyemyto naatpopmy
MHTEerpaumm aaHHbix. O6ecneunBaeTca Kak BEPTMKabHOE (B paMKax 04HOro cepsepa), Tak u
rop13oHTasIbHOE (B pamKax KaacTepa cepsepoBs) MacliTabupoBaHue, ¢ obecneyeHMeM NPakTUYECKN
JIMHEMHOro pPocTa NPOU3BOAUTENBHOCTU NPU YBEIMYEHUMN JOCTYMHbIX BbIYUCIUTENbHBIX PECYPCOB.

B coctase IBM DataStage npeaycmoTpeHbl KOHHEKTOPbI K MPaKTUYEeCKM BCEM BUAAM UCTOYHUKOB
JaHHbIX, NPUYEM Ans 6oNbLIMHCTBA NPOMbIWIeHHbIX CYB/[, npesycMOTpeHbl ONTUMMU3MPOBAHHbIE
KOHHEKTOPbI, peannsyloLipe BbICOKOCKOPOCTHYIO 3arpy3Ky 1 BbIrpy3Ky AaHHbIX.

2.5 KoHourypauunoHHaa nporpamma «DsMask»

KoHurypaumoHHaa nporpamma «DsMask» npuHMmaeT Ha BXoA, KOMMNIEKT NPaBuU MacKMpoBaHua, a
TaKXe CBefleHNA 0 COOTBETCTBMM K/AcCcoB KOHOUAEHUMaNbHOM MHGOPMaLMK KONOHKam Tabauu,
3adMKCUPOBaHHbIe MO pe3ynbTaTam NPoGUAMPOBAHUA AAHHbIX B UHCTpyMeHTe IA n onybnmkoBaHHbIe B
penosuntopun metagaHHbix IGC.

PesynbTaTtoM paboTbl KOHGUIYPALMOHHOW NPOrpaMmmbl ABAAIOTCA NPOPUIM MAaCKMPOBaHUA Tabauu, B
KaXKOOM M3 KOTOPbIX YKa3aH nepeyeHb AencTBuiA (paKTUYECKH, cneumanbHas MUHU-NPOrpamma) no
MaCKMPOBaHMIO KOJIOHOK COOTBETCTBYIOLLLEN TabauLbI.

Mpoduran MackMpoBaHMA COXPAHAIOTCA B KOHPUIypaLMOHHYo 6a3y AaHHbIX dopmaTa H2
(http://h2database.com/), KoTopas B AanbHeMLem UCNONb3YeTCa OnepaTopoOM MaCKUPOBaHMSA

«DsMask». MgeHTndurKauma npodunein MacKMpoBaHMA OCYLLLECTBAAETCA UCXOAA U3 3adUKCUPOBAHHOIO
B PEMO3UTOPUM MeTagaHHbIX MNOJIHOTO JIOTMYECKOro MMEHW Tabanubl, BKoYas MMA 6a3bl AaHHbIX, UMA
CXeMbl M UMs Tabanubl.

KoHduUrypaLMoHHas nporpamma ocyLecTBAeT 6a30Bble NPOBEPKN KOPPEKTHOCTM NPaBU
MaCKMPOBaHWA, BKNHOYAsA NPOBEPKY CUHTAKCMCA CKPUMNTOB Ha A3blKe Groovy U NPOBEpPKY HaNNuus
HeobXxoAMMbIX aTPMBYTOB B 3/1eMEHTAX NPaBM/I MAaCKMPOBaHMA. BbiBOANMBI No ntoram paboTol
KOHUIypaLMOHHOM Nporpammbl TEKCTOBbIM OTYET BKAtOYAET B ceba MHOpMaLMio O cocTaBe
cbopMUpPOBaHHbIX NPOPUNEN MACKMPOBAHMA M O BbINOJHAEMbIX B paMKax KaxKgoro us astux npodunei
onepaumax MacCKMpPoOBaHus.


http://h2database.com/

2.6 OnepaTtop mackupoBaHusa «DsMask»

OnepaTop MackupoBaHua «DsMask» npepgcrasnseTt coboi peanmsaLmio 10rMKN N0 MacKMpPOBaHMUIO
TabMYHBIX (CTPYKTYPMPOBAHHbIX) AaHHbIX B BUAE y3na 06paboTku «Java Integration Stage» ans cpeapl
BbinosiHeHUA IBM DataStage.

Mpw HacTpoiKe onepaTopa MackMpoBaHUA A0/XeH BbITb yKa3aH NPoduab MacKMpoBaHUA (nornyeckoe
MMA TabanLbl, BKAOYaA MMA 6a3sbl AaHHbIX, CXeMbl U COBCTBEHHO TabanLbl), KOTOPLIN U onpeaenseT
coctaB 06pabaTbiBaeMbix KOJIOHOK Tab/inLbl M NPUMEHSAEMbIE a/ITOPUTMbl MacKMpPOBaHUA. PeanbHble
(d13MyecKkue) nmeHa BXOAHbIX U BbIXOAHbIX Tabauy, Ha paboTy onepaTopa MacKMPOBaHUA HUKaK He

BINAIOT.

Mpodunnb MacKMpOBaHWUA 3arpy»KaeTcsa U3 KOHPUrypaLuMoHHoW 6a3bl AaHHbIX B dopmaTe H2,
NOArOTOB/IEHHOM C MOMOLLBI0 KOHOUIYpaUMOoHHOM nporpammbl «DsMask». KoHdurypaumoHHas 6asa
JAHHbIX XPaHMT NPOM3BOJIbHOE KOJIMYECTBO NPOodUIeit MacKMpoBaHUs, NPU 3TOM ornepaTop
MaCKMPOBaHWA 3arpyKaeT 4,11 cBoei paboTbl 0ANH (YKasaHHbIN) npodub.

ﬂpM pa60Te onepatopa MaCKMpoBaHMA OCYLLLECTBNAETCA 3aMeEHa 3HAYeHUM KOJIOHOK, BXO4ALWKX B
ﬂpOd)M}'Ib MaCKMpoBaHuA, 3aMaCKMpoBaHHbIMU 3HA4YEHNUAMMU, BbIYUCNEHHBIMU HA OCHOBE
YCTAHOB/IEHHbIX ﬂpOd)VIﬂEM MaCKMpPOBaAHUNA a/ITOPUTMOB MaCKMpPOBaHUA. 3Ha4yeHMA KOMOHOK
06pa6aTbIBaEMOl7I Ta6}'IMLI,bI, He BXoaAulne B ﬂpOd)VIﬂb MaCKMpoBaHUA, OCTAKOTCA HEU3MEHHbIMMU.

OrlepaTop MaCKnpoBaHuMA B3aMMO,£I,el7ICTBy6T CO BCnomorate/ibHbIMm CEPBUCOM KOHTPO1A YHUKA/IbHOCTH,
KOTOprﬁ obecneumnBaet O6H3py>KE‘HVIe KONN3UI NP1 MaCKMpoBaHM Ha OCHOBE a/ICOPUTMOB C
paC‘-IéTOM Xew-Ko408.. CepBVIC KOHTPO/A YHUKA/IbHOCTU BeOET Ta6m/|u,y COOTBETCTBMNA 3aMaACKNPOBAHHbIX
N NUCXOOHbIX 3Ha‘-IEHMl‘;1, 4YTO N NO3BOJIAET O6Hapy)KVITb CUTyauunm nonyvyeHnAa NAEeHTUYHbIX pe3y/ibTaToOB
MaCKMUpPOBaHUA ONA Pa3HbIX NCXOAHbIX 3HaYeHU.

2.7 MNpuMepbl 4ONOMHUTENbHbIX KNaccoB KOHMUAeHUManbHbIX AaHHbIX

B coctaBe npoToTMNa peLeHns NnocTasiseTca Habop NPMMepoB onpeaeneHnii Knaccos
KOHOMAEHUMANbHBIX AaHHbIX B C/IeAYIOLLEM COCTaBe:

OPI'H pna topnanyecknx anu, n MHAMBUAYaAbHbIX NPeanpUHUMaTENEN;

2. HoMmep nacnopTa rpa*kaaHunHa Poccuitickoin Pepepaumm;

3. HoMmep 3arpaHMYHOro NacrnopTa rpaxkgaHunHa Poccuiickont Pepepaunu;

4. HaMMeHOBaHWe OpraHU3aUnK, BblAaBLLEN AOKYMEHT, yAOCTOBEPAOLMNI NNYHOCTb FpaXKaaHUHa
Poccuitckoin Pepepaunu;

5. CHUNCG;

6. WHH ana dusmnueckoro nam topnamyeckoro nuua;

7. damuaua, UMa 1 OTYECTBO Ha PYCCKOM fi3blKe (LesIMKom b0 pa3aenbHbIMU MONAMU);

8. nouToBbIlM agpec;

9. HasBaHwue npodeccuu.

Ana npeHTMPMKauUmM Taknx BUAOB KOHPUAEHLMANbHBIX AaHHbIX, Kak ®UO, nouToBbIN agpec M Ha3BaHue
npodeccnn, NCNONb3YIOTCA CNPABOYHUKM, NocTaBasiemble B BuAe CSV-dainnos B kognposke UTF-8. Mpu
HeobX0ANMMOCTU COAEPHKUMOE NCMOIb3YEMbIX CMPAaBOYHMKOB MOXKET ObITb LOMOIHEHO UK
CKOPPEKTMPOBAHO B COOTBETCTBUM C PeasibHbIM HanoJHEHMEM COOTBETCTBYHOLLMX MOJIEN UCTOYHMKOB
JaHHbIX.



3 BCTpOEHHbIe anropuTMbl MaCKUMPOBaAHUS

[MpoTOoTMN pelueHna BKAOYaeT B cebs BCTPOEHHbIE a/ITOPUTMbI MaCKMPOBaHUA Cieayrounx sBsnaos:

XelwwmpoBaHue 6e3 coxpaHeHMsa dopmaTa UCXOLHOTO 3HAYEHMA.
XewmnpoBaHue ¢ coxpaHeHnem GopmaTa UCXOAHOIO 3HAYEHMA.
MopacTaHOBKA 3HAYEHUI HA OCHOBE XeLlU-KoZa MW UCXOAHOTO 3HaYeHMA.
BcnomoraTenbHble anroputMbl NOATOTOBKM AaHHbIX.

BbI3oB anroputmos Optim Data Privacy Providers Library (ODPP).
BbI30Bbl M0/1b30BATE/IbCKUX CKPUNTOB.

No u ks~ wnN

Ko HTPOJIb YHUKAJ/IbHOCTU NOACTAHOBOK.

3.1 XewmpoBaHue 6e3 coxpaHeHusi hopmaTta

ANropuTMbI XelMpoBaHUs 6e3 coxpaHeHUs dopmaTa UCMO/b3YOTCA ANA CorlacoBaHHOW HeobpaTumon
3aMeHbl UICXOAHbIX 3HAYEHUI U BKAOYAIOT:

- pacqéT YMNCNOBOro Xew-Koaa,

—  PACYéT ABOWUYHOrO XeLl-Koaa.

an HaCTpOVIKe AJ/ITOPUTMOB MOXKET ONMUNOHA/IbHO YKa3blBaTbCA K/I1HOY MHULUMUANTU3AUNN, 3aMEHa
3Ha4YeHMA KOTOPOro no3BosIAET UISMEHUTL PE3Y/IbTATbl pa6OTbI a/IrfopUTMOB.

McxoaHble AaHHble ANA pacHéTa Xell-Ko40B MHTEPNPETUPYHOTCA KaK CTPOKMU 1 NpeobpasytoTcs B
[BOWNYHbIE NOCNeA0BaTeNbHOCTU B Koamposke UTF-8. Eciin ncxogHble AaHHble NpeacTasastoT coboi
[BOVNYHYIO NOCNEA0BaTE/IbHOCTb (MacCMB OKTETOB), TO OHa UCMOJb3yeTCA A1 Pacyéta Xell-Koaa Kak
€CTb, U NpeaBapuTeNibHoe NpeobpasoBaHNe B CTPOKY HE NPOU3BOAMTCA.

YncnoBoii xelw-Kog, BbIYMCAAETCA KaK KOHTPOIbHaA cymma CRC-32. Pe3ynbTaTt pacyéTa UMCNOBOrO XeLw-
Koda — 64-buTHOe 3HaKoBOeE Lenoe Y1cio B AManasoHe ot 0 Ao 2%21.

[lBOMYHDIN XEL-KOA BbIYMCAAETCA B COOTBETCTBMM C OAHUM M3 anroputmos Message Digest,
noaaepunsaembix IBM JDK (cm. nepedeHb B gokymeHTe: https://www.ibm.com/docs/en/sdk-java-

technology/8?topic=jcaasr-appendix-standard-names).

Pe3ynbTaT pacyéTa ABOMYHOIO XeLI-KOA4a BO3BPALLAETCA KaK B BUAE CTPOKM B LeCTHaAUaTepuYHom
cucteme, Tak U B BUAE ABOMYHON NOCNEA0BaTEIbHOCTU (MacCMBa OKTETOB).

3.2 XelunpoBaHue ¢ coxpaHeHnem dopmaTta

ANropuTMbI XeLWWMPOBaHMA C COXpaHeHneM dopmaTa UCMNO/b3YHOTCA AJ1A COrIacoBaHHOWM HeobpaTMMoN
3aMeHbl UICXOAHbIX 3HaYEHWI 6e3 nsmeHeHna GopmaTa AaHHbIX, U BKAKOYAIOT:

— 0bwMmii aNropuTM XeLnpoBaHus ¢ coxpaHeHnem dopmata (Format Preserving Encryption, FPE);

—  CneuManmnsvMpoBaHHbIV aNTOPUTM A/19 MaCKMPOBaHUA AaT.

Mpy HacTPOViKe afIrOPUTMOB MOXKET OMLIMOHAIbHO YKa3bIBaTbCA K/OY MHULMAIN3ALMN, 3aMeEHa
3HaYeHWA KOTOPOTO NMO3BOJIAET U3MEHUTb Pe3y/bTaTbl PaboTbl aIFOPUTMOB.

Anroputm FPE BbluuchsieT Kog ayTeHTUdUKaumm coobuieHns (HMAC-512) Hag ucxoaHbIM 3HaYEeHUEM,
npeobpa3oBaHHbIM B CTPOKOBbIM dopmaT B Koamposke UTF-8. [lBonyHoe 3HauyeHMe Koaa
ayTeHTUIUKaLMM UCNONb3YETCA 1A BbIYUCIEHUA NO3ULLMN NOACTAHOBOYHOIO CMMBOJIA KaXKA0ro 13
CUMBOJIOB UCXOAHOM CTPOKM, NPU 3TOM COCTaB NOACTAaHOBOYHbIX CUMBOJIOB 3aBMCUT OT Knacca
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CMMBOAOB (Hanpumep, CTPOUHbIE M MPONMCHbIe ByKBbI, Yucaa u ap.). CoctaB 0bpabaTbiBaeMbIX KNaccos
CMMBO/IOB ABNAETCA HAaCTPanBaeMbIM U 3a4aETcA cneumanbHbim dainnom popmata XML. CMBONLI, He
BXogsAllMe B 0AUH M3 06pabaTbiBaeMbIX KN1acCcoB, OCTAlOTCA HEM3MEHHbIMU. MoaaepkmBaeTcsa paboTa ¢
Npou13Bo/bHbIMM cMmBoaammu Unicode.

CneumannsnpoBaHHbIN airopuTM A8 MaCKUPOBaHMA AAT BbIYNCAAET YUCI0BOM Xell-Koa, Haj,
3HaYeHMeM AaTbl, U UCMONb3YET ero A4/1A BbluMCAEHNA pe3yibTaTa MacknposaHua. CTaHAapTHbINA
BapuaHT anropmTma MCrosb3yeT NONYYEHHbIN XeLW-Koa, ANS BblYMCIEHUA HOMepa AHA B roay, B
pesynbTaTe HOMep roAa OCTaéTcsA HEM3MEHHbIM, a CaMa [laTa — 3aMEeHAETCA Ha APYrylo B pamKax 3Toro
roga.

3.3 AnropuTMbl NOACTAHOBKM M NepeMeLlnBaHNE NCXOAHbIX 3HAYEHWI

AI’]I’OpVITMbI noacCTaHOBKU 3HAYEHN MCNnoNb3yroTCA ONA COrnacoBaHHOM 3aMeHbI TEKCTOBbIX AaHHDbIX,
BK/1lO4aA UMeHa, Ha3BaHUA U agpeCHYI0 MHd)OpMaLI,VIIO, M BKNHOYAOT:

—  MNOACTAHOBKY MO XELU-KOAY;

— NOoACTAHOBKY MO 3HAYEHNAM anVI6yTOB.

ANIFOPUTMbI MOACTAHOBKM 3HAYEHUI UCMO/b3YHOT TabMLLbI NOACTAHOBOK, COXPaHEHHbIe B popmaTe 6a3
AaHHbIX H2. CTpyKTypa Tabamu, NoACTaHOBOK 3aBUCUT OT TpebyeMon N0rMKM MacknpoBaHusa. MeHepaumn
TabauL, NOACTAaHOBKM OCYLLECTBAAETCA C UCMO/Ib30BaHWeM 3agaHuii DataStage nam cneumanbHol
YTUAWUTON, peanusytoliein dopmmposaHme Tabaunubl nogcraHoBkn @O Ha ocHoBe cnpaBOYHUKA
TUMUYHbBIX UMEH U pamunuii.

MoacTaHOBKA NO XeLl-Koay OCYLLEeCTBAAET NOUCK B Tabanue NoACTaHOBOK, B KOTOPOW AONKHO
NPUCYTCTBOBaTb YXCAOBOE NMOJE NO3ULMN NOACTAHOBKM (B AMana3oHe 3HavyeHui ot 0 go N-1, rae N —
pa3mep Tabauubl), a TaKKe 04HO AN HECKOJIbKO NMOJEN, UCMOIb3yeMbIX 418 3aMeLL,EeHUA UCXOAHbIX
3HauyeHun. Hag nonem nosmumm NOACTaHOBKM A0/MKEH NPUCYTCTBOBATb MHAEKC (Hanpumep, 3To nose
MOXKET BbITb 06bABNEHO NEPBUUYHBbIM K/IHOYOM TabmLbl).

3HayeHMe No3nLMM NOACTAHOBKM PACcCUMTbIBAETCA aIFOPUTMOM KaK yncioBoit xew-Kog CRC-32 Hag,
O4HUM NN HECKOJIbKUMU UCXOOAHbIMU 3HA4YEHMNAMMU, C NOCNeAYyOWMM BblHUC/IEHUEM OCTATKa OT

AeneHnAa NnoNy4eHHOro sHa4eHumA Xew-Koda Ha pasmep Ta6/'IVILl,bI noAaCTaHOBOK.

[na obecnevyeHns BO3MOXKHOCTU U3MEHEHWA PE3Y/IbTATOB MAaCKMPOBaHWUA NpPeayCMOTPEeH
ONUMWOHA/bHBIN NapaMeTp K4a MHMLMANU3aLnn.

MoacTaHOBKa MO 3HaYeHUAM aTpMBYTOB OCYLLECTBAAET NOUCK B Tabanue NoACTaHOBOK, yKa3aHHOM B
HaCTPOMKax aNropmMTma, 3arnncei, Aa KOTOPbIX 3HAYEHUA «KOYEBbLIX» NONEN COBNAAAIOT CO
3HaYeHNAMM aTPUBYTOB UCXOAHbIX (MacKMpyemblX) AaHHbIX. Hag coyeTaHnem nonen Tabamubl
MOACTaHOBOK, UCMO/Ib3YeMbIX MPU NMOUCKE, SOJIXKEH NMPUCYTCTBOBATbL MHAEKC. PesynbTaTtom paboThbl
a/IrOpUTMa ABNAIOTCA 3HAaYEeHMA Nosielt HAaMAeHHOM NoACTaHOBOYHOM 3aMMUCK, KOTOpble MOTYT BbITb
MCMO/Ib30BaHbI A/ 3aMeHbl UCXOAHbIX 3HAYEHW.

Onepauua nepemeLlnBaHNA NCXOAHbIX 3HAYEHN MOXKET BbITb peasiM3oBaHa Ha OCHOBE aAropUTMa
NoACTaHOBKM NO 3HaYyeHUam aTpubyTos. [ns 3Toro npegsapuTenbHo popmupyetca Tabanua
NOACTaHOBOK, COAEP Kallas 4Na KaXKaoro MCXOAHOro 3HaYeHMA ero cy4yaiiHo BblbpaHHoOe



NnoACcTaHOBOYHOE 3HaYeHue M3 Habopa 3HaYeHU, UCNOJIb3YEMBbIX B CUCTEME-UCTOUHMKE. TaKasn
peannsaums nepemeLlnBaHna NO3BOAAET NOAYUYUTb COrNacoBaHHbIe pe3yabTaTbl MacKMpPOBaHUA ANA
MHOKecTBa noneu, Tabauu u 6a3 aaHHbIX. Mpumep 3agaHusa DataStage Ans NnoArotosku TabanLpl
NoACTaHOBOK, peannsyioLlein nepemeLlinBaHne YNCA0BbIX NAEHTUDUKATOPOB, BKIOYEH B COCTaB

mMmaTepnanos peweHnA.

3.4 Bbi3os anroputmos Optim Data Privacy Providers Library

B cocTaBe pelweHns npeaycMoTpeHa BO3MOMKHOCTb BCTPanBaHMA B MPaBWU/1a MacKMPOBAHMSA
aNropuTMoB, BXoAALMX B cocTaB 6ubnanotekun IBM InfoSphere Optim Data Privacy Providers (ODPP).
Mcnonb3oBaHWe 3TUX aNropuTMmoB TPebyeT Hannumsa ycTaHoBAEHHbIX 6ubanoTek ODPP, KoTopble
OOJ/IKHbI ObITb COOTBETCTBYOLWMM 06Pa30M IMLEH3NPOBaHbI (He ABAAIOTCA YacTbto NaaTdopmbl IBM
Information Server).

CoctaBs anroputmos ODPP, onvcaHme Mx KOHOUIYPaLMOHHbIX NapamMeTpoB U NPMMEpPbI BbI30Ba
npuBeaeHbl B AOKyMeHTaumm Ha ODPP: https://www.ibm.com/docs/en/iotdm/11.3?topic=reference-

optim-data-privacy-provider-library

3.5 BcnomoratenbHble anropuUtmbl

BcnomoraTenbHble aA/ITOPUTMbI NpegHa3sHa4yeHbl 414 HOPpMaan3aunmm MaCKkKnpyembix 3HAYeHU U
KOMMneHCcauunn pasnw-lmﬁ B nNpeacrtaBaeHnn gaHHbIX mexay pa3HbiMY CUCTEMAMMU, YTO HEO6XOAMMO ana
Nnosly4eHUA COrnaCoBaHHbIX Pe3ybTaTOB MAaCKNPOBaHUA.

BcnomoraTtenbHble airopuTMbl BK/THOYAIOT:

—  KOHKaTeHaLMio CTPOK C UCMNOb30BaHMEM 3a4aHHOIO pa3aenuTens;

—  pasgesieHue CTPOK Ha YacTu C UCNOb30BAHUEM PETYNSPHOro BblparKeHUs;

— MOACTAaHOBKY CUMBOJIOB Ha OCHOBE HacTpaMBaemon TabmLbl NOACTaHOBOK;

—  NpoeKuuio aTpnbyTOoB, T.€. BbIBOP HYKHbIX MOMEil U3 NPeablAyLLMX WaroB Kak KOHEeYHbIN
pe3ynbTaT NpaBMaa MacKMPOBaHUs;

— 3/1eMeHTapHble CTPOKOBbIe Npeobpa3oBaHuMs, BKIOYAA NepeBos B BEPXHUMI, HUKHUIA U1
CMELLAHHbIN PerucTp, yaaneHue KoOHeUYHbIX U/Uan HayanbHbIX NPO6enos;

— 3aMeHy yacre CTPOKM Ha OCHOBE 3a4aHHbIX peryaapHbIX Bblpa)KEHMVI.

CneumanbHbIM Cly4aem BCNOMOTaTe/IbHbIX aITOPUTMOB ABAETCA NOAAEPHKKA BblpaXKeHUN-NpeanKaTos,
NO3BONAOLLMX MPONYCTUTb HEKOTOPbIE LWarn NpasMaa MaCKMPOBaHUA Ha OCHOBE 3a4aHHbIX
Nno/ib30BaTeNIeM YC0BUI. MPONYCK «MULLIHUX» B HEKOTOPbIX CUTYyaLMAX WAros nNpasuaa no3sonaer
YBENNYUTb NPOM3BOAMUTENBHOCTb MAaCKMPOBAHMSA 33 CHET UCKAIOUYEHUA BbINONHEHNA HEHYKHbIX
onepauui.

3.6 BbI30BbI M0fIb30BATENBCKUX CKPUMNTOB

Mosib3oBaTe/IbCKME CKPUMTLI Ha A3blke Groovy NO3BOIAIOT Peasn30B8aTh B COCTaBe Npasuia
MACKMPOBAHWA NIOTUKY, BbIXOAALLYIO 32 PaMKM CTaHAAPTHbIX a/ITOPUTMOB. B TO ke Bpems npu
MOArOTOBKE M0/1b30BaTE/IbCKMX CKPUMTOB M MCMOJIb3YHOLLMX UX NMPABUA MAaCKUPOBAHMA MOXKHO
ONMPaTbCA Ha BO3MOXHOCTM CTaHAAPTHbIX aIFOPUTMOB.
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Hanpumep, Noab30BaTeIbCKMe CKPUNTbl MOTYT UCMO/Ib30BATLCA A/ PACYETA KOHTPOJIbHBIX PaspAaoB
NpY MackMpoBaHMM 3HaYeHnin MHH B dopmate, npumeHaemom c Poccuiickoit Peaepaumu. Mpun aTom
OCHOBHbIM a/rOPUTMOM MacknpoBaHna MHH mMosKeT BbITb aNrOpUTM XELUMPOBAHMUSA C COXPaHEHUEM
dopmata, A0NONHEHHbIN NOb30BaATENLCKOMN IOMMKOM MO PACUYETY KOHTPObHbIX Pa3psaaoB.

3.7 KOHTpOnb YHMKanbHOCTX NOACTaHOBOK

Mpu Bcém yaobctee 1 3pHEKTUBHOCTU a/ITOPUTMOB MACKMPOBAHMSA, OCHOBAHHbIX Ha PacyéTe Xel-KoaoB.,
pe3ynbTaT MacCKMPOBAHMSA C UCMO/Ib30BAHNEM 3TUX aITOPUTMOB He AaET rapaHTUii OT BO3SHUKHOBEHUA
KONI3UI, T.e. CUTYaUMNIA HAaZIMYMA UAEHTUYHbIX 3aMACKMPOBAHHbIX 3HAYEHW ANSl HECKOJIbKMX Pa3HbIX
NCXOAHbIX 3HaYEHUI. TaKMe KONNN3NM BO3HMKAKOT Ha NpaKTMKe Npu paboTe ¢ BbIBOpKaMM AaHHbIX
60/1bOro 06bEMA, OT HECKONbKMX MUZIMOHOB 3HAYeHUI. B Tex cMTyaumax, Koraa Koaamsmm npu
MaCKMPOBaHNM HEAONYCTUMbI, MOXHO BOCMO/1b30BaTbCAA BCTPOEHHbIM B peLleHMe aIfopUTMOM
KOHTPO/1l YHUKaZIbHOCTM NOACTaHOBOK.

KOHTPO/Ib YHUKaNbHOCTM NOACTaHOBOK NOAAEPMKMBAETCA A1 BCEX a/ITOPUTMOB, OCHOBaHHbIX Ha
pacuéte xell-KoAa, u obecneunsaeTca 3a CYET BeJeHNA BHYTPEHHEN TabAuLbl COOTBETCTBUA UCXOAHbIX U
3aMaCKMPOBaHHbIX 3HAYEHMI1 Ha CTOPOHE cepBepa MacKUpPoBaHUA. Mpu 06HaPYKEHUN KONNN3UM
BbINOJIHAETCA NOBTOPHbIM PACYET 3aMaCKMPOBAHHOrO 3HaYeHMA MoanudUUMPOBaHHOM Bepcuei
anropuMTMa, Kotopas A406aB/fEeT K AaHHbIM 418 pacyéTa Xel-Koaa Homep utepaumm. NosTopHble
PacUETbI C YBENNUMBAIOLLMMCA HOMEPOM UTEPALMM BbINONHAIOTCA, NMOKa He ByAeT noiyYeHo
YHUKaNbHOE 3HaYeHune, 60 A0 AOCTUMNEHUA NPeae/IbHOrO KOIMHYECTBa MTepauuii (B 3STom caydae
CUrHaNU3MpyeTca onbKa MackMpoBaHua).

MprUmeHeHWe KOHTPOAA YHUKA/IbHOCTU NOACTaHOBOK 3G dEKTUBHO B CIyYasnX, KOrAa OLLEeHKa Ko/MyecTsa
BO3MOKHbIX Z0MNYCTUMbIX 3aMaCKMPOBaHHbIX 3HaYEHUIM Kak MUHMMYM B 10 pa3 npeBocxoanT
KO/IMYECTBO Pa3/INYHbIX MAaCKMPYEMbIX UCXOAHbIX 3HaYeHUI. ECAn KOANYECTBO A0MNYCTUMbIX
3aMaCKMPOBaHHbIX 3HAaYEHUI HEAOCTATOYHO BE/INKO, TO YBEINUYNBAETCSA KOANYECTBO KO3 U
BO3HMKAIOT /IMLLIHWE UTEPaLMK pacyéTa. B pesynbTaTte BO3MOMXKHbI OLLMBKMW NPU BbIMOAHEHMM
MaCKMPOBaHMWA U3-33 HEBO3MOXHOCTU CHOPMMPOBATL YHUKAIbHOE 3HAYeHWe 3a 3afaHHoe npeaenbHoe
KO/IMYECTBO UTepaumii. B TaKUX cUTyaumax ciegyeT UCNONb30BaTb APYrMe MeToAbl MaCKMpPOBaHUs,
Hanpumep, NnepemellnBaHMe UCXOAHbIX 3HAYEHUA.

4 Pa3paboTKka U HacTpouKa 3ag4aHUN MacKnpoBaHus

4.1 OpraHusauus npoLecca MackMpoBaHUs

I'Iepep, BbIMNO/IHEHNEM NpoUECCa MAaCKNPOBaAHUA A0/1XKHbI 6bITb BbINOJIHEHDI cneaywouine
noaroTtoBuUTe/IbHblE pa6OTbIZ

1. CdopmunpoBaH Habop KnaccoB KoHOMAEHUNANbHOM MHbOPMALMK B BUAE MHPOPMALMOHHBIX
ob6beKToB TMNa «Knacc agaHHbIX» B UHCTpyMeHTe Information Governance Catalog.

2. BbINONHEH UMNOPT CTPYKTYPbI TabaunL, U3 6a3 AaHHbIX CUCTEM-UCTOYHMKOB (MM UX KOMUIA)
cpencTBamm MHCTpymeHTa Metadata Asset Manager.

3. BbINosHeHa pa3meTKa KOHPUAEHLMANbHBIX NOAEeN TabAUL, CUCTEM-UCTOYHUKOB
COOTBETCTBYHOLMMM KNACCaMM AaHHbIX. Pa3zmeTKa MOXKeT BbITb BbINOJIHEHA BPYYHYHO, MPAMbIM
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penakTMpoBaHnem onucaHmin B Information Governance Catalog, nmbo aBTomaTM3MpoBaHo, ¢
MCMNONb30BaHWEM CPeACTB aHaAn3a AaHHbIX MHCTpymeHTa Information Analyzer.

4. Pa3paboTaH KOMMAEKT NPaBWUI MacKMPOBAHMA, ONpeaenatoWwero onepawummn no
npeobpasoBaHNIo 3HaYEHNIN KOHOUAEHLMANBbHDIX KNAaCCOB C MCMOb30BAHNEM AOCTYMHbIX
aNropUTMOB MACKMPOBaHUS.

5. MNopgrotosneHbl He06X0AMMbIE CMPABOYHMKM NOACTAHOBOK, MCMOJ/Ib3yeMble MPU MaCKMPOBaHUK
MMEH, HauMeHOBaHUI U/ nnun agpecHon nHpopmauum (cm. pasgen 5 Pazpabomka u Hacmpolika
300aHUl eeHepayuU CrPAso4HUKOS8).

B npouecce conpoBoxaeHmAa CUCtembl MaCKMpPOBaHUA OaHHbIX NepevYncneHHbie Bbille BUAbI
noaroToBUTENIbHbIX p860T MOTYT HEOAHOKPATHO NOBTOPATbCA ON1A BHECEHUA M3MEHEHUN B COCTaB
MaCKMpyemMbiX aHHbIX U TOTUKY MaCKMPOBaAHUA.

I'Ipou,ecc MaCKMpPOBaHNA BK/TKOYAET B cebn cnegytowime aTanbl:

1. 3anyck KoHbUrypaumoHHoi nporpammbl «DsMask» ana conocrasneHua onepaumi
MACKMPOBAHWMA C KOHKPETHbIMM Tabanuamm 1 nonamu, u GopmmposaHua npodunen
MaCKMPOBaHMA (MUHU-NPOrpaMmm A/19 MacKMPOBaHMA AaHHbIX MO KaXaon Tabamue).

2. [na kaxpgou Tabaunupl — 3anyck 3agaHna DataStage, ocywecTBAAOLWLErO YTEHUE AaHHbIX U3
ncxoaHom 6a3bl aHHbIX, MaCKMPOBaHWE AaHHbIX U 3aNWCb Pe3y/IbTaTOB MAaCKMPOBaHUA B
uenesyto 6a3y AaHHbIX. BbinosHeHWe 3a4aHNA MaCKMPOBaHMA OCYLLECTBNAETCA B
napannesbHOM pexkMme C UCMOb30BaHMEM AOCTYMHbIX BbIYUCAUTENBHBIX MOLLHOCTEN.

3. KoHTposib pe3ynbTaToOB MacCKMPOBAHMWA, MYTEM NPOBEPKU CTATyCOB BbIMOAHEHUA 334aHNN
MaCKMPOBaHWA HA OTCYTCTBUE OWMOOK U NpesynpexXaeHUA NPU UX BbINOJHEHUN.

MopaaoK 3amnycKa KOHPUIypaLMOHHOW Nporpammbl «DsMask», CTPYKTYpa MCnonb3yemblx 3a4aHKi
IBM DataStage, nopsAoK 3anycka 3a4aHuii U KOHTPOIA PEe3yNbTaTOB UX BbINOAHEHWA ONUCaHbI B
nocieaytoLwmx nogpasaenax.

4.2 XpaHunviie naponen ans goctyna Kk cepsucam Information Server

KoHdurypaumoHHaa nporpamma 1 BCOMOraTe/ibHble YTUAUTbI B COCTAaBE NPOTOTMMA peLleHns No
MaCKMpPOBaHUIO B3aMMoAeNCTBYIOT ¢ cepucamm IBM Information Server, Bkntouan 6a3y gaHHbIX
penosntopua metagaHHbix U REST cepsuchl nnatdopmbl. Ana nogrntodeHns K cepsucam Information
Server TpebyeTca BbINOAHUTb AayTEHTUDUKALMIO MYTEM YKa3aHUA JIOTMHA M NApona y4ETHOM 3anucy,
obnagarolLeit HeobxoaMMbIMKU MPaBaMKU AOCTYNa.

MpoTOoTHN peLieHnsA NO MacCKUPOBAHUIO COAEPKUT PEaNM3aLMIo MPOCTOro XpaHUANLLLA NapOoeN,
NO3BONAIOLLENO UCKIHOYMUTb HEOBXOAMMOCTb XPaHEHMA Napo/ieit B OTKPLITOM BUAE B TEKCTOBbIX daiinax
HacTpoeK. HenocpeacTBeHHOE XpaHeHWe Naposel OpraHM30BaHo B 3alinMppoBaHHOM BUAE B daiinax
«dsmask-passwords» n «dsmask-passwords.stsh» B gomaluHem KaTasnore nosib3oBaTtens, oT UMeHU
KOTOPOTO BbINOJIHAIOTCA BbI30Bbl KOHOUIYPALMOHHON NPOrPaMMbl U BCOMOTATE/IbHbIX YTUANT
peleHus.

[na paboTbl C XpaHWUAMLLEM Napo/iei npegHasHayeHa BcnomoraTenbHasa nporpamma «Password.sh»
(«Password.cmd» ana nnatpopmbl Microsoft Windows).
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Mpumep BbI30BAa KOMAHZAbI A5t COXPAHEHMS JIOTMHA U Napos:

./Password.sh SET xmeta-ref xmeta

Please enter password:

Please repeat password:

2022-03-02 16:30:19 INFO PasswordTool:104 - Entry configured: xmeta-ref

Mpumep BbI30Ba KOMaHAbI AR MPOCMOTPA CMUCKA COXPaHEHHbIX Nap SIOrMH+Napob:

$ ./Password.sh LIST

2022-03-02 16:30:48 INFO PasswordTool:88 - list: xmeta -> xmeta : ***
2022-03-02 16:30:48 INFO PasswordTool:88 - list: xmeta-ref -> xmeta : ***
2022-03-02 16:30:48 INFO PasswordTool:91 - Total entries listed: 2

Mpumep BbI30Ba KOMaHAbI ANA YAANEHUA COXPAHEHHOM Napbl 1OrMH+MNAPONb:

$ ./Password.sh DELETE xmeta-ref
2022-03-02 16:31:33 INFO PasswordTool:146 - Entry removed: xmeta-ref

4.3 3anyck KoOHdUrypaumoHHomn nporpammbl « DsMask»

KoHourypaumoHHaa nporpamma «DsMask» ocyliectenaetr dopmmpoBaHme npoduneit MackMpoBaHmaA Ha
OCHOBE K/1IaCCOB AAHHbIX, NPUCBOEHHbIX MOAAM TabAKUL, CUCTEM-UCTOUHMKOB, a TaKXKe NoArOTOBEHHOTO
Habopa npaBma MacknposaHua. ChopmmnpoBaHHble NPOdUIN MAaCKMPOBAHMA COXPAHAOTCA B
KOHPUrypaumoHHyto 6asy AaHHbIX dopmaTa H2 1 npeacTaBastoT coboit nepeyeHb onepaunit
MaCKMPOBaHWA, KOTOPble AO/IKHbI ObITb BbINOJIHEHbI A/1A KaXKA0M TabauLbl.

HacTtpolika KoHdurypaumoHHon nporpammbl «DsMask» ocyliecTsnatotca nyTém co3gaHma
KoHdUrypaumoHHoro darna B popmate XML. NMpumep KoHPUrypaumoHHOro daina BXogUT B COCTaB
KOHoUrypaumoHHol nporpammbl «DsMask» n nocrasnsetcs B sBuge daina «jconf-job-
default.xml».

OnucaHne NapamMeTpPoB KOHOUIYpaUMOHHOM Nporpammbl «DsMask» npueeaeHo B Tabanue HUKe.

Mapametp OnucaHue

in.tab.type Mcnonb3yemble MCTOYHMKM AaHHbIX O CTPYKTYpe Tabauu, nepeyncieHne
3HaYeHuI Yepes 3anAaTble:

e igc—IBM Information Governance Catalog;

o file — dann B popmate XML c onmcaHnem cTpyKTypbl Tabauy,

in.tab.file.name Nms dainna B popmaTe XML c onncaHmem cTpyKTypbl Tabaumu,. OnuncaHme popmaTa
dalina npMBeaeHoO HUKe

in.tab.igc.url JDBC URL gns nogxnoudeHmn K 6ase aaHHbix XMETA B coctase IBM Information
Governance Catalog, TMnosoe 3HayeHue:

jdbc:db2://localhost:50000/xmeta

in.tab.igc.vault Nms 3anucu xpaHunuua naponen ans goctyna Kk b XMETA (ncnonbsyetcs
BMECTO NPAMOr0 YKa3aHMA IOrMHa M Napons)
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MapameTp OnucaHue

in.tab.igc.username | JIornH nonb3oBaTtena Aaa NoAKAOYEHUA K 6ase gaHHbIx XMETA, Tnosoe
3HayeHue: xmeta (He UCNoIb3yeTcsA NPK YKasaHMM NapameTpa «in.tab.igc.vault»)

in.tab.igc.password | Maponb Nnosb3oBaTena Ana NoAKAUYEHUA K 6ase AaHHbIx XMETA (He
MCNONb3yeTcs NPY YKazaHUKU NapameTpa «in.tab.igc.vault»)

in.dc.rules MyTb K paliny co cnMckom KoHUAEHUMANbHbIX KNacCoB AaHHbIX (He
MCMO/Ib3YeTCA, ECIN BCE KNacchbl ZaHHbIX onpegeneHsbl B IGC)

in.masking.rules MMyTb K KaTanory c ¢paitnamm npaBua mackmposaHus B dopmate XML

in.masking.context | Mma KOHTEKCTa MacKMpPOBaHUSA, 0BbIYHO UCMOb3YETCA NYCTOe 3HaYeHne

out.dir MyTb K KaTanory gaa XxpaHeHUs KOHPUIypaLMOHHbIX 633 AaHHbIX
out.config Nms cospgaBaemoit KOHOUrypaLMOHHOM 6a3bl AaHHbIX 6e3 yKasaHua nNyTu
out.dump ba3oBbIN NyTb K Ppaiiiam ANAarHOCTUYECKMX AaMnoB. Mpn OTCyTCTBMM NapameTpa

ANarHoCTu4eCKne aamnbl He CO34ak0TCA

Mpumep daitna HacTpoeKk KoHPUrypaLMoHHOW Nporpammbl «DsMask» npusengéH HuKe.

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE properties SYSTEM "http://java.sun.com/dtd/properties.dtd">
<properties>

<entry key="in.tab.type">igc,file</entry>

<entry key="in.tab.file.name">extra-tables.xml</entry>

<entry key="in.tab.igc.url">jdbc:db2://localhost:50000/xmeta</entry>
<!-- Jlorma naposi MOI'yT OBTE yKa3aHBl HAMIPSIMYH

<entry key="in.tab.igc.username">xmeta</entry>

<entry key="in.tab.igc.password">P@sswl0rd</entry>

<entry key="in.dc.rules'">confidential-dataclass.xml</entry>

<entry key="in.masking.rules">masking-rules</entry>
<entry key="in.masking.context"></entry>

<entry key="out.dir">config</entry>

<entry key="out.config">default</entry>

<entry key="out.dump">dump-default</entry>
</properties>

3anycKk KoHdUrypaumoHHoM nporpammbl «DsMask» ocyLuecTsaseTcs cieayowmmm KOMaH4amu:

cd KaramorYcraunoBkuDsMask/dsmask-jconf
./BuildConf.sh ®annHacTpoek.xml

3anycK KoH$UrypaumoHHo nporpammbl «DsMask» ana o6HosneHUA NPOGUNA MACKMPOBAHMA MOMKET
6bITb BKNOYEH B COCTaB MOArOTOBUTE/IbHbIX ONepaLmii NO NakeTHOMY MacKMpPOoBaHUIO onpeaenéHHoM
6a3bl AaHHBbIX.

Mpumep NpoToKona paboTbl KOHPUrYpaLMOHHOM Nporpammbl «DsMask»:

2020-10-15 17:44:25 INFO BuildConf:83 - DsMask configurator started.
2020-10-15 17:44:26 INFO BuildConf:86 - Table information loaded, total 7 tables.
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2020-10-15 17:44:26 INFO BuildConf:89 - Data classes loaded, total 14 classes.

2020-10-15 17:44:27 INFO BuildConf:92 - Masking rules loaded, total 17 rules, 36 functions, 1 keys.
2020-10-15 17:44:30 INFO ScriptChecker:73 - Tested 21 script functions, with total 0 failures.
2020-10-15 17:44:30 INFO BuildConf:103 - Masking context: [].

2020-10-15 17:44:30 INFO BuildConf:112 - Configuration database opened.

2020-10-15 17:44:30 INFO BuildConf:115 - Keys saved.

2020-10-15 17:44:30 INFO BuildConf:122 - Table dbl.sl.tl processed, total 1 masking operations

2020-10-15 17:44:30 INFO BuildConf:187 - Operation: rule vu-single
2020-10-15 17:44:30 INFO BuildConf:189 - INPUT id

2020-10-15 17:44:30 INFO BuildConf:192 - OUTPUT id

2020-10-15 17:44:30 INFO BuildConf:122 - Table dbl.sl.t2 processed, total 2 masking operations
2020-10-15 17:44:30 INFO BuildConf:187 - Operation: rule name-full-initials
2020-10-15 17:44:30 INFO BuildConf:189 - INPUT fullname
2020-10-15 17:44:30 INFO BuildConf:189 - INPUT shortname
2020-10-15 17:44:30 INFO BuildConf:192 - OUTPUT shortname
2020-10-15 17:44:30 INFO BuildConf:187 - Operation: rule name-full
2020-10-15 17:44:30 INFO BuildConf:189 - INPUT fullname
2020-10-15 17:44:30 INFO BuildConf:192 - OUTPUT fullname

2020-10-15 17:44:30 INFO BuildConf:130 - Table dbl.sl.t3 skipped - no matching rules

2020-10-15 17:44:30 INFO BuildConf:135 - DsMask configurator complete, database closed.

2020-10-15 17:44:30 INFO BuildConf:204 - Table structure dump has been written to dump.tables.xml
2020-10-15 17:44:30 INFO BuildConf:214 - Confidential data classes have been written to dump.dcs.txt

Mpu 06HapyKEHUN CUHTAKCUYECKMX OIMOOK B MPaBUIaxX MaCKMPOBAHUSA 1 BK/IOYEHHBIX B HUX CKPUMTaxX
Ha A3blKke Groovy KoOHdUrypaumMoHHaa nporpamma «DsMask» BbIBOAUT B NPOTOKON AMarHOCTUYECKYIO
MHOOPMaLMIO O BbIABNEHHbIX OLWMBKax. [na dopmmnpoBaHua npoduaein MackupoBaH1s Heobxoanmo
MCNPaBUTb OLINMBKM M MOBTOPHO 3aMyCTUTb KOHPUIYPALMOHHYIO NPOrpammy.

4.4 Heobxognmble HacTpourkm npoekTa IBM DataStage

Mepefn NoAroTOBKOW 3a,aHMI MACKMPOBaHUA HEOHXOAMMO BbINONHWUTL PAA, HACTPOEK UCMOb3YEMOTO
npoekrta IBM DataStage, KoTopble onuncaHbl B pasgene «8.8 Hacmpolika npoekmos IBM DataStage».

C Lenbio YNPOLLEHUSA YNPaBeHNA 3a4aHNAMM MAaCKMPOBaHUA PEKOMEHAYETCA UCMO/Ib30BaHNE
noaaep:kunsaemoro DataStage mexaHU3ma rpynnmMpoBKY NapamMeTpoB B 06beKTbl ParameterSet.

TunoBasa KoHbUIypauma aaa MacKMpoBaHUA AAHHbIX BKIOYAET B cebA, KaK MMHUMYM, TPU OCHOBHbIX
obbeKkta ParameterSet:

— rnobanbHble HacTpolikm («Globals»): 0bblYHO cyllecTBYET B AMHCTBEHHOM 3K3eMMNape 1
3a/1a€T OCHOBHbIE KOHCTAHTbI A1 UHCTANNALMM PELlEHUA N0 MAaCKMPOBAHMUIO;

—  MOAKNoYEHUA K UcTouHMKam («DbParams»): no ogHomy Habopy napameTpoB Ha Kaxayto 6asy
[AAHHBIX, ABAIOLWYIOCA UCTOYHUKOM;

— nogkntoyeHus K nonyyatenam («DbOutParams»): no ogHomy Habopy NapameTpoB Ha Kaxayto
6a3y AaHHbIX, ABAAIOLLYIOCA NoJyYaTeeMm.

TUNMYHaA CTPYKTypa rnobanbHbIX HACTPOEK, peasn3oBaHHbIX B BUAe Habopa napametpos «Globals»,
MOKa3aHa Ha PUCYHKe HUXKe.
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(8]

General Parameters IVglues I

| Parameter name Prompt
DictPath Stati

1

2 | DsPath

3 | MaskJar

4 | ConfigPath
5 | ConfigName
6 |BatchSize
7 | UnigPort
8 | UnigSecret
9 | UnigHost

Type

\MaskDemo\Globals - Parameter Set

Default Value

c dictionaries path | Pathname | /opt/IBM/Masker/work /dict

Dataset path
Masker JAR path
Configuration path
Configuration name
Masking batch size
Unig service port
Uniq service secret
Uniq service host

Pathname
Pathname
Pathname
String
Integer
Integer
String
String

/opt/IBM/Masker/work /datasets
/opt/IBM/Masker/dsmaskjmask/lib/dsmaskjmask-1.1.0jai
/opt/IBM/Masker/work/config

ibmdemo

1000

27500

gazwsx

127.0.0.1

Help Text

>

Add Environment Variable... l

ok | Cancel |

Help

OnucaHue napameTpoB B Habope «Globals» npueseaeHo B Tabnumue HUKe.

MapameTtp Mpumep 3HaYeHUA OnucaHue

DsPath /opt/IBM/Masker/work/datasets MyTb K KaTanory 418 coxpaHeHna Habopos
OaHHbIx DataStage

DictPath /opt/IBM/Masker/work/dict MyTb K KaTafiory co cnpaBoYHUKaMu

ConfigPath /opt/IBM/Masker/work/config MyTb K KaTanory ¢ 6asamm AaHHbIX
KOHOUIypaunuii MackMpoBaHua

ConfigName default Jlornyeckoe MMs UCNOJIb3yemoi
KOHOUIYypaLMOoHHOM 6a3bl AaHHbIX
MaCKMpOBaHUA

MaskJar /opt/IBM/Masker/dsmask- MyTb K 6BUbAMOTEKE peannsaummn onepaTopa

jmask/lib/dsmask-jmask.jar MacKkuposaHua «DsMask»

BatchSize 1000 KonnyecTBo CTPOK, MacKMpyemblx 3a O4HY
NaKeTHYH onepaumio

UnigHost localhost CeteBoe nmsa nMbo ceTeBoM agpec cepsepa,
Ha KOTOPOM GYHKLMOHMPYET cepBuc
KOHTPOAA YHUKANbHOCTH

UniqgPort 27500 Homep ceTeBOro nopTta cepBmca KOHTPoONA
YHUKANbHOCTH

UnigSecret HA AKX Kog, goctyna K cepBuCy KOHTpOAA
YHUKANbHOCTH

Z
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TunnuHana cTpyKTypa Habopa napameTpos «DbParams» nokasaHa Ha PUCYHKe HuXKe.

(&) \MaskDemo\DbParams - Parameter Set | = [ = [
Values I
Parameter name Prompt Type Default Value Help Text
1 |name Database name oralias  String ZODAK1
2 |user Database usemame String IBMDEMO
3 |password Database password Encrypted
4 |ud JDBC URL String jdbe:db2://127.0.0.1:50000/Z0ODAK1

| >

Add Environment Variable... |

OK | Cancel Help |

OnucaHne napameTpoB B Habope «DbParams» npmBeaeHo B Tabaunue HUxKe.

Napamertp MNpumep 3HauyeHun OnucaHue

name dbname Mmsa 6a3bl AaHHbIX, MCNONb3YEMOE MpU
obpauweHnn (ana Oracle — nma n3
tnsnames.ora, ans Db2 — nokanbHbIN
NceBAOHUM, 1 T.M.)

user maskuser JlornH ana nogkntoveHua K b

password e kk Maponb ana noakAodeHua K b,

url jdbc:sqlserver://192.168.25.101:1433; | JDBC URL ans nogxntoueHns K /1

databaseName=dbname

TununyHan cTpyKTypa Habopa napameTpos «DbOutParams» cooTBeTCcTBYeT CTPYKTYpe Habopa

napametpos «DbParams», nostomy eé onucaHue 34ecb He aybanpyetcsa.

4.5 PexxnMbl MacKMpoBaHWA U CTPYKTypa 3agaHumn

MaCKMpOBaHVIe MOXET OCYLLeCTBNATLCA B OAHOM U3 ABYX PEXNMOB, U Bbl60p peXnma maCKMpoBaHUA

onpeaensieT UCNoNb3yemblii An3aliH 3a4aHNN:

— MaCKMnpoBaHUE B MOTOKOBOM peXMme — 3afnncn YnTatroTca mns3 MCXOAHOVI Ta6I'WILI,bI B O[I,HOVI Konuu

6a3bl 4aHHbIX M 3aMMCbIBAOTCA (3aMEHSIOT COAEPKMMOE) TaKoM e Tabmubl B APYron Konuu

6a3bl AaHHbIX;

— MaCKnpoBaHue «Ha MeCTe» — 3anncum YNTakTCA U3 MCXO,CI,HOVI Ta6}'IMLI,bI, MaCKUPYHOTCA U

3anuUCbIBAOTCA B MPOMEXKYTOUHbIN Habop AaHHbIX Ha CTOpoHe cepBepa DataStage (Habop

AaHHbIX 06bI4HO C)KMMBETCFI). 3aTtem coaepxmmoe MCXO,CI,HOVI Ta6}'IMLI,bI 3aMEeHAETCA Ha

3adMaCKMpPOBaHHbIe AaHHbIE.

B o6oux pexXnmax UCnonb3yroTcAa YHUBEPCa/ibHble 3a4aHNA MAaCKNPOBAHUA, HE 3aBUCALLUNE OT CTPYKTYpPbI

Mackunpyemblix Tabanu, O6paboTKa NPOM3BOJbHBIX CTPYKTYP Tabiumu, obecneunBaeTca NpUMeHeHNeM

mexaHu3ama Runtime Column Propagation, KoTopblit A0KEH BbITb BKAKOYEH HA CBA3AX MEXAy STanamu

3aJaHuN.
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4.5.1 3agaHunsa ans NOTOKOBOrO pexnmMma MackupoBaHUS

Mpu peannsaumm NOTOKOBOTO pPeXKMME MACKMPOBAHMA JOCTAaTOYHO CO3A4aTb NO OAHOMY 331aHUIO Ha
KaXKgbl TUN KOHHeKTopoB ¢ CYB-nctouHnkamm.

anIMep ,D,M3al>'IHa 3a4aHNA MAaCKMpoBaHMA 014 NOTOKOBOIo pexXXnma I'IpVIBe,CI,éH Ha PUCYHKE HUXKeE.

Py DSLink3 () DSLink4 | —
Input Mask Output

3agaHune coCTouT U3 TPEX LWaros:

1. YTeHue ncxoaHbIX AAaHHbIX U3 CUCTEMBI-MCTOYHMKA. Ncnonb3yeTca KoOHHeKTop ana CYB/
WCTOYHUKA, 160 0606WEHHBIN JDBC nnm ODBC KoHHeKTop.

2. MackunposaHue gaHHbIx. Ucnonbsyetca Java Integration Stage, B KOTOPOM HaCTPOEH BbI3OB
onepaTtopa mackmpoBaHus «DsMask».

3. 3anucb 3aMackMpOBaHHbIX AaHHbIX B CUCTEMY-MOAyYaTe b, MCNoib3yeMblii KOHHEKTOP 06bIYHO
COBMAJaeT C Wwarom 1, napameTpbl cOeANHEHMA cOOTBETCTBYIOT b/l nonyyarens.

HaCTpOﬁKM 3a4aHNA O0/1KHbI pa3pewaTb nNapannesibHoe BbINO/IHEHNE HECKOJIbKUX €ro KOI'IVIVI, KaK
NMOKa3aHO Ha PUCYHKE HUKe.

o \MaskDemo\Maskldbc - Job Properties | = o S|

: Eararnetefsl Job corrtrol] erendenciesl NLSI Generated QSHI Egecution] Def_aultsl

Job version number:

56.0.0 =
Beforejob subroutine: Input Value:
](none) LI |
Afterjob subroutine: Input Value:
|(none) LI |
r | [~ Enable hashed file cache sharing

I [v Alow Muttiple Instance I

r Enable Runtime Column Propagation for [~ Enabled for Information Services
new links

Short job description:

Full job description:

l

OK I Cancel Help

TNoBOMI COCTaB NapameTpPOB 3a4aHNA MAaCKMPOBaHMA B MOTOKOBOM PEXMME MOKa3aH Ha PUCYHKE HUMKE.
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Job control | Dependencies| NLS| Generated 0SH | Execution| Defauits |

Parameter name | Prompt | Type | Defaut Value | Help Text

1 | DbOutParams DbOutParams parame Parameter Set  (As pre-defined) Database connection parameters
| 2 |SAPT_CONFIG_FILE Configuration file Pathname /opt/IBM/Information The Parallel job configuration file.
| 3 |Globals Globals parameters  Parameter Set  (As pre-defined)
' 4 |DbParams DbParams parameters Parameter Set  (As pre-defined) Database connection parameters
' 5 |InputTable Input table name String [repl].[TAB1]
| 6 | MaskingProfile Masking profile name String bazuka repltab1
' 7 |OutputTable Output table name  String [repl].[TAB1_COPY]
| 8 |Batchld Job batch identifier ~ String -

MpumeyvaHuna:

1. B 3agaHue nepegatotca rpynnol napameTtpos Globals, DbParams 1 DbOutParams, onncaHHble

paHee.
2. MapameTpsl InputTable n OutputTable 3agatoT MMeHa BXOA4HOM U BbIXOAHOM TabamLL.

MNapameTp MaskingProfile — nornueckoe nma Tabanupl, onpegenatoLlee cocTaB BbINOJHAEMbIX

onepauunit MacKMpoBaHus.
4. TMepemeHHaa SAPT_CONFIG_FILE yctaHaBnmBaeT uma dpaitna HacTpoeK napanienbHoro

BbINOJIHEHUA.

5. Mapametp Batchld ucnonbsyetca ana rpynnupoBKM BbINOAHAEMbIX 3a4aHWUI B NAKeTHble

onepawLmm MackMposBaHua 6a3 AaHHbIX (MCNONb3YETCA B Aa/ibHENLILEM A1 KOHTPOAA
YCMeLIHOCTM NaKeTHOM onepauun B LeIoM).

[nAa KOHHEeKTOPOB OnepaTopa YTEHUA AAHHbIX U ONepaTopa MAacKMPOBAHUA A0/IXKEH 6bITb yCTaHOBNEH

pexunm «Runtime Column Propagation», Kak NOKa3aHO Ha PUCYHKE HUKE:

Stage Output |

Output name (downstream stage)
| /" DSLink3 (Mask) ~]

Column name_ | Derivation | Key | SQLtype | BExended | Length |Scale| Nullable | Dat
J

[v Runtime column propagation Save... | Load... |

NHPopMaLma 0 HAaCTPOMKax KOHHEKTOPOB A1 UCTOYHUKOB M NoJiyyaTenei AaHHbIX, a TakKe 0

HaCTpOMKax onepaTopa MacKMpoBaHWUA NPUBEAEHA B MOCAEAYIOLWMX NOAPA3AENAX.
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4.5.2 3agaHunsa ans MackMpoBaHUsS «Ha MecTe»

Mpu peannsaumm MackKMpoBaHMA «HA MecTe» 0BObIMHO TpebyeTcs No TPY 3a4aHNA Ha KaxKabli TMN
KOHHeKTopoB ¢ CYB-ncrouHnkamm:

—  33aJaHWe MacKMpoBaHMA, BbIMOJHAIOLLEE YTEHWNE 3aMnCel U3 UCTOYHMKA, MacKMpoBaHue u
3anucb B JIOKa/bHbIN HaBOP AaHHbIX;

—  3aJaHue 3arpy3Ku, BbINONHAIOLLEE 3aMEHY COAEPKMMOro TabanLbl UICTOYHUKA Ha
NMHPOPMaLMIO, paHee COXPaHEHHYIO NPU MacCKMPOBaHMUM B IOKaNbHbIA HaBOP AaHHbIX;

— ynpasasiolLee 3a4aHue - NocAeA0BaTeIbHOCTb OnepaLmii BbI30Ba 3a4aHUA MacKMPOBaHMUA U
3aTeMm 3a[aHUA 3arpy3Kun Kak eanmHo onepauumn.

4.5.2.1 [luzaliH 3a0aHusi MacKupogaHuUs «Ha Mecme»

Mpumep An3aiHa 3a4aHnUA MacKMPOBaHWA ANA BapuaHTa MacKMPOBaHMA «Ha MecTe» NpuUBeAEH Ha
PUCYHKE HUXKe.

-
‘Fﬁ DSk % DL

I (— )
Input Mask

3afaHue coCTOUT U3 TPEX LLAroB.:

1. YTeHune ncxoaHbIX AAaHHbIX U3 CUCTEMBI-UCTOYHMKA. Ncnonb3yeTca KoOHHeKTop ana CYB/
WCTOYHUKA, 1M60 0606WEHHBIN JDBC nnm ODBC KoHHeKTOop.

2. MackunpoBaHue gaHHbIX. Ucnonbsyetca Java Integration Stage, B KOTOPOM HaCTPOEH BbI30B
onepatopa MacknposaHua «DsMask».

3. 3anucb 3aMackMpPOBaAHHbIX AaHHbIX B JIOKa/IbHbIA HAabOp AaHHbIX.

HaCTpOﬁKM 3a4aHNA O0/1KHbI pa3pelwlaTb napannesibHoe BbiINO/IHEHNE HECKOJIbKUX €ro KOMumn.

TunoBow cocTas NnapameTpOB 334aHNA MAaCKMPOBAHMUA B PEXMME MACKMPOBAHMA Ha MeCTe NoKa3aH Ha
PUCYHKe HUXKe.

General ,&ammetel Job control I erendencies' NLS' Generated OSH ] Egecution] Def_auhsl

Parameter name | Prompt Type Default Value Help Text
| 1 | SAPT_CONFIG_FILE Corfiguration file Pathname /opt/IBM/Information The Parallel job configuration file.
2 |Globals Globals parameters  Parameter Set  (As pre-defined)
3 |DbParams DbParams parameters Parameter Set  (As pre-defined) Database connection parameters
4 |InputTable Input table name String [repl].[TAB1]
5 | MaskingProfile Masking profile name String bazuka.repltab1
6 |Batchld Job batch identifier ~ String -
MpumeyaHua:

1. MNepepnaBaemble NapaMeTpbl aHaNOTMYHbI NapameTpam 419 3a43aHMA NOTOKOBOTO
MaCKMPOBaHMS, 33 UCKNHOYEHNEM OTCYTCTBUA MapaMeTPOB, ONPeAENaIOWNX NOAK/OYEHME K
BbIXO4HOM 6a3e AaHHbIX U UMA BbIXOAHOM Tabanubl.
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[ns BbIXOAHbIX KOHHEKTOPOB ONepaTopa YTEHUA AaHHBIX M ONEepaTopa MacCKMPOBAHMA AO/IKEH ObiTb

YCTaHOB/IEH peXMm «Runtime Column Propagation», KaK MOKa3aHO Ha npumepe 3a4aHnA «KNOTOKOBOIro»

MaCKMpoBaHUA.

I'Ipmmep HACTPOEK onepatopa 3anncun B JIOKasNbHbIM Ha6op A3HHbIX MOKa3aH Ha PUCYHKE HUXe.

Stage Input I

Input name: Columns...
|DSLink4 ~|

General Properties I Partitioning | Columns | Advanced |

Name of the control file for the data set, suffix .ds

B+ Target _l File
g J |#Globals,DsPath:x/masked#DbParams,name#,#lnpuiTabIe#,ds ﬂ
_I Information:
_l Type: Pathname A
A

MpumeyaHua:
1. BK/IOYEH pexkum nepesanmncu cylecTeytollero Habopa aaHHbIx (Update Policy = Overwrite).
2. Wma daiina gna pasmeleHns Habopa gaHHbIx 06bluHO GOpMMpPYETCA B COOTBETCTBUM CO
cneayowmm WwabaoHoMm:
«#Globals.DsPath#/masked-#DbParams.name#.#InputTable#.ds», rae:
— Globals.DsPath — nyTb K KaTanory pasmeleHns HabopoB AaHHbIX M3 Habopa HaCcTpoeK
Globals;
— DbParams.name — nornyeckoe nmsa ncxoaHon 6asbl AaHHbIX;

— InputTable — umsa ncxoaHol Tabamubl (06bIMHO BMECTE C YKa3aHUEM CXEMbI).

MHd)OpMaLl,MFI o HaCTpOﬁKaX KOHHEKTOPOB A4/174 UCTOYHUNKOB AdHHbIX, @ TaKXXe O HaCTpOﬁKaX onepartopa

MaCKMpoBaHUA NpuBegeHa B nocseayroumnx nogpasagenax.

4.5.2.2 [luzaliH 3a0aHus 3a2py3Kku 0aHHbIX Npu MackuposaHuUu Ha Mmecme

Mpumep An3aiHa 3a4aHnA 3arpy3KM AaHHbIX MTPUBEAEH Ha PUCYHKE HUMKe.

3agaHune cocTouT U3 ABYX Wlaros:

1. YteHume 3aMaCKMpPOBAHHbIX 3anuncemn U3 0KaIbHOro Ha6opa AaHHbIX, Cd)OpMMpOBaHHOFO

3agaHnem MmaCKMpoBaHUA.

2. 3anucb 3aMaCKNPOBAHHbIX 3anuncen B CnCTemy-nosay4yatenb. MCI'IOI'Ib3V€MbIVI KOHHEKTOP 06bI4HO

CcOBMajaeT C KOHHEKTOPOM wWara 1 3agaHnAa MackMpoBaHUA, MapameTpbl CoegUHEHUA

cooTseTcTBYHOT B/1 nonyyatena.

HaCTpOﬁKM 3a4aHNA O0J/1XKHbI pa3pelwaTb NapannesibHoe BbiINo/IHEHNE HECKOJIbKUX €ro KOMumn.
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TUNOBOW COCTaB NAapamMeTPOB 3a4aHMA 3arPy3KM AAHHbIX NOKa3aH Ha PUCYHKE HUXKeE.

I.Job control I erendenciesl NLSI Generated OSH I Egecutionl Def_aults'

Parameter name I Prompt Type Default Value Help Text

L DbOutParams DbOutParams parame Parameter Set  (As pre-defined) Database connection parameters
2 |SAPT_CONFIG_FILE Configuration file Pathname /opt/IBM/Information The Parallel job configuration file.
3 |Globals Globals parameters  Parameter Set  (As pre-defined)
4 |DbParams DbParams parameters Parameter Set  (As pre-defined) Database connection parameters
5 |InputTable Input table name String MASKDEMO.TAB1
6 |OutputTable QOutput table name  String MASKDEMO.TAB2
7 |Batchld Job batch identifier ~ String -

|

MpumeyaHua:

1. MepenaBaemble NapameTpPbl aHANOTMYHbI NapamMeTpPaM 411 334aHNA NOTOKOBOTO
MaCKMpPOBaHWA.
2. NapameTtpsbl InputTable n DbParams ucnoneaytotca gna ¢opmuposaHma nmenun dainna, us

KOTOPOro YNMTaroTCA 3aMaCKMPOBaHHbIE 3aNUCK. NoagkntoyeHune K Eﬂ,-MCTOLIHMKy M YTEeHUE U3 Heé

VIHd)OpmaLI,VIVI 3TUM 3aJaHNEM HE NPOnN3BOOUNTCA.

[N BbIXOAHOTO KOHHEKTOPA ONnepaTopa YTeHMA AaHHbIX AOJIXKEH ObITb YCTaHOB/IEH peXkMm «Runtime

Column Propagation», Kak MOKa3aHo Ha Npumepe 3a4aHnsA KNOTOKOBOro» MacKMpPOBaHWA.

Mpumep HacTpoeK onepaTopa YTEHWUA U3 IOKANbHOTO HAbopa AaHHbIX MOKA3aH Ha PUCYHKE HUMKeE.

Stage Output I

Output name: Columns...

[DSLink8 |

General Propetties ICqumns | Advanced |

Name of the control file for the data set, suffix .ds

Ll

MpnumeyvaHua:

B3 Source 7 File
; ( -9 . = Rkl SEh Sl Ry —~ |KJGIobals.DsPath#/masked#DbPaiams.name#.alnpuﬂableﬁ.ds ﬂ
B2 Options # |
L. Missing Columns Mode = Ignore
2 | Information:
3 Type: Pathname

1. WmA ncxogHoro ymtaemoro ¢aina ¢ 3aMackMpoBaHHbIMM AaHHbIMU GOPMUPYETCA MO TOMY Ke

WabNoHy, YTO M B 3a4aHNM MAaCKUPOBaHWA (CM. BbiLLE B 3TOM pasgene).
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4.5.2.3 [luzaliH ynpasnsoweao 3adaHusi Orisi MacKupoeaHUsi Ha Mecme

Mpumep An3aiiHa ynpaBAstoLLEro 3a4aHMA-N0C/AeA0BaTeIbHOCTU ANA Peannsaumm MackMpoBaHUs Ha
MecTe NpuBeaEH Ha PUCYHKE HUMKeE.

;b/ DSLink2 'i_b/

RunMask

3apaHue cocToUT U3 ABYX NOC/eA0BaTeNIbHO BbIMNO/HAEMbIX LIAroB:

1. 3anyck 3agaHMA MacKMpPOBAHMA B BapuaHTE «HA mecTe»
2. 3anyck 3afaHuA 3arpy3kn 3aMackMpoOBaHHbIX AaHHbIX

TnNoBOI COCTaB NapameTPOB YNPaBAAIOLWErO 3a4aHNA NPUBEAEH HA PUCYHKE HUXKE.

General Parameters | Job controI] erendencies] NLSI

Parameter name | Prompt | Type | Default Value Help Text
| 1 |SAPT_CONFIG_FILE Configuration file Pathname /datum/sw/Informatic The Parallel job configuration file.
| 2 | DbOutParams DbOutParams parame Parameter Set  (As pre-defined) Database connection parameters
| 3 | DbParams DbParams parameters Parameter Set  (As pre-defined) Database connection parameters
| 5 |InputTable Input Table String DEMO1.INPUT
| 6 |OutputTable Output Table String DEMO1.INPUT
| 7| MaskingProfile MaskingProfile String demo.demo1.input
| 8 |SafelnputTable Safelnput Table String DEMO1-INPUT
| 9 |Batchid Job batch identifier  String -
L
MpnumeyvaHua:

1. MepenaBaemMble NAPAMETPbI AHANOMMYHbI MAapamMmeTpam A/1a 334aHNA NOTOKOBOIO
MaCKMPOBaHWA.

2. [ononHuTtenbHbin napameTp SafelnputTable ncnonbsytotca ans popmmnpoBaHMA UMEHU
3K3emnifpa 3anycka sagaHua. OT napametpa InputTable oH oTiMyaeTcs 3anpeTom Ha

MCNOJZ1Ib30BaHWE HEKOTOPbIX CneunaaibHbIX CUMBOJ10B, B TOM YNC/1€ TOYKU («.»).

Ha pucyHKe HUKe noKasaHbl HaCTDOVIKe wara 3anycCcka 3agaHnAa MaCKMpPOBaHUA.




Job name:
[Localidbe =
Invocation Id:
I !#DbParamsnarne#-#Safeh'meable# I =
Execution action:
" Do not checkpoint run
Parameters
Name Value Expression Insert Parameter |
$APT_CONFIG_FILE $SAPT_CONFIG_FILE
Globals Globals Clear |
DbParams DbParams
input Table Input Table Clear Al |
MaskingProfile MaskingProfile
Batchid Batchid Setto Defaul |
Alto Defaut |

Type: Pathname
Prompt: Configuration file

MpnmeyvaHua:

1. WmaA 3anycka dopmupyeTca Ha OCHOBE UMEHW BJ]-MCTOUHMKA U MMEHM MACKMpyeMon TabaunLpl,
yTO 0b61eryaeT AMArHOCTUKY NPU BO3HUKHOBEHMM OLIMNOOK.

2. Tpw HeobxooMMOCTU Nepes, 3aMyCKOM 334aHNA BbINOJIHAETCA cOpOcC ero coctoAHuA (TpebyeTcs,
ecnv npeapblaywmii 3anycKk 3aBepLUmACcs OLNBKOIA).

3. TapameTpbl 3aMyCcKaemoro 3aaHuA 3ano/IHATCA 3HAaYEeHMAMM NAapPaMeTPOB 3arnyCcKatowero

3agaHuA.

HaCTp0171KM wara 3anyCka 3agaHunA 3arpyskn AaHHbIX aHAa/10TUYHbI HaCTDOﬁKaM lara 3anycka 3agaHuAa
MaCKMpPOBaHUA, NOKa3aHHbIM Bblille.

4.5.3 HacTtponku onepaTtopa mackupoBaHus «DsMask»

CraHAapTHble HacTPOMKM onepaTopa MmacknposaHua «DsMask» NoKasaHbl Ha PUCYHKE HUXKeE.
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= Mask - Java Integration (= [o S
Stage I Input I Output I
Stage name
|Mask
Configure
General Properties | Advanced
v
w Java
Classpath HGlobals MaskJar®
Heap size(MB) 512
Optional JVM options -Xdump none
User class com.ibm.dsmask.DsMask
P Use userdefined function No
Custom properties ConfigPath=Globals CorfigPath? ~ |l
DictPath=HGlobals.DictPath#
ConfigName=#Globals ConfigName#
Profile Name=#MaskingProfile &
BatchSize=H#Globals BatchSize#
UnigHost=H#Globals. UnigHost#
UniqPort=#Globals. UnigPort#]
UnigSecret=HGlobals.UniqSecret#
OK I Cancel Help
MpumeyaHua:

1. TMyTb K K/laccy onepatopa MacKMpoBaHUsA 3a4aétca napametpom Masklar ns Habopa
napametpos Globals. Uma Knacca peannsaumm onepatopa MacKUpPOBaHUA —
«com.ibm.dsmask.DsMask».

2. YBeNMYEeHHbI pasmep Kyuu (B npumepe Ha pucyHke — 512 M6aiiT) TpebyeTtcs gns o6paboTkm
CNIOXKHbIX NPaBUA MacCKMPOBaHMA 1 Npu 6onblIOM pa3mepe 0b6pabaTbiBaeMoro nakeTa 3anucei
(3apaétca napamerpom BatchSize).

3. PekomeHAyeTcA OTKAOUNUTL reHepaLMIo AMarHOCTUYECKUX 4aMMoB Npu owmnbKax (onumsa «-
Xdump:none») Bo nsberkaHne BOSHUKHOBEHWUA NepenosiHeHM GainnoBoOM CUCTEMbI CepBepa
DataStage.

4. 3HayeHMs OCHOBHbIX MAaPaMEeTPOB ONepPaTopa MacKMPOBAHMA 3aZaHbl Yepes 3HaYeHUA
napameTpos rpynnbl Globals, yTo No3BonseT eaMHOOH6Pa3HO KOPPEKTUPOBATL HACTPOMKM
0ONepaTopoB MAaCKMPOBAHMA BO BCEX MCMOJIb3YEMbIX 3a4aHUAX.

OnuvcaHve napaMeTpoB onepaTopa MacKMpPOBaHUA NPUBEAEHO B TabauLe HUXKe.

Mapametp Mpumep 3HaYEHUA OnucaHue
DictPath #Globals.DictPath# MyTb K KaTanory co cnpaBoYHUKAMM
ConfigPath #Globals.ConfigPath# MyTb K KaTanory ¢ 6asamm AaHHbIX KOHPUIypaL i
MaCKMpPOBaHuA
ConfigName | #Globals.ConfigName# JNlornyeckoe nma ncnonbyemon
KOHUrypauUMoHHOM 6a3bl AaHHbIX
MaCKMpPOBaHuA

25



MapameTtp Mpumep 3HaAYEHUA OnucaHue

ProfileName | #MaskingProfile# Nmsa npodmnsa macKMpoBaHUsS — IOTMYECKoe UMSA
Mackupyemoi Tabamupl B popmate
«BA.CXEMA.TAB/TULIA»

BatchSize #Globals.BatchSize# KonnyecTtBo CTPOK, MacCKMpPyeMbIX 33 O4HY
MaKeTHYo onepaumio

UnigHost #Globals.UnigHost# CeTeBoe nms AMbo ceTeBoit aapec cepeepa, Ha
KOTOpOM GYHKUMOHUPYET CEPBUC KOHTPOIA
YHUKaNbHOCTU

UnigPort #Globals.UnigPort# Homep ceTeBoro nopTa cepenca KOHTPOIA
YHUKaNbHOCTH

UnigSecret #Globals.UnigSecret# Kopa gocTyna K cepBuUCy KOHTPONA YHUKANbHOCTU

4.5.4 HacTpoWkn NoaKmnoYeHUN K UCTOYHMKAM U NonyyvaTensmM gaHHbIX

MoAKAOYEHNA K UCTOYHUKAM U MOyYaTeNAM AaHHbIX PEKOMEHAYETCA OCYLLECTBAATL C MOMOLLbIO

Cneuynanm3MpoBaHHOro KOHHEKTOPA, Peasn3yoLero oNTMMM3aLun 418 COOTBETCTBYIoWero suaa CYB/.

Mpw HeAOCTYMHOCTM CMEeLManM3nPOBaHHOrO KOHHEKTOPA, AMbO Npu paboTe C OTHOCUTENBHO

HeboNbLWMMN 06 BEMAMM JaHHbIX MOXKHO MUCNO/Ib30BaTb YHUBEPCA/IbHbIN KOHHeKTop JDBC.

[na paboTbl KOHHeKkTOopa JDBC Ha cepBepe DataStage He0b6X04MMO PAa3MECTUTb COOTBETCTBYIOLLMIA

Habop gpalisepos JDBC, koTopble TpebyeTcsa 3apernctpupoath B daine isjdbc.config. NoapobHasn

MHbOpMauma No HacTporike apalisepos JDBC npeactasneHa B fOKymeHTaumm Ha DataStage.

Mpumep HacTPOMKM NapaMeTPOB AN NOAKIOYEHNA K UCTOUHUKY Yepe3 JDBC-KOHHEKTOp npuseaéH Ha

PUCYHKE HUKe.

v

URL

User name
Password
Aftributes

Generate SQL at run time
Table name

Enable quoted identifiers
w SQL

w Transaction
Record count
Isolation level
Auto-commit mode
Mark end of wave
p Run begin and end SQL statements
w Session
Fetch size
Report schema mismatch
Default length for columns
Default length for long columns
Fail on truncation
Generate all columns as Unicode
p Character set for non-Unicode columns
Keep conductor connection alive

#DbParams.un#
#DbParams userd

#DbParams password#

Yes
Hinput Table#
No

2000
Default
Disable
No

No

No
200
20000
Yes

No
Default
Yes
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) Run before and after SQL statements No
w Java settings

Heap size 512
JVM options -Xdump:none
p Limit number of retumed rows No

PucyHok. lNMapamempeoi JDBC-nodKnoueHus K B-ucmoyHuKy.

MpumeyaHua:

1. HenocpeacTBeHHO CBOMCTBA ANA YCTAHOBAEHMA coeanHeHua ¢ B[l HacTpaumBatoTca Yepes Habop
napameTpoB «DbParams», onucaHHbIN B Npeaplaywmx pasgenax.

2. TekKcT 3anpoca a1 BbIOOPKM AaHHbIX FeHEPUPYETCA aBTOMATUYECKM, NMPU STOM MMSA UCXOLHOM
Tabnuubl onpegenseTcsa yepes napameTp 3agaHusa «IlnputTabley.

3. Npwu ncnonbzosaHmm JDBC-KOHHEKTOPA YacTo TpebyeTca YBeANYEHHbIN IMMUT Ha
MCMO/Ib30BaHME ONepaTUBHOM NaMATK (B NpMMepe Bbillie YCTAaHOB/IEHO 3HaYeHne 512 Mbainr).
TakKe ana Bcex Java-KOMMNOHEHTOB LLeIeco0bpasHO OTKAOUYUTL CO34aHNE AMArHOCTUYECKMX

OaMMoB Npu owmnbKax (onuma «-Xdump:none»).

Mpumep HacTPOMKK NAapaMeTPOB A5 NOLKAOYEHUA K NnonyvaTento yepes JDBC-KoOHHEKTOp NpmBenéH Ha

PUCYHKe HUXKe.

v
URL utParams.u
User name #DbOutParams .userd
Password #DbOutParams.password
Attributes
v
Write mode Insert
Generate SQL at run time Yes
Table name HOutput Table®
W Table action Truncate
W Generate truncate table statement at run time fYes |
Stop the job when truncate table statement fails No
Perform table action first fYes |
Enable quoted identifiers No
w SQL

w Transaction

Record count 2000
Isolation level Default
Auto-commit mode Disable
P Run begin and end SQL statements No

27



w Session

Batch size 2000
Drop unmatched fields No
Report schema mismatch No
Default length for columns 200
Default length for long columns 20000
Fail on truncation Yes
p Character set for non-Unicode columns Default
Keep conductor connection alive Yes

) Run before and after SQL statements No

w Java settings

Heap size 512 I
JVM options -Xdump:none

PucyHok. Mapamempsi JDBC-nodknroueHus Kk B/]-noayyamento.
MpnmeyvaHua:

1. HenocpeacTBeHHO CBOMCTBA A5 YCTAaHOBAEHUA coeanHeHua ¢ Bl yctaHaBnMBatoTcA vyepes
Habop napameTpos «DbOutParams», onucaHHbIN paHee.

2. TeKcT 3anpoca Ana BbIGOPKM JaHHbIX reHepUpyeTca aBTOMaTUYECKM, NPU STOM UMA UCXOAHOM
Tabauubl onpeaenaerca Yepes napameTp 3agaHua «OutputTable».

3. Tabnuua npegsapuTenbHO ouunLlLaeTca Yyepes onepaumto TRUNCATE (cMHTaKcKc 3aBMCUT OT TMNA
CYB/1), TEeKCT onepaTopa reHepupyeTca Ha OCHOBE MMeHM TabanLbl, 3a4,aHHON B NapameTpe
«OutputTable».

4. [ns BUPTYanbHOW MalUMHbI Java yCTAaHOB/EH YBEAUYEHHbIA AMMUT NamaTtn (512 M6aiiT) u
OTK/IOYEHa reHepaLua AMarHoCTUYECKUX A4amnoB («-Xdump:none»).

4.6 Py4yHon 3anyck 3agaHnn MackupoBaHu4

Py4HoOW 3anycK 3a4aHUin MacKMpoBaHNA 06bIYHO MPUMEHAETCA NPU KOMMAEKCHOW OTNaZKe 3aJaHui
MaCKMPOBaHWA, NPaBu MacKMPOBAHMA U HACTPOEK NOAKOYEHUA K 6a3am JaHHbBIX, ABNAOLLMXCA
WCTOYHMKAMM UCXOLHOM M NOyYaTeNAMN 3aMACKMPOBaHHOM MHPOPMALLUN.

PyHHOﬁ 3anyckK 3ap,aHV|V1 MaCKMpPOBaHNA MOXET OCYyLLeCTBNATbCA OAHUM U3 CaieayoWwnX cnocob6os:

— u3 npunoxeHus DataStage Designer Client;

— un3 Web-nntepodeiica DataStage Flow Designer;

— M3 KOMAHAHOM CTPOKM C UCNONb30BaHMEM KOMaHAb! dsjob.
Bo Bcex cnyyanx HEOOXO4MMO YKa3aTb 3HAYEHMA NAPAMETPOB 3a[aHNA, AOXKAATbCA €r0 3aBEPLUEHUA U
NPOKOHTPOINPOBATL OTCYTCTBME OLUMOOK.
Mpu ncnonb3oBaHMM NpunoxeHua DataStage Designer Client 3anyck 3agaHuaA, MOHUTOPUHT X043 €ro
BbINOJIHEHWUS U MPOCMOTP NPOTOKO0B PAbOTbl MOXKET OCYLLECTBAATLCA B CPEAE STOrO NPUIOKEHUA.
Mpwu 3anycke 3agaHuna s Web-nHrepoeitca DataStage Flow Designer obwmii pesynbTaT BbINOAHEHUSA
(ycnex/owmnbKa) AocTyneH HeNocpeACTBEHHO B 3TOM NPUAOKeHUW. 1S NPOCMOTPa NPOTOKOAa 3a4aHKA
Heobxoammo nepeiitn B Web-nHtepdeic Operations Console, inbo Bocnonb3oBaTbcsi KOMaHAoM dsjob.
Mpw 3anycKe 3agaHMA C MOMOLLbIO KOMaHAbl dsjob MOHUTOPUHF X043 BbINOJIHEHUA 3a4aHMA, @ TaKXkKe
NPOCMOTP MNPOTOKO/1a 334aHUA MOKET OCYLLECTBAATLCA AOMO/HUTE/IbHbIMM BbI30BaMM KOMaHAbI dsjob,
a TakKe cpeactsamm Web-uHTtepdeiica Operations Console.
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bonee nogpobHasa nHpopmauma o pabote ¢ 3agaHMaMmn DataStage npuBeaeHa B AOKYMEHTALMM Ha
npoayKt IBM Information Server. B uacTHocTu, onumm 3anycka KomaHapl dsjob onucaHbl B ciegytouem
pasgene gokymeHTauum: https://www.ibm.com/docs/en/iis/11.7 ?topic=interface-commands-

controlling-infosphere-datastage-jobs

4.7 MNMakeTHOe MackupoBaHne Habopa Tabnuy 6a3bl AaHHbIX

Mpouecc NakeTHOro MacknpoBaHua Habopa TabauL, 6asbl AaHHbIX NO3BOJIAET 3anyCTUTb Habop 3aaaHuUI
MackunpoBaHua Tabaunu, B-uctouHnka 3a ogHy onepauuio. [lna peannsaumm npoLecca nakeTHoro
MaCKMPOBaHWA B COCTaBe NPOTOTMMNA PeLleHUA NpeaycMoTPeHa BCnomMoraTe/ibHas nporpamma
MaskBatcher.

Mpumeuanue. MNpeablaylume BepCcMM NPOTOTUNA PELLEHMA BKAOYANN B ceba Groovy-cKpunT
MaskBatcher gna peweHus aHanornyHbix 3agady. MNporpamma MaskBatcher agnaetcs
pacLMpeHHOM BepCUen yKazaHHOro CKpuMnTa.

Cnucok mackmpyembix Tabany, xpaHutcs B paiine dopmata XML, Kaxkaaa 3anmMcb KOTOPOro COAEPKUT
NMA cxembl U UMA Tabanupl. Mprmep daitna cnMcka Mackupyembix Tabauu, NpuBeaEH HUMKe.

<?xml version="1.0" encoding="UTF-8"?>
<tableSet name="tsl" db="DB2DEMO1">
<item schema="OPTIM1" table="CONTACT EMAIL" />
<item schema="OPTIM1" table="CONTACT PHONE" />
<item schema="OPTIML1" table="CUSTOMER" />
<item schema="OPTIM1" table="LEGAL ENTITY" />
<item schema="OPTIM1" table="PHYSICAL ENTITY" />
</tableSet>

Mone «db» KopHeBoro Tera «tableSet» AOKyMeHTa cogepKUT NormMYeckoe nmsa 6asbl aHHbIX, K KOTOPOW
OTHOCATCA Mackupyemble Tabanupbl. COCTaB IOrMYECcKUX MMEH 6a3 faHHbIX ONpeaenseTca COCTaBOM
3aperncTpupoBaHHbIX MHPOPMALIMOHHBIX UCTOYHWUKOB.

CnMCOK NIorMyeckmx MMEH 6a3 AaHHbIX 411 MaCKMPOBaHMA MOMKHO MPOCMOTPETb Yepes NHTepdeic
Information Governance Catalog B pasgene «MHpopmaLmMOHHbIe aKTMBbI» / «Peann3oBaHHbIe pecypchbl

AaHHbIX», KaK MOKa3aHO Ha CHUMKE 3KpPaHa HUXe.

IBM INFOSPHERE INFORMATION GOVERNANCE CATALOG

Mowck Tmoccapuid  WHMOPMAUMOHHEIE AKTMER  MeTkm  3anpockl  CoGpaHua

PeannaceaHHLIe pecypchl QaHHBIX

- @ DSMASK1
+ (j DB2DEMO1
# [§ iadb
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B npuseaéHHOM npumepe AOCTYMNHbl ABe 3anucu: «DB2DEMO1» n «iadb», npu 3Tom 3anucb ¢ UMeHem
«iadb» B cTaHAAPTHOM MHCTaNNALMM ONpeaenseT TEXHMYECKoe NOAKNOUYEHME K 6a3e AaHHbIX,
ncnonbsyemoin ans pabotbl Information Analyzer.

[lna xpaHeHUs CNMCKoB Macknpyembix Tabamnu, 06bIYHO CO34at0T OTAENbHbINA KaTaior, cTaHaapTHoe
pacnonoxeHue — «/opt/IBM/Masker/tablesets» (nmbo «C:\IBM\Masker\tablesets» Ha cuctemax
Microsoft Windows).

Mporpamma MaskBatcher obecneunBaeT aBTomaTnyeckoe GopmmMpoBaHmne Crnucka Tabau,
onpeaenéHHom 6asbl AaHHbIX, COAEPKALLUX KOHPUAEHLUMANbHbIE NOAA (U, cheaoBaTeNbHO, TPEOYOLLINX
MacKnpoBaHus). opmumpoBaHmMe cnucka TabaumL, ocyLecTBAAETCA NYTEM BbINOJIHEHMA 3anNpoca Hag,
6a3oli gaHHbIX Information Governance Catalog (Tak Ha3sbiBaemoli 6a3bl gaHHbIX XMETA). OnpegeneHue
KOHOUMAEHUMaNbHbIX NONEN OCYLLECTBAAETCA Ha OCHOBE NPUCBOEHHbIX 3TUM MOJIAAM KN1acCOB AaHHbIX.
KoHdUaeHUMaNnbHbIMM CHUTAKOTCA KNAcChl AaHHbIX, CBA3aHHbIe CO crneunanbHbiM BU3HEC-TEPMNUHOM
«KoHdmnaeHumManbHOY.

TakKe npu Heo6X0AMMOCTM CMIMCOK MaCKMPYeMbIX TabnL, MOXKeT 6biTb CHOPMUPOBAH BPYUHYIO U/UAK C
MCMO/Ib30BaHNEM CTOPOHHUX CPEACTB aBTOMATU3aLMMN.

Ha ocHoBe cdopMMpPOBaHHOIO BPYYHYHO IM6O aBTOMATUYECKM CMIMCKA MAaCKMPyeMbIX TabimL, nporpamma
MaskBatcher ocyLiecTBaseT 3anyck 3afaHnUii MacKMPOBAHUA /1A KaxKAoM TabanLbl CNIMCKA, UCNOb3YA
yTuanty dsjob.

3anycKkaemble 3a4aHUs rPyNNMUPYIOTCA B COBOKYMHOCTb ONEpaLMii MacKMPOBaHUS 414 NOCAeayoWero
MOHUTOPUHIA U KOHTPOAA pe3ybTaToB. [PyNNMpPoBKa OCYLLECTBAAETCA NYTEM Nepeaayn B Kaxaoe
3anyckaemoe 3afaHue cneLmanbHoro napameTpa — YHUKaAbHOTo AeHTMGUKaTOpa rpynnbl 3aaHni, —
Ha OCHOBE KOTOPOrO 3aTeM MOKHO MOYYUTH NOJHbIN COCTAB BbINOHAEMbIX 334aHWUIA MAaCKMPOBAHUA U
WX cTaTyc.

Mepeps, 3anycKoM 334aHWI MacKUPOBaHUA Ana onpeaenéHHoli 6a3bl AaHHbIX Nporpamma MaskBatcher
NpoBepseT Ha/inuMe paHee 3anyLLeHHbIX 334aHMI MacKMPOBaHMA A1 TEX Ke CaMbiX UCXOAHbIX TabauL,
N OTMEeHSAET 3anycK Npu Ux 0BHapyXKeHUW.

HacTpoiiku nporpammbl MaskBatcher pasgeneHbl Ha ABe YacTW, XpaHALWMECA B Pa3HbIX
KOHUrypaumoHHbIx daiinax:

— rnobanbHble HACTPOMKM, onpeaensAowme PeKBU3UTbI NOAKAIOYEHNA K 6a3e aaHHbIX XMETA n
AeTanu 3anycka 3agaHuin DataStage;

—  JIOKanbHble HACTPOMKK, oNpeaenatoLme NorMyeckme MMeHa BXO4HOM 1 BbIXOAHOM 633 AaHHbIX,
a TaK¥Ke NpaBmIa CONOCTaBAEHNA MMEH BXOAHbIX M BbIXOAHbIX TabauL,.

Mpumep daiina rnobanbHbIX HacTpoek MaskBatcher:

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE properties SYSTEM "http://java.sun.com/dtd/properties.dtd">
<properties>

<entry key="tableSet.dir">../tablesets</entry>

<entry key="xmeta.url">jdbc:db2://dsservl:50000/xmeta</entry>
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<entry key="xmeta.vault">xmeta</entry>
<!-- JlormH napoJjie MOI'YT OHTE YyKA3AHE HAMNPSIMYH
<entry key='"xmeta.username'">xmeta</entry>
<entry key="xmeta.password">P@sswOrd</entry>
-—>
<entry key="dsjob.parallel">5</entry>
<entry key="dsjob.exec">
ssh dsadm@dsservl /opt/IBM/InformationServer/Server/DSEngine/bin/dsjob
</entry>
<entry key="dsjob.list">
${dsjob} -linvocations ${project} ${jobType}
</entry>
<entry key="dsjob.status">
${dsjob} -jobinfo ${project} ${jobId}
</entry>
<entry key="dsjob.reset">
${dsjob} -run -mode RESET -wait dstagel ${jobId}
</entry>
<entry key="dsjob.run">
${dsjob} -run -param Globals=${globalsId} -param BatchId=${batchId}
-param DbParams=${dbIn} -param DbOutParams=${dbOut}
-param InputTable=${tableIn} -param OutputTable=${tableOut}
-param MaskingProfile=${profileId}
dstagel ${jobId}
</entry>
<entry key="dsjob.stop">
${dsjob} -stop ${project} ${jobId}
</entry>
</properties>

OnucaHue rnobanbHbIX HacTpoek nporpammbl MaskBatcher npuseseHo B Tabaunue HuxKe.

Hacrpoiika OnucaHue
tableSet.dir MyTb K KaTanory ans xpaHeHua XML-daiinoB co cnuckamm Tabauu,
xmeta.vault Nms 3anmcK xpaHunuia naponen ana gocrtyna Kk 6 XMETA (ncnonb3syetca

BMEeCTO NpPAMOTIo yYKa3aHuUA N0TMHa U naponﬂ)

Xxmeta.username NoruH nonb3osatens ana goctyna K 6, XMETA (He ncnonb3syetca npu
YKasaHuu napametpa «xmeta.vault»)

xmeta.password Maponb nonb3osatensa ansa gocryna K b, XMETA (He ncnonb3yetca npu
yKasaHuM napameTpa «xmeta.vault»)

dsjob.exec KomaHgaa 3anycKa ytunutbl dsjob. MNpu ncnonb3oBaHUmM yaanéHHoOro goctyna K

cepsepam Information Server BkatovaeT B cebs BbI30B yTUAUTBI ssh/rsh n
Heobxoanmble NapameTpbl (IOrMH Nosib3oBaTeNA, UMA cepBepa, Npu
HeobXxoAMMOCTUN — Galin Kaoua U HoMep nopra).

dsjob.parallel MaKcrMmanbHOe KOIMYeCTBO NapaniefibHo 3anycKkaembix KomaHz dsjob.
MapannenbHbI 3anycK KOMAHZ UCMOJ/Ib3YETCA AJ1A YCKOPEeHWUa onepaumi

dsjob.list LLlabnoH Bbi3oBa yTUAMTbI dsjob gna BbiBoga cnucKa 3agaHnit. ObblbHO He
TpebyeT KOPPEKTUPOBOK.

31



HacTtpoitka

OnucaHue

dsjob.status

LLlabnoH Bbi3oBa yTUAMTbI dsjob gna nonyyeHma coctoaHMA 3agaHunsA. O6bIYHO
He TpebyeT KOPPEKTUPOBOK.

dsjob.reset

LLlabnoH BbizoBa yTUAMTbI dsjob gnsa cbpoca cocToAHUA 3aaaHma nocne
ownbKM. OBbIYHO He TpebyeT KOPPEKTUPOBOK.

dsjob.run LLlabnoH BbizoBa yTUAMTbI dsjob ansa 3anycka 3agaHMa MackMpoBaHuMA C
nepegavel B Hero napameTpoB. OBbIMHO He TpebyeT KOPPEKTUPOBOK (Mpu
YC/I0BUW UCMO/Ib30BaHUA NPeasioKeHHbIX WabnoHoB 3agaHnin DataStage).

dsjob.stop LLlabnoH BbizoBa yTUAMTbI dsjob ans octaHOBKKM 3agaHuA. O6bI4HO He TpebyeT

KOPPEKTUPOBOK.

Mpumep NoKanbHbIX HacTpoekK (Ppaina 3agaHma) nporpammbl MaskBatcher:

<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE properties SYSTEM "http://java.sun.com/dtd/properties.dtd">

<properties>

<entry key="config.file">batcher-config-sample.xml</entry>

<entry key="Jjob.project">dstagel</entry>
<entry key="job.name">MaskDb2</entry>

<entry key="globals.name">default</entry>
<entry key="dbname.logical">DB2DEMOl</entry>

<l--

<entry key="dbname.source">DB2DEMO1</entry>
<entry key="dbname.target">DB2DEMO1</entry>

-—>

<entry key="tabname.source">"${schema}"."${table}"</entry>
<entry key="tabname.target">OPTIM2."${table}"</entry>
<entry key="tabname.profile">${dbname logical}.${schema}.${table}</entry>

</properties>

OnucaHMe NoKaNbHbIX HAacTpoeK nporpammsl MaskBatcher npusegeHo B Tabamue HuKe.

Hactpoiika

OnucaHue

config.file

Nms ncnonbayemoro daina rnobasbHbIX HacTpoek nporpammsl MaskBatcher

job.project

Nms npoekTta DataStage (06blMHO MCNONb3yeTcA 3HaYeHne «dstagel»)

job.name

Nma 3agaHma DataStage, 3aBmcut oT TMNA BJ-UCTOYHMKA 1 Nony4vaTena

globals.name

Nms anemeHTa Habopa napameTtpoBs Globals, 06blYHO McnoONb3yeTcA 3HaueHMe
«default»

dbname.logical

Nornuyeckoe umaA Bl-McTOYHMKA (cooTBETCTBYET MMEHW 6a3bl AaHHbIX B
MCNonb3yeMom cnucke tabamuy)

dbname.source

Nmsa BO-MCTOYHMKA (COOTBETCTBYET 31eMeHTy Habopa napameTpos
«DbParams»). MoKeT He yKa3blBaTbCA, €C/IM COOTBETCTBYET 3HAYEHUIO
napameTtpa «dbname.logical»
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HacTtpoitka

OnucaHue

dbname.target

Nma BA-nonyyaTtens (COOTBETCTBYET 3/1eMeHTy Habopa napameTpoB
«DbOutParams»). Mo»KeT He yKa3blBaTbCA, €C/IN COOTBETCTBYET 3HAYEHMIO
napametpa «dbname.source»

tabname.source

LWabnoH gna dopmmpoBaHMA NOJAHOIO MMEHM MacKupyemoi Tabaunubl B bL1-

WCTOYHUKE.
MosKeT Mcnob30BaTh NOACTaHOBOYHbIE NapameTpbl S{schema}, S{table},
S{dbname_logical}, ${dbname_source}, ${dbname_target}.

Ons pernctpo-3aBUCUMbIX UMEH TabaunL, HE0BXOAMMO YKasbiBaTb UMEHa
cxembl 1 TabnLbl B IBOMHbIX KaBbluKax (ana 6a3 gaHHbIx Microsoft SQL
Server BMeCTO KaBbl4eK MCNob3ytoTcs cumBobl '[' n']')

tabname.target

LWabnoH ans popmmnpoBaHMA NOMTHOTO UMEHN Macknpyemol Tabauubl B BA-
nonyyartene.

CM. TaKKe NosACHeHUA K napameTtpy «tabname.source»

tabname.profile

LWabnoH ans popmmnpoBaHMA MMEHN NPodUAS MacKMpPoBaHMA. KaBbluku
06bIYHO He MCMO/b3YHTCA

Mpumep BbI3oBa Nporpammbl MaskBatcher gns popmupoBaHmMa cnmvcka mackupyembix Tabamu:

./MaskBatcher.sh REFRESH batcher-job-sample.xml tsl

2022-03-01
2022-03-01
2022-03-01
2022-03-01
2022-03-01
2022-03-01

MapameTpbl BbI3OBA:

1. REFRESH — ungeHTUdMKaTOp BbINOHAEMOM onepaumm (popMmnpoBaHMe CrMcKa MacKMpPyeMbIX

17:
17:
17:
17:
17:
17:

Tabnnu).

06:
06:
06:
06:
06:
06:

52
52
53
53
53
53

INFO
INFO
INFO
INFO
INFO
INFO

Nma daiina noKanbHbIX HAacTpoek (dalina 3agaHus).

Nma dopmupyemoro Habopa Mackmpyemblix TabauL.

Mpumep BbI3oBa Nporpammsl MaskBatcher gna 3anycka Habopa 3a4aHNI NAKETHOIO MacKMPOBAHMA:

./MaskBatcher.sh RUN batcher-job-sample.xml tsl

2022-03-01 17:07:12 INFO MaskBatcher:
2022-03-01 17:07:14 INFO MaskBatcher:

162 - Starting operation RUN on tableSet 'tsl'

d408-4381-8cbc-£04d0393edb0. ..

2022-03-01
2022-03-01
2022-03-01
2022-03-01
2022-03-01

17
17
17
17
17

:07:
:07:
:07:
122

:07

:07:

PHYSICAL_ ENTITY

2022-03-01 17:07:

MapameTpbl BbI30Ba:

15
16
19
31

31

INFO
INFO
INFO
INFO
INFO

INFO

1. RUN-uaeHTUdMKaTOP BbINONHAEMON ONepaLmm (3anycKk 3agaHnii MacKMpoBaHMs).

2. Wmsa daina nokanbHbIX HacTpoek (dbainna 3agaHumsa).

MaskBatcher:162 - Starting operation REFRESH on tableSet 'tsl'
MaskBatcher:402 - Reading the list of tables for database DB2DEMOl...
MaskBatcher:404 - found 5 confidential tables

MaskBatcher:407 - Number of tables after dedup: 5

MaskBatcher:409 - Table list written to tableSet tsl

MaskBatcher:178 - Operation complete.

339 - Starting new masking jobs with batch ID 00046ec7-
MaskBatcher:362 - Started job MaskDb2.DB2DEMO1-OPTIM1-CONTACT EMAIL
MaskBatcher:362 - Started job MaskDb2.DB2DEMO1-OPTIM1-CONTACT PHONE
MaskBatcher:362 - Started job MaskDb2.DB2DEMO1-OPTIM1-CUSTOMER
MaskBatcher:362 - Started job MaskDb2.DB2DEMO1-OPTIM1-LEGAL ENTITY
MaskBatcher:362 - Started job MaskDb2.DB2DEMO1-OPTIM1-
MaskBatcher:178 - Operation complete.
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3. Wmsa Habopa mackmpyembix Tabauvu, 4na onpeaeneHunsa coctasa 3agaHnii.

CTaTyCbl BbINONHEHUSA U XKYPHa/bl PaboTbl OTAENbHbIX 3aAaHUN MacCKMPOBaHMA MOXHO NPOCMOTPETb
yepes Web-uHTtepdelic mHcTpymeHTa Operations Console u3 coctasa IBM Information Server.

[na 6onee ygobHOro NpocMoTpa 3aMyCKOB NAKETHbIX 334aHUIA PEKOMEHA0BAHO NOAKIOYNUTL 060
NHCTPYMEHT GOPMMPOBaHMA OTYETHOCTM K Hase AaHHbIX OnepaLMOHHbIX MeTagaHHbIX (4acTo
coBmellaetcs ¢ XMETA). Mpumepbl 3anpocoB A1a BbIBOPKM Macknpyembix 6a3 AaHHbIX, BbINOJAHEHHbIX
MaKeTHbIX onepaunin MacKMpPOBaHUA U CBOAKM MO MacKMpyembim TabiMLam BKIOYEHbI B COCTaB
peleHna Nno MaCKMpPOBaHMUIO.
Mpumeuanue. B coctase nnatdpopmsl IBM Information Server ana dopmmupoBaHma oT4ETOB
nocTaBasercs MHCTpymeHT IBM Cognos Analytics. Bo3moXKHO MCNoib30BaHUeE NH0ObIX APpYrux
WMHCTPYMEHTOB NOCTPOEHUSA OTYETHOCTU, NOALEPHKUBAIOLLNX PABOTY C UCTOYHUKAMMU AaHHbIX
yepes JDBC-gpaiisep.

5 Pa3paboTKka n HacTpouka 3agaHUN reHepaumum
CNpaBOYHUKOB

5.1 CnpaBOYHUK NOACTAHOBKM AN NePeMEeLLMBaHUSA UCXOOHbIX 3HAYEHU

na peannsaunm mackKMpoBaHMA NnepemellnBaHUEeM UCXOAHbIX 3HauYeHul HEO6XO,£I,MMO C(I)OpMMpOBaTb
CNPaBOYHUK NOACTAHOBOK, @ 3aTEM UCMNO/1Ib30BATb CNPABOYHUK NOACTAHOBOK B NpaBu/1€ MaCKUPOBaHUA,

BbI3BaB a/IrOPUTM NOACTAHOBKK 3HAYEHUA NO CMNPABOYHUKY.

MpumeyvaHue. MeToa MacKMPOBaHUA NepeMELLMBAHNEM HE MOXKET 06ecneunTb CTabubHbIN
pe3ynbTaT MacKMPOBaHMA NPU U3MEHEHWUM COCTaBa MCXOAHbIX (MepemMelLMBaeMbIX) 3HAYEHWUN.
Hanpumep, npu paclumpeHnmn ncxogHoro Habopa sHaveHui nepemellmsaHue HeobxoaMmo

NPOW3BOAMTb 3aHOBO, Y OHO AACT APYroi pe3ybTaT MacKMpPOoBaHWA ANA BCEX UM NOYTH BCeX

MacKMpyeMmMbIX 3HaYEeHUIA.
CnpaBoYHMK NOACTaHOBOK GopMumpyeTca ¢ NOMOLLLbIO 3aaaHmMA DataStage u3 aByx Wwaros:

1. Bbibopka TabaumLbl NOACTaHOBOK 3anNpocom M3 6asbl AaHHbIX CUCTEMbI-MCTOYHUKA ANMBO
cneupnanbHoM ciy»KebHon 6asbl AaHHbIX.
2. CoxpaHeHue 3anucei Tabanubl NOACTaHOBOK B Tabauuy dainosoi 6asbl gaHHbIX H2.

I'Ipmmep p,msaﬁHa 3a4aHnA AnA (I)OpMMpOBaHVIFI CNpaBO4YHUKa NOACTAHOBOK NMOKa3aH Ha PUCYHKE HUXKeE.

C D
O T 5
 S—
Oracle_Connector_0 JDBC_Connector_1

MpumeyaHua:

1. Ha ware 1 ncnonb3yeTtca KOHHEKTOP K BA-UCTOYHURY, 160 0606 EHHbIN JDBC-KOHHEKTOP.
Mcnonb3yeTtca cneumanbHblii SQL-3anpoc gna popmupoBaHua Tabaunubl NOACTAHOBOK (CM.

NpPUMep HUKe).
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2. Ha ware 2 ncnonbsyetcs JDBC-KoHHEKTOpP K 6a3e gaHHbIX H2.

TununyHble HaCTpOVIKM KOHHEKTOpPa K UCTOYHUKY AaHHbIX, UCMO/SIb3yemble B 3a4aHUN reHepaunmn

CnpaBOYHUKa NOACTAaHOBOK, npmeeaeHbl Ha PUCYHKE HUXKE. MCI'IOI'Ib3YETCH 3a,£I,aHHbII7I nonb30BaTeENEM

onepatop BbI6OPKM AaHHbIX (SELECT).

v
. Server
User name
Password
Use extemal authentication
Oracle client version

Read mode
Generate SQL at runtime

Enable quoted identifiers
w SAL

w Select statement
Read select statement from file

p Enable partitioned reads
w Transaction
Isolation level
Record count
Mark end of wave
w Session
Amray size
Prefetch row count
Prefetch buffer size
) Enable LOB references

HMaskSrc.DB_NAMEH
H#MaskSrc.DB_USER#

HMaskSrc.DB_PASSH

I (SELECT isn ASisn_1,is... I
No

No

Read committed
2000
No

2000

No

Mpumep HacTpoiikn JDBC URL ana noaxatodeHus K b H2 (Hactpoiika «Connection / URL» B cBoiicTBax

JDBC-KOHHeKTOpa):

jdbc:h2:#MaskGlobals.DICT PATH#/demo-subst;
AUTO_SERVER=TRUE; FILE LOCK=SOCKET; COMPRESS=TRUE

— rnobanbHasa HacTporika MaskGlobals.DICT_PATH yKasbiBaeT Ha NyTb K KaTasory Ans XpaHeHun

CMPaBOYHMNKOB;

— 3HavyeHue «demo-subst» - nornueckoe nma 6a3bl AaHHbIX, Ha OCHOBE KOTOpPOro (I)OpMMpWOTCH

nmeHa dainos H2;

— onumn AUTO_SERVER=TRUE u FILE_LOCK=SOCKET Heobxoammbl ana paboTbl c 6azamm AaHHbIX

H2 B cpene DataStage;

— onuua COMPRESS=TRUE BKkAtoYaeT BCTPOEHHbIM afropuTM cxKatua 6asbl gaHHbIx H2 ans

COKpaLleHMsa 06bEMa XpaHEHMSA Ha ANCKe.,

TunnyHble HacTpolikn JDBC-KOHHEKTOpa K dainnoBolt 6ase gaHHbIX H2, B KOTOPYIO 3anucbiBaeTca

dopmmpyemas Tabanua NoACTaHOBOK, MOKa3aHbl HA PUCYHKE HUMKeE.
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URL " - Jidbch2:#MaskGlo...
Write mode Insert
Generate SQL at run time Yes
T m—
Replace
Yes
§
Yes
No
Drop table statement *
““““““““““““ p Generate truncate table statement at run time Yes
e I TR T b e
Enable quoted identifiers No 3
20000
el
Disable
e s
20000 _
S h e
Report schema mismatch No P :
= Iengthforoolumns S B A
.................... o e - S S
e S
P Character set for non-Unicode columns Defautt _
Keep S e e I
) Run before and after SQL statements No
w Java settings
..................... Heap S ...'512 I | |
_________________ MMoptons . fxdumpnone )
MpumeyaHus:

1. B HacTpoliKax yKa3aHo ms BbixogHoi Tabanubl (ISN_SUBST), nepeg 3anucbto B Tabaunuy
HacCTpoeHo aelcTeue no eé nepecosgaHuio (Replace).

2. [Onaontummsaumm 3anmcu B JDBC-KOHHEKTOPE MCMONb3YETCA YBENMYEHHbIN pasmep
TPaH3aKUMKM M NaKeTa onepaumii BCTaBKKU (B 060MxX cayyasx ncnoabsyetca 3HadeHme 20000).



3. [lonoJIHUTENIbHO YCTaHOB/IEH YBE/IMYEHHDIV pa3mep paspelléHHOM NaMATy 418 BUPTYyaabHOWM
MaLllKnHbI Java (512 M6anT) 1 oTKNKoYEeHa reHepaLns AMarHoCTUYECKUX AamMnoB npu olwmnbKax

(napameTp «-Xdump:none»).

Mpumep 3anpoca gns bopmmnpoBaHma Tabamubl noactaHoBok gns b Oracle Database:

(SELECT v AS v_1, v AS v_2 FROM myschema.mytable WHERE v<100)
UNION ALL
(SELECT tabl.v_ 1, tab2.v 2
FROM
(SELECT ROWNUM AS pos 1, v AS v_1 FROM myschema.mytable WHERE v>=100) tabl,
(SELECT ROWNUM AS pos 2, v AS v_2 FROM
(SELECT v FROM myschema.mytable WHERE v>=100
ORDER BY dbms random.value()) x) tab2
WHERE tabl.pos l=tabZ.pos_ 2)

B atom 3anpoce popmupyetca Tabanua noactaHoBOK A nona «V» Tabanusl « MYTABLE» B cxeme
«MYSCHEMAY. 3HaueHuAa meHee 100 ocTatoTcA HEM3MEHHbIMU (3aMeLLLatoTCA Ha AEHTMYHbIE), TaK Kak
ABAAIOTCA CYKeOHbIMU. 3HaYeHMA oT 100 v Bbile B 3TOM NPUMEpPE 3aMEHSAIOTCA Ha pesyabTaT
CNy4yallHOro NepemeLLMBaHuA.

MpuBeAEHHDIN Bbilie 3aNpoC BO3BPALLAEeT pasHble pe3y/bTaTbl MPU NOBTOPHbIX 3aMyCcKax Hag OAHUMM U
TEMU e AaHHbIMM. BO3MOXHbI abTepHaTMBHbIE GOPMbI 3aMpoca, UCMOJb3yHoLWMe COPTUPOBKY He Mo
nceBAoC/y4aMHOMY 3HAYEHUIO, KaK B MPUMeEpE Bbllle, a N0 3HaYeHUI0 Xell-QyHKLUMN Ha UCXOAHbIM
3HayeHunem (c 4obaBneHneM A0NONHUTENbHOIO 3HAaYEHNA B BUAE «COMM»). TaKoW BapuaHT 3anpoca
BO3BPaALLAET OAHM U Te }Ke 3HaYeHUA NPU COXPaHEHUM COAEPIKMMOro ncxogHom Tabaunupl. Cm. npumep

a/IbTEepPHATMBHOM GOPMbI HUKE:

(SELECT v AS v_1, v AS v_2 FROM myschema.mytable WHERE v<100)
UNION ALL
(SELECT tabl.v_ 1, tab2.v 2
FROM
(SELECT ROWNUM AS pos_ 1, v AS v_1 FROM
(SELECT v FROM myschema.mytable WHERE v>=100
ORDER BY v) vy) tabl,
(SELECT ROWNUM AS pos_2, v AS V_2 FROM
(SELECT v FROM myschema.mytable WHERE v>=100
ORDER BY STANDARD HASH(TO CHAR(v) || 'PE$SwOrd')) x) tab2
WHERE tabl.pos l=tab2.pos 2)

O6paTute BHUMaHWE Ha HeOHXOAMMOCTb COPTUPOBKM 3anucein B nogzanpoce «tabl» ans nonyyeHms
npescKasyembiX M BOCMPOMU3BOAMMbIX PE3Y/IbTATOB.

5.2 CnpaBOYHUK NOACTAHOBKM MO KITHOYY

[aHHbIN BUA, CNIPAaBOYHUKOB UCMOJIb3YETCA, K MPUMEPY, A1 MACKMPOBaHUA HEMOJTHbIX 3HAYEHWUI
COrNacoBaHHO C MNOJIHbIMM 3HaYeHuaAMK (Hanpumep, «MeaHoB U.U.» vs «MBaHOB MBaH MBaHOBMYY).
TpebyeTca Hannume B MacKMpyembiX TabmMuax YHUKaAbHOMo MAEHTUOUKATOPA MAacKMPYEMOM CYLLLHOCTH
(Hanpumep, MaeHTUOUKATOP KANEHTCKOM 3anucu).
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MacK1MpoBaHMe OCYLLECTB/IAETCA NPAaBUIOM, BK/IIOYAIOLWMM B Ce6A YHUKANbHbIN AEHTUPUKATOP
CYLHOCTM (A1 KOTOpOro Heo6xX0AMMO 3aBECTU CrelManbHbli KNnacc AaHHbIX), NOSHOE 3HaYeHue U
BAPWaHTbl HEMOJIHbIX 3HAYEHUI (A1 KOTOPbIX NOTPEDbYHOTCA OTAENbHbIE KOHOUAEHUMAbHBIE KNACChl
OaHHbIX).

CnpaBo4YHUK NOACTaHOBOK GOpMUpPYETCA C NOMOLLLbIO 3aaaHmna DataStage u3 Tpéx waros:
1. BblboOpKa UCXOAHbIX AaHHbIX A1 MaCKMPOBaHMA 3aNpocom K 6ase AaHHbIX CUCTEMbI-MCTOUYHMKA
nbo cneumanbHoM cnyxebHol 6a3e AaHHbIX.
2. MackupoBsaHue A/ 3anoNHeHMA CPaBoYHMKa.

3. CoxpaHeHue 3anucei Tabanubl NOACTAHOBOK B Tabauuy dainosoi 6asbl gaHHbIX H2.

Mpumep AnsaiHa 3agaHua gna GopMMpoBaHMA CNPaBOYHMKA NOACTAHOBOK MNOKa3aH Ha PUCYHKE HUXKe.

" ®, e

| ﬁ_—ﬂ_p - | ﬁ
- DSLink3 - DSLink4 -

Source Mask DictDB

MpumeyaHua:

1. Ha ware 1 ncnonb3yeTca KOHHEKTOP K BL-UCTOYHUKY, 160 0606 EHHDIM KOHHEKTop Tina JDBC
nnun ODBC. Ucnonb3yetca SQL-3anpoc ansa noay4YeHMa YHUKAAbHOIo MAEHTUDMKATOPA CYLLHOCTH
W NOIHOTO BapMaHTa MacKMpPyemoro 3Ha4yeHus.

2. Ha ware 2 ucnonb3syetca onepatop MackmposaHusa «DsMask». O6bIYHO Npu 3STOM NpUMeHsAEeTCA
aNnbTepHaTMBHaA H6a3a faHHbIX KOHOUIYPALMKM MACKMPOBaHUSA, B KOTOPYHO NOMeLLaeTcs
cneumanbHbli TEXHUYECKMI NPOodUIb MackKMpoBaHMA 410 TabanLbI-CNPaBOYHMKa (CM. onuncaHue
HuKe). COKpaLEHHble 3aMaCKMPOBAHHbIE BapWaHTbl 3HAYEHWUI NpY 3TOM GOPMUPYIOTCS Ha
OCHOBE NO/HOr0 3aMaCKMPOBAHHOrO 3HAaYEeHUA.

3. Ha ware 3 ncnonbsyetcsa JDBC-koHHeKTOp K 6a3e gaHHbIX H2 ana co3gaHua Hoson anbo
OTKPbLITUA CyLLlecTBYOLWEN H6a3bl AaHHbIX CO CMPABOYHUKAMMU, U COXPAHEHWA B HEE HOBOM
CnNpaBoYHOM Tabaunupbl.

HacTpoikn KoHHeKTopa ana ncxogHow b1 v KoHHeKTopa ana ueneson B H2 aHanormyHbI (€ TOYHOCTbIO
00 TeKcTa ncnonbsyemoro SQL-3anpoca, MmeHu uenesoi B[ n umeHun uenesoi Tabanubl NOACTAHOBOK)
npveBen&HHbIM B pasaene 5.1 CnpasoyHUK nodcmaHosKuU 011 nepemeuwlu8aHusa UCXOOHbIX 3HaYeHU.

dopmupoBaHMe TEXHMYECKUX Npoduaeit MackKMpoBaHUa ana GUKTUBHbIX TabaunL, ocyLwecTBAAETCs C
NOMOLLbIO KOHOUIYpPaLMOHHOM Nporpammbl DsMask nyTém yKasaHUA CTPYKTYpPbl PUKTUBHBIX Tabauy, a
TaK!Ke MNPUCBOEHHbIX KOJIOHKaM Tabanu, KNaccoB AaHHbIX B BuAe XML-goKymeHTa cneuunanbHoro
dopmara.

Nmsa dainna c XML-40KyMEHTOM yKa3biBaeTcs B napameTpe «in.tab.file.name» KoHpUrypauMoHHOM
nporpammel «DsMask», npu aTom napametp «in.tab.type» gonxeH BkAtoyaTtb B ceba 3HaveHue «file»
(cm. pasgen 4.3 3anyck KoHgpuaypayuoHHol npoepammel « DsMask»).

Mpumep cTpyKTYypbl XML-40KYMEHTa 414 ONMCaHUA CTPYKTYPbI GUKTUBHbIX Tabauw;:

<?xml version="1.0" encoding="UTF-8"?>
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<dsmask-table-info>
<table db="sys-dict" name="demol.phys cust">
<field name="customer_ id" dcs="" />
<field name="sex" dcs="Sex" />
<field name="full name" dcs="LastFirstMiddleNameRus" />
<field name="full name lat" dcs="LastFirstMiddleNameLat" />
<field name="first name" dcs="FirstNameRus" />
<field name="middle name" dcs="MiddleNameRus" />
<field name="last name" dcs="LastNameRus" />
<field name="dob " dcs="DOB" />
</table>
</dsmask-table-info>

B npvBeaE&HHOM Bbile Npumepe onucaHa GMKTUBHaA Tabamua «demol.phys_cust», B KoTopoit none
«customer_id» He MackupyeTcs (Tak Kak eMy He NMPUNMCcaHbl KNaccbl KOHOUAEHLMANIBbHOM
MHbopMaumu). s ocTanbHbIX NoJsiel B aTpubyTe «dcs» yKasaHbl KAaccbl KOHPUAEHUNANBHOM
MHPOPMaLUK, B COOTBETCTBMM C KOTOPLIMU A0/IXKHO ObITb BbINONHEHO MACKMpPOBaHUeE.

Mpy MackMpoBaHUM GUKTUBHOM TabauMLbl yKa3biBaeTca MMA NPOdUAA MAaCKMPOBaHUA, COOTBETCTBYHOLLLEe
yKasaHHomy B XML-A0KymeHTe npu 3anycke KOHPUrypaLMoHHOM nporpammel. B pesynbtaTte
bopmupyeTca Tabamua NoaCTaHOBOK, NO3BO/AOLLAA CONOCTABUTb 3HAYEHUA KNtOUYEBbIX NO/ei
(Hanpumep, none «customer_id» B npumepe BblLLe) C 3aMaCKUPOBAHHBIMU 3HAYEHUAMM
KOHOMAEHUMANbHBIX NONEMN.

5.3 NeHepauusa cnpaBoYHMKA NOACTAHOBOK AN MackuposaHuss PO

leHepauma cNpaBoYHMKa NOACTAHOBOK A1 MackmpoBaHua PUO peannsoBaHa cneLmanbHbiM Moayiem
B COCTaBe KOHOUIYpauMoHHOM nporpammsl « DsMask».

HacTpolika reHepauum cnpaBoYHUKa noactaHoBoK ®UO ocyllecTBAAOTCA NYTEM CO34aHUA
KoHduUrypaumoHHoro daiina B popmate XML. NMpumep KoHdUrypaumoHHoro daina BXoauT B COCTaB
KOHUrypaumoHHol nporpammbl « DsMask» n nocrasnsetcs B sBuge daina «jconf-dict-

names.xml».

OnucaHue NnapameTpoB reHepauumn cnpaBoYHMKa noactaHoBok PO npmuseaeHo B Tabamue HUKe.

MapameTtp OnucaHue

NamesMale Mmsa TekcToBOro daisia ¢ My>KCKMMM MMEHAMM 1 OTYECTBAMM B MYKCKOW U
KeHcKol dopme

NamesFemale Mmsa TekcToBOro daina ¢ XKEHCKMMU MMEeHaMM

FamMale Nms TekcToBOro daina c MyKCKUMU bamuamamm

FamFemale Mmsa TekcToBOro daina ¢ KeHCKUMU GaMUNnaMm

SaltKey Kntou gna ynopagoumBaHmsa KOMBUHaLMI, MeHSAeTcA Npu Heobxo4MMocCTH

N3MeHEeHUA codepKaHnA reHepnpyemoro CnpaBo4yHUKa

DbName Nms BbixogHon B[ B popmate H2

TotalNames Konunuectso reHepupyembix PO, NOPOBHY MYMKCKUX U HKEHCKNX

Mpumep daitna HaCTPOEK reHepaLmm CNpaBoYHMKa NoacTaHoBoK PUNO npuBeaEH HUKe.
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<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE properties SYSTEM "http://java.sun.com/dtd/properties.dtd">
<properties>

<comment>Sample Jjob file for dictionary builder</comment>

<entry key="NamesMale">./names-data/names m.txt</entry>
<entry key="NamesFemale">./names-data/names f.txt</entry>
<entry key="FamMale">./names-data/fam m.txt</entry>
<entry key="FamFemale">./names-data/fam f.txt</entry>
<entry key="SaltKey">gazwsx</entry>

<entry key="DbName">./dict/dict-names</entry>

<entry key="TotalNames">10000000</entry>

</properties>

3anyck MoayAns reHepaumm cnpaBovyHMKa noactaHoBoK ®PUO ocylecTBaseTca cneayowmmm

KOMaHAaMu:

cd KatamorYcraunoBkuDsMask/dsmask-jconf

./BuildDict.sh ®arnHacTpoek.xml

MepeyeHb cTaHAAPTHbIX Tabauy noactaHoBok PUO, popmupyemMbix MOAYNEM FEHepPaLMn TUTNOBbIX
CMPaBOYHUKOB B COCTaBe KOHOUrypaLMoHHOM Nporpammbl «DsMask», npusegeH Huxke.

Uma Tabanuybi OnucaHue
DICT_FIO CnpaBOYHUK 3HaUYeHnn PUO B MyKCKOM U KEHCKOM dpopmaTax
DICT_FIO_MALE CnpaBoYHMK 3HaYeHnn PUO B myKcKkom popmate
DICT_FIO_FEMALE CnpaBoYHMK 3HaYeHnn PUO B keHCKom popmaTe

CTpyKTypa cTaHAapTHbIX Tabamuy noactaHoBkn PUO npuseseHa HUXKe.

Uma nons Tun gaHHbIX HasHaueHue

ID INTEGER Homep 3anucu, ot 0 go N-1, rae N — pasmep cnpaBoYHMKA

NFULL VARCHAR(150) MonHoe ®PNO B bopmate «Pamumama Uma OTyecTBo»

NFIRST VARCHAR(40) Uma

NMIDDLE VARCHAR(40) OTtyecTtBO

NLAST VARCHAR(40) damnnunn

SEX CHAR(1) Mpu3HaK nona, 3HayeHne «F» nnbo «M». MNone
npucyTcTBYeT ToNbKO B Tabnuue DICT_FIO (B ocTanbHbix
TabaMLaX OHO HE UMEET CMbICAA).

6 OOLWMM CUHTaAKCUC NpaBusl MaCKUpoBaHUA

MpaBuna macknpoBaHus onucbiBatoTca B popmate XML n coxpaHsatoTcs B $aitsibl C NPON3BOAbHLIMM
MMEHaMM U paclumpeHunem «.xml». Habop npaBun mackMpoBaHus nomellaerca (8 suge Habopa daitnos)
B ONpeaesiEHHbIN KaTaslor U ero NoaxaTaioru.
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MyTb K KaTanory npaBua MacKMpPOBaHWUSA YKa3blBaeTCA B MapameTpax KOHPUrypauMoHHOM Nporpammbl
«DsMask».

[MpaBuia MackMpoBaHUA BKAKOYALOT B cebs anemeHThbI cneayroumnx snaos:

—  KJHOY — TEKCTOBOE 3HAYEHME, NCMNOb3yeMOE AN UHULMANMU3ALNN ANITOPUTMA MacKMPOBAHWA.
N3meHeHMe 3HaYeHUA Kato4a MEHAET pe3ynbTaTbl MaCKMPOBAHUS;

—  ¢yHKUMA — obpalyeHne K anropuTMy MacKMpoOBaHMA C YKa3aHWEM BUAA aITOPUTMa U ero
napameTpoB;

— NpaBWJIO — CBA3bIBAET HABOP BXOAHbIX U BbIXOAHbIX KNACCOB KOHOUAEHLMANBHOW MHbOPMaL MM
W yCTaHaB/AMBAET NOC/Ne40BaTe/IbHOCTb ONnepaLMini MAaCKMPOBaHMA B BUAE BbI30BOB
onpeaenéHHblX GyHKUUNA.

6.1 Knwoun nHnymanmsaumm
ﬂpMN\ep CUHTAKCUCa ANA 3a4aHNA KAto4a:
<key name="KEY-NAME" value="KEY-VALUE"/>

3necb KEY-NAME — nmsa Kntoya, Kotopoe byaeT Mcnonb3oBaThbCs NPU HAaCTPoMKe GYHKLMIA 1A CCbIIKM
Ha Knto4, a KEY-VALUE — cTpoKkoBoe 3HaveHue Katoua.

6.2 ®yHKUMM AN obpalleHnNs K BCTPOEHHbIM anroputMam
Mpumepbl cHTaKcuca GYHKLUMI AN 06palleHuns K BCTPOEHHbIM aaropuTMam:

<function name="vu-concat" type="Concat"/>

<function name="vu-fpe" type="FPE">
<! [CDATA[
KEY default
CLASS russian-simple
SKIP-BEFORE 4

11>
</function>

B npvmepe Bbiwwe onpeaeneHsl Ase GyHKUMM C UMEHAMM «VU-concat» K «vu-fpe», KoTopble UCMOob3yoT
a/IropUTMbl KOHKaTeHaLmm cTpok («Concat») 1 xelwmpoBaHus ¢ coxpaHeHnem popmarta (FPE),
cooTBeTcTBEHHO. [ns dyHKUMM «vu-fpe» 3aaHbl NapameTpbl, @ UMEHHO UMsA Kiatoda («defaulty),
CMpPaBOYHMK BUA0B CUMBOJIOB («russian-simple») U KOMYECTBO He U3MEHSIEMbIX CUMBOJIOB B Havane
CTpoKM (4).

JononHuTenbHbll npumep GYHKLUMKW 419 MAacKMPOBAHMSA AaT:

<function name="dob-simple" type="DateOp">
<! [CDATA[
KEY default
11>
</function>
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B npumepe Bbiwe onpeaeneHa ¢pyHKuma «dob-simple», ocywecTsastow,an BbI3oB BCTPOEHHOTO
anropuTma ans MacknposaHua aat «DateOp». B anroputm nepenaércs B KayecTse napameTpa Mmsa
KAtoda nHmumanusaumm «defaulty.

6.3 OyHKUNKU-cKpnnTbl Groovy

[na peanvsaumumn nNoab30BaTeIbCKOMN N0TMKM 06paboTKM AaHHbIX NPeayCMOTPEHA BO3MOYKHOCTb
co34aHnA GYHKLUMI B BUAE CKPUMNTOB Ha fA3blKe NPOrpammmMpoBaHms Groovy.

OnucaHue GYHKLMM COCTOUT U3 ABYX YacTei: Teno GpyHKLMMU 1 TeNO CKPUNTa A8 reHepaumm npumepa
aprymMeHTOB Bbl30Ba GpyHKLUMM. [IpMMep apryMeHTOB Bbl30Ba MCMNO/b3YETCA 18 aBTOMaTUHECKOM
NpoBepKM paboTocnocobHOCTU PYHKLMM B npoLecce paboTbl KOHGUTYPALMOHHOMN NPOrpammbl
«DsMask».

Mpumep NpocTon GYHKUMK Ha A3biKe Groovy:

<function name="name-get-1" type="GroovyScript">

<text><! [CDATA|
return 'M'.equalsIgnoreCase (input[0]) ? input[l] : input[2]
11></text>

<text-input><! [CDATA[
return ['M', 'llarocsixm Tarmk CnaprakoBuu',6 '&danHoBa AHHa MBauHoBHa'] as Object[]
]1></text-input>

</function>

Mpumep YyTb Honee cNOKHON GYHKLMM Ha A3bike Groovy:

<function name="snils-normalize" type="GroovyScript">
<text><! [CDATA[
// Exclude all non-numeric characters from the input
Object invoke (Object input) {
if (input==null)
return null;
String str = input.toString().trim();
str = str.replaceAll ("[A\\d]", "");
return str;

]]1></text>
<text-input><! [CDATA[
return "112-233-445 95";

]1></text-input>

</function>
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6.4 CnHTakcuc npasunit MaCKMpoBaHUA

MpaBnna mackMpoBaHMA CBA3bIBAOT BXOAHbIE U BbIXOAHbIE KACCbl AaHHbIX C NOC/1Ie40BaTEe/IbHOCTbIO
Laros maCKMpoBaHuA, Ka)-KAbIVI M3 KOTOPbIX ABNAETCA BbI3SOBOM d)yHKLI,MM MaCKMpoBaHUA.

Mpumep cMHTaKcKCa ANA onpeaeneHna NPoCToro NpasmMaa MackMpPoOBaHUA:

<rule name="DOB">
<input dec="DOB"/>
<output dc="DOB"/>
<step name="mask" function="dob-simple">
<ref name="$" pos="1"/>
</step>
</rule>

B npumepe BbilWe onpeaeneHo NPoCcToe NPaBuIo 417 MAaCKMPOBAHUA AaTbl POXKAEHUA, HA3BAHHOE
«DOB». 3To NpaBWIO MaCKMpyeT NoJs, C KOTOPbIMK CBA3AH Knacc AaHHbIX «DOB» (gaTta poxkaeHus, Date
Of Birth), nytém BbI3oBa dpyHKUMM «dob-simple» Hag UcXoaHbIM 3HAYEHMEM AaTbl POXKAEHMUA.

AprymeHTbl BbI30Ba GYHKLMIA MacKMpPOBaHWUA ONpeaensatoTca B BUAE NOCAe[0BaTeIbHOCTY Teros «refy», B
KayK4OM M3 KOTOPbIX YKa3blBaeTca aTpubyT «name» (MMs 04HOro U3 NpeablayLumX Waros, 6o
3HaueHme «S» ANA CCbIJIKM Ha BXOA, NPaBMIa MaCKMPOBaHUA) U aTPMBYT «pos» (Mo3MumaA B BEKTOPE
BbIXOAHbIX 3HAYEHWI, HaUMHAsA C 1) Ana onpeaeneHnsa 3Ha4eHUa aprymeHTa.

Mpumep 6onee cNOKHOMO NPaBUIA MacCKUPOBAHUA:

<rule name="name-full-sex-hash">
<input dc="GEN"/>
<input dc="LastFirstMiddleNameRus"/>
<output dc="LastFirstMiddleNameRus"/>
<step name="norm" function="name-norm">
<ref pos="2"/>
</step>
<step name="hash-male" function="name-male-hash">
<predicate> <! [CDATA[
return 'M'.equalsIgnoreCase (input[1l])
11>
</predicate>
<ref name="norm" pos="1"/>
<ref name="$" pos="1"/>
</step>
<step name="hash-female" function="name-female-hash">
<predicate> <! [CDATA]
return 'F'.equalsIgnoreCase (inputl[l])
11>
</predicate>
<ref name="norm" pos="1"/>
<ref name="$" pos="1"/>
</step>
<step name="project" function="name-get-1">
<ref name="$" pos="1"/>
<ref name="hash-male" pos="1"/>
<ref name="hash-female" pos="1"/>
</step>
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</rule>

[aHHoe npaBuao NpUHUMaET Ha Bxoa MHdopMaLMio 0 Npu3HaKke nona («GEN» ot Gender) u nonHoe
®UO, n Bo3BpaLWaeT pe3ynbTaT MacknposaHuna PNO ¢ yuétom npusHaKa nona. Mpouyecc MacknpoBaHUs
BK/ItOYAET B cebs:

1. BbI30BbI Onepauunin Hopmanusauumn U0 no pernctpy cMmsoos K npobenam (PyHKLMA «name-
normy),

2. obpalleHne K ogHoM U3 ABYX TabauL, NoACTaHOBOK Yepes Bbi3oBbl GyHKUMI «name-male-hash»
n «name-female-hash»,

3. ¢dopmupoBaHME NTOrOBOro pesy/bTata NoACTaHOBKMU BbI30BOM PYHKLUMM «name-get-1».

JIvwHme obpaleHma K Tabanuam NoACTaHOBOK BIOKMPYHOTCS C UCMO/Ib30BaHNEM MEeXaHU3Ma
npeauKatos (Ter «predicate» B COOTBETCTBYIOLLMX LLArax aAropuTma).

6.5 KOHTPOSIb YHMKaNbHOCTM NOACTAaHOBOK

HacTpoiika KOHTPOSA YHUKaNbHOCTU NOACTAaHOBOK BbIMOIHAETCA HA YPOBHE OAHOrO M3 Waros Npasuia
MacKMpoBaHusa. Micnonb3yemas B 3TOM Lare GyHKLMA MaCKMPOBaHUA A0/KHA NOAAEPKMBATb
UTEpPaTUBHOE BbINOHEHME (MPUMEHMMO K OCHOBHbIM a/IrOPUTMaM XeLMPOBaHUA U NOACTaHOBOK Ha
OCHOBe Xell-Koaa).

Mpumep NpaBuaa MaCKMPOBAHUA, UCMOb3YIOLLErO GYHKLMIO KOHTPOA YHUKANbHOCTM NOACTAaHOBOK:

<rule name="card-pan'">
<input dc="CardPan"/>
<output dc="CardPan"/>
<step name="norm" function="card-normalize">
<ref name="$" pos="1"/>
</step>
<step name="mask" function="card-fpe">
<ref name="norm" pos="1"/>
<unig-check provider="card-pan">
<unig-input pos="1"/>
<unig-output pos="1"/>
</unig-check>
</step>
<step name="luhn" function="card-luhn">
<ref name="mask" pos="1"/>
</step>
</rule>

B npumepe Bbille NOKa3aHO NPaBU/IO A1 MAaCKMPOBaHNA HoMepa 6aHKOBCKOM KapTbl C
ncnonb3oBaHWem anroputma FPE. laHHbIM anropmutm moKeT GopMMpPoBaTh KOAIN3MK, T.€. OAUHAKOBbIE
3aMaCKMPOBaHHble 3HAYEHUSA A8 PA3HbIX UCXOAHbIX 3HAYEHWIA, YTO OObLIYHO NMPOSABAAETCA NPU OYEHb
60/1bLLIOM KOIMYECTBE MCXOAHbBIX MAaCKMPYEMBbIX 3HAYEHUM (OT HECKOJIbKUX MUJIIMOHOB).

[NA UCKNOYEHNA KONU3MIA B HACTPOMKKM NpaBMIa MackMpoBaHMA bbl10 406aBAEHO NPaBUIO KOHTPOAA
YHUKaNbHOCTM B BUAE Tera «unig-check», B KOTOPOM yKasblBaeTcA:

—  JIoTMYecKkoe Mms NpoBaiaepa YHMKaNbHbIX 3HaYeHuit («card-pan»), B paMKax KOTOPOro CepBUC
KOHTPOJIAl YHUKAZIbHOCTM ByAEeT KOHTPOIMPOBATb M KOPPEKTUPOBATb HasIMUME KONN3UIA;
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—  COCTaB BXOAHbIX (MCXOAHbIX, HE3aMACKMPOBaHHbIX) 1 BbIXOAHbIX (3aMacKMPOBaHHbIX) aTpubyTos
ON19 KOHTPOJIAA, B BUAE NOC/eA0BaTeIbHOCTM TEIOB «uUnig-input» 1 «unig-output».

BXoAHble 1 BbIXOAHbIE aTPUBYTbI AN1A KOHTPOAA YHUKANbHOCTU YKa3biBaOTCA Kak No3uumm (HaumHas ¢ 1)
BO BXOAHbIX apryMeHTax 1 B pe3ynbTate paboTbl pyHKLUM MAaCKUPOBaHUA.

Teru «unig-input» 1 «unig-output» MOryT OTCYTCTBOBATb, B 3TOM C/ly4ae KOHTPO/Ib YHUKA/IbHOCTU
BeAETCA Ha OCHOBE NONHOro Habopa BXOAHbIX MAPaMeTPOB U Pe3yN1bTaToB BbINOJHEHUA GYHKLUN
MaCKMPOBaHWA.

Mpn 06Hapy»KeHMN CEPBUCOM KOHTPOIA YHUKANbHOCTU KOI/IM3UK ONepaTop MackMpoBaHMA NOBTOPAET
BbI30B QYHKLMM MaCKMPOBAHUA, YBEIMUYUB NepesaBaeMblii HOMep ntepaunn. JIormka Mcnonb3yemoro
a/IFOPUTMA MaCKMPOBAHUA UCNONb3YET HOMEP UTepPaLMn NPy GOPMUPOBAHNN 3aMACKMPOBAHHOTO
3HayeHwusn, B pesynbTaTe byaeT chopmUpPoBaHO Apyroe 3HaYeHUe, KOTOPOE TaK»Ke byaeT NpoBePEHO Ha
YHUKaNbHOCTb.

Ecnmn goctaToyHo 60/1blLOEe KONMYECTBO UTepaLmii (no ymonyaHuio — 50000) He no3BoaNIO
chPopmMMpPOBaTb YHMKANbHOE 3HaYeHne, A1 COOTBETCTBYIOLLEN MAaCKMPYeMOI CTPOKU CUrHAIM3MpyeTCA
OLUIMBKA MACKMpoBaHUsA. B aTom cnyvae peKomeHAyeTca 60 0TKa3aTbCA OT KOHTPOJIA YHUKAZIbHOCTMH,
NMB0o CKOPPEKTUPOBATL MAPAMETPbI AFTOPUTMA MAaCKMPOBAHWUA TaKMM 06pa3om, YTOObI CHU3UTD
BEPOATHOCTb KONN3UNA.

B KauecTBe ONTMMM3ALUMN CEPBUC KOHTPOA YHUKANBHOCTM GUKCUPYET HOMEP UTEpPaLMM, HA KOTOPOW
ANA 33,aHHOTO UCXOAHOTO 3HaYeHMA bblna NPeoAoNeHa BO3HUKLIAA KOAAN3MA. ITa ONTUMMU3aLmA
No3BO/AET NPU NOBTOPHOM MACKMPOBAHMM BbINOAHATb HE Bosee ABYX UTEPaLMIA ANA Kaxaolh us
BbIAB/IEHHbIX KONM3MIA (04Ha — A/ 06HapYKeHMA daKTa KOAIU3UKN U NONYYEHUA HYXKHOTO HOMepa
nTepaunn, BTopas — 411 NoJly4eHns NTOrOBOro 3aMacKMpPOBaHHOIO 3HAYeHMA).

7 Cneundmkauma BCTPOEHHbIX arirOpuTMOB

7.1 YmncnoBow xeLl-koa
NaeHtudukaTop anroputma: NumberHash
MNoaaep:kka ntepaumii: aa

MapameTpbl anropmMTma NpuUBeLeHbI B Tabauue HUXKe.

Mapametp OnucaHue
KEY Nms Kntoya nHuumanmsaummn. OnumMoHanbHbIM, N0 YMOIYAHMIO OTCYTCTBYET
FROM JleBan rpaHuLUa AMana3oHa 3HaYeHui, uenoe 32-6UTHoe Ymcho.

OnuMoHanbHbIi, N0 ymonyaHuio paseH 0.

TO MpaBad rpaHULLa Anana3oHa 3Ha4YeHui, uenoe 32-6UTHoe ymcno.
OnuunoHanbHbIN, No ymonyaHuto paseH 10.

BxoAiHble 3HaUYeHMA UCMNOJb3YHOTCA A/1S pacyéTa KOHTPOobHOM cymmbl CRC-32.

MaccuBbl OKTETOB 06pabaTbiBatoTcA 6€3 A0NONAHUTENbHBIX NPE06pPa30BaHNI, TEKCTOBbIE AaHHbIE
MHTEPNPETUPYIOTCA KaK MacCMBbI OKTETOB B Koguposke UTF-8. Mpoune TUNbl AaHHbIX NpeobpasyoTca K
TeKkcToBoMy dopmaTy U Aanee 06pabaTbiBalOTCA aHANOTMYHO TEKCTOBbIM AaHHbIM. Mpu nepeaaye
HECKO/IbKUX NOJEN OHW pa3aensatoTcsa npy ob6paboTKke OKTETOM CO 3HaYeHuem 1.
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Ecnu B napameTpax 3a4aH KAtod, ero 3HayeHme obpabaTbiBaeTcsA aIFOPUTMOM PAcYETa KOHTPOIbHOM
CYyMMbI nocne 06paboTKM BCeX BXOAHbIX 3HAYEHUNA.

PesynbTatom paboTbl anropMTtma ABAAETCS Lesloe YAC/I0 B YKa3aHHOM AMana3oHe, NoslyYeHHoe Ha
OCHOBE pacyéTa KOHTPOJIbHOM cymmbl CRC32 Hag, BXOAHbIMUW AaHHbIMM (HavanbHana rpaHMLa aguanasoHa
NAOC OCTAaTOK OT AeNIeHNA 3HaYEHMA XeL-KOAa Ha BE/IMUYNHY AMana3oHa).

Mpumep HacTPOMKK GYHKLMM MaCKUPOBAHMA C UCMONb30BaHNEM STOTO aIrOPUTMa:

<function name="test-number-hash" type="NumberHash'">
<! [CDATA[
KEY default
FROM 0
TO 10000
11>
</function>

7.2 [1BOMYHbLIN XeLl-KoA
NaeHTudukaTop anroputma: DigestHash
Moaaep:kka ntepaumii: aa

MapameTpbl anropmMTma NpuBeLeHbI B Tabauue HUXKe.

Mapametp OnucaHue
KEY Nms Kntoya nHMumanmsaummn. OnumMoHasnbHbIA, N0 YMOYaHMIO OTCYTCTBYET
TYPE NpoeHtTudmkaTop anroputma Message Digest, cm. nepeyeHb B LOKYMEHTE:

https://www.ibm.com/docs/en/sdk-java-technology/8?topic=jcaasr-appendix-

standard-names

BxoAHble 3Ha4YeHMA NCNOJIb3YIOTCA A1A pacyéTa Xelw-Ko4a B COOTBETCTBUM C aJATOPUTMOM,
ycTaHoBAeHHbIM B napametpe TYPE. MNpu oTcyTcTBMKM ycTaHOBAEHHOro napametpa TYPE ncnonb3yetca
anroputm SHA-512.

MaccuBbl OKTeTOB 06pabaTbiBatoTcA 6€3 40NONHUTENBHBIX NPeobpa3oBaHMiA, TEKCTOBbIE AaHHbIE
WMHTEPMNPETUPYIOTCA KaK MacCcMBbl OKTETOB B Koamposke UTF-8. Mpoune Tunbl gaHHbIX NpeobpasytoTcs K
TeKcToBOMY hopmaTy U Aanee 06pabaTbiBalOTCA aHANOMMYHO TEKCTOBLIM AaHHbIM. [pu nepenaye
HECKO/IbKUX NOJIEV OHW pa3aenstoTcsa npy obpaboTKe OKTETOM CO 3HaveHuem 1.

Ecnv B NnapameTpax 3afaH K/tod, ero 3HayeHne obpabatbiBaeTca anropuTMoM XeLnMpoBaHKua nocne
06paboTKMN BCEX BXOAHbIX 3HAYEHUA.

PesynbTaTtom paboTbl aropuTMa ABAAETCA XELU-KO, Haj, BXOAHbIMM AaHHbIMW, BO3BPaLLaeMblA B ABYX
dopmaTax: B LLECTHAALATEPUYHOIO NpeacTaBieHuUn (NepBsblid 31eMeHT) 1 B popmaTe MaccrMBa OKTETOB
(BTOpPOI1 31EMEHT).

Mpumep HacTPOMKK GYHKLMM MAaCKUPOBAHMSA C UCMO/Ib30BAaHNEM STOTO aITOPUTMA:

<function name="test-digest-hash" type="DigestHash">
<! [CDATA[
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KEY default
TYPE SHA-1

11>
</function>

7.3 MackupoBaHue gatbl

NaeHTudukaTop anroputma: DateOp
MNoaaep:kka nutepaumii: HeT (OTCyTCTBYET, NPU HEOBXOAMMOCTN MOKET bbiTb A0baB/eHa)

I'IapaN\eprl a/IropUTMma npmuBeaeHbI B Ta6/w|u,e HUXe.

Mapametp OnucaHue
KEY Nmsa Kntoda nHnupmanusaumm. ObasartenbHbli NapameTp
FORMAT dopmat gaTbl MAKM AaTbl/BPEMEHM, UCMONb3YEMbIN NPKU pa3bope CTPOKOBOro

NpeacTaBNeHUs BXOAHbIX 3HaYeHUIN. ONUMOHabHbIN, N0 YMOMYAHUIO
yCTaHaB/MBAETCA B 3HaYeHue «yyyy-mm-dd»

ANropuTM NOAAEPMKMBAET MAaCKMPOBAHME AaHHbIX B GopMaTe AaTbl UM AaTbl-BPEMEHMN, BKAKOYAA
06paboTKy 3HaUYEeHW, NpeACcTaBAEHHbIX KaK CTPOKM B 3aAaHHOM dopmaTe. MpumeHeHne anroputma
Hanbonee uenecoobpasHoO ANA MACKMPOBAHUA AaTbl POXKAEHNA KaK NEPCOHANbHBIX AaHHbIX.
MacKupyemoe 3HaYeHUne NepeBoanNTCA B CTPOKOBLIM GopMaT AaTbl (Bpems, Npu Haamuumum,
oTbpacbiBaeTcs), Noc/e Yero ANs NOAyYEHHON CTPOKM, AONOAHEHHOM KAOYOM MHULMAANZALLUM,
Bbluncnaerca xew-Kkog CRC-32.

Pe3synbTupytollee 3HaueHWe aaTtbl U METKM BpemeHn GopmMmunpyeTca ¢ coxpaHeHMem Homepa roaa, npu
3TOM OCTaTOK OT Ae/IeHMA BbIYMCIEHHOIO 3HAYEHMA XELL-KOAa Ha YMCno 365 MHTepNpeTUpPyeTCa Kak
HOMep AHA B roay.

BbixogHOE 3HAYEeHNE UMEET TOT »Ke TUM AaHHbIX, YTO U BXOLHOE (4aTa, MeTKa BPEMEHU Uan
$bopmaTUpPOBaHHan CTPOKA C AATOW U, OMNLMOHANBLHO, METKOM BPEMEHM).

CbopmaT AaTbl NN BpEMEHU MPU pa60Te CO CTPOKOBbIMU A@HHbIMUA 3ap,aéTc;| KaK U.Ia6/10H,
COBMECTUMbIN C KNaccoM java.text .SimpeDateFormat (CM. ONUCaHME B AOKYMEHTaLUN:

https://docs.oracle.com/javase/8/docs/api/java/text/SimpleDateFormat.html).

Mpumep HacTPOMKK GYHKLMM MAaCKUPOBAHMSA C UCMONb30BaHNEM STOTO aITOPUTMA:

<function name="test-dateop" type="DateOp">
<! [CDATA[
KEY default

11>
</function>

7.4 XewmpoBaHuMe ¢ coxpaHeHnem dpopmaTta

NaeHTudmkaTop anroputma: FPE

Moaaepskka Utepauuii: Aa
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MapameTpbl aAropuTMa NpuBeaeHbl B Tabanue HUXKe.

Mapametp OnucaHue
KEY Nma Kntoda nHnumanmsaumnmn. OnuMoHanbHbIM, MO YMOYAHMIO OTCYTCTBYET
CLASS NaeHTudUKaTop Habopa K1accoB CUMBOJIOB (CM. OMMUCAHUE HUMKE).

O6s3aTenbHbIN NapameTp

SKIP-BEFORE Konnuyectso nponyckaemblx CUMBOJIOB B Hayasie BXOAHOM CTPOKM, No
ymonyanumio 0

SKIP-AFTER KonnuyectBo nponyckaemblx CUMBOJIOB B KOHL,E BXOZHOW CTPOKM, MO
ymonyanumio 0

ANITOPUTM NPUMEHAETCA TONbKO K €ANHUYHBIM 3HaYEHUAM, MHTEPMNPETUPYEMbBIM KaK CTPOKK. Ecam npm
HaCTPOMKe NpaBuaa MackMPOBaHWA B aIfOPUTM MOAAHO CPa3y HECKO/IbKO 3HAYEHUM, KarKa0e U3 3TUX
3HaYeHuni byaet 06paboTaHO HE3aBUCUMO OT APYrMX, POPMUPYA OTAENBHOE BbIXOAHOE 3HAYEHME.

MpW OTCYTCTBMM YCTAaHOBIEHHOTO KNto4Ya MHMUManm3aumm (napametpa KEY) ncnonbsyerca 3HaueHne
K/104a N0 YMONYAHWIO, B KAYECTBE KOTOPOrO UCMO/b3yeTc HeAOKYMEHTMPOBAHHOE GPUKCUPOBAHHOE
3HayeHMe. PEKOMeHA0BaHO BCErAa YKasblBaTb KAOY MHULMANM3ALNN.

Al'erpl/ITM paccmaTpumnBaeT BXOAHYIO CTPOKY Kak nocnenosate/ibHOCTb CMMBOJ10B B KOAUPOBKE Unicode,
B TOM 4Yncne nogaepxmneada CoCtaBHblie CUMBO/1bI. Pe3yﬂbTaTOM pa60TbI a/IT0PUTMa ABNAETCA
MO,CI,Md)VILI,VIpOBaHHaﬂ nocnenoBaTe/sIibHOCTb CMMBOJ10B B KOAMPOBKE Unicode Toi e ANNHbI, 4TO U
BXOAHOE 3Ha4YeHNE, Npn 3STOM KOIMYeCTBO 6anT B KOAunpoBKe UTF-8 MOKeT U3MeHUTbCA.

B npouecce paboTbl aNropnTMma OCyLLECTBAAETCA 3aMEHa CMMBOJIOB UCXOAHOM CTPOKM Ha Apyrue
CUMBO/IbI, MPUHAANEXKALLME TOMY e CAMOMY KNaccy CMMBO0B. Micnonb3yemblin anropuTmom Habop
K/1laccoB CMMBO/IOB onpeaensetcs yepes napameTtp CLASS. CUMBO/IbI BXOAHOM CTPOKU, He
npuHagaexalime HA O4HOMY U3 KNacCOB CMMBOJIOB, aITOPUTM OCTaBAAET HEM3MEHHbBIMM.

Ha nepBom atane paboTbl anroputma cMmBosbl B Konndectse SKIP-BEFORE B Hauane BXO4HOM CTPOKK U
SKIP-AFTER B KOHLE BXOAHOM CTPOKMN KONUPYIOTCA B BbIXOAHYHO CTPOKY 6€3 M3MeHeHUN. Taknum
obpasom, ecnu AsIMHa CTPOKM MeHbLLE NMB0o paBHa cymme 3HauyeHUn napameTtpos SKIP-BEFORE v SKIP-
AFTER, Bo3BpalLaeTca HeM3mMeHEHHaA CTPOKa.

Ha sTopom 3Tane paboTbl anropuTMa BXoAHas CTPOKA MHTePRpeTUpyeTca (LEeMKOM) Kak MaccuB
OKTeTOB B Koguposke UTF-8, a 3aTem ncnonb3yeTca gna BblYNCAEHUA KOAa NPOBEPKU NOSJANHHOCTHU
coobueHns (HMAC) B cooTtBeTcTBuM ¢ anroputmom HMAC-SHA512.

Ha TpeTbem 3Tane paboTbl aNropMTMa OCYyLLLECTBAAETCA NOCnea0BaTebHaA 06paboTKa KarKaoro
CMMBOJ1a BXOZHOW CTPOKM, 3a UCKAtoYeHMeM 06paboTaHHbIX Ha NnepBom 3Tane. [1a KaXKaoro CcMmBoa
onpeaenaeTca ero Knacc, nocse 4ero BblMMCAEHHOe Ha BTOPOM 3Tane 3HavyeHue koga HMAC
ncnosbayertcs (Npu HeobXoAMMOCTU LIUKANYECKM) 1A GOPMMPOBAHMA MHAEKCA NOACTAHOBOYHOIO
CMMBO/1a M3 Habopa CMMBOJIOB TOFO ¥Ke caMoro Knacca. [lonycKkaeTca coBnageHne NCXO4HOro u
noACcTaBAAEMOro BMECTO Hero CMMBOJ10B.
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OnuncaHma HabopoB K1accoB CUMBOJIOB 3arpy»KatoTcs U3 KaTanora, 3agaHHoro napameTtpom «DictPath»
onepatopa MackuposaHua (cm. pasaen 4.5.3 Hacmpoliku onepamopa mackuposaHus «DsMask»).
Kakablit Habop KnaccoB CMMBOJIOB HacTpamBaeTca B BUAe dalina B popmate XML, uma Kotoporo
dbopmupyeTca no cnegytolemy WabnoHy: «ccs-UmaHabopa . xml», rae MmaHabopa — ngeHtudmKaTop
Habopa KnaccoB CMMBOJIOB, 3a4aBaembln napameTpom CLASS anroputma.

Mpumep HaCTPOMKM Kaacca CMMBOJIOB A/19 MAaCKMPOBAHUA PYCCKUX U TATUHCKUX BYKB, a TaKKe
OECATUYHbBIX Lndp:

<?xml version="1.0" encoding="UTF-8" standalone="yes" ?>
<char-class-set name="russian-simple">
<char-class name="numbers">
<char-range begin-char="0" end-char="9"/>
</char-class>
<char-class name="small-latin">
<char-range begin-char="a" end-char="z"/>
</char-class>
<char-class name="large-latin">
<char-range begin-char="A" end-char="72"/>
</char-class>
<char-class name="small-cyrillic">
<char-range begin-char="a" end-char="a"/>
<char-range begin-char="&" end-char="&"/>
</char-class>
<char-class name="large-cyrillic">
<char-range begin-char="A" end-char="g"/>
<char-range begin-char="E" end-char="E"/>
</char-class>
</char-class-set>

B npvmepe Bblille AMana3oHbl CUMBOJIOB 3343a0TCA NYTEM HENOCPEACTBEHHOMO YKa3aHUA HAYalbHbIX U
KOHEYHbIX CMMBO/I0OB B UX TEKCTOBOM NpeAcTaB/eHUM C UCNONb30BaHMeM aTpMbYToB begin-char U
end-char. BMecTo 3TOro fonycKaeTcsa 3aAaHne CUMBOJIOB B BUAE LUeCTHaALATEPUYHOrO
npeacTasneHus B Kognposke Unicode, Toraa ncnonb3ytotcs aTpnbyTbl begin-hex M end-hex.

Mpumep HacTPOMKK GYHKLMM MAaCKUPOBAHMSA C UCMONb30BaHNEM STOTO aITOPUTMA:

<function name="test-fpe" type="FPE">
<! [CDATA[
KEY default
CLASS russian-simple

11>
</function>

7.5 NopctaHoBka No xeLl-koay

NaeHTudukaTop anroputma: HashLookup
MopaeprKkka utepaumii: ga

I'IapaN\eprl a/IfOpUTMa npmueBeaeHbI B Ta6nmu,e HW>Xe.
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Mapametp

OnucaHue

KEY Nms Kntoda nHrumanmsaumn. ObasaTtenbHbli NnapameTp

DB Nms 6a3bl AaHHbIX, cogeprkaluen Tabamuy noactaHoBoK. O6s3aTesibHbIN
napameTp

TABLE Nms Tabanubl noactaHoBoK. O6a3aTeNibHbIN NapameTp

ID Nma nons Tabnmubl NOACTAaHOBOK, COAEPMKALLETO MHAEKC NOACTAHOBKM
(YHVMKanbHble YncnoBble 3HaYeHMA B AnanasoHe ot 0 go N-1, rae N —
KOJIMYECTBO CTPOK TabauLbl noacTaHoOBOK). ObA3aTeNbHbIM NapameTp

ouT MmeHa noneit Tabamubl NOACTAaHOBOK, 3HAaYEHMA KOTOPbIX ByayT pesynbTaTom
BbI30Ba anroputma. Ob6s3aTenbHbIM NnapameTp

INDEXES CnMCcoK No3nunii B BEKTOPE BXOAHbIX 3HAYEHWUI, KOTOPble A0/KHbI ObITb
MCNONb30BaHbl A1A pacyéTa xew-Koaa. Hymepauma no3mumnini HaunHaetca c 1
(egmHuMLbl). ONUMOHANBHBIN NApPaMeTp, NPU ero OTCYTCTBUMN XeLL-Kog,
BbIYMCAETCA MO BCEM BXOAHbIM MapameTpam

USER Mma nonb3oBatens-snagenbla 6asbl AaHHbIX. ONUMOHaANbHBIN NapamMeTp, No

YMO4aHUIO UMA NOJIb30BaTENA HE YCTAaHAaB/IMBAETCA

AﬂFOpVITM BbIUMCNSAET YNC/IOBOM Xew-Ko4 Hag BXOAHbIMU 3HaYEHNAMU (C y‘-IéTOM OrpaHVI‘-IEHVIl;'I,

3a4aHHbIX napameTpom INDEXES) aHaforMuyHo anropntmy pacyéTa YMCI0BOro Xel-Koaa. MonyYeHHbI

Xell-KoA, ucnonbayetca Ana obpalleHua K Tabauvue noacTaHOBOK B 6a3e AaHHbIX popmata H2, B

pe3ynbraTte 4ero n3 3anncm ¢ COOTBETCTBYHOLWLMM HOMEPOM U3BIEKAKOTCA 3HAYEHUA BbIXOAHbIX nonem.

ﬂpm OTCYTCTBUM 3aNNCU C HYKHbIM HOMEPOM aNropuTm CUrHaansnpyet OLLIVI6Ky MaCKuUpoBaHuAa,

KOTOpas 03Havaert, yto Tabmua NoACTaHOBOK 6bl1a CGOPMMPOBAHA HEKOPPEKTHO.

MpumeyvaHue. CTpyKTypa 1 COCTaB CTaHA4APTHbIX Tabanw, noacTtaHoBkM PUO, popmmpyembix

MOJy/leM reHepaLmMm TUMOBbIX CMPaBOYHUKOB B COCTaBe KOHPUIypaLMOHHOW NporpaMmmbl

«DsMask», npuBeaeHa B pasaene 5.3 leHepayusa cnpasovyHUKa No0CMAHOBOK 018 MACKUPOBAHUA

>dN0.

Mpumep HacTPOMKK GYHKLMM MAaCKUPOBAHMSA C UCMONb30BaHNEM STOTO aITOPUTMA:

<function name="name-hash" type="HashLookup">

<! [CDATA[

DB dict-names

TABLE dict_fio

ID id

OUT nfull nlast nfirst nmiddle
KEY default

INDEXES 1

11>

</function>
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7.6 MopcTaHoBKa No 3Ha4YeHUsIM aTpubyTOB

NaoeHTudukaTop anroputma: KeyLookup

Moaaepskka ntepauuii: Het (He TpebyeTca)

I'IapaN\eprl a/IroOpUTMa npmuBeaeHbI B Ta6/w|u,e HWXe.

Mapametp OnucaHue

DB Nms 6a3bl AaHHbIX, coAeprKallen TabauLy noactaHoBoK. Ob6s3aTesibHbIN
napameTp

TABLE Nmsa Tabanubl noactaHoBoK. O6a3aTeNibHbIN NapameTp

KEYS MmeHa nonei TabanLbl NoACTAHOBOK, UCMO/Ib3YEMbIX KaK K/OY A/1A MOUCKa.
O6s3aTenbHbIN NapameTp

ouT MmeHa noneit Tabamubl NOACTAaHOBOK, 3HAaYEHMA KOTOPbIX ByayT pesynbTaTom
BbI30Ba anropmntma. O6sa3aTenbHbIN NapameTp

INDEXES Cnucok No3unumii B BEKTOPE BXOAHbIX 3HAYEHWIA, KOTOPble 40KHbI ObITb
MCNO/Ib30BaHbIl A/1A CONOCTaBAEHUA C KOUEBbIMWN NOAAMM MPU MOUCKE.
Hymepauma nosmumii HaunHaeTca ¢ 1 (eaAMHULbI). NOPSAAOK YKa3aHUs
WMHAEKCOB AO/IKEH COOTBETCTBOBATL NMOPAAKY YKa3aHWUA NoJsiei B napameTpe
KEYS. OnumoHanbHbI NapamMeTp, Npu ero OTCYTCTBMM K/tOUYEBbIE NOS,
ycTtaHoBneHHble B KEYS, conocTaBnaoTca Co BXOAHbIMU 3HAYEHUAMMU

USER Nms nonb3osatens-snagensua 6asbl gaHHbIX. ONUMOHANbHbBIA NapameTp, no

YMOTHaHUIO MMA NONb30BATENA HE YCTAHAB/IMBAETCA

ANFOPUTM NPUHUMAET Ha BXOA, O4HO MU HECKO/IbKO 3HAUYEHUI, KOTOPbIE MCMO/b3YIOTCA Kak NapameTpbl

ANA NOUCKa 3anucu B T36I'IVILI,e noACTaHOBOK, CONOCTaBaAeMble C K1io4YeBbIMM MNONAMU aTOM Ta6.l'IVILI,bI.

Pe3ynbTaT noncka — 04HO UKW HECKO/IbKO Nosei HanaeHHOW 3anncu.

Mpu oTCYTCTBUM NOACTAHOBOYHOM 3anmcy Bo3spawatotca nycrblie (NULL) 3HaueHus.

Mpumep HacTPOMKK GYHKLMM MAaCKUPOBAHMSA C UCMONb30BaHNEM STOTO aITOPUTMA:

<function name="cid-mask" type="KeyLookup">

<! [CDATA[

DB cidrepl

TABLE cidrepl

KEYS cid_src

OUT cid _dst

KEY default
INDEXES 1

11>

</function>
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7.7 Boizo anroputmos ODPP

NaeHTndmkatop anropmutma: ODPP
Moaaepskka Utepauuii: HeT (He MoXeT BbITb peann3oBaHa)

ANropuTM OCYLLLECTBAIAIET BbI3OB NPOBaNAepa MackMpoBaHua Yepes nHtepdeiic Optim Data Privacy
Providers (ODPP). CocTaB AOCTYMHbIX Onepaumnin MacKMPOBaHUA U UX NapameTpbl ON1caHbl B
AoKymeHTaumm IBM InfoSphere Optim:

https://www.ibm.com/docs/en/iotdm/11.3?topic=reference-optim-data-privacy-provider-library

ANIFOPUTM NPUMEHAETCS TO/IbKO K €4UHUYHBIM 3HAaYEHUAM, MHTEPNPETUPYEMbIM KaK CTPOKU. Eciv npu
HaCTPOViKe NPaBW/1a MacKMPOBAHWA B aJIFOPUTM NOAAHO CPa3y HECKOIbKO 3HaYEHWI, KaxKg0e 13 3TUX
3HayeHu bygeT 06paboTaHO HE3ABUCKUMO OT APYruX, GOPMMUPYS OTAE/IbHOE BbIXOAHOE 3HAYEHUE,

NS yCTaHOBKM 3HAYeHUA KloYa MHULMANu3aLmm B napameTpax ODPP-npoBaiigepa MOXKHO yKasaTb
MMSA KNtoYa B GUTYPHBIX CKOBKaX, KaK MOKa3aHo B Npumepax HuxKe. Mpu MHUUManu3aumm nposanaepa
UMsA Ktoya byaeT 3aMeHeHOo Ha GpaKTUYeCcKoe 3HaYeHWE, COMOCTaBIEHHOE C HUM.

Mpumepbl GYHKUUIA MaCKMPOBaHUS C UCMo/ib3oBaHWem anroputmos ODPP:

<!-- mackupoBaHme JVHH C COxpaHeHMeM IIEePBHEX 4 paspsnoB —->

<function name="odpp-inn" type="ODPP">

<! [CDATA[
PRO=AFF,MTD=REP, ALGO=FPE, COPY=(1,4) , LANG="ru",KEY="{default}"

11>

</function>

<!-- mackmpoBaume CHUJIC -->

<function name="odpp-snils" type="ODPP">

<! [CDATA[
PRO=AFF,MTD=REP, ALGO=FPE, LANG="ru",KEY="{default}"

11>

</function>

<!-- mMmackmpoBanme email -->

<function name="odpp-email" type="ODPP">
<! [CDATA[
PRO=EML, MTD=HASH, HASHDOM=REG, ALGO=SHA256

11>
</function>

7.8 CTpoKkoBble npeobpasoBaHus

NaeHTudmKaTop anroputma: StringOp
Mopaepkka ntepauuii: HeT (He TpebyeTca)
ANTOPUTM NPUMEHAET 3aJaHHble CTPOKOBbIE ONepaLyum KO BXOAHOMY 3HAYEHUIO, MHTEPNPETUPYEMOMY

KaK cTpoKa. Ecam B anropntm nepesaHo HECKO/IbKO CTPOK, Kaxaas u3 Hux byaet obpaboTaHa
He3aBMCUMO OT APYIUX.
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Karkaan onepaumsa 3a4aéTca B HaCTPOMKAX aNropuTMa KaK oTAe/ibHan CTPOKa, coaeprKalasn

naeHtTnduKaTop onepaumm (064a3aTeNbHO) M apryMeHTbl onepauun (B 3aBUCMMOCTM OT BUAA ONepaumm),

oTAenéHHble Apyr oT Apyra npobenamu. Onepaumm BbINOAHAIOTCA B TOM NOPAAKE, B KOTOPOM OHM

yKa3aHbl B HACTPOMKax aaropurma.

Ecnn B aprymeHTax onepaunm Tpe6VETCH Mcnonb3oBaHue npo6eanb|x CMMBO/10B, OHU A0J/1XKHbI

3aK/1I04aTbCA B CMMBOJ1bl KaBbl4eK ("). Ecnun B 3HaYeHUM aprymeHTa Tpe6yeTCF| MCNOJ1Ib30BaHNE KaBblYekK,

OHW A0/IKHbI SKPaHMPOBATLCA CMMBOIOM 06paTHOro cnewa (\).
MoafepxunBaemble CTPOKOBbIE ONepaLuu:

1. Lower — nepeBoz CMMBOJIOB CTPOKM B HUMKHUIA PErncTp;
2. Upper — nepeBoj CMMBOJIOB CTPOKW B BEPXHUI PErUCTP;

3. Capitalize — Kaxkgoe cOBO HAYMHAETCA C CMMBOJIA B BEPXHEM PETUCTPE U NPOLOIKAETCS

CMMBO/IAMU B HUMXKHEM PETUCTPE;
Trim — yaaneHue npobenos 8 Hayane 1 KOHLE CTPOKMK;
LTrim — yaaneHve npobenioB B Hayane CTPOKY;
RTrim — yganeHve npob6enos B KOHLE CTPOKY;

N o u bk

nocneayrouwmm npeo6pasoBaHmeM nocneaoBaTtesibHOCTH npo6en03 B e,ﬂ,MHMHHbII‘;I r|p06en, d

SpaceNorm — HOpMann3auma np06en03, T.€. yaaneHume r|p06e1103 B Ha4daszie n KOHLUE CTPOKH, C

TaKXXe 3aMeHa ﬂp06eﬂbeIX CMmBOJ10B (CMMBOﬂa Ta6ynﬂLl,MM, BO3BpPATa KAPETKU U aHaﬂOI'M‘-IHbIX)

Ha npobensbl;

8. Translit — TpaHcAUTEpaUMA KMpUAAUYECKMX BYKB Ha IaTUHCKUE BYKBbI, UcXoaa U3 ocobeHHOoCTe

NPOU3HOLWIEHNA PYCCKOTO A3blKa,

9. Replace — 3ameHa NOACTPOK, 334aHHbIX PErYAAPHbIM BbIPaXKeHMEM, Ha YKa3aHHOe

noacraHOBOYHOE 3Ha4YeHue.

Mpumepbl GYHKLMIA MAaCKMPOBAHMA C UCMOIb30BAHMEM a/ITOPUTMA CTPOKOBbIX NPeobpasoBaHuii:

<!-- wHopmammzanms OUO -->
<function name="name-norm" type="StringOp">
<! [CDATA[
SpaceNorm
Capitalize
11>

</function>

<!-- ymanuTe BCE HEUMCJIOBBIE CHMMBOJIE ——>
<function name="remove-non-digits" type="StringOp">
<! [CDATA[

Replace "[~\\d]" ""

11>
</function>

7.9 KoHkaTeHauma cTpok
NaeHTudmKatop anroputma: Concat
Moaaeprka utepauuii: Het (He TpebyeTcs)

MapameTpbl aAropuTMa NpuBeaeHbl B Tabanue HUXKe.
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Mapametp OnucaHue

SEPARATOR Pasgenutenb, UCNoNb3yemblii NPU CKNENBAHUM CTPOK. ONUMOHANbHbIN
napameTp, Npu OTCYTCTBMM UCMOJIb3yeTCA eANHUYHBIN Npoben (3HaueHue « »).

ANropuUTM OCYLLLECTBAAET KOHKATEHALUMIO NepeaaHHbIX apryMeHTOB, MHTepPNpeTUpyeMbIX Kak CTPOKN, B
OJHY BbIXOAHYIO CTPOKY. MeXay KOHKaTeEHUpPYeMbIMM CTPOKaMU BCTABAAETCA HAacTpaMBaemMas CTPOKa-
pasgenutens. 3HadeHua NULL nponycKkatoTcs (cTpoKa-pasaenutensb He aobasnsetcs). MycTble BXogHble
CTPOKM 06pabaTbIBAOTCA aHA/IOMMYHO HEMYyCTbIM (He NPOMycKatoTCs).

anIMep onpeageneHuAa dDYHKLI,VIVI C UCNOJIb30BAHNEM aITOPUTMA KOHKaATEHAUNN CTPOK!

<function name="name-concat" type="Concat"/>

7.10 PasgeneHune cTpok
NaeHTudmkaTop anroputma: Split
Mopaepkka ntepayuii: HeT (He TpebyeTca)

MapameTpbl anropMTma NpuUBeLEeHbI B TabauLe HUXKe.

Mapametp OnucaHue

RX PerynapHoe BbiparkeHue, onpegensatollee pasaesimtesib CTPOK.
OnuMOHaNbHbIN, MO YMOYAHUIO MCNONb3YETCA 3HaYeHne « [\\s\r\n]».

ANropuTM pasgeneHnsa CTPOK NPUHMMAET OLHY BXOAHYIO CTPOKY M BO3BPALLaeT 04HY WM HECKOJ/IbKO
BbIXOAHbIX CTPOK, ABAAIOLLMXCA Pe3yNbTaTOM pasaeseHnsa BXOAHOM CTPOKM Ha YacTu.

I'Iepep,aqa Cpa3y HECKOJIbKNUX BXOAHbIX CTPOK B a/ITOPUTM HE AONYCKAETCA.

Mpumepbl onpeaeneHns GyHKLMI C UICNOb30BAaHMEM aNTOPUTMA PA3Ae/IEHUA CTPOK:

<!-- mpocroy npmMep CO CTaHOAPTHEIMM PA3OETIUTEIIMA ——>
<function name="name-split" type="Split"/>

<!-- paspemurTs CTPOKM Ha OCHOBe cuMBoJsa '@' —-->
<function name="email-split" type="Split">
<! [CDATA
RX "@"
11>
</function>

7.11 NoacTaHoOBKa CMMBOJIOB

NaeHTudukaTop anroputma: CharSubst
Moaaeprkka utepauuii: Het (He TpebyeTcs)

MapameTpbl aAropuTMa NpuBeaeHbl B Tabanue HUXe.
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Mapametp

OnucaHue

TABLE

O6s3aTenbHbIN NapameTp

Mmsa ucnonbsyemort anroputmom Tabimubl NoACTaHOBOK CUMBOJIOB.

ANropuTm BbINOJIHAET 3aMeHY CMMBO/10B BO BXOAHOM 3HAaYE€HUN, UHTePrpeTUpyemMom Kak CTPOKa, Ha

apyrme CMMmBoOJibl B COOTBETCTBUMN C 3aAaHHOV1 TaGl'IMLI,Eﬁ noACTaHOBOK. MmA Ta6l'|l4Ll,bI noACTaHOBOK

ncnonb3yeTca anAa NOUCKa U 3arpysku XML-,CI,OKVMEHTa, conocCTtaBaAroWEero BxogHole 1 BbiXxoaHble

CMMBOJIbl aNroOpUTMa. |_|pl/l noacTtaHOBKE noanep*KmnBaeTca pa60Ta ¢ coctaBHbIMM Unicode-

nocneaoBatesIbHOCTAMMU.

Anroputm NnpumeHseTca anA ,L'l,OI'IOJ'IHMTEJ'IbHOl\;I TPaHCNAUMN KOOANPOBOK B C/ly4ae, Koraa A3blKOBble

HaCTpOﬁKM VICXO,CI,HOVI 6a3bl AaHHbIX HE NO3BO/IAIOT KOPPEKTHO YNTATb XPaHUMBbIE AaHHblE B KOOANPOBKE

Unicode.

TabAnLbl TPAHCAALMM CUMBO/IOB 3arpy»atoTca 13 $paiiaos, pasmeLlEHHbIX B KaTasore, 3a4aHHOM

napameTtpom «DictPath» onepaTtopa mackupoBaHus (cm. pasgen 4.5.3 Hacmpoliku onepamopa

mackuposaHusa «DsMask»). Kaxgas Tabanua TpaHCAauymn CMMBOJIOB HacTpansaeTca B Buae daiina B

dopmate XML, nms Kotoporo popmupyeTcsa No ceayrolemy WabnoHy: «charz-UMaTabamis . xml»,

roe UmaTabanubl onpeaensetcsa napametpom TABLE anroputma.

Mpumep Tabanubl TPAHCAALMN CUMBOIOB C NPAMbIM CONOCTaBEHUEM CUMBOJIOB FPY3UHCKOTO andasuTa

B KoamnpoBKke Unicode 1 HecTaHAapTHOM M3MEHEHHOM KoanpoBKe Latin-1:

<?xml version='1.0"

encoding="'UTF-8"'

<char-trans-table name='ge-x2u'>

<char-map

dst="0330g3%004m3bm3yRbAgaday3ReIFabRS "
src="AARAAAEEEEETI T TPOOOOOX@UUTUYERAAEE"

/>

</char-trans-table>

standalone="yes'

2>

Mpumep TabanLbl TPAHCAALMN CUMBOJIOB C UCMO/Ib30BAaHWEM MANA30HOB 3HAYEHUI (TEXHUYECKM

NOJIHOCTbIO 3KBMBAJIEHTHA NpeablAyLeMy NPUMepPY):

<?xml version='1.0"

encoding="'UTF-8'

<char-trans-table name='ge-x2u'>

<char-range
<char-range
<char-range
<char-range
<char-range
<char-range
<char-range

size=""7"
size="6"
size="2"
size="3"
size="1"

src-char="A"
src-char="E"
src—-char="1I"
src-char="0"

src—-char="0"

src-hex="c0"
src—hex="c8"
src-hex="cf"
src—hex="d2"
src-hex="d5"

standalone="yes'

?>

dst-char="o"
dst-char="o"
dst-char="o"
dst-char="6"
dst-char="g"

dst-hex="10d40"/>
dst-hex="10d47"/>
dst-hex="10dd" />
dst-hex="10e0"/>
dst-hex="10df"/>

size="12" src-char="0" src-hex="dé" dst-char="9¢" dst-hex="10e3"/>

size="2" src-char="&" src-hex="e3" dst-char="¢" dst-hex="10ef"/>

</char-trans-table>

MNpumep onpeaeneHns GyHKLUM C UCNOSIb30BAaHNEM ANTOPUTMA TPAHC/IALLMM CUMBOJIOB:

<function name="ge-x2u" type="CharSubst">

<! [CDATA




TABLE ge-x2u

11>
</function>

7.12 lNpoekumns

NaeHTudukaTop anroputma: Project

MoaneprKka utepauuii: Het (He TpebyeTcs)

Anroputm KonunpyeTt Habop BXOAHbIX 3Ha4Ye€HU B HAbOP BbIXOAHbIX 3HAYEHWUI, COXPaHAA
noc/sief0BaTeIbHOCTb NepeAaHHbIX 3HAYEHWIA.

AZIFOPUTM MCMONbL3YETCA 4J1A TOro, YTobbl cPopMUPOBATL HEOBXOAMMBIN KOHEUHbIN pe3y/bTaT NpaBuia
MaCKMPOBaHMA NyTEM KOMMPOBAHUA 3HAYEHUM, NOJTYYEHHbIX PAaHEE Ha PA3/IMYHBbIX LWArax 3Toro
npasuna.

Mpumepbl onpegeneHms GyHKUMM C UCNONb30BaHUEM aITOPUTMA NPOEKLNN:

<function name="project" type="Project"/>

8 NepBoHavyanbHaaA ycTaHOBKa NpoToTUNA peLleHuns

MepBOHaYaNbHaA yCTaHOBKA NPOTOTMMNA PELLEHNA BK/IIOYAET B CEHA CneaytoLime AencTBuA:

YcTaHOBKa cepBepHbIX KomnoHeHToB IBM Information Server

YctaHoBKa Windows-knneHTa IBM Information Server

KoppeKTupoBKa HacTpoeK onepaLMoHHOM CUCTEMDI

KoppeKT1poBKa HacTpoek cepBepHbix KomnoHeHToB IBM Information Server
JoHacTpoliika IBM Information Analyzer

YcTaHoBKa Heobxoaumblix agparisepos CYB/,

No vk~ wnN

YCTaHOBKA A0ONO/IHUTENbHbIX KOMNOHEHTOB peweHnA

[na NNaHMpoBaHWA M BbINOJIHEHWA PAaboT No YCTaHOBKE HEOBX0AMMO 3HAKOMCTBO C Niatpopmoit IBM
Information Server, 3HaHWe NopALKA YCTaHOBKM €€ KOMMNOHEHTOB, BAPMAHTOB Pa3BEPTbIBAHMS.
MpuBeAEHHAn HUKe MHPOPMALMA He ABNAETCA NOLAroBOM MHCTPYKLMEN NO YCTaHOBKE, U
KOHLEHTPUPYETCA NPEUMYLLLECTBEHHO Ha CNeuuduKe peLleHna No MacKMPOBaHUIO AaHHbIX.

8.1 YctaHoBKa cepBepHbix kKomnoHeHToB IBM Information Server

YcTaHoBKa cepBepHbIx KomnoHeHToB IBM Information Server ocyLiecTBaseTcs ¢ MCNO/Ib30BaHUEM
LUTAaTHOM NPOrpPaMmMbl MHCTANNALMN U3 AUCTPUOYTUBA NPOAYyKTa. HeobxoamMm agMUHUCTPATUBHbBIN
O0CTyN B cMCTeMY (NOKaNbHbIM agMUHUCTpaTOp B cpeae Microsoft Windows, nonb3osatenb «root» B
cpepge Linux n AlX).

ANCTpubYTUB NPOAYKTa U IMLLEH3NOHHBIN KoY K Hemy (license specification) Heobxoanmo pacnakosaTb
B OAMH W TOT e KaTaJior, Nnoc/e Yero byAeT BO3MOMKEH 3amnycK MporpaMmbl YCTaHOBKM.

JocTyn K MUHTEPaKTUBHOMY MHTepdeNcy NporpaMmbl YCTAHOBKM ocyllectBaaeTca yepes Web-6paysep
(pekomeHzo0BaHO Mcnonb3oBaHMe bBpaysepa Google Chrome 1 NpoM3BOAHbIX OT HEro).
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HeobxoamMmblit cocTaB yCTaHaB/MBAEMbIX KOMMOHEHTOB BK/IIOYAET B Cebs:

—  peno3uTopuit MeTagaHHbix (Repository Tier) — 6a3y gaHHbIX 414 BeAeHUA MeTaZaHHbIX;
— Information Governance Catalog (Services Tier);

— Information Analyzer (Services Tier, Engine Tier);

— DataStage / QualityStage (Engine Tier);

— onumoHanbHo — DataStage Flow Designer (Services Tier).

Mpw ncnonbzosanmm CYB[, IBM Db2 ans pa3sépTbiBaHMA peno3mMTopua MeTadaHHbIX PeKoMeHayeTca
yctaHoBuTb CYB/, 3apaHee, ncnosb3ys Hanbosee akTyanbHbIM (MoaaepXuBaemblii s paboTbl
Information Server) naket o6HoBneHuin CYB/]. PekomeHayeTca yctaHoBUTb CYB/] Ha oTAeNbHbIV cepBep,
YTOObI UCKOUUTDb KOHKYPEHLMIO 3@ BblYMCAUTENbHbIE pecypcbl Mexay CYB v apyrumm caykbamu.

He pekomeHayeTcsA ycTaHaBNMBaTb KOMMNOHEHTbI, OTHOcALLMecA K Engine Tier u K Services Tier, Ha
04HOM cepBepe, NOCKO/bKY Takas KOHUrypaLmsa He ONTUMabHa C TOYKM 3PEHMA UCMONb30BaHNA
JIMLEH3MPYEMBbIX BbIYMCANUTENbHbBIX MOLLHOCTEN.

Mpu yctaHoBKe Services Tier pekomeHayeTcA BblIOpaTb BapuaHT cepBepa npuaoxkeHuin WebSphere
Liberty, NOCKONbKY OH OT/IMYAETCA HECKOJ/IbKO MEHbLUUM NOoTpebieHneM pecypcos 1 NpoLle B
ALMUHUCTPUPOBAHUMN.

Mepen yctaHoBKOM B cpeae Windows MoXKeT NnoTpeboBaTbCs KOPPEKTUPOBKA HAaCTPOEK OnepaLMoHHOM
cucTembl. Mporpamma ycTaHOBKM 0BHapyKUT Tpebyemble M3MEHEHUA NpW NpoBepKe coboaeHus
CUCTEMHBIX TPEBOBAHUIA, U OTOBPA3UT CCbINIKY Ha CTATbO C MHCTPYKLUAMMU.

8.2 YctaHoBka Windows-knueHTa IBM Information Server

YcraHoBka Windows-kaneHTa IBM Information Server ocyuiectsnfaercs ¢ UCNO/Ib30BaHNEM LUTATHOM
nporpaMmmbl MHCTANNALMU U3 ANCTPMBYTMBA NpoayKTa. HeobxoAMm aAMUHUCTPATMBHbIM AOCTYN B
cucTemy (noKanbHbIM agMuHUCTpaTop B cpede Microsoft Windows).

CocTaB ycTaHaBAMBAEMbIX KOMMOHEHTOB A0J/IKEH COOTBETCTBOBATb COCTABY CEPBEPHbLIX KOMMOHEHTOB
(HeobxoaMMbI, KaK MUHUMYM, KIMEHT U aAMUHUCTPATUBHbIN KAneHT DataStage, a TaKKe KOHCO/b
cepsucos IBM Information Server).

Mpwu ycTtaHoBKe Windows-KaneHTa NOTpebyoTcA peKBM3UTbI 419 NOAKIOYEHMA K CEPBEPHbIM
KOMMOHEHTaM (MMs cepBepa U HOMep NOopPTa, a TaKKe agMUHUCTPATUBHbIV JIOTWH M Naposib), MO3TOMY
YCTaHOBKY K/IMEHTa cneAyeT Npou3BOANTb NOCAE YCTaHOBKM cepBepa IBM Information Server.

8.3 KoppeKkTnpoBKa HacTpoek ornepaunoHHON CUCTEMDI

Heobxoanmo obecneymTb CUHXPOHU3ALMIO CUCTEMHOIO BPEMEHW Ha BCEX Y3/1aX, BXOAALLMX B COCTaB
CUCTEMbI MaCKMPOBaHMA AaHHbIX. PaCCMHXPOHM3aLMA CUCTEMHOMO BPEMEHM MOMKET NPMBOAUTD K
Pas/IMYHbIM TPYAHO ANArHOCTUPYEMbIM OLLUMOKAM, BKAOYAA COOM ayTeHTUDUKALMM U aBTOPM3aL MM,
HEKOPPEKTHYIO PaboTy CPeACTB AMATHOCTUKM, MPOTOKOIMPOBAHUA U NMOCTPOEHUA OTYETHOCTY, @ TaKKe
pa3HoobpasHble «naaBatowme» cbon B paboTe cepBUCOB.

B cpege Linux n AIX ans nonb3osatenei root, dsadm u db2instl (snageney, aksemnnsapa Db2)
HeobXxoAMMO YCTaHOBUTb IMMUT GaliIoBbIX AECKPUNTOPOB B 3HaUYeHUe 16384 unu Bbiwe (Kak «MATKUIAY,
TaK U GKECTKMIN» IMMUTDI). NPOKOHTPOMPOBATL YCTAHOB/IEHHBIN IMMUT MOKHO BbI30BOM «ulimit -a».
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B coBpemeHHbIX ANCTpMbYTMBaxX Linux COOTBETCTBYIOLME HACTPONKN MOTYT BbITb BbIMNOIHEHbI MYTEM
cosnaHua daina /etc/security/limits.d/99-iis.conf co cneayoLMm coaepPKUMbIM:

root soft nofile 16384
root hard nofile 16384
dsadm soft nofile 16384
dsadm hard nofile 16384
@db2iadml soft nofile 32768
@db2iadml hard nofile 32768

B npumepe Bbille HAaCTPONKK ans nonb3osatensa db2instl caenaHbl Yepes ykasaHue MMEHM Fpynnbl
CUCTEMHbIX agMUHUCTPaTopoB Db2 ans sksemnnapa no ymondaHuto (db2iadm1l). Ecam peanbHoe ums
rpynnbl OTIMYAETCA OT YKa3aHHOro, HaCTPOMKY IMMUTa $aiiIoBbIX AECKPUNTOPOB HEOBX0ANMMO caenath
ONA peanbHOro MMeHU rpynmbl.

8.4 KoppeKkTnpoBka HacTpoOek cepBepHbIX KoMrnoHeHToB IBM Information
Server

Mocne n3meHeHUA HACTPOEK NEPEUYNCIEHHDBIX HUXKE NapaMeTpoB HEOHBX0AMMO Nepe3anycTUTb CePBUCHI
IBM Information Server (cm. Pazgen 8.10 3anyck u ocmaHogKa KomnoHeHmos IBM Information Server).

8.4.1 Hactpowiku IBM Db2

Mpu ncnonbsosaHmm IBM Db2 ana opraHusaumm penosmtopus MeTagaHHbIX pEKOMEHA0BAHO
YCTAHOBUTb NepemeHHyto peectpa Db2 DB2_FMP_COMM_HEAPSZ B 3HaueHue 131072, a 3aTem
nepesanyctutb cepsuc Db2. 3To MOXKHO caenatb NyTeM BbIMOAHEHUA OT UMEHM NO/b30BaTENSA-
Bnagenbua sksemnaspa Db2 (no ymonuyaHuto — nonb3osaTensa db2instl) cneayrowmx KomaHa,

db2set DB2 FMP COMM HEAPSZ=131072
db2stop force
db2start

8.4.2 Hactpouku IBM DataStage

B cpeae Linux Heobxogumo gononHuts dann <lISDIR>/Server/DSEngine/dsenv cneayrowmmm
HacTpoMKamMmM (MOXHO yKa3aTb Cpa3y Noc/ae CTPOKU, COAEPIKaLLLeN KOMaHAy «set +u»):

TZ=:/etc/localtime
export TZ
ulimit -n 10240

Mpw OTCYTCTBMM KOPPEKTHO HAaCTPOEHHOM ceTn IPv6 peKoMeHAYeTCs OTKAOYUTL MCMONb30BAHNE
npotokona IPv6 3agaHnamm IBM DataStage. [1na aToro Heo6xo4MMO YCTaHOBUTb NEPEMEHHYO
oKpy»eHua APT_USE_IPV4 B 3HaueHue 1. Ans OC Windows 3To MOKHO caenaTb Ha 06LL,ecMcTeEMHOM
yposHe, gns OC Linux 1 AIX — nyTém HacTPOIMKN NepeMeHHOM Ha YPOBHE NapamMeTpPOB KaxKaoro ns
npoektos DataStage (cm. nogpobHee https://www.ibm.com/support/pages/new-informationserver-91-

install-check-configuration-fails).
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8.4.3 BkntoyeHune onepaumoHHoro moHutopuHra IBM DataStage

B daitne HacTpoek onepalmoHHOro MoHuTopuHra (dpain Server/DSODB/DSODBConfig.cfg) Heobxoaumo
aKTMBMpPOBaTb cOOP AaHHbIX O BbINOJIHEHMM 3a4aHni DataStage nyTém yctaHoBKM napameTtpa DSODBON
B 3HayeHue «1». C6op JaHHbIX O BbINO/SHEHUM 33aaHuMIA DataStage ncnonbsyetca ana pabotol Web-
nHtepoderica Operations Console, a Takke TpebyeTca ANA NOCTPOEHMA OTYETHOCTU NO pe3y/ibTaTam
3anycKoB 3343aHNN MAacKMpoBaHuA.

8.4.4 HacTtponka pexxmma xpaHeHus gaHHbix Apache Kafka

B cocrtaB Information Server BkntouéH cepeuc Apache Kafka. Ha nnatpopme Windows (no coctoaHuto Ha
deBpanb 2022 roaa, sepcus 11.7.1.3 SP2 n bonee paHHKWE) Nocie NepBoHaYaibHOW YCTaHOBKM UK
obHoBneHun Bepcum Information Server Heob6xoaMMbI LENCTBMA NO HACTPOMKE PEKMMA XPaHEHUS
OaHHbIX 3TOro cepBuca.

OdmumManbHaa MHCTPYKUMA NPeACTaB/eHa Ha Ceaytowen CTpaHuue:

https://www.ibm.com/support/pages/how-clean-log-collection-kafka-shared-open-service-information-server

KpaTKnit nopagoK AencTBuiA NpUBEAEH HUKE.
1. B TekctoBom odaiine InformationServer\shared-open-source\kafka\conf\serverl.properties

Heobxoanmo HalTh cBoicTBO «log.cleaner.enable» 1 yctaHOBUTL ero B 3HaueHue «false».
2. BbINOAHUTL B KOMaHAHOM npoueccope CMD KomaHabl:

cd \IBM\InformationServer\shared-open-sourcel\kafkalinstall\bin\windows
kafka-topics.bat --zookeeper localhost:52181 *

A

-—topic _ consumer offsets --alter
--config cleanup.policy=delete

3. BbIinonHuTb Nepesanyck cepsuca Apache Kafka.

8.5 [loHacTpowka IBM Information Analyzer

Ons Hayana pabotbl ¢ IBM Information Analyzer Heo6xoA4MMO BbINOAHUTb AOMNONHUTE/IbHbIE AEUCTBUA

Mo HACTPOWKe, @ UMEHHO:
a) oTKpbITb Web-nHTepdeinc nHctpymeHta Metadata Asset Manager, 1 BbINOJIHATbL caeaytowme
onepauuu:
Bbl6paTb «Import», 3aTem «New Import Area»;

2. BBEeCTW Ha3BaHMe obnacTn umnopTa «IADB»;
3. BblIbpaTb TMN KOHHEKTOPa AN paboyeli B, Information Analyzer (06bi4HO — Db2);
4. yKasaTb NapameTpbl coegMHEeHUs (XOCT, MOPT, SIOTMH U Naposib), Npu 3Tom gns Db2

AOJIXKEH MCNO/Ib30BATHCA MOJIb30BATE/Ib C IOTMHOM «iauser», CO34aHHbIN NPU YCTAaHOBKE
cepBepHbIX KOMMOHEHTOB;

5. OTKAKO4YUTb MMNOPT BCEX BUAOB aKTUBOB (TpebyeTcA TONbKO ONMCaHWe NOAKAOUYEHMS);

6. BbIMNONHUTbL IKCNPECC-UMNOPT C Ny6ANKaUMEN pPe3ybTaToB B PENO3UTOPUIA;

b) oTKpbITb Windows-npunoskeHue Information Server Console, 1 BbINONAHUTL cneaytolme
nencreus:

1. BO3MOXKHO, 3aMyCK NPUIOKEHMA YCNELHO NPOM30NAET TO/IbKO CO BTOPOTo pasa n3-3a

M3BECTHOM OLUNOKMU;
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2. BblbpaTb B 1eBOM BepxHeM Kpyry «Home» (Kpy»KOK C MUKTOrpaMmoit), 3atem
«Configuration», 3aTem «Analysis Settings»;

3. onuMoHanbHO — yKasaTb BapuaHT «Static engine credentials», BBeaa norvH «dsadm» u
COOTBETCTBYHOLLMIA eMy (YKa3aHHbI NpW YyCTaHOBKE) Naposib;

4. BbIbpaTb onepaunto «Validate Analysis Database connection», n ybeantbca B oTcyTCTBMM
BO3BpaLLaeMbIx OWNOOK;

5. BblbpaTb onepaumto «Validate Analysis Engine settings», n ybeauTtbca B OTCYyTCTBUM
BO3BpaLLaeMbIX OLIMOOK.

[0 ycrnewHoro BbINOJ/IHEHWA NEPEYNCIEHHDBIX Bbile AEMCTBUI paboTa ¢ MHCTpymeHToM Information
Analyzer HeBO3MOKHa.

[na nosbilweHns ctabunbHocTM paboTbl IBM Information Analyzer ¢ 6oabwIMMM 06BEMAMM SAHHBIX
(Tonbko ansa nnatdopm Linux n AlX) pekomMeHAO0BAHO BbIMNOHUTL CAeayoLme N3SMEHEHMA CTaHAAPTHbIX
HacTpoeK:

cd /opt/IBM/InformationServer/ASBServer/bin
./i1isAdmin.sh -set -key com.ibm.iis.ia.engine.javaStage.heapSize -value 4096
./1isAdmin.sh -set -key com.ibm.iis.ia.jdbc.connector.heapSize -value 4096

MpuBen&HHbINM Bbie NPUMepP KOMaHA YCTaHaBMBAET Npeae ibHblli pasmep onepaTMBHON NAamATH A
MCNONb30BaHMA OTAENbHbIMK 3agaHuAMM Information Analyzer B 3HaueHue 4 I6aiT. Ana
MCNO/Ib30BaHWSA YKA3aHHbIX HACTPOEK HEOBXOANMMO Hannuyme A0CTaTOMHOro 06bEMa onepaTUBHOM
NamaTK Ha cepBepe (Hanpumep, NPU 0A4HOBPEMEHHOM KOHKYPEHTHOM BbINOJIHEHUM 4 3a4aHNI
Information Analyzer ¢ ykasaHHbIMUW HacTpoKamm HeEOBX0AMMO Hannuue He meHee 24 [6alT
onepaTMBHOM NaMATH, C YYETOM NOTPeBHOCTEN APYrMX CEPBUCOB).

Ha nnatdopme Microsoft Windows npu pabote IBM Information Analyzer ucnonssyercs 32-6utHas
BUPTYasibHaA MallKHa Java, An1A KOTOPOK A0MNYCTMMOE 3HaYEeHME YKa3aHHbIX Bbllle NapameTpos 06bI4HO
He npesblwaeT 768 M6aT.

8.6 Hactpowka nogasneHus npeaynpexaeHnn Information Analyzer
(onuunoHarnbHo)

Mpu HopmanbHoM paboTte MHcTpymeHTa IBM Information Analyzer 3anyckaemble um 3aaaHus DataStage
reHepupyLoT HEKOTOPOE KOIMYECTBO NpeaynpexaeHnis, KoTopble MO YMOIYaHWIO OTobpakatoTca B
onepaumMoHHoM KoHcoan IBM Information Server.

[Ansa ycTpaHeHMs oTobparkeHMA KLWITATHbIXY» NpeaynpeXKaeHNin peKomeHayeTcsa HacTPOoUTb UX
nogasneHue. [1na HaCTPOMKM NoaaBeHUA He06X0ANMMO OTKPbITb MHCTPYMeHT «Director Client», n
BbI6paThb B HEM onuuio «Tools / Message Handler Management». [anee Tpebyetca Beectu
naeHTMdMKaTopbl NOAABAAEMbIX COOOLLEHWNIA:

— 1IS-CONN-DB2-00027

— 1IS-CONN-NGBR-00072
— 1IS-CONN-DAAPI-00398
— 1IS-DSEE-TFIP-00063

— 1IS-DSEE-TFIP-00095

— 1IS-DSEE-USBP-00002
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Ons Kaxaoro cooblueHus BbibupaeTcs oguH U3 pexxumos «Demote to Informational» (pekomengyetcs

K MCnonb3osaHuio) nnbo «Suppress from Logs». Pe3ynbTaT HacCTPOMKM HEOBX0AMMO COXPaHUTb B BUE

obbekTa TMNa «Message handler», naB emy HoBoe UMA (Hanpumep, «ia-suppress-01»).

Mprmep BbINOJHEHHBIX HACTPOEK MOXKHO YBUAETb Ha CHUMKE 3KPaHa HUMKE.

. Edit Message Handlers on DSMASK] O x

" Edit local untime handler for job BaseProfile11643282126171-89. Changes take effect next time the job is nun.

r Edit projectdevel message handler ia-suppress-01. Changes take effect next time any job in the cument project is
un.

{+ Edit chosen message handler.

ja-suppress-01 (Pro

| Message 1D | Action

Example of message text |

(D I5-DSEE-USBP-N Demate to Infarmational
@ ISCONN-DB2-000; Demote to Informational
II5-COMN-NGER-OC Demote to Informational
IS-CONN-DAAPIHHN Demote to Informational
1IS-DSEE-TFIP-D00 Demote to Informational

prbridge(4),0: SLF4.J: Class path contains multiple SLF4. hindings.

pxbridge(2): An emor occumed when creating the table. Statement = create table ec1481df_
pxbridge(6): Changing Record Court property to 0 forinput link 0

pxbridge(6): [Input link 1] Schema reconciliation detected a size mismatch for column descrip
generator(1); When checking operator: Dropping component “ia_row_quality_result” becau:

1I5-DSEE-TFIP-000¢ Demote to Informational

Close

Save  »

[anee HeobxoAMMO OTKpPbITb MHCTPYMeHT «Administrator Client», U ycTaHOBUTb 18 NpoekKTa
ANALYZERPROJECT o0bpaboTtunk cooblieHMin, obecneunsatowmii nogasneHune sbibpaHHoro Habopa
npeaynpexaennii (onumua «Parallel / Message Handler for Parallel Jobs»), Kak nokazaHo Ha CHUMKe
3KpaHa HUXKe.

E InfoSphere DataStage Administration - DSMASK1 — *

General Projects |

E Project Properties - DSMASKT\ANALYZERPROJECT

§enera|| Eermissionsl Iracingl §chedule| Tunables Paralel | Sequengel Eemotel Logsl
[~ Enable grid support for parallel jobs Grid... |
[~ Generated OSH visible for Parallel jobs in ALL projects

Advanced runtime options for Parallel Jobs:

Message Handler for Paralle! Jobs:

Project pathname:

IC_—"IIII‘IIS r Format defaults

Date strings:

¥ System default

Japyy-amm-idd

Time strings:

¥ System default

L

Ii":hh %nn:Yss

Timestamp strings:

¥ System default

L

I Tayyyy-imm-%dd “hh:%nn:ss

Decimal separator:

¥ System default

L

| tperiod)

L

These formats can be used to set the
default conversions of date, time,
timestamp and numeric data types, to
and from string representation.
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8.7 YcTtaHoBKa Heobxoanmbix gpansepos CYB[]

Ons paboTbl BbICOKONPOU3BOAUTENbHbIX KOHHEKTOPOB (Hanpumep, ana CYB[ Oracle Database u
Microsoft SQL Server) Ha cepBepe Uan cepsepax, rae ycraHosneH Engine Tier, TpebyeTtcsa Hannume
YCTAHOB/IEHHOM U HAaCTPOEHHOM KJMEHTCKOM YacTh cooTBeTcTBYoWwmnx CYB.

[na pabotbl ¢ CYB/ Oracle Database TexHMYeCKM AOCTaTOMHO HaMuMe ycTaHoBeHHoro Oracle Instant
Client, c ykasaHuem nepemeHHbIx okpy»eHus ORACLE_HOME, TNS_ADMIN u NLS_LANG B ¢aiine
Server/DSEngine/dsenv.

[na ncnonbsosaHua JDBC-apaiBepoB COOTBETCTBYOWME BUBNNOTEKM [OMKHBI ObITb pasmeLLEeHbI B
dalinoBon cncteme cepBepa UM CepBeposB, rae yctaHosneH Engine Tier. JDBC-gpalisepbl npy 3TOM
OO/IKHbI BbITb 3aperncTpupoBaHsbl B dpaiine Server/DSEngine/isjdbc.config, npumep coaepnmoro
npueeaéEH HUXKe:

CLASSPATH=/jdbc/h2-2.0.206.jar;/jdbc/mssqgl-jdbc-8.4.0.jre8.jar;
/jdbc/postgresql-42.2.14.jar; /jdbc/ojdbc8.jar;/jdbc/db2jccd.jar

CLASS NAMES=org.h2.Driver;com.microsoft.sqglserver.jdbc.SQLServerDriver;
org.postgresqgl.Driver;oracle.jdbc.driver.OracleDriver;
com.ibm.db2.jcc.DB2Driver

3HauyeHuns nepemeHHbIx CLASSPATH 1 CLASS_NAMES goKHbI 6bITb YKa3aHbl B 04HY CTPOKY, be3
npobenos, 4Na pasaeneHns 31eMeHTOB MCMOJb3yeTc CUMBOA ;’ (TOYKa ¢ 3anATOoM).

Bonee noapobHas nHpopmaLma NO HAaCTPOMKE B3aMMOAENCTBUA C UCTOYHMKAMM AAHHbIX, BK/OYasA
obecneyeHne noaaepkkm Kerberos-ayteHtTndumkaumm u 3awmtol Tpaduka Ha 6ase npoTokona TLS,
npueegeHa B odmuManbHON AOoKyMeHTauum Ha IBM Information Server.

8.8 HacTtpowka npoektoB IBM DataStage

MNepen NoAroToBKOM 3aA4aHMN MAacCKMPOBaHUA HEOBXOAMMO BbINOIHUTbL pAA, HacTpoeK IBM DataStage B
cpene HcTpymeHTta «Administrator Clienty». PUCyHKM B TeKyLLEM pa3aene ABAAIOTCA CHUMKAMM 3KpaHa,
Nosly4eHHbIMM NPU paboTe € STUM UHCTPYMEHTOM.

Heobxoanmo obecneunTb KOPPEKTHYIO PaboTy C TEKCTOBLIMW CUMBOJIAMW B UCMO/Ib3YEMBIX CUCTEMAMM-
UCTOYHMKaMM KoaupoBKax. Hanbosiee yHnBepcaibHbIM BApUAHTOM ABAAETCA HAaCTPOWKa 418 paboTbl B
Koamposke UTF-8. Mpu paboTe ¢ 4aHHbIMM, UCMONb3YHOLLMMM CMECH TATUHCKUX U KUPUTINYECKUX
CMMBOJ10B, YacTO UCMONb3YIOT Koanposky CP1251.

Mpumep HacTPOEK NoKanusaumm gns Kogmposku CP1251 Ha o6LecncTeMHOM YPOBHE NpUBeaEH Ha
PUCYHKE HUXKe.
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Current ANS| code page:

[1251

Client/Server map in use:

[Ms1251CS

Install >> |

MpuMmep HacTPoeK NoKanusaumm gnsa KoampoBkn CP1251 Ha ypoBHe NpoekTa (HacTpamnsaeTcs ans
npoekta ANALYZERPROJECT v npoeKTa «Mo yMo4aHUo» 411 Nob30BaTeIbCKUX 3agaHul dstagel).

Default map name:

s 1| ServerLocales | Parallel Maps | Pagalel Locales |

|Ms1251

Server Maps | Server Logales | Pz
Default map name:

[AscL_Ms1251

ASCL_MS1252

ASCL_MS936

[<]

Install >> |

Ha ypoeHe npoekTa «dstagel» HeO6X0AMMO HAaCTPOUTb BO3MOMKHOCTb MCMO/Ib30BaHUA GYHKLMM
Runtime Column Propagation. [JononHWTEeNIbHO PEKOMEHAYETCA Pa3peLunTb yripaBieHue 3agaHnamm

yepes MHCTpymMeHT Director Client, 1 BKNOYMTb NO YMONYAHMIO FEHEPALIMIO ONepPaLMOHHbIX MeTadaHHbIX

(cM. pUCYHOK HUXKeE).
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Pemissions | Tracing | Schedule | Tunables | Parallel | Sequence | Remote| Logs|

V¥ Enable job administration in Director
¥ Enable Runtime Column Propagation for Parallel Jobs

( [~ Enable Runtime Column Propagation for new links

[~ Enable editing of intemal references in jobs
¥ Share metadata when importing from Connectors

Protect Project | Environment...

WLM default (MediumPriorityJobs) ~|

[ns ycKkopeHua 3anycKa 3agaHnin DataStage pekomeHA0BaHO YCTAaHOBWTbL HA YPOBHE NPOeKTa
nepemeHHyto okpyeHna APT_CONNECTION_PORT_RANGE B 3HauyeHune ot 900 go 1000
(ncnonb3oBaHMe 3HaYeHU 6onblie 1000 TpebyeT KOPPEKTUPOBKN APYrUX CBA3AHHbIX NapaMeTpoB).
[na ncnonb3oBaHUA MeXaHM3Ma CKaTUA AaHHbIX MPU XPaHEHUM CTPYKTYPUPOBAHHbIX HABOPOB AaHHbIX
DataStage cneayet Ha ypoBHe NpoeKTa YCTaHOBUTbL NepemeHHYto oKpyxeHna APT_DS_COMPRESSION B
3HayeHue 1.

Mpumep BbINOIHEHHbIX HACTPOEK MNOKA3aH Ha PUCYHKE HUXKe.

r Environment Variables

The following categorized environment variables are defined in this project. Either set a default value for an existing environment variable or add a new environment variable
to the user defined category. When you export or import environment variables, values are included.

Categories: Details:
- | I ~ T 9

E] Generd ~ - s . . . y | | Export to File...

. - Customize APT_CONNECTION_PORT_RANGE Sting Port range 500

&1 Paralel APT_DS_COMPRESSION i Enable data set comg 1 |

.~ Operator Specific AP I _IMPURI FOHCE QUU IE DELIM ; Import from File...

- Reporting | i Corfiguration databas $PROJDEF (Replace

¢\ Compiler | User password to acc

- User Defined i User name to access $PROJDEF (Replace
Set to Default
All to Default
Wariable Help |

| EN

8.9 YcTaHoBKa AONOMHUTENBbHbLIX KOMMNOHEHTOB pewerns

L[ ononHUTEeNbHbIE KOMNOHEHTbI peLleHnA NOCTaBAAKTCA B BUAE Ha6opa APXUBHbIX d)ai/'mos:
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— dsmask-jconf-bin.zip — cogepsnT KoHbUrypaLmoHHyo nporpammy «DsMask», npumepbl npasun
MaCKMPOBaHWSA, a TaKXKe reHepaTop CNpaBoYHMKOB ANA NoAcTaHOBOK PUO;

— dsmask-jmask-bin.zip — cogepkuT onepaTop macknposaHua «DsMask», npumepbl 3aaaHNI
DataStage ans pelueHuMs 33434 MacKMPOBaHUSA, MPUMEP CKPUNTa A1 3amnycKa NakeTHOro
MackunpoBaHua (MaskBatcher), a Takxe npMmepbl 3aMpPOCOB A5 NOCTPOEHNA ONepaLUMOHHbIX
OTYETOB MO pe3yabTaTam PaboTbl 3a4aHNII MAaCKMPOBAHUA;

— ia-bundle-ru-bin.zip — cogepnT NpumMepbl NONb30BaATENLCKMX KNACCOB AAHHbIX;

— dsmask-unig-bin.zip — coaepXuT cepBUC KOHTPOJIA YHUKAbHOCTU NOACTAaHOBOK.

YCTaHOBKa A0NO/IHUTE/IbHbIX KOMNOHEHTOB 3aKN04YaeTCA B PAcnaKoOBKe apXMBHbIX d)a[;il'IOB Ha cepsepe
(VII'IVI cepBepax) CUCTeMblI MaCKMpoBaHMA C HOCﬂe,ﬂ,y}OU.LEVI HaCTPOVIKOVI AONO/THUTE/IbHbIX KOMMNOHEHTOB.

8.9.1 PacnakoBka apXuBHbIX (pannos

ApXuB c onepaTopom mackuposaHusa «DsMask» Heobxoanmo pacnakosaTb Ha cepsepax C
ycTaHoBAeHHbIM Engine Tier, npu 3TOM NyTb YCTaHOBKM 40/IXKEH COBNaZaTb Ha BCEX cepBepax
(ctaHpmapTHOe 3HaueHne — /opt/IBM/Masker).

KoHurypaumoHHyto nporpammy «DsMask» HeobxoamMmo ycTaHOBUTL Ha TOM cepBepe (Tex cepsepax),
rae naaHupyeTca OcyLecTBAATb eé 3anycK. PEKoMeHA0BaHO HaiMumMe A0CTyna K obLuemy KaTtanory
(pasmewéHHomy B 0bLLEl ceTeBOM MO0 KNacTepHol GpalinoBoi cucteme) ANa coxpaHeHus
KOHPUrypaUMOHHbIX 6a3 AaHHbIX C TPOPUASMM MACKMPOBAHNA, a TaKKe 6a3 AaHHbIX CO CMPaBOYHUKaMM
NOACTaHOBOK.

ApxuB C NprMepamm NoAb30BATENBCKUX KNACCOB AaHHbIX HEO6X0AMMO pacnakoBaTb Ha O4HOM U3
CepBepoOB, rae YCTaHoB/EHbl KOMNOHeHTbI Services Tier, NOCKO/IbKY A1A PErMcTpaLmMm KNaccoB AaHHbIX
MCMNONb3yeTcsa BXOAALAA B COCTAB 3Toro cios ytuamta IAAdmin.sh. Kpome Toro, pacnakoBaHHbI apxus
JonxkeH BbITb AOCTYMNEH Ha Kaxaom u3 cepsepos Engine Tier gna AocTyna K CnpaBoYHUKam (cm.
onucaHue HacTponku nepemeHHon OPTIM_DCS_DICT B cneaytowem nogpasgene).

BHeLWHWI cepBUC KOHTPOISA YHUKAbHOCTM NMOACTAHOBOK HEOOXOAMMO pacrnakoBaTb B OTAE/bHbIN
KaTanor, UMetoLLMA A0CTATOYHbIA 06BEM ANCKOBOrO NPOCTPAHCTBA ANA pasmelleHna pabounx palinos
(oT 10 r'6aiiT) 1 BbICOKYO NPOM3BOAMTENLHOCTb BBOAA-BbIBOA (PEKOMEHA0BAHO Mcnoib3oBaHMe SSD).
OnNTMManbHO Pa3MeCTUTb CEPBUC KOHTPOAS YHUKANbHOCTM Ha BblAeNIEHHOM CepBepe AN UCKoYeHUA
KOHKYPEHUMK C APYTMMU CEPBMCAaMM 3@ BbIYMCIUTE/IbHbBIE PECYPCbI.

8.9.2 Pernctpauus npnmepoB onpeaeneHns KrnaccosB gaHHbIX

Mocne pacnakoBKM HEOBXOAMMO BbIMNONHUTL PETUCTPALMIO NMPUMEPOB ONpeaeneHni KNaccoB AaHHbIX.
[na 3TOro Mcnosb3yeTcs cneLmanbHbl CKPUMT, KOTOPbIM NPeACTaBAEH B TOM e apXMBHOM daiine (cm.
dannbl des-install.cmd u des-install.sh, B 3aBucMmocTu oT nnatdopmsbl). Heobxoammble HaCTPOMKK (MyTb
K uHcTannauum IBM Information Server, URL gns goctyna K cepBmcam, OTMH M Napo/ib NoJsib3oBaTtens),
KOTOpble He06X0AMMO CKOPPEKTMPOBATb Nepes, 3anyCKoM CKPUNTA PErMcTpaLmnmn KNaccoB AaHHbIX,
YyCTaHaBNMBAKOTCA B OTAeNbHOM daiine (cm. dannbl des-config.cmd u des-config.sh).
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[na ycTaHOBKM NyTW K KaTanory ¢ Gainnamm cCnpaBoYHUKOB, MCMONb3yeMbIX NPUMEPAMM onpeaeneHuni
KN1accoB AaHHbIX, HE06X0AMMO YCTaHOBUTL NepemMeHHyto oKpy*KeHma OPTIM_DCS_DICT.

YctaHoBKa nepemeHHoi OPTIM_DCS_DICT Ha obuiecnucteMHOM ypoBHe ana naatdopmbl Linux moxkeT
6bITb 0becneyeHa pegakTuposaHuem daina /etc/profile, inbo (npeanoutuTenbHo) cosaaHnem
JOMNONAHUTENBHOTO daiina ¢ HeobxoaMMmol HacTpolKol B KaTanore /etc/profile.d. Mpumep HacTpoiiku
ana nnatpopmbl Linux:

OPTIM DCS DICT=/opt/IBM/Masker/ia-bundle-ru/iadict
export OPTIM DCS DICT

Ona nnatpopmbl Windows ycTaHOBKY NepeMeHHOM OKpYKeHMA HeobXxoaMMo caenatb Ha
06LLLEeCUCTEMHOM YPOBHE (CM. CKPUHLLOT HUKE).

L Cwuctema = B
A B e« Currema v BeznnacHneTh b CUCTEMA v O Mowck B naHenw ynpaenedua 0
CBOMCTEA CUCTEMEI @
WmA komnbloTepa | OBopyacsanve | JononHWTensHe | YoanerHbid gocTyn J BalleM KOMMNbHOTERE
. HeoGxo Mo MMeTs NPasa aoMUHWCTPETOPE ANA MEMEHEHWA BONEUMHCTES
W NEPEYMCNEHHE NEPEMETDOE,
Iﬂsl 2MWEr
3 BeicTpoasACTE H o
MepemeHHble cpes! Nindows Server2012 R2
. BusyaneHeie =
"] BUPTYANELHOM |

[MNepeMeHHbIE Cpeabl NoNL30BaTENA ANA zinal

MepeMeHHan 3HAYEHME
Mpocuam none HOME 9LHOMEDRIVE % %:HOMEPATHY: e Processor 3.69 GHz
MapameTpel p TEMP %l ISERPROFILE%:\AppData\Local Temp

TMP %uUSERPROFILE%: \WppData\Local iTemp

IH38 CMCTEME, Npoueccap x64d
Jarpyska u Be CozAaTh. .. WM3MEHUT. .. YaanuTe HELOCTYNHEI ANA 3TOMC 3KPaHa
3arpysKa v BC
CHETEMHEIE NEPEMEHHEIE ynnel
B zmenue

MNepemMeHHan 3HaYeHue ~ & napaMeTphi

OPTIM_DCS_DICT  C:\TBMMaskerlia-hundle-riiadict

05 Wi WzmeHeHWe CCTEMHOR NepemMeHHoR

Path C:

PATHEXT i

MMA MepeMeHHoIN: | OPTIM_DCS_DICT| |

Ce

SHaqenue nepementol: | C:\IBMMaskerja-bundle-ruljadict WMCNONB30BAHME

u Malikpocodt

Lientp obHoBnEHNA TR HWTB KNFOY NPOgyKTa

LienTp nogaepsxn

8.9.3 Perunctpauus onepatopa MackupoBaHus

OnepaTop MmackupoBaHma «DsMask» Heobxognmo 3apernctpmpoBaTs B dpaine onepaTopos Java (daiin
Server/DSEngine/JavaStage.config). Mpumep CTPOKK A41a perncrpaummn onepartopa:

classpath:com.ibm.dsmask.DsMask = /opt/IBM/Masker/dsmask-jmask/lib/*
AHanornyHbii npumep ana nnatdopmbl Microsoft Windows:
classpath:com.ibm.dsmask.DsMask = C:\\IBM\Masker\\dsmask-jmask\\1lib\\*

Mepesanyck cepBMCOB NOC/e U3MEHEHMSA coaepMmoro daina JavaStage.config He TpebyeTca.
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8.9.4 Hactpownka cepBuca KOHTPOSIS YHUKaNbHOCTU

CepBUC KOHTPO/IA YHUKAZIbHOCTU HEOBXOAMMO HACTPOUTL NYTEM PeAaKTUPOBaHUA NapameTpoB B daine
unig-service-config.xml.

Onucanue napameTpoB CepBUCA KOHTPO1A YHUKA/ZIbHOCTU nNpueBeaeHO B Ta61w|u,e HUXe.

Mapametp OnucaHue

workDir KaTanor ans pasmeleHus pabounx ¢painnos. MonHbI 1M60 OTHOCUTENbHbIN
NyTb K KaTtanory

shardCount Konunuyectso pabounx dpaiinos. PekomeHA0BaHO UCNONb30BaTh 3HaYEHME MO
ymonvaHuio (100)

cacheSizeMB O6bEM KaW-061aCTM B ONEPATUBHOM NaMATM Ha KaxKablit pabounit paiin, B
merabalitax. OnpegenseT TpeboBaHUA CEPBMCA K JOCTYNHON onepaTUBHOM
NamATH, yBEIMYEHME 3TOFO NAPaMETPa MOKET NOTPebOBaTb KOPPEKTUPOBOK
CKpMNTa 3anycKa cepauca

lazyCommitPeriod | Mepuogn4HOCTN NPUHYANTENBHOTO NOATBEPKAEHMA TPAH3aKLMI, B CEKYHAAX.
PekomeHA0BaHO MCMONb30BaTb 3HaYeHMe No ymoaYaHuio (60)

svcPort Homep nopTa gns npuéma KANEHTCKMX coegMHeHUI. 1o ymonyaHuio
ncnonb3yetca 3HaveHne 27500.

svcHost AZpec, Ha KOTOPOM CEPBUC JO/IKEH MPUHUMATL coeanHeHns. MNpu
MCNO/Ib30BaHWNM 3HaYeHMA No ymonyaHuio (127.0.0.1) cepsuc aonxkeH bbiTb
3anyweH Ha ysne Engine Tier

svcSecret Kntou gna noakatodYeHua KINeHToB K cepsucy

[na paboTbl cepBmrca KOHTPOJIA YHUKAZIbHOCTU HEOBXO4MMO CO34aTh OTAE/bHYIO TEXHONOTUYECKYIO
YYETHYIO 3anunCb, cAenaTb eé BagebLieM pacnakoBaHHbIX GalioB 1 paspeLLnTb UCMOIb30BaHME
HEeobX0AMMbIX CUCTEMHbIX PECYPCOB: ONEepPaTUBHOM NamaTK (No ymonyaHuio He meHee 10 M6aiiT),
NpPOLECCOPHOro BpemeHu, GpainoBbIx 4eCKPMNTOPOB (Mo ymonyaHuio He meHee 300), OTKpbITUE
ceTeBOro nopta. TaKKe 411 CepBMCA KOHTPOAS YHUKA/IbHOCTM HEe06X0AMMO 0becneymnTb
aBTOMATUYECKUII MO0 PYYHO 3aNyCK, YTO MOKET BbiTb PeaM30BaHO Yepes CPeaCcTBa YNpaBIeHUs
cUCTEMHbIMMK cepBucamm (nog Linux — systemd).

8.9.5 lNpoeepka paboTocnocobHOCTH

[na npoBepkun paboTocnocobHOCTM YCTaHOBIEHHbIX KOMMOHEHTOB MOHO MCMO/1b30BaTb NPUMEPbI
3agaHuii DataStage 1 NpaBul MAacKMPOBaHUS, MOCTaBASEMbIX C pelieHnem. MpoBepKa OCyLLEeCTBAAETCA
cnepyowmm obpasom:

1. B TectoBol UcxoaHon B BbibupaeTca Tabanua Ans MackKMpoBaHUS.

2. MeTagaHHble Tabaunupsl nmnopTUpytoTcsa cpeacteammn Metadata Asset Manager B penosuTopuii
MeTaAaHHbIX.

3. TMonA BbI6paHHOM TabMLLbI Pa3MeYatoTCsA KAaccamm AaHHbIX, /15 KOTOPbIX eCTb MpUMepbl
MpPaBuA MacKMpPOBAHUA.
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4. TMoparotaBauBatoTca 3HaYeHMA Habopos napameTpoB «DbParams» n «DbOutParams» gns
BXOAHOW 1 BbIXOAHOM 633 AaHHbIX.
5. BbINoaHAETCA TECTOBbIN 3aMyCK 3a4aHMA MAaCKMPOBAHMA U KOHTPO/b €70 Pe3yAbTaToB.

Mocne yCcnewHoro BbiNnOJIHEHNA TECTOBOIO 3anyCka 3a4aHNA MaCKNMpPOBaHUA peLleHNE TOTOBO K
NPUMEHEHUIO.

8.10 3anyck n octaHoBka koMmnoHeHToB IBM Information Server

8.10.1 O6wume cBeageHus o nopsiake 3anycka U OCTaHOBKM KOMMNOHEHTOB

B wraTHOM pexxknme paboTbl 3anyck KomnoHeHToB IBM Information Server ocywectenaercs
aBTOMATMYECKM MPU 3arpy3Ke COOTBETCTBYIOLLErO CepBepa UM CepBEPOB, a OCTAaHOBKA NPOUCXOAMUT Npun
3aBepLueHMmM paboTbl UAKN Nepesarpyske.

Mpoueaypa py4yHoro nepesanycka ana naatoopm Linux/UNIX onncaHa B cregytoliem AOKYMEHTE:

https://www.ibm.com/support/pages/how-manually-stopstart-ibm-infosphere-information-server-services-unixlinux

Mpn HE0HXOANMOCTN OCHOBHbIE OMEpPALIMM PYYHOro Nepesanycka MoryT HbiTb cObpaHbl B CKPUNTbI
PY4YHOW OCTaHOBKM M 3amycKa, KoTopble 6yayT nnathpopmMeHHO-3aBUCUMbIMU (B YaCTHOCTU, COCTaB
BbI3bIBAEMbIX KOMaHZ, oTandaetca ans Linux u AlX).

8.10.2 OTKNIYeHNne aBTOMaTUYECKOro 3anycka KOMNOHEHTOB (OMNLUMOHarnbHO)

YacTo Ha cTeHAax pa3paboTKM U CONPOBOKAEHMA KOHOUTYPALMIA MAaCKMPOBAHWUA AAaHHbIX OKa3blBaeTcA
efaTeNbHbIM PyYHOE yrnpaBaeHue 3anyckom 1 0cTaHoBKoM cepsucoB IBM Information Server.

[na oTKAoYEeHNA aBTOMATUYECKOro 3anycka cepsucos IBM Information Server npu 3arpyske
KomnbloTepa nog ynpasneHnem Microsoft Windows mMoKeT ncnonb3oBaTbCa CKPUNT «iis-services-
manual.cmd», BKNOYEHHbIN B cocTaB aucTpmnbytmuea moayns dsmask-jmask. Mocne nepesoaa cepsucos
B PEXXMM PYYHOTO 3aMnycKa C MOMOLLbIO 3TOMO CKPUMTA, 3aMyCK M OCTaHOBKA Bcex cepsucos IBM
Information Server MosKeT BbINOAHATLCA CKPUNTamMM «iis-services-start.cmd» m «iis-services-stop.cmd».

B cnyyae yctaHoBKM cepsepa IBM Information Server Ha nnatdopme Microsoft Windows 3anyck
KomnoHeHTa DataStage Flow Designer ocywiecTsnsieTca npu Bxoae nosib3osatens B cuctemy. OTKAIOUUTD
aBTOMATUYECKMIA 3aMyCK 3TOrO CEPBUCA MOXKHO NYTEM yAasIeHUA 3HAYEHMUA
«IBM_DataStage_Flow_Designer» 13 cneaytoluero Katoda peectpa Windows:
«HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Run».
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