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1 O6uiee onncaHKe NPOTOTMNA pPeLleHus

MpoToTUN peLleHma No MacKMPOBaHUIO AaHHbIX Ha naatdopme IBM Information Server npeacrtasnser

coboi npumep YacCTUYHOM peannsaumnmn 3aaa4mn BbICOKONMPOmM3BoanNTE/IbHOIo CTaTU4eCKOro

MaCKMpPOBaHMA AaHHbIX Ha OCHOBE NpPaBuU/1 MaCKMPOBaHUA, 3a4aHHbIX B OTHOLWEHNN BUAOB

KOHbMAEHUMAaNbHOM MHbOPMaL UK.

MpoTOoTMN pelleHmns UCKAoYaeT HeOBXOAMMOCTb B HACTPOMKE KOHKPETHbIX onepaumii MackKupoBaHMA

ONA OTAEeNbHbIX TabauL, 1 Nosie, BMECTO 3TOro OCYLLECTBAAA aBTOMaTUYECKNIM noabop npasua

MaCKMpPOBaHNA UCXodAa U3 NPUCBOEHHbIX MO/IAM KNaCCOB AaHHbIX.

OpFaHVI3aLI,VIFI npouecca MmaCKkMpoBaHUA BKNKOYaeT B ceba cornacoBaHHble ,D,EVICTBMH HEeCKO/ZIbKNX BN40B

nonb3oBaTesiell CUCTEMbI:

1.

AHaANUTUKM OCYLLLECTBAAIOT NPodUAMpPOBaHNE AAHHBIX (ONpeaeneHne BUAOB XPaHUMOW
KOHOUAEHUMANBbHOW MHOPMaUUK) BPYYHYO MO C UCNOb30BaHNMEM aBTOMATU3NPOBAHHOIO
MHCTPYMEHTa NpodunmpoBaHms, U nybanKyoT pe3yibTaTbl NPodUANPOBAHMA B €4UHbIN
PEeNo3nTOpUIA MeTagaHHbIX.

MH»KeHepbl N0 MaCKMPOBAHMIO HACTPAMBAIOT U OT/IAXKMBAIOT NPaBUIa MAaCKMPOBaHMUA B
COOTBETCTBUM C AENCTBYIOLWMMU TPEOOBAHUAMM, YKA3bIBAA KACCbl MAaCKMPYEeMbIX AaHHbIX,
a/IrTOPUTMbl MaCKMPOBAHMA 1 NapameTpbl aITOPUTMOB.

Cneumanunctbl No 6€30MacHOCTU KOHTPOIMPYIOT pe3ybTaTbl M NPoLEeAypPbl MAacKMPOBaHWS, B
TOM Yuncae NPoBoAA NPUEMKY NPaBMU MAacKMPOBaHMA (MpoBepsas oTcyTcTBME
KOHOUAEHUMANBbHOW MHOPMALUMKM B 3aMACKUPOBAHHbIX KONWUAX AaHHbIX).

MoTpebuTtenm 3amackMpoBaHHbIX KOMUIA AAHHbIX MOAYYAlOT K HUM A0CTYN B pesysibTaTe
PerynspHbIX UAU MHULMMPYEMbIX MO 3aMpOCy 3aMyCKOB NPOoL,Eecca MacKMpPOBaHMA.

MpoToTnn peLleHna N0 MAaCKMPOBAHMIO AAHHbIX BKAOYAET B cebs cneayrouime KOMMNOHEHTbI:

Information Governance Catalog (IGC) — coctaBHas yactb IBM Information Server,
obecneynBaroLLan BegeHWe ONMCAHNIA KNAcCcoB AaHHbIX (MPUMEHUTENbHO K BUAAM
KoHdUaeHUManbHOM MHGOPMaLMK), CBA3AHHbIX BU3HEC-TEPMMHOB U KaTeropuin (npu
HeobXxoaAMMOCTH), a TaKKe OnMcaHuii 6a3 AaHHbIX, cxem, Tabauy, 1 none.

Information Analyzer (1A) — coctaBHas 4acTtb IBM Information Server, obecneunsatoluas
aBTOMaTM3MPOBaHHbIVM NOUCK KOHPUAEHLMANbHON MHPOPMALLMM B MacCMBaX AaHHbIX (B NepByto
ouyepeab B pPeALMOHHbIX 6a3ax faHHbIX), C NOALEPMKKOWM CONOCTaBAEHNA KOMIOHOK C K/laccamm
AaHHbIX KOHPUAEHUMANbHOM MHPOPMALMN.

DataStage (DS) — coctaBHas 4acTtb IBM Information Server, peanusytouian nnatdopmy
maclwTabupyemoit maccuBHo-NapannesbHon 06paboTKM AaHHbIX U BKAOYaloLWwas B cebsa
KOHHEKTOPbI A4 pa3/INYHbIX TUNOB 633 AaHHbIX.

Mpumepbl 4ONOAHUTENBbHbIX KNACCOB AaHHbIX, paclumpAatowme noctasasemolii ¢ Information
Server Habop CTaHZAPTHBIX KNAaCcCOB AaHHbIX TMNOBLIMU BUAAMW KOHOUAEHUMANBHOM
nHpopmaumm ans Poccuinckon deaepaumm.

KoHdurypaumoHHasa nporpamma «DsMask» — nporpammHoe cpeactso, popmupytouiee
NPOGUAM MaCKUPOBAHUA ANA UCXOLHbIX TabaNL, C yKazaHMEM KOHKPETHbIX onepaLmin Haz,
NOJIAMM HAa OCHOBE HACTPOEHHbIX NPABU MACKMPOBAHMA N MPUCBOEHHbIX KNACCOB AAaHHbIX

nonen.



— OnepaTtop macknpoBaHus «DsMask» — nporpammHoe pacwmnpeHme IBM DataStage,
obecneunBatoLee HENOCPEACTBEHHYIO 3aMEHY UCXOLHbIX 3HAYEHMN KOMIOHOK Tabany, Ha
3aMacCKMpoBaHHble 3Ha4YeHMs B pamKax 3aaaHunii IBM DataStage.

— [Npumepbl NpaBMa MaCKMPOBAHUA, LEMOHCTPUPYIOLLNE NCNONb30BAHME aNTOPUTMOB
MaCKMPOBaHUA A/1A OCHOBHbIX BUAOB KOHOMAEHUMANBHOM MHbOPMALUN.

— MNpumepsbl 3agaHnin DataStage gns macKMpoBaHMA JaHHbIX U ana GoOpMMpPOBaHMA
CNpPaBOYHUKOB.

MacKkupoBaHne MOXKET OCYLLECTBAATLCA B O4HOM U3 ABYX PEXKUMOB: NOTOKOBOM PEXMME U peXnme

MaCKMpPOBaHMNA Ha MeCTe.

MpY MacKMpPOBaHMM B NOTOKOBOM PEXKMME YTEHNE NCXOAHOM MHPOPMALMKM OCYLLECTBAAETCA U3 OAHOM
KONuW Mackmpyemoi BJ1, a pe3ynbTaTbl MaCKMPOBaHMA 3aNUCbIBAOTCA B APYTYIO KOMUIO.

MpY MacKMpoBaHMM Ha MecTe UCMnob3yeTca ogHa b, npn 3ToM UCXOAHble AaHHbIE YMTaKOTCA U3 3TOM
B/, pe3ynbTaTbl MacCKMPOBaHMA BPEeMEHHO COXPaHAIOTCA B CXKaTbIX Gpaliaax Ha cepBepe MacKMpoBaHuA, a
3aTem NPOM3BOAMNTCA 3aMeHA UCXOAHbIX AAHHbIX HA 3aMaCKMPOBaHHbIE MYTEM OUMCTKM MaCKMPyemoi

Ta6l1VILI,bI M 3arpy3Kn B HEE 3aMACKMPOBAHHbIX JAHHbIX.

MpaBunaa MackMpoOBaHMA MOTYT NPUMEHATLCA KaK K OTAENbHbIM NoAAM (Hanpumep, Homep 6aHKOBCKOM
KapTbl), Tak M K rpynnam nonei (Hanpumep, PUO B BUAE TPEX OTALNbHbIX MOAEN), U MOTYT
MCMO/b30BaTb B CBOEW JIOrMKe MHOOPMALMIO U3 He-MaCKMpyeMbIX (He-KoOHGUAEHLMaNbHbIX) nonei
(Hanpumep, ncnonb3oBaHKe NpU3HaKa noaa Npu macknposaHumn ®N0).

MpaBunaa MacKMpOBaHMA CTPOATCA Ha OCHOBE BbI30BOB a/IrOPUTMOB MaCKMPOBAHMA U YCTaHaBNBAIOT:
—  BUAbI KOHOUAEHUMANbHOM MHOPMALMKM (KNaccbl AaHHbIX), MacKMpyemble C UCNo/b30BaHMEM
KOHKPETHOro npasuna;
—  nocneaoBaTe/IbHOCTb BbI30BaA a/IFOPMTMOB MaCKMPOBaHWA B BUAE LWIAros COOTBETCTBYIOLLErO
npasuna;
— napameTpbl BbI30Ba a/ITOPUTMOB MaCKMPOBaHMA (4NA HacTpanBaemblX aArOPUTMOB);
—  nopAagoK nepegayy sHaYeHUIN Mexay Wwaramm npasmnaa MackMpoBaHuA.
TaKan opraHusauma npaBmMa MacKMpPOBaHUA MNO3BOAET OCYLLECTBAATb MMOKYI0 HACTPOMKY NOTMKK

npasua 6e3 HeobxoAMMOCTHM BbINOAHATb 60/1bLLION 0OBEM NPOrpPaMMUPOBAHUA.

2 XapaKTepUCTUKa KOMMNOHEHTOB NPOTOTUNA pelleHuna

2.1 Cxema MPOTOTUMA peWeHNA MO MaCKNMPOBAHUNIO AdHHbIX

Obuian cxema NPOTOTMNA PeLleHMA NO MacKMPOBaHMIO MPMBEAEHA HUXKE Ha pUcyHKe 1 Huxe.

CUHMM UBETOM NOKasaHbl 3nemeHTbl naaTdopmbl IBM Information Server, éntbim — 4ONONAHUTENbHbIE
KOMMOHEHTbI B COCTaBe NPOTOTMNA pelleHns, 3e1EHbIM — UHGOPMALIMOHHbIE 0O BEKTHI,
popabaTtbiBaemble nan paspabaTbiBaemble NPU BHEAPEHUN PELLEHMA MO MAaCKMPOBAHUIO, OPaHKEBbIM —

UCTOYHUKKN N NOoNyYaTenn gaHHbIX.
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PucyHok 1. O6uwias cxema npomomuria peuweHus rno MackupogaHuo OaHHbIX

2.2 IBM Information Governance Catalog

IBM Information Governance Catalog — 3To MHCTPYMEHT Ans yrnybnéHHol paboTbl C MeTagaHHbIMU
(bunsHec, TeXHUYECKMMM M oNepaLMOHHbIMU): BeAeHUA BMu3Hec-rnoccapma NpeanpusaTus, onnucaHna Bcex
MHPOPMALMOHHbBIX aKTUBOB KOMMNAHUM, YNPaBAEHMA B3aUMOCBA3AMMN MEXKAY PA3NYHbIMU TUMAMMU
MeTaZaHHbIMK, BU3yann3aummn NoHbIX NyTein ob6paboTKM AaHHbIX OT UCTOYHMKA BMNAOTb A0 Nonew
OTYETOB 1 Ap.

B pamKax pelueHua No MacknpoBaHuio gaHHbix IGC obecneynBaeT BegeHUe nepeyHs BUA0B
KOHOUAEHUMANbHOW MHOPMaUUK B BUAE cneumanbHbiX MHGOPMALMOHHbBIX OO bEKTOB — KJ1accoB
AaHHbIX. K Kaxgomy Knaccy gaHHbIX NpUnucaHbl NpaBuaa nomcka (0bHapy»KeHunsa) cooTBETCTBYOLLEN
3TOMY K/laccy MHPOpMaLMn, KOTOPble UCNOb3YHOTCA NPU NPOPUANPOBAHMM AAHHbIX B UHCTPYMEHTE
IBM Information Analyzer.

IGC Tak:Ke obecneunBaeT BegeHUe onncaHuii 6as AaHHbIX, TabauL, U NONEN, U MOMKET MPUMEHATLCA KaK
eMHbIA Peno3nTOPUN COOTBETCTBYIOLLMX METaZlaHHbIX NPWU paboTe KoMaHA BHeApPEeHMUA U
COMPOBOXAEHMA PELLEHMA MO MAaCKMPOBAHMUIO.

K Ka)KaoMy Noto MoKeT BbITb MPUNNCAH KNacC AaHHbIX, KOTOPbI XapaKTepmnsyeT XpaHMMYIO B 3TOM
none MHGopmaumio. PelieHre No MacKMpOBaHUIO MCMONb3YET XpaHumble B IGC cBeaeHUn o
NPUNUCAHHBIX NOAAM TabanL, Knaccax KOHPUAEHUNANbHOW MHPOPMALMKN AN MPUMEHEHUA K 3TUM
NONSIM COOTBETCTBYIOLLMX NPABMUA MAaCKMPOBaHUA.

2.3 IBM Information Analyzer

NHcTpymeHT IBM Information Analyzer npesoctaBnseT BO3MOXKHOCTM 18 NPodUANPOBAHNA AAHHbIX,
YMeHbLUatowMe 3aTpaTbl U PUCKM MPOEKTa NOCPEeACTBOM OMNePaTUBHOIO BbiABAEHMA Npobaem ¢
KQueCcTBOM JaHHbIX U MOHUTOPWUHIA U3MEHEHWI B CTPYKTYPE AaHHbIX N B KOHTEHTE.



MeToabl NPodUAMPOBaHMA AAHHbIX KOHLLEHTPUPYIOTCA HA KOHTEHTE AaHHbIX: OHW UCCNeAYIOT 3HaYeHuA
B Ka)XA0M CTON6LE, M3BAEKAIOT A0NONHUTENbHYIO MHPOPMALMIO M3 3TUX 3HAUYEHWNI, @ 3aTEM MUCMONb3YIOT
3Ty MHGOPMALMIO ANA OLLEHKWN CTPYKTYPHOM LLeNOCTHOCTU UCTOUHUKOB AaHHbIX U OTHOLLEHUIA MeXKay

HUMMW.

B pamKax pelueHMsa No MackMpoBaHMIO gaHHbIX |A obecrneymBaeT NOMCK CKPbITOM KOHOUAEHLMANbHOM
MHpOpMaLMM NPU OTCYTCTBMU TOYHOM anpUOpPHOI MHPOpMaLMK O eé pasmeLleHnn. Pesynbtatbl paboThbl
IA NpenoCTaBAAOTCA NOMb30BaTENO-aHAIMTUKY, KOTOPbIN MOXKET NPOKOHTPOIMPOBATL NPABUIbHOCTb
BblI6OPA K/1AaCCOB AaHHbIX A4/1A KOJIOHOK TabsuL, a 3aTemM onyb/MKoBaTb YTOYHEHHbIE Pe3y/bTaTbl
aHann3a B LLEeHTPa/IM30BaHHOM PENO3UTOPUM METaAaHHbIX, NOALEPHKMBAEMOM MHCTPYMEHTOM IBM
Information Governance Catalog.

2.4 IBM DataStage

IBM DataStage npeacrtaBnaet coboi rnbkyto, pyHKLMOHaNbHYIO M MaclTabupyemyto naatbopmy
WHTerpaumm gaHHbix. ObecneunBaeTcsa Kak BepTMKanbHoe (B paMKax O4HOro cepBepa), Tak U
ropmMsoHTasbHOE (B pamMKax KiacTepa cepBepoB) macliTabupoBaHue, c obecnedyeHnem npakTUYecKku
JIMHEHOTro POCTa NPOU3BOAMUTENBHOCTM NPU YBEANYEHUUN AOCTYMNHbIX BbIYUCIUTENBHBIX PECYPCOB.

B coctase IBM DataStage npeaycmoTpeHbl KOHHEKTOPbI K MPAaKTUYECKM BCEM BUAAM UCTOYHUKOB
OaHHbIX, NPUYEM ans 60NbLUIMHCTBA NpoMmbiwaeHHbix CYB/ npeaycmoTpeHbl ONTUMU3UPOBAHHbIE
KOHHEKTOPbI, peanmsytoLine BbICOKOCKOPOCTHYIO 3arpy3Ky 1 BbIFPY3KY AaHHbIX.

2.5 KoHourypaumoHHasa nporpamma «DsMask»

KoHourypaumoHHaa nporpamma «DsMask» npMHMMaeT Ha BXOA KOMMNEKT NPaBMU MacKMpPOBaHMS, a
TaK¥Ke CBeLeHMA O COOTBETCTBUM KNACCOB KOHPUAEHLMANBbHON MHPOPMALMN KOSIOHKaM Tabauu,
3apUKCMpOoBaHHbIe MO pe3yabTaTaM NPodUANPOBAHUA AaAHHbIX B UHCTPYMeHTe |A n onybankoBaHHbIe B
peno3suntopmnun metagaHHbix IGC.

PesynbtaTom paboTbl KOHPUrYPaALMOHHOM NPOrpaMmmbl ABAAKOTCA NPOPUAM MACKMPOBAHMA Tabauul, B
Ka*KZOM M3 KOTOPbIX YKa3aH nepeyeHb gencteuii (GakTuyecku, cneumanbHas MMHU-NPOrpamma) no
MaCKMPOBAHWIO KOJIOHOK COOTBETCTBYIOLLEN TabaunLbl.

MNpodnam mackMpoBaHMA COXPaHAOTCA B KOHPUIypaunoHHyto 6a3y AaHHbIX dopmata H2
(http://h2database.com/), KoTopan B AanbHeNWEeM UCNOb3YETCA ONepaTopPoOM MacKMPOBaHMA

«DsMask». NaeHTuduKauma npodumaeit MacKMpoBaHMA OCYLLECTBAAETCA MCXOAA U3 3aUKCUPOBAHHOIO
B PEMno3MTOPUN MeTaAaHHbIX MOJIHOrO NOTMUYECKOro MMeHM Tabaunupbl, BKAOYaa nma 6asbl AaHHbIX, UMA

CXeMbl U UMA Ta6}'IVILI,bI.

KoHdurypaLuMoHHasa nporpamma oCyLLecTBASET 6a3oBble NPOBEPKN KOPPEKTHOCTM NPaBU
MaCKMpPOBaHMSA, BKAOYAA MPOBEPKY CUHTAKCMCA CKPUMNTOB Ha A3blke Groovy M NPoBEpPKY HaIMuus
HeobxoaMMbIX aTPMBYTOB B 31eMEHTaX MPABUI MaCKMPOBaHUSA. BbiBogUMbIN Mo utoram paboTbl
KOHUIypaunOHHOM NporpamMmmbl TEKCTOBbIN OTYET BKAOYaeT B ceba nHopmaLmio o cocTaBe
chopMMUPOBAHHbBIX NPOdUIEN MACKMPOBAHMA U O BbINOJIHAEMbIX B PaMKaXx KaxKaoro us atux npodunen
onepaumsax MacKMpoBaHMA.



2.6 OnepaTtop mackmpoBaHmna «DsMask»

OnepaTtop mackmpoBaHusa «DsMask» npeactasnseT coboi peanmsaumnto JOrMKM N0 MacKMpPOBaHMUIO
TabNMYHbIX (CTPYKTYPMPOBaHHbIX) AaHHbIX B BUAE Y313 06paboTku «Java Integration Stage» gna cpegpbl
BbinonHeHua IBM DataStage.

Mpu HaCTpoMKe onepaTopa MaCKMPOBaHUA 0/IKeH BbITb YKazaH NPodUIb MacCKMPOBaHUSA (fornyeckoe
UMSA Tabanubl, BKAKOYAA MMA 6a3bl AaHHbIX, CXEMbl U COBCTBEHHO TabuLbl), KOTOPbLIN 1 onpeaenseT
coctaB ob6pabaTbiBaeMbiX KONOHOK TabauLbl U MPUMEHAEMbIE a/ITOPUTMbI MaCKUPOBaHUA. PeanbHble
(dmsnueckme) umeHa BXOAHbIX U BbIXOAHbIX TabauL, Ha paboTy onepaTopa MacKMPOBaHUA HUKAK He

BNNAIOT.

Mpodunb mackMpoBaHMA 3arpyrkaetca u3 KoHpurypaumoHHon 6asbl gaHHbIX B popmate H2,
NoAroTOB/NEHHOM C MOMOLLBIO KOHPUIYPALMOHHOM nporpammbl «DsMask». KoHdurypaumoHHaa 6asa
[OaHHbIX XPaHUT NPOU3BOJIbHOE KONMYECTBO Npoduaein MaCKMPOBAHUSA, MPM 3TOM ONepaTop
MaCKMPOBaHUSA 3arpyKaeT Ans cBoel paboTbl 0AUNH (YKa3aHHbIN) Npodunsb.

Mpwn pa60Te onepatopa MmaCKMpoBaHMA OCYLLECTBNAETCA 3aMeHa 3HaYeHUM KOJIOHOK, BXOAALWMNX B
I'IpOCbVI}'Ib MaCKMpoBaHMA, 3aMaCKMpPOBAHHbIMWN 3HAa4YEHNAMMU, BbIYUCNIEHHBIMU Ha OCHOBE
YCTaHOB/1EHHbIX I'IpOCI)MﬂEM MaCKMpPOBaHUNA aITOPUTMOB MaCKNPOBaHUA. 3Ha4yeHMA KONOHOK

obpabaTbiBaemon Tabaunubl, He BxogALwmMe B NPodnib MaCKMPOBaAHMSA, OCTAOTCA HEM3MEHHbIMM.

OnepaTtop MackMpoBaHUA B3aMMOAENCTBYET CO BCMOMOraTe/IbHbIM CEPBMCOM KOHTPOAA YHUKAIbHOCTH,
KOTOpbI 06ecneynBaeT 06HapyKeHNe KOAAN3UIA NP MaCKMPOBAHMM Ha OCHOBE a/If0PUTMOB C
pacyéTom xew-Koao8. CepBnC KOHTPONA YHUKANbHOCTM BEAET TabAnLYy COOTBETCTBMA 3aMaCKMPOBaHHbIX
N UCXOAHbIX 3HAYEHWIA, UTO M NO3BONAET 0OHAPYKUTb CUTYaLMM NOAYYEHUA NOSHTUYHBIX Pe3ybTaToB
MaCKMPOBaHMA ANA Pa3HbIX UCXOAHbIX 3HAYEHUA.

2.7 ﬂpl/ll\/\epbl AOMOJTHNTEJIbHbBIX K/1aCCOB I-(OHd)VI,EI,eHLI,I/la}'IbeIX AdaHHbIX

B cocTaBe npoToTMNa pelleHna noctasaseTca Habop NPUMEPOB onpeaeneHmi KNaccos

KOHOMAEHLUMANbHbIX AaHHbIX B C/IeAYIOLLEM COCTaBe:

OPTH ansa topuanyecKmx auu U MHANBMAYANbHbLIX NpeanpuHUMaTenei;

2. Homep nacrnopTa rpaxkgaHuHa Poccuinckon depepaunu;

3. HOMep 3arpaHMYHOro nacrnopTa rpakaaHuHa Poccuinckon Pegepaunm;

4. HaMmeHOBaHWe OpraHM3aLnK, BblAaBLIEN AOKYMEHT, YAOCTOBEPAIOWMNIA NIMYHOCTD rPa*KaaHMHa
Poccuiickoin Pepepaumu;

5. CHWUNC,

6. WHH ana ¢pmsmnyeckoro nam topmamMyeckoro amua;

7. damuama, Ma 1 0TYECTBO Ha PYCCKOM f3blKe (Lennkom nnbo pasaenbHbIMU Nonamm);

8. nouToBbIV agpec;

9. HasBaHWe npodeccun.

Ona naeHTMdMKaLmMm Taknx BUA0B KOHOMAEHUNANBHBIX AaHHbIX, Kak N0, nouTOBbIN agpec U HazBaHMe
npodeccmn, UCNONb3YHTCA CNPABOYHMKM, NoCcTaBasiemble B Buae CSV-daiinos B Kogmnposke UTF-8. Mpu
HEeoHX04MMOCTU COAEPKMMOE NCMO/Ib3YEMbIX CMPAaBOYHUKOB MOXKET ObITb LOMNOSHEHO UK
CKOPPEKTUPOBAHO B COOTBETCTBUM C peasibHbIM HaNnOJHEHMEM COOTBETCTBYHOLLMX NOAEN UCTOYHUKOB

OaHHbIX.



3 BcTpoeHHble anropntMbl MaCKMPOBaHMUA

MpoToTMN peleHna BKAKYAET B cebs BCTPOEHHbIE aNITOPUTMbl MAaCKMPOBaHNA caeayrowmx sBsnaos:

1. XewwnpoBaHue 6e3 coxpaHeHUA GpopmaTa MCXOLHOTO 3HAYEHMUSA.
XewmnpoBaHue ¢ coxpaHeHnem GopmaTa UCXOLHOMO 3HAYEHUA.
MoacTaHOBKA 3HAYEHMI HA OCHOBE XeL-KoAa UAM UCXOLHOFO 3HAYEHMUS.
BcnomoratenbHble aAropuTmMbl MOATOTOBKM AAHHbIX.

BbizoB anroputmos Optim Data Privacy Providers Library (ODPP).

BbI30Bbl NO/1b30BATENLCKUX CKPUNTOB.

N o v ks~ wnN

KOHTpPOAb YHUKANbHOCTU NOACTAHOBOK.

3.1 XewwmnpoBaHue Hbe3 coxpaHeHMs GopmaTa

ANropuTmbl XelwmnpoBaHma 6e3 coxpaHeHns dopmaTa MCNOAb3YIOTCA ANA COrlacoBaHHOM HeobpaTumon

3aMeHbl UCXOAHbIX 3HAYEHUI U BKAKOYAIOT:

—  PacyéT YNCNOBOrOo XeLl-KoAaa;
—  pacyéT ABOMYHOrO Xell-KoAa.

Mpwn HaCTpOﬁKe aAJ/ITOPUTMOB MOXKET OMNMUMOHA/IbHO YKa3blBaTbCA K/1HOY MHULIMATN3ALUNUN, 3aMeEHa

3Ha4YeHMA KOTOPOro No3BoaAEeT USMEHUTL pPe3y/ibTaTbl pa6OTbI a/IT0OPUTMOB.

McxogHble AaHHble 4N1A pacyéTa Xel-KoA40B UHTEPMNPETMPYHOTCA KaK CTPOKM U npeobpasytoTcs B
ABOWMYHbIE NOCAeA0BaTeNbHOCTU B Koamposke UTF-8. Ecim ncxogHoble gaHHble NpeacTaBaAstoT coboit
ABOWMYHYIO NOCNEA0BaTE/IbHOCTb (MacCMB OKTETOB), TO OHa MCMOAb3yeTCA A1A pacyéTta Xell-Koda Kak

ecTb, U NpeaBapuTenpHoe npeobpasoBaHMe B CTPOKY He NPOM3BOAMTCA.

Yncnosoi xel-Koz BblYMCAAETCA KaK KOHTPO/ibHas cymma CRC-32. Pe3ynibTaT pacyéTa YNCA0BOTO XelLl-
Kofa — 64-6UTHOe 3HaKOBOE Liesoe YUCIo B AnanasoHe oT 0 ao 232-1.

[lBOMUHbIN XeLI-KO/, BbIYMCNAETCA B COOTBETCTBMM C OAHUM M3 anroputmos Message Digest,
noaaep>kusaembix IBM JDK (cm. nepeueHb B gokymeHTe: https://www.ibm.com/docs/en/sdk-java-

technology/8?topic=jcaasr-appendix-standard-names).

PesynbTaT pacyéTta 4BOUNYHOrO Xel-Ko4a BO3BPaALLLAeTCA KaK B BUAe CTPOKMK B LLIECTHa,LI,LI,aTepVILIHOVI

cucteme, Tak 1 B BUAE ABOUYHOMN NOC/AeA0BaTe/IbHOCTM (MaccnBa OKTETOB).

3.2 XewmnpoBaHMe C coxpaHeHnem popmaTa

ANropmuTMbI XeWMUPOBaHMA C COXpaHeHnem popmaTa MCMONb3YIOTCA AN COrlacoBaHHOW HeobpaTUMoNi
3aMeHbl UCXOAHbIX 3HaUYeHNn 6e3 nsmeHeHMsa popmaTta AaHHbIX, U BKAOYAIOT:

— 0bwuii anropmUTmM XelMpoBaHusa ¢ coxpaHeHnem popmaTa (Format Preserving Encryption, FPE);

- CHeLI,MaﬂMSMpOBaHHbIﬁ aAZITOPUTM ANA MAaCKNpPOBaHWMA AaT.

Mpwn HaCTPOﬁKe AJITOPUTMOB MOXKET ONUNOHA/ZIbHO YKa3blBaTbCA K/1IO4Y MHUUWNANN3AUNN, 3aMeHa

3Ha4YeHMA KOTOPOro No3BoaAEeT USMEHUTL pPe3y/ibTaTbl pa6OTbI a/ITOPUTMOB.

AnropuTtm FPE BbluMCAAET KO ayTeHTUGUKaLmm cooblueHna (HMAC-512) Haa MCXoaHbIM 3HaYEHNEM,
npeobpa3oBaHHbIM B CTPOKOBbIV dopmaT B Koanposke UTF-8. [lBonyHoe 3HaueHue Koaa
ayTeHTUPUKALMKM UCNOSIb3YyeTCA ANA BblMMCEHNS NO3MLUMM NOACTAaHOBOYHOIO CMMBOA KaXa0ro u3

CMmBO/10B MCXOLI,HOVI CTPOKU, NPpU 3TOM COCTaB NOACTAHOBOYHbIX CMMBOJ10B 3aBUCUT OT K/Z1aCCa



CUMBO/I0B (HanpuMep, CTPOYHbIE M NPONUCHbIe BYKBbI, Yncna u ap.). Coctas obpabaTbiBaeMbIX K1accoB
CMMBO/10B ABAAETCA HAacTpanBaembIM U 3a4a€TcA cneunanbHbim dpannom popmarta XML. CumBobl, He
BXOoAALMeE B 0ANH U3 06pabaTbiBaeMbIX KACCOB, OCTAOTCA HEM3MeEHHbIMU. MNoaaeprkmBaeTca paboTa ¢

Npou13BobHbIMM cMMmBOAamm Unicode.

CHeLI,MaﬂM3MpOBaHHbIﬁ A/ITOPUTM ONA MAaCKUPOBaAHWMA AAT BbIYUCNAET 4YMCNOBOWA Xeuw-Koa Hag,
3Ha4vyeHnem AaTbl, U UCNOJIb3YET ero ANA BblMUCNEHNA pe3y/ibTaTa MaCKMPOBAHUA. CTaHAapTHbIVI
BapWaHT a/IrOPUTMa UCNoJib3lyeT I'IOﬂy‘-IE'HHbII‘;I Xeuw-Kog AnAa ebl4McneHMA Homepa AHA B roay, B
pe3ynbTaTe HOMep roga OCTAaETCA HEM3MEHHbIM, @ CamMa JaTa — 3aMeHAEeTCA Ha APYry0 B paMKax 3TOro

roga.

3.3 A}'IFOpl/ITI\/\bI noACTaHOBKU U NMepemMmeLltnBaHe NCXOOHbIX 3HaYEeHNM

AAropuUTtmbl NOACTAHOBKM 3HaYeHUM MCNONb3YOTCA ANA COrlacoBaHHOM 3aMeHbl TEKCTOBbIX AaHHDbIX,

BK/1HOYaA MMeHa, Ha3BaHUA U adpeCHYIo MHd)opmau,mo, M BK/ZTIOYAlOT:

— NOACTaHOBKY MO XelU-KoAay;
—  NOACTaHOBKY MO 3Ha4YeHUAM aTpubyTOoB.

ANropnTMbl NOACTAHOBKM 3HAYEHWUI MCMONb3YIOT TabaKLLbl NOACTAHOBOK, COXpaHEHHble B popmaTe 6a3
AaHHbIX H2. CTpyKTypa Tabauu, NoACTaHOBOK 3aBUCUT OT TPebyemoi I0rMKM MacKMpoBaHusA. FleHepauus
TabauL, NOACTAaHOBKM OCYLLECTBAAETCA C UCNO/b30BaHMeM 3aaaHuit DataStage nnum cneumanbHok
YTUAMTON, peanusytolein dopmuposaHme Tabaunupl noacraHoskn @O Ha ocHoBe cnpaBoOYHMKA

TUNUYHbBIX UMEH U daMUIUIA.

MoAcTaHOBKaA MO XeL-KoAy OCYLLECTBASAET MOUCK B TabuLe NOACTAHOBOK, B KOTOPOM AO/MKHO
NPUCYTCTBOBATb YNCNOBOE MoJie NO3ULMKN NOACTaHOBKM (B Anana3oHe 3HaveHui ot 0 4o N-1, rae N —
pa3mep TabauLbl), a Tak¥Ke 04HO AN HECKOJIbKO NONEN, CMONb3YeMbIX A8 3aMeLLeHUA UCXOAHbIX
3HayeHuMi. Hag nonem nos3mumMm NoACTaHOBKM A0XKEH NPUCYTCTBOBATbL UHAEKC (Hanpumep, 3To nose

MOXKeT bbITb 06bABAEHO NEPBUYHBIM K/THOHOM TabunLpbl).

3Ha4yeHune No3nLMMN NOACTaHOBKM PACCUMTLIBAETCA aNITOPUTMOM KaK Yncnosoi xew-koa CRC-32 Hag,
OAHUM WM HECKONbKUMM UCXOAHBIMU 3HAYEHUAMM, C NOCAEAYIOLMM BblYMCIEHMEM OCTaTKa OT

AeneHna NoNy4eHHoOro 3Ha4yeHumA Xelw-Koaa Ha pasmep Ta6}'IVILI,bI noACTaHOBOK.

[na obecneyeHna BO3MOXKHOCTU U3SMEHEHWA Pe3y1bTaTOB MacCKMPOBaHNA NpPeayCMOTPeH

OI'ILI,VIOHaﬂbeIﬁ napamMmeTp Knk4a MHNuUmnann3saumn.

MoacTaHOBKA NO 3HaYeHUAM aTpMBYTOB OCyLLECTBAAET NOUCK B TabnLe NOACTaHOBOK, YKa3aHHOM B
HACTPOMKax aIropUTMa, 3anmcem, A1 KOTOPbIX 3HAYEHMA KKIOUYEBbIX» NOJIel COBNAAAl0T CO
3HaYeHUAMM aTPUBYTOB UCXOAHbIX (MaCKMpyeMbIX) AaHHbIX. Haa coueTaHuem nonen Tabanupl
NnoACTaHOBOK, MCMOJIb3yeMbIX MPU MOUCKE, A0NXKEH MPUCYTCTBOBATb MHAEKC. Pe3ynbTaTom paboThl
anropuTMa ABAAKTCA 3HAYEeHMA Noae HanaeHHOM NoACTaHOBOYHOM 3aNnCK, KOTOpble MOTyT BbiTb

MCNON1b30BaHbl ANA 3aMeHbl UCXOAHbIX 3HaYEeHUI.

Onepauma nepemeLlinBaHna UCXOAHbIX 3HAYEHMI MOXKET BbITb peasin3oBaHa Ha OCHOBE aNropPUTMa
NoACTaHOBKM MO 3HaYeHUaM aTpubyTos. s sToro npeasaputenbHo dopmupyetca Tabanua
MoACTaHOBOK, CoAep Kallan A/1A Kaaoro MCXOA4HOro 3HaYeHMaA ero cay4aiiHo BbibpaHHoe



noAcTaHOBOYHOE 3HayeHMe U3 Habopa 3HaYeHU, UCNoNb3yeMbiX B CUCTEME-UCTOUYHUKe. Takan
peanusauns nepemellmBaHUA NO3BONSET NONYYUTb COrNAaCoOBaHHble pe3ynbTaTbl MaCKMPOBaHUA AN
MHOecTBa nonewn, Tabnaumuy n 6a3 gaHHbIX. Mpumep 3agaHma DataStage ana noarotoBkM Tabanubl
NnoACTaHOBOK, peanunsyoLLen nepemellnBaHne YNCI0BbIX MAEHTUOUKATOPOB, BKAOYEH B COCTAB

mMmaTepnanos peleHua.

3.4 Bbizos anroputmos Optim Data Privacy Providers Library

B cocTaBe pelieHuMa npeaycmoTpeHa BO3MOXHOCTb BCTPaMBaHMA B NpaBuia MacKMPOBaHUSA
aNropuTMOB, BXOAALIMX B cocTaB bubnnotekun IBM InfoSphere Optim Data Privacy Providers (ODPP).
Mcnonb3oBaHWe 3TUX anropUTMOB TpebyeT Hannuma yYCTaHOBAEHHbIX 6ubanotek ODPP, KoTopble
[O0/IKHbI BbITb COOTBETCTBYOLMM 06Pa30M NMLEH3NPOBaHbI (He ABNAIOTCA YacTbto naaTdopmbl IBM

Information Server).

Coctas anroputmos ODPP, onucaHme nx KOHGUrypaLmMoHHbIX NapamMeTpoB U MPUMEpPbI BbI30Ba
npuseaeHbl B AOKyMeHTauuu Ha ODPP: https://www.ibm.com/docs/en/iotdm/11.3?topic=reference-

optim-data-privacy-provider-library

3.5 BcnomoratenbHble anroputmel

BcnomoraTenbHble anropuTMbl NpeaHasHavyeHbl 414 HOPMAAM3aLMM MaCKNpyembIx 3HaAYEeHUI K
KOmneHcauunn paanmqmﬁ B npeacrtaBaeHnn gaHHbIX MmeXay pa3dHbiMKU CUCTEMaMU, YTO HEO6XOLI,VIMO ana

nosy4yeHunA CornaCcoBaHHbIX pe3y1bTaTOB MAaCKUPOBaHUA.

BcnomoraTenbHble afiTOPUTMbI BKAKOYAOT:

KOHKaTeHaLMIo CTPOK C UCMONb30BaHMEM 3a4aHHOr0 pasaenuTens;

— paspgeneHue CTPOK Ha YacTu C UCMONb30BaHMEM PETYASPHOTO BbIPaXKEHUS;

—  NoACTaHOBKY CMMBOJIOB Ha OCHOBE HacTpamMBaemoi Tabanubl NOACTaHOBOK;

—  NpoeKuuto aTpubyToB, T.€. BbI6OP HYXHbIX NOAEl U3 NPeablayLLMX Waros Kak KOHeYHbIN
pe3ynbTaT NpaBuia MackMpoBaHusA;

— 3/1eMeHTapHble CTPOKOoBble Npeobpa3oBaHUs, BKAOYAA NepeBos B BEPXHUN, HUXHUA 1

CMELLUaHHbIN PerucTp, yaaneHune KoHeuYHblX U/Mamn HadanbHbix Nnpobenos;

— 3aMeHy YacTell CTPOKM Ha OCHOBE 3a4aHHbIX PEryAAPHbIX BblpaXKeHW.

CneuunanbHbIM Cayv4aem BCNOMOraTe/lbHbIX aArTOPUTMOB ABAAETCA NOALEPHKKA Bblpa)-l-(EHVIVI-I'Ipep,MKaTOB,
no3Bo1AWMNX NPONYCTUTb HEKOTOPbIE Warn npasmnia MaCkKMpoBaHNA Ha OCHOBE 3aaHHbIX
nosib3oBaTenem ycnosmﬁ. MponycK «NWHNX» B HEKOTOPbIX CUTYaLUMAX LWAros npasuaa Nno3sonaet
YBEeANYNTb NPOU3BOAUTENBHOCTb MAaCKMPOBAHMA 332 CYET UCKAOHEHMA BbINOIHEHUA HEHYKHbIX

onepauuu.

3.6 BbI30Bbl NO/1b30BaATE/IbCKUX CKpHUnTos

Monb3oBaTeIbCKMEe CKPUNTHI Ha A3blKke Groovy NO3BOAAIOT Peann3oBaTb B COCTaBe Npasunna
MaCKMPOBaHMA N0TUKY, BbIXOAALLYIO 32 PaMKM CTaHAAPTHbIX aIrOPUTMOB. B TO »Ke Bpems npu
NOArOTOBKE M0/1b30BaTE/IbCKMX CKPUMTOB M MCMNOb3YIOLLMX UX NPaBUA MacKUPOBaAHMA MOXKHO

onnpaTtbCA Ha BO3SMOXHOCTU CTaHAAPTHbLIX a/ITOPUTMOB.
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Hanpumep, nonb3oBaTenbCKMe CKPUNTbl MOTYT MCMO/b30BaTLCA A1A PACYETA KOHTPOIbHbIX Pa3pAa0B
npu MmackmpoBaHum 3HadeHnit MHH B dopmaTte, npumeHsemom c Poccuitckon @egepaummn. Mpun aTom
OCHOBHbIM anropuTMom MackmpoBaHuna MHH moxkeT BbITb anropuTm XewWnpoBaHMA C COXPaHEHMEM

dopmaTa, AOMNONHEHHbIN N0/1b30BaTENbCKOMN IOMMKOM NO PACYETY KOHTPOIbHbIX Pa3paaoB.

3.7 KOHTPO/1b YHUKA/IbHOCTM NMOACTaHOBOK

Mpu Bcém yaobcTBe M 3hHEKTUBHOCTN aNTOPUTMOB MAaCKMPOBAHUA, OCHOBaHHbIX Ha PacyHéTe Xell-Koa08B,
pe3ynbTaT MacKMPOBaHMSA C UCMO/Ib30BAaHNEM 3TUX a/ITOPUTMOB He AAET rapaHTUii OT BO3HUKHOBEHUA
KONNU3WIA, T.€. CUTYaUMIA HAIMUNA MAEHTUYHBIX 3aMaCKMPOBaHHbIX 3HAYEHWUA AN HECKONbKMX Pa3HbIX
WCXOAHbIX 3HaYeHUI. Takne KONAU3UM BO3HWUKAIOT Ha NPaKTMKe Npu paboTe ¢ BbIBOPKamMM AaHHbIX
60/1bWOro 06bEMA, OT HECKONbKMX MUAZIMOHOB 3HaYeHMI. B Tex cUTyaumax, Koraa Koaamsmm npu
MaCKMPOBaHNM HEAONYCTUMbI, MOXHO BOCMO/1b30BaTbCA BCTPOEHHbIM B peLleHne anropuTmMmom

KOHTPO/A YHUKa/ZIbHOCTUN NOACTAaHOBOK.

KOHTPOAb YHMKaNbHOCTU NOACTAHOBOK MOAAEPKMBAETCA A1A BCEX aNTOPUTMOB, OCHOBaHHbIX Ha
pacuéTe xel-Koaa, n obecneymBaeTcs 3a CHET BeAeHUA BHYTPEeHHel TabanLbl COOTBETCTBUA MCXOAHbIX U
3aMaCKMPOBaHHbIX 3HAaYEHMI Ha CTOPOHE cepBepa MacKMpoBaHua. Mpu 06HaPYKEHNN KONM3UN
BbIMNO/IHAETCA NOBTOPHbIN PACYET 3aMaCKMPOBAHHOIO 3HaYeHNA moandUUMpPoBaHHOMN Bepcueit
anropuTma, Kotopana Ao06aBaseT K AaHHbIM 414 pacyéTa xelw-Koga Homep utepaumu. MNoBTopHble
PacUETbI C YBEANUYMBAIOLLMMCA HOMEPOM UTEPaLMM BbINOMHAOTCA, MOKa He ByAeT noayvyeHo
YHUKaNbHOE 3Ha4yeHue, 1Mb0o 40 AOCTUNKEHWNA NpeaesibHOro KonnyecTsa utepaumii (B aTom caydae
CUrHanM3unpyertcs ownbKa MacKMpoBaHua).

MpumeHeHWe KOHTPOAA YHUKANbHOCTM NOACTAaHOBOK ad)d)eKTVIBHO B CQly4aAX, Korga oueHKa Ko/in4ecTtBea
BO3MOXHbIX A0NYCTUMbIX 3aMaCKMPOBAHHbIX 3HaYeHUN KaK MUHUMYM B 10 pa3 npeBocxoaunT
KOJ/INYECTBO Pa3/INMYHbIX MaCKUPyeMbIX NCXOAHbIX 3HayeHu. Ecam KonmyecTBo A0NYyCTUMBbIX
3adMaCKMPOBaAHHbIX 3HaAYEeHUM HeaAoCTaTO4YHO Be/ZINKO, TO yBeE/IMYMNBAETCA KONNYECTBO KONIN3UI U
BO3HMKALOT INLLHKE UTepaLmnm pacdéTta. B pesynbTaTte BO3IMOXKHbI OLWKNBKM npwn BbiNONIHEHUNA
MaCKMpOBaHNA N3-3a HEBO3MOXHOCTU Cd)OpMVIpOBaTb YHWUKa/ibHOEe 3Ha4YeHWe 3a 3aaHHOoe npeaenbHoe
KO/IN4ecTBo VITepaLl,VIﬁ. B TaKmMx cuTyaumax cnegyet NCNONb30BaTb ApYyrne MeToabl MacKMPOBaHUA,
Hanpumep, nepemelinBaHmne NCXO4HbIX 3HaYeHUI.

4 Pa3paboTka M HacTpOMKa 3a4aHUMN MaCKMPOBaHUA

4.1 OpraHumsauma npouecca MaCcKkMpPoBaHMA

MNepen BbINOSIHEHWMEM NPOLECCa MAaCKMPOBAHMA OO0MXKHbI ObITb BbINOJIHEHbI cneaymwouimne

noaroToBuUTe/IbHblIE pa6OTbII

1. CdopmuposaH Habop KnaccoB KOHPUAEHLUMANbHOM MHPOPMaLUK B BUAE MHOOPMALLMOHHbIX
o6beKkToB TMNa «Knacc aaHHbIX» B UHCTpymeHTe Information Governance Catalog.

2. BbINOJIHEH MMNOPT CTPYKTYPbI Tabanu, U3 6a3 AaHHbIX CUCTEM-UCTOYHUKOB (MM UX KOMUIA)
cpeacTtBamum MHCTpymeHTa Metadata Asset Manager.

3. BbINosHeHa pa3meTKa KOHPUAEHLMANbHBIX NoAel TabauL, CUCTEM-UCTOYHUKOB

COOTBETCTBYOLWMMM KNacCamn AaHHbIX. PazmeTKka moxkeTt ObITb BbINO/IHEHA BPY4YHYIO, MPAMbIM
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pefakTnpoBaHMem onucaHuii B Information Governance Catalog, nim6o aBTomaTM3MpoBaHoO, €
MCNO/Ib30BaHWEM CPeACTB aHaM3a AaHHbIX MHCTPyMeHTa Information Analyzer.

4. Pa3paboTaH KOMMIEKT NPaBUI MacKMPOBAHMA, ONpeaensatowero onepaunmn no
npeobpasoBaHUIO 3HaYEHNN KOHOUAEHLMANBHbIX KNACCOB C MCMOAb30BAHNEM AOCTYMHbIX
a/ITOPUTMOB MAaCKMPOBaHMA.

5. MoarotoBneHbl HEOOXOAMMbIE CNPABOYHUKM MOACTAHOBOK, MCMOJIb3yeMble NPU MAaCKUPOBaHUM
UMEH, HaMMEHOBaHWUI n/unn agpecHoi nHpopmaumn (cm. pasaen 5 Pazpabomka u Hacmpodxa
3a0aHuli eeHepayuu CripasoYHUKO8).

B npouecce coNnpoBOXKAEHMNA CUCTEMbI MAaCKMPOBAHUA AAHHbIX NepevncaeHHble Bbile BUabl
noAroToBUTENIbHbIX pa60T MOryT HeOA4HOKPATHO NOBTOPATbLCA ANA BHECEHUA M3MEHEeHMI B COCTaB

MaCKuMpyembliX AaHHbIX U NTOTUKY MaCKUPOBaHUA.
Mpouecc MackMpoBaHUA BKIOYAET B cebs cneaytwouime atanbl:

1. 3anyck KoHburypaumoHHon nporpammbl «DsMask» gns conocrasneHma onepauuii
MACKMPOBaHMA C KOHKPETHbIMM Tabanuamm n nonsmu, u GopmMmmnposaHua npodunen
MaCKMpPOBaHUA (MUMHU-NPOrPaMm 419 MAaCKMPOBaHMA AaHHbIX MO KaXK4ou Tabanue).

2. [Ansa Kaxaow Tabanupbl — 3anyck 3agaHua DataStage, ocylwecTBAAOWEro YTeHWE AaHHbIX U3
ncxoaHom 6asbl AaHHbIX, MACKMPOBAHME AaHHbIX M 3aNM1Cb Pe3y/IbTaTOB MAaCKUPOBaHMUSA B
uenesyto 6asy gaHHbIX. BbiNoNHEeHWe 3a4aHN MaCKMPOBAHUS OCYLLECTBAAETCA B
napannesibHOM peXxnume C UCNOIb30BAaHNEM AOCTYMHbIX BbIYUCAUTENBHBIX MOLLHOCTEN.

3. KOHTpO/b pe3ybTaTOB MAaCKMPOBaHUSA, MYTEM NPOBEPKM CTATYCOB BbINOJAHEHWSA 334aHM
MaCKMPOBAHMA Ha OTCYTCTBME OWMOOK 1 NpeaynpexaeHnin npm nx BbiNOJAHEHUMN.

MopAfoK 3anycKa KOHPUrypaLMOoHHOM nporpammbl « DsMask», CTPyKTypa MCrnonb3yembix 3a4aHNI
IBM DataStage, nopagok 3anycka 3a4aHunii U KOHTPOAA Pe3yAbTaTOB MUX BbINOJHEHWUA ONUCaHbI B
nocaeaylowmx nogpasaenax.

4.2 3anyck KoHGUrypaumoHHom nporpammsl « DsMask»

KoHdurypaumoHHasa nporpamma «DsMask» ocywectsnset popmupoBaHue npoduieit MackKMpoBaHMA Ha
OCHOBE K/1acCOB AAHHbIX, NPUCBOEHHbIX MOASM TabaNL, CUCTEM-UCTOYHMKOB, a TaKKe NoAroTOB/EHHOTo
Habopa npaBma macknposaHusa. ChopmmnpoBaHHble NPOPUAN MaCKMPOBAHNA COXPAHAIOTCS B
KOHUIrypaumnoHHyto 6a3y gaHHbIX dopmaTa H2 1 npeactaBnaoT coboit nepeveHb onepaunii
MaCKMPOBaHMSA, KOTOPbIe A0JIXKHbI 6bITb BbIMOAHEHbI 417 Kax40M Tabauubl.

HacTpoiika KoHdurypaumoHHon nporpammbl «DsMask» ocylectsnsatotca nyTém co3gaHua
KOHUrypaunoHHoro ¢aina B popmarte XML. Mpumep KOHPUTrypaUMoHHOro ¢panna BXOAUT B COCTaB
KOHOUrypaumoHHo nporpammel «DsMask» 1 noctasnsetca B Buae ¢panna «jconf-job-
default.xml».

OnucaHWe NnapameTpoB KOHOUrypaumoHHoM nporpammbl «DsMask» npuseaeHo B Tabanue HUxe.

Mapametp OnucaHue

in.tab.type Mcnonb3yemble UCTOYHMKM AaHHbIX O CTPYKTYpe Tabauu, nepedncieHmne

3HaYeHUM yepes 3anAaTtble:

e igc—IBM Information Governance Catalog;

o file — daiin B popmate XML c onmcaHmem CTPyKTypbl Tabauu,
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Mapametp OnucaHue

in.tab.file.name NUma daiina B popmate XML c onncaHnem ctpyktypbl Tabany,. OnucaHune popmara
daiina NnpuBeaeHo HUXKe

in.tab.igc.url JDBC URL gnsa noakntoveHun K 6ase gaHHbix XMETA B coctase IBM Information
Governance Catalog, TMNnoBoe 3HayeHue:

jdbc:db2://localhost:50000/xmeta

in.tab.igc.username | JlorMH nonb3oBaTena Ana noaknYeHns K 6ase gaHHbix XMETA, Tunosoe
3HauyeHue: xmeta

in.tab.igc.password | MNaponb nonb3oBaTena Ana nogKAo4YeHUs K 6ase aaHHbIx XMETA

in.dc.rules MyTb K $aliny co cnMcKom KoHOUAEHUMANbHbIX KNACCOB AAaHHbIX

in.masking.rules MyTb K KaTanory ¢ ¢anamm npaBma MackMpoBaHua B popmate XML

in.masking.context MMA KOHTEKCTa MacKMpOoBaHuUA, 06bI4HO MCNONb3yeTCA NyCcToe 3Ha4yeHne

out.dir MyTb K KaTanory AN XxpaHeHUsa KOHPUrypaLMOoHHbIX 6a3 AaHHbIX
out.config Nma cozpgaBaemoint KoHPUrypaumoHHoM 6a3bl AaHHbIX 6€3 yKa3aHuA nyTu
out.dump BasoBbIli NyTb K daliam gMarHoctTmyeckmx Aamnos. [pu oTcyTcTBUM NapameTpa

ANarHoCcTtnyeckme aamnbl He Co34atoTCA

Mpumep daina HacTpoek KoHPUrypauuoHHoM nporpammbl « DsMask» npuseaéH Huxe.

<?xml version="1.0" encoding="UTF-8"7?>

<!DOCTYPE properties SYSTEM "http://java.sun.com/dtd/properties.dtd">
<properties>

<comment>Sample job file for dsmask-jconf program</comment>

<entry key="in.tab.type">igc, file</entry>

<entry key="in.tab.file.name">extra-tables.xml</entry>

<entry key="in.tab.igc.url">jdbc:db2://localhost:50000/xmeta</entry>
<entry key="in.tab.igc.username">db2instl</entry>

<entry key="in.tab.igc.password">P@S$S$SwlOrd</entry>

<entry key="in.dc.rules">confidential-dataclass.xml</entry>

<entry key="in.masking.rules">masking-rules</entry>

<entry key="in.masking.context"></entry>

<entry key="out.dir">config</entry>

<entry key="out.config">default</entry>

<entry key="out.dump">dump-default</entry>

</properties>

3anyck KoHbUrypaumoHHoi nporpammsl « DsMask» ocyuiecTeaferca cneayowmmm KomaHaaMum:

cd KaramnorYcraunoBkuDsMask/dsmask-jconf
./BuildConf.sh dannHacTtpoek.xml

3anycKk KoHdurypaumoHHoi nporpammbl «DsMask» ana o6HoBAeHUA NPOdUIA MAaCKMPOBaAHUA MOXKET
6bITb BK/IIOYEH B COCTAB MOArOTOBUTE/IbHbIX ONEPALLMIA MO MaKETHOMY MacCKMPOBAHMIO onpeaenéHHo

6a3bl JaHHbIX.
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Mpumep npoToKona paboTbl KOHOUTYpaLMOHHOM nporpammbl « DsMask»:

2020-10-15
2020-10-15
2020-10-15
2020-10-15
2020-10-15
2020-10-15
2020-10-15
2020-10-15
2020-10-15
2020-10-15
2020-10-15
2020-10-15
2020-10-15
2020-10-15
2020-10-15
2020-10-15
2020-10-15
2020-10-15
2020-10-15
2020-10-15
2020-10-15
2020-10-15
2020-10-15
2020-10-15

17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:

44
44
44
44
44
44
44
44
44
44
44
44
44
44
44
44
44
44
44
44
44
44
44
44

:25
:26
:26
:27
:30
:30
:30
:30
:30
:30
:30
:30
:30
:30
:30
:30
:30
:30
:30
:30
:30
:30
:30
:30

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

BuildConf:
BuildConf:
BuildConf:
BuildConf:

83
86
89
92

DsMask configurator started.

Table information loaded, total 7 tables.

Data classes loaded, total 14 classes.

Masking rules loaded, total 17 rules, 36 functions, 1 keys.

ScriptChecker:73 - Tested 21 script functions, with total 0 failures.

BuildConf:
BuildConf:
BuildConf:
BuildConf:
BuildConf:
BuildConf:
BuildConf:
BuildConf:
BuildConf:
BuildConf:
BuildConf:
BuildConf:
BuildConf:
BuildConf:
BuildConf:
BuildConf:
BuildConf:
BuildConf:
BuildConf:

103
112
115
122
187
189
192
122
187
189
189
192
187
189
192
130
135
204
214

Masking context: [].
Configuration database opened.
Keys saved.
Table dbl.sl.tl processed, total 1 masking operations
Operation: rule vu-single
INPUT id
OUTPUT id
Table dbl.sl.t2 processed, total 2 masking operations
Operation: rule name-full-initials
INPUT fullname
INPUT shortname
OUTPUT shortname
Operation: rule name-full
INPUT fullname
OUTPUT fullname
Table dbl.sl.t3 skipped - no matching rules
DsMask configurator complete, database closed.
Table structure dump has been written to dump.tables.xml
Confidential data classes have been written to dump.dcs.txt

Mpwn 06Hapy>Keva CMHTaKCMYEeCKMX owmnbokK B npaBmaax MaCKMPOBAHUA U BKAOYEHHbIX B HUX CKPMNTax

Ha A3blke Groovy KoHdUrypaLuMoHHaa nporpamma «DsMask» BbIBOAUT B NPOTOKOA AMArHOCTUHECKYIO

MHPOPMaLMIO O BbISBAEHHbIX OWNBKax. s dopmmpoBaHMaA Npoduaeit MackMposaHUa HeobxoaMmo

MCMpPaBUTb OLIMBKM 1 MOBTOPHO 3aMyCTUTb KOHGUIYPALMOHHYIO NPOrpammy.

4.3 Heobxoammble HacTponKn npoekTta IBM DataStage

MNepen I'IOLI,FOTOBKO% 3a,u,aHm7| MaCKMpoBaHHUA HeO6XOLI,VIMO BbIMO/IHUTL PAA HACTPOEK UCNOJ1b3yeMoro

npoekta IBM DataStage, KoTopble onucaHbl B pasaene «8.8 Hacmpolika npoekmos IBM DataStage».

C uenbto ynpoLLeHma ynpasaeHma 3agaHUAMMN MACKMPOBAHMA PEKOMEHAYETCA UCNOJIb30BaHMe

noaaep:xunsaemoro DataStage mexaHU3ma rpynnmMpoBKM NapameTpos B 06beKTbl ParameterSet.

Tunosas KOHd)VIpraLI,VIFI ANnA MaCKMPOBaHUA AAaHHbIX BKKOYAET B CE6F|, KaK MMHUMYM, TPU OCHOBHbIX

obbekta ParameterSet:

— rnobanbHble HacTpoliku («Globals»): 06bI4HO cylLecTBYET B @ AMHCTBEHHOM 3K3eMMAsApe U

3a0Q€ET OCHOBHbIE KOHCTAHTbI ANA UHCTAaANALNM peLlleHNA N0 MaCKMPOBAHUIO;

—  noaKAYeHMs K UctodyHmKam («DbParams»): no oaHomy Habopy NapameTpoB Ha Kaxkayto 6asy

AaHHbIX, ABAAIOLLYIOCA UCTOYHUKOM;

— nogknoyeHusa K nonyyatenam («DbOutParams»): no ogHomy Habopy NapameTpoB Ha KaXKayto

6a3y AaHHbIX, ABNAIOLLYIOCA NOAyYaTeneMm.

TunuuHana cTpykTypa rnobasnbHbIX HACTPOEK, peann3oBaHHbIX B BUAe Habopa napameTtpos «Globals»,

NMOKa3aHa Ha PUCYHKE HUNXKe.
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3] \MaskDemo\Globals - Parameter Set |- [ =

General Parameters I Values I

Parameter name Prompt Type Default Value Help Text
1 e T e S
2 |DsPath Dataset path Pathname  /opt/IBM/Masker/work/datasets
3 | MaskJar Masker JAR path Pathname  /opt/IBM/Masker/dsmaskjmask/lib/dsmaskjmask-1.1.0jai
4 | ConfigPath Configuration path Pathname  /opt/IBM/Masker/work/config
5 |ConfigName Configuration name String ibmdemo
6 | BatchSize Masking batch size Integer 1000
7 | UnigPort Uniq service port Integer 27500
8 | UnigSecret Unig service secret String Qazwsx
9 | UnigHost Uniq service host String 127.0.01
< m >

Add Environment Variable... |

ok | Cancel | Help

)

OnucaHue napameTpos B Habope «Globals» npuBeaeHo B Tabinue HuxKe.

MapameTtp Mpumep 3HaYeHUA OnucaHue

DsPath /opt/IBM/Masker/work/datasets MyTb K KaTanory Ana coxpaHeHus Habopos
paHHbIx DataStage

DictPath /opt/IBM/Masker/work/dict MyTb K KaTaNory co CnpaBoYHUKaMm

ConfigPath /opt/IBM/Masker/work/config MyTb K KaTanory ¢ 6asamm AaHHbIX
KOHOUIypaLumii MacKMpoBaHuA

ConfigName default Jlornyeckoe Mms UCNoNb3yemon
KOHPUrypaunoHHom 6a3bl aHHbIX
MaCKMpPOBaHWA

Masklar /opt/IBM/Masker/dsmask- MyTb K BUBAMOTEKE peanusaumm onepartopa

jmask/lib/dsmask-jmask.jar MackmposaHua «DsMask»

BatchSize 1000 Konuuectso cTpoK, mackmMpyembix 3a 0aHY
NaKeTHYIo onepawmio

UnigHost localhost CeTeBoe nmsa nMbo ceTeBol agpec cepsepa,
Ha KOTOPOM GYHKLMOHUPYET CEPBUC
KOHTPO/IA YHUKANbHOCTU

UnigPort 27500 Homep ceTeBoro nopra cepsuca KOHTpPOAA
YHUKaNbHOCTU

UnigSecret ool Kog AocTyna K cepBuCy KOHTPOAA
YHUKaNbHOCTU
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TunnuHas cTpyKTypa Habopa napameTpos «DbParams» noKasaHa Ha PUCYHKE HUXKe.

\MaskDemo\DbParams - Parameter Set |L|£-
Parameter name Prompt Type Default Value Help Text
1 |name Database name oralias  String ZODAK1
2 user Database usemame String IBMDEMO
3 |password Database password Encrypted
4 |ud JDBC URL String jdbc:db2://127.0.0.1:50000/Z0DAK1
< m | >
Add Environment Variable... l

oK | Cancel Help |

OnucaHmne napameTpos B Habope «DbParams» npuBeaeHo B Tabaunue HUXKe.

Napametp Mpumep 3HaueHun OnucaHne

name dbname Nms 6a3bl AaHHbIX, UICNOAb3yeMoe Npu
obpateHuun (gns Oracle — ums us
tnsnames.ora, agna Db2 — noKanbHbIN
ncesaoHUM, U T.N.)

user maskuser JlornH ana nogkntoveHna K b
password Rk Maponb Ana noakaoyeHna K b1
url jdbc:sqglserver://192.168.25.101:1433; | JDBC URL ana nogkntoueHuns K b1,

databaseName=dbname

TunuuHas cTpyKTypa Habopa napameTpos «DbOutParams» cOOTBETCTBYET CTPYKType Habopa

napametpoe «DbParams», noatomy eé onucaHue 3gecb He gyb6anpyeTca.

4.4 PeXXMMbl MacKMpPOBAHMA N CTPYKTypa 3a4aHNM

MacKkupoBaHne MOXKET OCYLLECTBAATLCA B O4HOM U3 4BYX PEXUMOB, U Bbl60p pexnma maCcknMpoBaHuA

onpeaenseT UCNoNb3yemblii AN3aNH 3a4aHNIA:

—  MacKupoBaHue B MOTOKOBOM PeXKMMe — 3arnmcu YNTaKOTCA U3 UCXOAHOMN TabauLbl B 04HON Konun
6a3bl AaHHbIX W 3aMMUCbIBAOTCA (3aMEHAIOT COAEPKMMOE) TaKoM e TabauLbl B APYron Konuu
6a3bl AAHHbIX;

—  MacKupoBaHue «Ha MecTe» — 3aMnCu YMTaKTCA U3 UCXOAHOM TabaunLbl, MacKMpPYHOTCA U
3anmnCcbIBalOTCA B NPOMENKYTOUYHbIN Habop AaHHbIX Ha cTopoHe cepsepa DataStage (Habop
AaHHbIX 06bIYHO CXMMaeTCA). 3aTeM CoAepP>KMMOoe UCXOAHOM TabauLbl 3ameHAeTcA Ha

3adMaCKMpOBaHHbIe AaHHblE.

B 0b60oMx pexknmmax MCnoib3ytoTcs YHUBEpPCaibHble 334aHMA MAaCKMPOBAHUSA, HE 3aBUCSLLME OT CTPYKTYpbI
Mackupyemsbix Tabany,. O6paboTKka NPOMN3BOJIbHBIX CTPYKTYP Tabaumu obecnevmBaeTcs NpUMeHeHnem
mexaHmnsma Runtime Column Propagation, KOTOpbIit 40/1KeH BbITb BK/IOYEH Ha CBA3AX MEXKAY STanammu

3a/laHuUN.
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4.4.1 3apaHna oA NOTOKOBOIO pexyima MacKMpoBaHMA

Mpu peannsaunm NOTOKOBOrO pPeXMME MAaCKMPOBAHMA AOCTAaTOYHO CO34aTh MO OAHOMY 33[,aHMIO HA
KaXKabI/ TUN KOHHeKTopoB ¢ CYB/-UCTOYHUKamMU.

Mprmep An3aiiHa 3a4aHMA MacKMPOBaHMA A1A NOTOKOBOMO PeXnma NpuBeaEH Ha PUCYHKE HUXKe.

B oSS o

- DSLink3 = DSLink4 -
Input Mask Output

3a4aHune COCTOUT U3 TPEX LIAroB.:

1. YTeHue NcxoaHbIX 4AaHHbIX N3 CUCTEMbI-UCTOYHMKA. Micnonb3lyeTca KoOHHeKTop ana CYB/,
WUCTOYHUKA, 60 0606L1EHHLIN JDBC nnm ODBC KOHHEKTOp.

2. MackuposaHue aaHHbIx. Micnonb3yetca Java Integration Stage, B KOTOPOM HACTPOEH BbI30B
onepaTtopa MacknpoBaHua «DsMask».

3. 3anucb 3aMacKMpPOBaHHbIX AaHHbIX B CUCTEMY-M0AyYaTelb. MCNoab3yemMblit KOHHEKTOP 06bIYHO

coBMnagaeT ¢ warom 1, napameTpbl COeAMHEHMA COOTBETCTBYIOT B/ nony4aTens.

HaCTpOl\;IKM 3a4aHNA A0/1XKHbI pa3pewaTb NapannesibHoe BbiNo/IHEHNE HECKOJIbKUX €ro KOI'IMVI, KaK

NMOKa3aHO Ha PUCYHKe HWnKe.

{ Genera I Earametefsl Job control ] erendenciesl NLSI Generated OSH I Egecution] Def_aultsl

Job version number:

56.0.0 =
Beforejob subroutine: Input Value:
I(none) LI l
After{job subroutine: Input Value:
I(none) Zl I
r |~ Enable hashed file cache sharing

I v Alow Muttiple Instance I

r Enable Runtime Column Propagation for [~ Enabled for Information Services
new links

Short job description:

Full job description:

OK | Cancel Help

3 \MaskDemo\MaskJdbc - Job Properties [=[= ]

N\

TunosoW cocTas napamMeTpoB 3a4aHNA MAaCKMPOBAHMA B MOTOKOBOM peXnme nokasaH Ha pUCyHKe HUXKe.
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Job control | Dependencies | NLS| Generated OSH | Execution| Defautts |

Parameter name | Prompt | Type | DefautValue | Help Text

1 | DbOutParams DbOutParams parame Parameter Set  (As pre-defined) Database connection parameters
| 2 |SAPT_CONFIG_FILE Configuration file Pathname /opt/IBM/Information The Parallel job configuration file.
' 3 |Globals Globals parameters  Parameter Set  (As pre-defined)
' 4 |DbParams DbParams parameter: Parameter Set  (As pre-defined) Database connection parameters
' 5 |InputTable Input table name String [rep!].[TAB1]
| 6 | MaskingProfile Masking profile name String bazuka.repltabl
' 7 |OutputTable Output table name  String [repl].[TAB1_COPY]
' 8 |Batchld Job batch identifier  String -

MpumevaHua:

1. B 3agaHue nepepgatotca rpynnbl napametpos Globals, DbParams n DbOutParams, onucaHHble

paHee.
2. NapameTtpsl InputTable u OutputTable 3aaaoT UMeHa BXOAHOW U BbIXOAHOM Tabaun,

3. NapameTp MaskingProfile — nornueckoe nma Tabauupl, onpeaenaroLLee cocTaB BbINOJHAEMbIX

onepauMin MacCKMpPoBaHUA.
4. MNepemeHHasa SAPT_CONFIG_FILE yctaHaBnuBaeT nmsa ¢paitna HaCTpoeK napannesibHoro

BblIMO/IHEHUA.

5. MapameTp Batchld ncnonbsyetcs ana rpynnmMpoBKM BbINOAHAEMbIX 3a4aHMI B NAKETHbIe

onepaumm MackMpoBaHua 6a3 gaHHbIX (MCNOAb3YeTCA B Aa/bHeNWeM ANA KOHTPOAA
YCMELWHOCTN NaKeTHOMN onepaumm B Lesom).

[na KOHHEKTOPOB onepaTopa YTEHUA AAHHbIX U ONepaTopa MacKMPOBAHUA A0NXKEH 6bITb YCTaHOBNEH

pexxunm «Runtime Column Propagation», Kak NOKa3aHO Ha PUCYHKE HUXKe:

Stage Output |

Output name [downstream stage)
| DSLink3 (Mask) =l

Column name_ | Derivation | Key | SQLtype | BExtended | Length |Scale| Nullable | Dat
]

[V Runtime column propagation Save... | Load... |

K | Cacel | Hep |

MHd)OpMaLI,MH o HaCTpOﬁKaX KOHHEKTOpOoB A4/1A4 NCTOYHUKOB U I'IOI'Iy‘-IaTEI'IEI‘/‘I AaHHbIX, a TaKXXe O

HaCTpolKax onepaTopa MacKMpOBaHWUA NPUBEAEHA B MOCAEAYIOLLMX NOAPA3LENAX.
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4.4.2 3ap0aHnA ANA MAaCKMPOBAHMA «Ha MecTe»

Mpu peannsaumm MackMpoBaHMA «Ha mecte» 0bbluHO TpebyeTca No TPW 3a4aHUA HA KaxAabli TMN
KOHHeKTopoB ¢ CYB/1-UcTtouyHmnKamum:

3anu1cb B /IOKa/ibHbIA Habop AaHHbIX;

MHPOPMaUMIo, paHee COXPaHEHHYIO NPY MacKUPOBaHWUM B IOKaNbHbIA HABOP AaHHbIX;

3a4aHne MmaCKMpoBaHMA, BbiNOHAKOLWLEE YTeHne 3anucei us NUCTOYHUKaA, MaCKMpoBaHne "

3adaHue 3arpy3ku, ebinoaHAKLOLWEE 3aMeHY COAePXKMMOTO Ta6}1VILI,bI MCTOYHUKa Ha

ynpasaakloulee 3agaHne - nocieaoBaTe/ibHOCTb onepau,mi/’l Bbl30Ba 3a4aHNA MAaCKMPOBAHNA U

3aTeM 3a4aHNA 3arpy3kun Kak eAMHOVI onepaunn.

4.4.2.1 /luzaliH 300aHUSA MACKUPOBAHUSA «HA Mecme»

Mprmep An3aiiHa 3a4aHMA MacKMPOBaHMWA A1A BapMaHTa MaCKMPOBaHUA «Ha MecTe» NpusBeaéH Ha

PUCYHKE HUXKe.

™
l@ DSLink; ﬁ DSL_IS O |

Input

3afaHune COCTOUT 13 TPEX LIAroB.:

1.

3.

HaCTpOVIKM 3a4aHNA A0/1XKHbI pa3pellaTb NapannesibHoe BbinoJIHEHNE HECKOJ/IbKUX ero KOMuiA.

Mask Output

YTeHne NCXoaHbIX AaHHbIX U3 CUCTEMbI-UCTOYHMKA. Micnonb3yeTca KOHHeKTop ana CYB/,

WUCTOYHUKA, 60 0606L1EHHLIN JDBC nnm ODBC KOHHEKTOPp.

onepaTopa mackmposaHusa «DsMask».

MackupoBaHue gaHHbIX. Mcnonb3yetca Java Integration Stage, B KOTOPOM HaCTPOEH BbI30B

3anucb 3aMaCKMPOBAHHbIX AaHHbLIX B JNIOKaNbHbIN Ha6op AaHHDbIX.

TUNoBoW cocTaB NapameTpPOB 3a4aHMA MAaCKMPOBAHUA B PEXKMME MACKMPOBAHUA Ha MecTe NoKasaH Ha
PUCYHKE HUXKe.

General ﬁammaeml Job control I erendenciesl NLSI Generated OSH ] Egecution] Def_aultsl

Parameter name | Prompt Type Default Value Help Text
1_[ SAPT_CONFIG_FILE Configuration file Pathname /opt/IBM/Information The Parallel job configuration file.
2 |Globals Globals parameters  Parameter Set  (As pre-defined)
3 |DbParams DbParams parameters Parameter Set  (As pre-defined) Database connection parameters
4 |InputTable Input table name String [repl].[TAB1]
5 | MaskingProfile Masking profile name String bazuka repltab1
6 |Batchld Job batch identifier ~ String -
MpumeyaHua:
1. I'Iepep,aBaeN\ble napamMmeTpbl aHa/TIOrM4YHbI NapameTpam AnAa 3agaHnA NOTOKOBOIro

MaCKMpOBaHUA, 3a UCKNKOYEHNEM OTCYTCTBUA NAPaMeETPOB, onpeaenarwmx noagknrovyeHmne K

BbIXogHOW 6a3e AaHHbIX U UMA BbIXOAHOM Tabanupbl.
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[nA BbIXOAHbIX KOHHEKTOPOB ONepaTopa YTEHUA AaHHbIX MU ONepaTopa MACKMPOBAHMA OONXKEH 6bITb

ycTaHoBneH pexxknm «Runtime Column Propagation», Kak NOKa3aHO Ha NpUMepe 3a4aHnA «NOTOKOBOro»

MaCKMpoBaHHUA.

MprMmep HacTpoeK onepaTopa 3anmcK B I0KasbHbIM Habop AaHHbIX NOKAa3aH Ha PUCYHKE HUXKe.

Stage Input ]

Input name: Columns...
DSLink4 |

General Properties IPartitioning | Columns ] Advanced |

B4 Target File

'Y File = #Globals.DsPath#/masked-#DbParams name#. #ing

@ Update Policy = Overwrite

|¢Globals.DsPath#/maskedw‘-?DbParams.nameﬂ‘ﬁlnputTabIeﬁ.ds ﬂ

Information:

Type: Pathname A
Name of the control file for the data set, suffix .ds

O Ca{ 3 3]

MpumeyaHua:

1. BKAOYEH pernm nepesanncu cyllecteyrollero Habopa aaHHbIx (Update Policy = Overwrite).

2. Wma daiina ans pasmelleHusa Habopa AaHHbIX 06blYHO GOPMUPYETCA B COOTBETCTBUMN CO
cneayrowym WabaoHoM:
«#Globals.DsPath#/masked-#DbParams.namef.#InputTable#.ds», rge:
— Globals.DsPath — nyTb K KaTanory pasmelleHns HabopoBs AaHHbIX M3 Habopa HacTpoeK

Globals;

— DbParams.name — normyeckoe Mms UCXO4HOW 6a3bl AaHHbIX;
— InputTable — uma ncxoaHo Tabanubl (06bIMHO BMECTE C YKa3aHMEM CXEMb).

NHdopmMauma 0 HacTPoKax KOHHEKTOPOB A8 UCTOYHMKOB AaHHbIX, @ TAKXKe 0 HAaCTPoMKax onepaTopa

MaCKMpoBaHUA NpuBegeHa B nocaneayowmnx nogpasaenax.

4.4.2.2 /luzaliH 3a00aHUA 3a2py3KuU OGHHbLIX NPU MACKUPOBAHUU HA Mecme

Mpumep An3aiiHa 3a4aHMA 3arpy3KM AaHHbIX NPUBEAEH Ha PUCYHKE HUXKeE.

D
— & Fﬁ
DSLink8 —

Db

3apaHune cocTouT ns AByX Waros:

1. YTeHue 3aMaCKMPOBaHHbIX 3aNnCei U3 N0KaAbHOro Habopa AaHHbIX, CGOPMUPOBAHHOMO

3aJaHNEeM MaCKMUpoBaHUA.

2. 3anucb 3aMacKMPOBaHHbIX 3anncei B cucTeMy-noaydatesb. MCnonb3yemblit KOHHEKTOP 06bIYHO

coBnagaeT C KOHHEKTOpoMm wara 1 3agaHuA MacKMpPOBaHKUA, NapameTpbl COegUHEHUA

cooTBeTcTBYtOT B/l nony4artens.

HaCTpOVIKM 3a4aHNA A0/1XKHbI pa3pewaTb NnapannesibHoe BbiINO/IHEHNE HECKOJ/IbKUX ero KonuiA.
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TunosoW cocTas napamMeTpoB 3a4aHNA 3arpy3kn AaHHbIX MOKa3aH Ha PUCYHKe HUXKe.

:,. Job controll erendenciesl ﬂLSI Generated QSHI Egecution] Def_aults'

Parameter name I Prompt Type Default Value Help Text

_1_[ DbOutParams DbQutParams parame Parameter Set  (As pre-defined) Database connection parameters
2 |SAPT_CONFIG_FILE Configuration file Pathname /opt/IBM/Information The Parallel job configuration file.
3 |Globals Globals parameters  Parameter Set  (As pre-defined)
4 | DbParams DbParams parameters Parameter Set  (As pre-defined) Database connection parameters
5 |InputTable Input table name String MASKDEMO.TAB1
6 |OutputTable Qutput table name  String MASKDEMO.TAB2
7 |Batchld Job batch identifier ~ String -

|

MpumeyaHua:

1. Nepepasaemble NapameTpbl aHANOMMYHbI NAapameTpam 1A 3a4aHMNA NOTOKOBOIo
MaCKMpoBaHHUA.

2. MapameTpsbl InputTable n DbParams ncnonb3sytotca ans dopmmnpoBaHua umeHn painna, us

KOTOPOro YMTAlOTCA 3aMACKMpPOBaAHHbIe 3anucu. NogkntodeHne K bA-UCTOYHUKY N YTeHUe U3 Heé

MHdJOpmaLI,VIVI 3TUM 3aJaHNem He Npon3soanTca.

[nA BbIXOAHOTO KOHHEKTOPA OMnepaTopa YTeHUA AaHHbIX AO/XKeH BbITb YCTaHOBAEH pexkmum «Runtime
Column Propagation», Kak NoKa3aHo Ha NpUmepe 3a4aHnA KNOTOKOBOro» MacKMpPOBaHWA.

MprMmep HacTPOEK onepaTopa YTEHWUA M3 NO0KAAbHOrO Habopa AaHHbIX MOKa3aH Ha PUCYHKE HUKe.

Stage Output I

Output name: Columns...

|DsLinke |

General Properties ]Columns' Advanced |

Name of the control file for the data set, suffix .ds

B4 Source S File
BN o= Ackbale DeF el fuadkacFb Parame renal Ay By [#Globals DsPath#/masked-#DbParams name# Zinput Table#.ds  » |
=4 Options t
@ Missing Columns Mode = Ignore
\ Information:
o Type: Pathname N
1]

MpumeyaHua:

1. Wmsa ncxogHoro ynutaemoro daiina c 3aMackMpoBaHHbIMKU AaHHbIMM GOPMUPYETCA NO TOMY XKe

WwabnoHY, YTO M B 3a4aHNN MAacKUPOBaHUA (CM. Bbile B 3TOM pasgene).
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4.4.2.3 /luzaliH ynpasaaoweao 3a0aHUs 0158 MACKUPOBAHUS HAQ mecme

Mpumep An3aiiHa ynNpasaaoLWero 3a4aHnA-NocNea0BaTeIbHOCTM A4 Peanmsalnm MackMpoBaHna Ha
MecTe NpUBeAEH Ha PUCYHKE HUKe.

9 DSLnk2 ’;/

RunMask

3afaHue cocTomT U3 ABYX NOCNeA0BATE/IbHO BbINOIHAEMBbIX LLAroB:

1. 3anycK 3aiaHusA MacKMpoBaHMA B BapuaHTe «Ha mecTe»
2. 3anyck 3agaHua 3arpy3kuM 3aMackMpoBaHHbIX AaHHbIX

TrMnNoBOI cocTaB NapameTpoB YrNpPaBAAOLWEro 3a4aHNA NPMBEAEH Ha PUCYHKE HUKeE.

General Parameters | Job control] erendencies] NLSI

Parameter name | Prompt [ Type | Defaut Value Help Text
| 1 |SAPT_CONFIG_FILE Configuration file Pathname /datum/sw/Informatic The Parallel job configuration file.
| 2 | DbOutParams DbOutParams parame Parameter Set  (As pre-defined) Database connection parameters
3 |DbParams DbParams parameters Parameter Set  (As pre-defined) Database connection parameters
| 5 |InputTable Input Table String DEMO1.INPUT
| 6 |OutputTable Qutput Table String DEMO1.INPUT
| 7 | MaskingProfile MaskingProfile String demo.demo1.input
| & |SafelnputTable Safelnput Table String DEMO1-INPUT
| 9 |Batchld Job batch identifier  String -
|
MpumeyvaHua:

1. MepepaBaemble NapamMeTpbl aHANOMMYHbI NAapaMeTpam AN 3a4aHNA NOTOKOBOIO
MaCKMPOBAHUA.

2. [OononHuTenbHbln napametp SafelnputTable ucnonbsyotca ana GopMmmnpoBaHma UMeEHN
aK3emnaapa 3anycka 3agaHua. OT napameTpa InputTable oH oTanyaerca 3anpetom Ha
MCMNO/Ib30BaHWE HEKOTOPbIX CNELMaibHbIX CUMBOIOB, B TOM YMC/IE TOYKM («.»).

Ha pucyHKe HUXKe noKasaHbl HaCTpOVIKe wara 3anycka 3agaHnAa MaCKNpoBaHUA.




General Job | Triggers |
Job name
lLocaLkbc
Invocation Id:
W] =

Execution action:
I | Reset f required, then run I ~]

[~ Do not checkpoint run.

Parameters

Name Value Expression Insert Parameter |
SAPT_CONFIG_FILE SAPT_CONFIG_FILE

Globals Globals Clear |
DbParams DbParams

Input Table Input Table Clear Al |
MaskingProfile MaskingProfile

Batchld Batchld Set to Default |

Allto Default I

Type: Pathname
Prompt: Configuration file

MpumeyvaHua:

1. Wma 3anycka dopmupyeTca Ha ocHoBe MMeHU B/1-MCTOYHMKA U MUMEHW MACKMpyemon TabauLbl,
4yTO 0bneryaeT ANarHOCTUKY NPU BO3HUKHOBEHUU OLLNBOK.

2. Tpu HeobxoAMMOCTM Nepes, 3aMyCKoM 334aHuMA BbINOAHAETCA cOpocC ero coctosHuA (TpebyeTcs,
ecnv npeablayLmMii 3anycK 3aBepLunaca ownbKomn).

3. MMapameTpbl 3aMyCKaemoro 3a4aHu1s 3ano/IHATCA 3HAYEHUAMM NapaMeTPOB 3aMyCKaloLWero
334aHuA.

HaCTpOﬁKM wara 3anycka 3aaHunA 3arpy3kmn AaHHbIX aHa/10TUYHbI HaCTpOﬁKaM wiara 3anycka 3agaHuAa
MaCKMpoBaHMA, NOKa3aHHbIM BblLLeE.

4.4.3 HacTpolKm onepaTopa MacknpoBaHusa «DsMask»

CraHAapTHble HacTPOMKKM onepaTopa MackmpoBaHna « DsMask» noKasaHbl Ha PUCYHKE HUXKeE.
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- Mask - Java Integration = =x]
Stage I Input [ Output |
Stage name
Mask
Configure
General Properties l Advanced
v
w Java
Classpath HGlobals. MaskJar#
Heap size(MB) 512
Optional JVM options -Xdump:none
User class com ibm.dsmask.DsMask
P Use user-defined function No
Custom properties ConfigPath=#Globals ConfigPath# A E]_.é]
DictPath=#Globals.DictPath#
ConfigName=#Globals.ConfigName#
ProfileName=#MaskingProfile#
BatchSize=#Globals.BatchSize#
UnigHost=A#Globals.UnigHost#
UnigPort=4Globals.UniqPort#]
UnigSecret=#Globals.UniqgSecret#
OK | Cancel Help
MpumeyaHua:

1. TMyTb K Knaccy onepatopa MacKUpoBaHUA 3aaaétca napametpom Masklar u3 Habopa
napametpos Globals. Uma Knacca peannsauum onepatopa MacKMpPOBaHUS —
«com.ibm.dsmask.DsMask».

2. YBenunuyeHHbIi pasmep Kyuu (B npumepe Ha pUcyHKe — 512 M6aliT) TpebyeTtca ana 06paboTku
CNIOXKHbIX NPaBUI MacKMPOBaHMA 1 NpK BonblIOM pa3mepe ob6pabaTbiBaemMoro nakeTa 3anucei
(3apaérca napametpom BatchSize).

3. PekomeHZyeTCcs OTK/OUYUTL reHepaL Mo AMarHOCTUYECKMX 4aMNOoB Npu olwmMbKax (onuma «-
Xdump:none») Bo nsbexkaHne BOSHUKHOBEHUA NepenosiHeHuin GpaitnoBon CMCTEMbI cepBepa
DataStage.

4. 3HayeHMA OCHOBHbIX NAapaMeTPOB ONepaTopa MACKMPOBaAHMUSA 3a[aHbl Yepes 3HaYeHUs
napameTpos rpynnbl Globals, yTo no3BonseT eAMHOOOPA3HO KOPPEKTUPOBATL HACTPOMKM

onepaTopos MaCKMpoBaHMA BO BCEX UCMNOJ/Ib3yeMbIX 3a4aHUAX.

OnucaHWe NnapameTpoB onepaTopa MackMpoBaHMA NpuseaeHo B Tabanue HUxe.

Mapametp Mpumep 3HaueHuUA OnucaHue
DictPath #Globals.DictPath# MMyTb K KaTasiory co CnpaBoYHUKaMM
ConfigPath #Globals.ConfigPath# MyTb K KaTanory ¢ 6asamu AaHHbIX KOHPUrypaLmii
MacCKMpoBaHuA
ConfigName | #Globals.ConfigName# Jlornyeckoe MMA MCNonb3yemo
KOHdUrypaumoHHo 6asbl AaHHbIX
MacKUpoBaHuA

24



Mapametp Mpumep 3HaueHus OnucaHue

ProfileName | #MaskingProfile# Mma npodunsa mackMposaHMaA — NOTMUYecKoe nmsa
Mackupyemom Tabnumubl B popmate
«B[.CXEMA.TAB/IMLA»

BatchSize #Globals.BatchSize# Ko/M4yecTBo CTPOK, MacKMpyembix 3a OAHY
NaKeTHYIO onepauuio

UnigHost #Globals.UnigHost# CeTteBoe uma nMbo ceTeBoM afapec cepsepa, Ha
KOTOPOM OYHKLMOHNPYET CEPBUC KOHTPONA
YHMUKaNbHOCTU

UnigPort #Globals.UnigPort# Homep ceTeBoro noprta cepsmnca KOHTPOA
YHUKaNbHOCTU

UnigSecret #Globals.UnigSecret# Kog, Aoctyna K cepBuCy KOHTPOIA YHUKabHOCTU

4.4.4 HacTpOMKM NOAKMOYEHUI K UCTOYHUKAM M NMOAYYaTENAM AaHHbIX

MoaKNtoYEeHNA K MICTOYHMKAM U NOoAyYaTeNAM AaHHbIX PEKOMEHAYeTCA OCYLLeCTB/IATb C MOMOLbHO

cneumann3npoBaHHOro KOHHEKTOPa, peannsyioLLero onTMMmnsaLmm ans cootsetcraytowero smaa CYB/.

MpY HeAOCTYNHOCTM CNeLManmM3nMpoBaHHOro KOHHeKTopa, 6o Npu paboTe C OTHOCUTENbHO

HeboNbLINMN 06 BEMAMM AaHHbIX MOXHO UCNONb30BaTb YHUBEPCA/bHbIM KOHHeKTop JDBC.

[Ons paboTbl KoHHeKTOpa JDBC Ha cepBepe DataStage HeobxoAMMO Pa3MecTUTb COOTBETCTBYHOLLUIA
Habop apalisepos JDBC, KoTopble TpebyeTca 3apernctpmposaTsb B paiine isjdbc.config. MoapobHasn
nHpopmauma no HacTpolike apamnsepos JDBC npeactasneHa B AoKymeHTauum Ha DataStage.

Mprmep HAaCTPOMKM NapaMeTpPOoB ANA NOAKAOYEHUA K UCTOYHUKY Yepe3 JDBC-KOHHEKTOp NpuBeaEH Ha

PUCYHKE HUXKe.

v

URL #DbParams.ud#
User name H#DbParams.user#
Password #DbParams password#
Attributes
Generate SQL at run time Yes
Table name Hinput Table#
Enable quoted identifiers No
w SQL
w Transaction

Record count 2000

Isolation level Default

Auto-commit mode Disable

Mark end of wave No

P Run begin and end SQL statements No
w Session

Fetch size 0

Report schema mismatch No

Default length for columns 200

Default length for long columns 20000

Fail on truncation Yes

Generate all columns as Unicode No

P Character set for non-Unicode columns Default

Keep conductor connection alive Yes
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) Run before and after SQL statements No
w Java settings

Heap size 512
JVM options -Xdump:none
P Limit number of retumed rows No

PucyHok. lNMapamempeoi JIDBC-nodkntoveHuUs K B-ucmo4Huky.

MpumeyaHua:

1. HenocpeacTBeHHO CBOWCTBA A4/15 YCTAHOB/IEHUA coeanHeHmnsa ¢ B HacTpausatoTcs Yepes Habop
napameTpos «DbParams», onncaHHbIl B NpeablayLimnx pasgenax.

2. TeKcT 3anpoca gns BblIbOPKU AaHHbIX TEHEPUPYETCA aBTOMATUYECKM, MPU 3TOM MMA UCXOAHOM
Tabnnupl onpegensetca Yepes napameTp 3agaHuma «lnputTabley».

3. Mpu ucnonbsosaHmn JDBC-KOHHEKTOpPaA YacTo TpebyeTca yBeIMYEHHbIN IMMUT Ha
MCMNO/Ib30BaHWeE ONepaTMBHOM NamsaTH (B MpMMepe Bbille YCTaHOBEHO 3HaYeHne 512 Mb6aiT).
TaKKe an1a Bcex Java-KOMNOHEHTOB LLeN1eco0bpasHO OTKAKYUTL CO34aHNE AUATHOCTUYECKMX

O3aMMOoB Npu owKnbKax (onuma «-Xdump:none»).

Mprmep HACTPOMKM NapaMeTpOoB A1A NOAKAOYEHUA K nosydaTento Yyepes JDBC-KOHHEKTOP NpMBeAEH Ha

PUCYHKE HUXKe.

v
URL utParams.u
User name #DbOutParams .user#
Password #DbOutParams password
Attributes
v
Write mode Insert
Generate SQL at run time Yes
Table name HOutput Table#
W Table action Truncate
W Generate truncate table statement at run time fYes |
Stop the job when truncate table statement fails No
Perform table action first lYes |
Enable quoted identifiers No

w SQL

w Transaction

Record count 2000
Isolation level Default

Auto-commit mode Disable
P Run begin and end SQL statements No
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w Session

Batch size 2000
Drop unmatched fields No
Report schema mismatch No
Default length for columns 200
Default length for long columns 20000
Fail on truncation Yes
P Character set for non-Unicode columns Default
Keep conductor connection alive Yes

) Run before and after SQL statements No

w Java settings

Heap size 512 I
JVM options -Xdump:none

PucyHok. Mapamempsl IDBC-nodknroyeHus K b-noayyamernto.
MpumeyaHua:

1. HenocpesncTBEHHO CBOICTBA AN1A YCTaHOBAEHUA coeanHenuna ¢ bJ] yctaHaBanBatoTca yepes
Habop napameTpoB «DbOutParams», onncaHHbIN paHee.

2. TeKcT 3anpoca a8 BbIBOPKM AaHHbIX FeHEPUPYETCA aBTOMATUYECKM, MPU 3TOM MMA UCXOAHOM
Tabnnupl onpepensetca Yepes napameTp 3agaHma «OutputTable».

3. Tabauua npeapaputenbHO ouymllaeTca Yepes onepaumio TRUNCATE (cMHTaKCKC 3aBUCUT OT TMNa
CYB/1), TeKCT onepaTopa reHepupyeTcs Ha OCHOBE UMeHW TabnLbl, 3a/laHHOM B NapameTpe
«QutputTable».

4. [nAa BUpTyaNbHOW MalLUHbI Java YCTaHOB/IEH YBEAMYEHHbIA AMMKUT NamaATn (512 M6anT) n
OTK/IIOYEHA FreHepauna AMarHocTmyeckux gamnos («-Xdump:none»).

4.5 Py4yHOM 3anycK 3a4aHNIM MacKMpPOBaHMA

Py4HoI 3anycK 3a4aHWiM MacKMPOBaHMA 0ObIYHO NPUMEHAETCS NPU KOMMIEKCHOM OTNaAKe 3a4aHui
MaCKMPOBaHMSA, MPaBUA MAaCKMPOBAHUA U HAaCTPOEK NOAKNOYEHUA K 6a3am AaHHbIX, ABAAOLWMXCA
WUCTOYHMKAMM UCXOLHOM M NOAYyYaTENAMU 3aMACKMPOBAHHOM MHPOPMaLUN.

Py4HOM 3anycK 3a4aHNI MacKMPOBAHMA MOMKET OCYLLECTBAATLCA OAHUM U3 Caeaytowmnx cnocobos:
— wu3 npunoxeHua DataStage Designer Client;

— un3 Web-nntepdeitca DataStage Flow Designer;

— W3 KOMaHAHOM CTPOKM C UCNO/Ib30BaHMEM KOMaHAb! dsjob.
Bo Bcex cnyyasx Heob6XoAMMO yKa3aTb 3HAYEHUS NapaMeTPOB 3a4aHMUA, LOXKLATbCA ero 3aBepLleHus 1
NPOKOHTPOINPOBaTL OTCYTCTBME OLUMOOK.
Mpwu ncnonb3oBaHMuM npunoxerHns DataStage Designer Client 3anycK 3agaHna, MOHUTOPUHT X04a ero
BbINOJIHEHWUS U MPOCMOTP NPOTOKO/I0B PAabOTbl MOMKET OCYLLECTBAATLCA B CPEAE ITOMO MNPUNONKEHMA.
Mpu 3anycke 3agaHuna ns Web-untepdeiica DataStage Flow Designer o6uwmii pesyabTaT BbINOAHEHMA
(ycnex/owmnbKa) gocTyneH HeMoCcpeACTBEHHO B 3TOM NpUAOXKeHUM. [1na NpocMoTpa NpoTOKoAa 3a4aHunA
Heobxogmmo nepeiitn B Web-mnHtepdeiic Operations Console, nmbo Bocnosib3oBaTbcA KomaHaom dsjob.
Mpw 3anycKke 3a4aHUA C NOMOLLbIO KOMaHAbl dsjob MOHUTOPUHTI X043 BbINONIHEHWUA 334aHWA, A TaKXKe
NPOCMOTP MNPOTOKO/1a 3a4aHMA MOKET OCYLLECTBAATLCA AOMONHUTEIbHBbIMU BbI30BaMM KOMaHAbI dsjob,

a Takxe cpeacreamm Web-nHtepdeitca Operations Console.
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Bonee noapobHas uHdbopmauus o pabote ¢ 3agaHuamum DataStage npmeeaeHa B AOKYMEHTALMK Ha
npoayKt IBM Information Server. B yacTHOCTH, onumMm 3anycka KomaHapl dsjob onucaHbl B cnegytowem
pasgene agokymeHTaumm: https://www.ibm.com/docs/en/iis/11.7?topic=interface-commands-

controlling-infosphere-datastage-jobs

4.6 MakeTHOe MacKknpoBaHue Habopa TabanL 6asbl AaHHbIX

B cocTaBe pelueHMa N0 MacKMPOBaHUIO NpeaycMoTpeH npumep ckpunta MaskBatcher gns nakeTHoro
3anycKa Habopa 3a4aHMit N0 MaCKMPOBaHMIO BbIOpaHHOM 6a3bl AaHHbIX, KOTOPbIN MOMET CAYXKUTb
OCHOBOM An1a obecnevyeHUss aBTOMaTUYECKOro BbINOJIHEHMA NPOL,ECCa MacKMPOBaHMA B COOTBETCTBUM C
TpeboBaHMAMM U cneunduKoin cuctem 3akasumKa. Mpumep pa3paboTaH Ha KOMOUHALMYK A3bIKOB Groovy
u Bourne Shell ana makcumanbHoro obnerdyeHma AopaboTKM U afanTaLmu ero IOrMKu.

CKpuMNT cocTaBAAeT CNUCOK Tabauu, cogepawmx KoHduaeHumanbHble Noas, NyTéM BbIMOJAHEHUA
3anpoca Hag 6a3on aaHHbIX Information Governance Catalog (Tak Ha3biBaemoli 6a3bl AaHHbIX XMETA).
OnpepgeneHune KoHOUAEHLMANbHbIX NOJEN OCYLLECTBAAETCA Ha OCHOBE MPUCBOEHHbIX 3TUM NOAAM
KNaccoB AaHHbIX. KOHGUAEHUMANbHBIMW CHUTAKOTCA KNACChl AAHHbIX, CBA3AHHbIE CO CneunanbHbimM
6usHec-TepMnHOM «KoHPUaEHLMANbHOY.

[na Kaxaon Tabamubl, Tpebylollein MacKMpoBaHMA, BbINOJAHAETCA 3aMyCK 3a4aHNA MaCKMPOBaHUA C
NOMOLLbIO YyTUANTBI dsjob. O6beanHeHWe 3a4aHNI MaCKMPOBaHMNA B COFNACOBaHHYH COBOKYMHOCTb
onepaymit MaCKMpOBaHUA ANA NOCAeAYIOLLEr0 MOHUTOPUHIA U KOHTPOAS Pe3y/bTaToB OCYLLLeCTBAAETCA
NyTEéM nepenaym B Kaxkaoe 3anyckaemoe 3a4aHue cneumnanbHoro napameTpa — YHUKanbHoro
naeHtTndMKaTopa rpynnbl 3a4aHMi, — Ha OCHOBE KOTOPOTro 3aTeM MOXHO MOYYUTb MOAHbINA COCTaB

BbIMO/IHAEMbIX 3ap,aHV|i/'| MaCKMpPOBaHNA N UX pe3y/ibTaTbl.

Mepepn 3anycKom 3a4aHUiM MAacKMpoBaHMA Ana onpeaenéHHom 6a3bl AaHHbIX ckpunT MaskBatcher
npoBepseT HaiuYne paHee 3anyLLeHHbIX 3a4aHNN MaCKMPOBaHWUS 415 TOM e camoli 6a3bl AaHHbIX, 1
OTMEHSAET 3aMyCK NPu UX 0BHapPYKEHUMW.

HacTtpoiiku ckpunta MaskBatcher pasgeneHbl Ha ABe YacTu, XpaHALWMeca B PasHbIX KOHOUIYPALMOHHbIX
dainax:

— rnobanbHble HACTPOWKM, onpeaenatowme PeKBM3nUTbl NOAKAYEHUA K 6a3e gaHHbIXx XMETA u
AeTanu 3anycka 3agaHuit DataStage;
—  JIOKafbHble HACTPOMKM, onpeaenatome N1ormiyeckme MMeHa BXO4HOM 1 BbIXOAHOM 6a3 AaHHbIX.
lnobanbHble HAacTPOMKM YnTatoTca 13 daina «MaskBatcher-config.xml». JlTokanbHble HaCTPOKK

yuTatoTca U3 dpaitna, MA KOTOPOro YKasblBAaeTCA B NapameTpe KOMaHAHOW CTPOKK, 1Mbo (npu

OTCYTCTBUM NapameTpa) U3 dpanna «MaskBatcher-jobfile.xml».

Mpumep KOMaHAbl 3aMyCKa NAKETHOrO MAaCKMPOBAHUA:

./MaskBatcher.sh MaskBatcher-jobfile.xml

Mpumep daiina NoKanbHbIX HACTPOEK:

<?xml version="1.0" encoding="UTF-8"7?>

<!DOCTYPE properties SYSTEM "http://java.sun.com/dtd/properties.dtd">
<properties>

<comment>Single job settings for the MaskBatcher program</comment>
<entry key="igc.dbname">AISl</entry>

<entry key="input.conn">AIS SRC</entry>
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<entry key="output.conn">AIS DST</entry>
</properties>

Mpumep daina rnobanbHbIX HACTPOEK:

<?xml version="1.0" encoding="UTF-8"7?>

<!DOCTYPE properties SYSTEM "http://java.sun.com/dtd/properties.dtd">
<properties>

<comment>Configuration settings for the MaskBatcher program</comment>
<entry key="igc.url">jdbc:db2://localhost:50000/xmeta</entry>

<entry key="igc.username">xmeta</entry>

<entry key="igc.password">passwlOrd</entry>

<entry key="job.runner">ssh dsadm@localhost
/opt/IBM/Masker/batcher/Rundob.sh</entry>

<entry key="job.lister">ssh dsadm@localhost
/opt/IBM/Masker/batcher/ListJobs.sh</entry>

</properties>

OnucaHue HacTpoek ckpunta MaskBatcher npusegeHo B Tabanue HUXKe.

Hacrtpoiika OnucaHue
igc.dbname Jlornyeckoe msa mackmpyemoi 6a3sbl gaHHbIX B pamKax IGC
input.conn Nmsa 3HauyeHns B Habope napameTtpos «DbParams» ana nogkntoveHuns K -
WUCTOYHUKY
output.conn Nms 3HauyeHnn B Habope napameTpos «DbOutParams» ana noakatoyeHms K

b-nonyyatento

igc.url JDBC URL gna nogkntoyeHua K 6 XMETA

igc.username JlorvH nonb3oBatena gna nogkntoyveHua K b XMETA

igc.password Maponb nonb3osatena ana noakntoveHua K 6 XMETA

job.runner KomaHgaa gns 3anycka 3agaHuaA. Mpumep ckpunta a8 3anycka 3agaHuni

noarotosseH B Buae ¢aiina Runlob.sh.

Ona nogkntoueHuns K cepsepy DataStage c HeobxoaMmMbIMKM NpaBaMmmn 0BbIYHO
MCNONb3yeTCA 3anyCK CKpunTa yepes SSH.

job.lister KomaHaa ans nonydyeHua Cnmcka BbINoAHAEMbIX 3a4aHuid. Mpumep ckpunTta
ONA NoNYyYeHNs CNUCKa 3a4aHuii noarotosseH B Buae daiina Listlobs.sh.

Ona nogkntoveHuns K cepsepy DataStage c HeobxoanmbIMKM NpaBammn 0BbIYHO
MCNONb3yeTCA 3anyCcK CKpunTa yepes SSH.

CTaTycbl BbINOJHEHUSA U KYPHa/bl PaboTbl OTAE/bHbIX 3343aHNN MAaCKMPOBAHUS MOXHO MPOCMOTPETb
yepes3 Web-nHtepdeinc nucrpymenta Operations Console u3 coctasa IBM Information Server.

Ona 6onee yaobHOro NpocmoTpa 3anyCcKoB NakeTHbIX 3a4aHUN PEKOMEHAOBAHO NOAKAOUYUTL Nt0bo
WMHCTPYMEHT GOPMMPOBaAHMA OTYETHOCTU K Base AaHHbIX ONepaLMOHHbIX MeTaZaHHbIX (YacTo
coBmellaetcs ¢ XMETA). NMpumepbl 3anpocoB Ana BbIBOPKM MacKnupyembix 6a3 AaHHbIX, BbINOAHEHHbIX
NaKeTHbIX ONepaLmnin MackMpoBaHMA U CBOAKM MO MacKMpyembiM TabanLLaM BKAKOYEHbI B COCTAaB

peweHnAa No MaCKNMpoBaHUIO.
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Mpumeuanue. B coctase nnatdopmol IBM Information Server ana popmnposaHma oT4ETOB
nocraBasetca MHCTpymeHT IBM Cognos Analytics. Bo3Mo»KHO Ucnosib3oBaHMe Ntobbix ApYyrnx
WMHCTPYMEHTOB NOCTPOEHUA OTYETHOCTU, NOAAEPHKUBAIOLLMX PABOTY C UCTOYHUKAMM AaHHbIX
yepes JDBC-apainsep.

5 Pa3paboTKa M HacTpoMKa 3a4aHUI reHepauum CnpaBoYHUKOB

51 CI'IpaBOl-IHI/IK noACTaHOBKU AN1A nepemelltmBaHmAa MCXOOHbIX 3HaYeHNI

[na peannsaumm mackMpoBaHua nepemellnBaHMemM NCXOAHbIX 3Ha4YeHNM Heobxoanmo chopmmnpoBaThb
CNPaBOYHMK NOACTAHOBOK, @ 3aTEM MUCMO/b30BaTh CNPaBOYHUK NOACTAHOBOK B NPaBMAE MaCKMPOBaHMS,

Bbl3BaB a/ITOPUTM NOACTAHOBKN 3HAYEHUA MO CNPaABOYHUKY.

MpumeyaHue. MeTog MacKMPOBaHUA NepemMellnBaHMeM He MOKeT obecneunTtb CTabunbHbIi
pe3ynbTaT MacKMPOBaHMA NPU U3SMEHEHWNM COCTaBa MCXOAHbIX (MepemellBaeMblx) 3HaYEHWNN.
Hanpumep, npu paclumpeHnn ncxoaHoro Habopa sHayeHU nepemelunBaHme HeobxoanMmo

NpoOM3BOAUTb 3aHOBO, N OHO AACT APYroi pe3yibTaT MacKMpPOBaHMA AR BCEX MW NOYTU BCEX

MaCKMpPYyeMbIX 3HaYEHUA.

CnpaBo4YHUK NOACTaHOBOK popmMmumpyeTca C NoOMOLLbIo 3agaHmMsA DataStage 13 AByX Waros:

1. BbibopKka Tabanubl NOACTAaHOBOK 3aMpPOCOM 13 6a3bl AaHHbIX CUCTEMbI-UCTOYHMKA TNMBO
cneuunanbHol cny»KebHow 6asbl AaHHbIX.
2. CoxpaHeHue 3anucei Tabanupbl NOACTaHOBOK B Tabaunuy ¢annosoit 6asbl AaHHbIX H2.

Mpumep AnsaiiHa 3agaHmsa gna GoOpPMMpPOBaHMA CNPaBOYHMKA NOACTAHOBOK NOKA3aH Ha PUCYHKe HUXKe.

- -
%-—pl ﬁ
m DSLink2
 S—
Oracle_Connector_0 JDBC_Connector_1

MpumeyaHua:

1. Ha ware 1 ncnonb3yeTtca KOHHEKTOP K BA-UCTOYHUKY, "Mb0 0606LWEHHbI JDBC-KOHHEKTOP.
Mcnonb3yeTcs cneuunanbHblii SQL-3anpoc ana GopMmmnpoBaHMa Tabanubl NOACTaHOBOK (CMm.
npuUMep HUXKe).

2. Ha ware 2 ucnonbsyetca JDBC-KoHHeKTOp K 6a3e gaHHbIx H2.

TUNWMYHbIE HACTPOIMKN KOHHEKTOPA K MCTOYHMKY AAHHbIX, UCNO/Ib3yeMble B 3aZaHNM reHepaumm
CNPaBOYHMKA NOACTAHOBOK, MPUBELEHbI HAa PUCYHKE HUXKeE. MIcnonb3yeTca 3a4aHHbIN NO/1b30BaTENEM
onepaTop BbI6OPKM AaHHbIX (SELECT).
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Server

User name

Password

Use extemal authentication
Oracle client version

Read mode
Generate SQL at runtime

Enable quoted identifiers
w SQL
w Select statement

Read select statement from file

p Enable partitioned reads
w Transaction

HMask Src. DB_NAME#

HMaskSrc. DB_USER#
HMaskSrc.DB_PASS#

l (SELECT isn ASisn_1,is... I

No

No

Isolation level Read committed
Record count 2000
Mark end of wave No
w Session
Armray size 2000
Prefetch row count 1
Prefetch buffer size 0
p Enable LOB references No

Mpumep Hactpoiku JDBC URL ans noaxntoveHuns K 61 H2 (Hactpoiika «Connection / URL» B cBoMCTBax
JDBC-KOHHeKTOopa):

jdbc:h2:#MaskGlobals.DICT PATH#/demo-subst;
AUTO_SERVER=TRUE; FILE LOCK=SOCKET; COMPRESS=TRUE

rnobanbHana HacTpolika MaskGlobals.DICT_PATH yka3sbiBaeT Ha NyTb K KaTanory Ans XpaHeHun

CNPaBOYHMKOB;

— 3HayeHue «demo-subst» - nornyeckoe nma 6asbl AaHHbIX, HA OCHOBE KOTOPOro GOpPMUPYHOTCA
nmeHa ¢annos H2;

— onuun AUTO_SERVER=TRUE u FILE_LOCK=SOCKET Heobxoaumbl Ana paboTbl c 6azamu AaHHbIX
H2 B cpene DataStage;

— onuua COMPRESS=TRUE BKNtOYaeT BCTPOEHHbIN aNropmuTm cKaTtus 6asbl gaHHbIX H2 ans

COKpaLLeHMA 06bEMA XPAaHEHUSA Ha UCKe.

TunuyHble HacTpolikn JDBC-KOHHEKTopa K ¢pannosoit 6ase aaHHbIX H2, B KOTOpYO 3anucbiBaeTca

bopmupyemasn Tabanua NOACTAHOBOK, NOKa3aHbl Ha PUCYHKE HUMKe.
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URL Iidbc:hZ:#MaskGIo... I
User name
Password
Attributes
v
Write mode Insert
Generate SQL at run time Yes
Table name ISN_SUBST
w Table action Replace
W Generate create table statement at run time Yes
Stop the job when create table statement fails Yes
W Generate drop table statement at run time Yes
Stop the job when drop table statement fails No
p
Perform table action first Yes
Enable quoted identifiers No
w SQL
b

5 -
D :
b

w Transaction

Record count j20000 |
Isolation level Default
Auto-commit mode Disable
) Run begin and end SQL statements No
w Session
Batch size § 20000 |
Drop unmatched fields No
Report schema mismatch No
Default length for columns 200
Default length for long columns 20000
Fail on truncation Yes
P Character set for non-Unicode columns Default
Keep conductor connection alive Yes
P Run before and after SQL statements No
w Java settings
Heap size 512
JVM options I-Xdump ‘none |
MpumeyaHua:

1. B HacTpolikax yKaszaHo ums BbixogHou Tabaumubl (ISN_SUBST), nepep 3anucbto B Tabauuy
HaCTpoeHo aelcTBue no eé nepecosganuio (Replace).

2. [Ans ontummsaumm 3anmcu B JDBC-KOHHEKTOpE MCNONb3YETCA YBEAMYEHHbIN pasmep
TpaH3aKLUMKN 1 NaKeTa onepauunii BCTaBKKU (B 060MX caydasx Ucnonbayetca 3HaveHue 20000).

3. [lonoNHWTENbHO YCTAHOB/EH YBEIMYEHHbIM pa3mep paspewéHHON NaMATU ANA BUPTYaIbHOM
MaLlKnHbI Java (512 M6anT) 1 OTKAOYEHa reHepaLns AMarHoOCTUYECKUX AaMNOoB Npu olnbKax

(napameTp «-Xdump:none»).



Mpumep 3anpoca ana popmmpoBaHms Tabamupl noactaHoBok ana b Oracle Database:

(SELECT v AS v_1, v AS v_2 FROM myschema.mytable WHERE v<100)
UNION ALL
(SELECT tabl.v 1, tabZ.v 2
FROM
(SELECT ROWNUM AS pos 1, v AS v_1 FROM myschema.mytable WHERE v>=100) tabl,
(SELECT ROWNUM AS pos 2, v AS v_2 FROM
(SELECT v FROM myschema.mytable WHERE v>=100
ORDER BY dbms random.value()) x) tabZ
WHERE tabl.pos l=tab2.pos 2)

B sTom 3anpoce dpopmupyetca Tabanua noactaHoBoK Ana nona «V» tabamubl « MYTABLE» B cxeme
«MYSCHEMAY. 3HaueHuna meHee 100 ocTaloTcA HEM3MEHHbIMU (3aMeLLaloTCs Ha UAEHTUYUHbIE), TaK KaK
ABNAOTCA CNyXKebHbIMU. 3HauyeHMA oT 100 1 Bbille B 3TOM NPUMEPE 3aMEHSIOTCA Ha pe3ynbTaTt

CNlyYaHOro nepemellnBaHuA.

MpuBeaEHHDbIN Bbile 3anNpoc BO3BPALLAET pasHble pe3y/ibTaTbl MPM NOBTOPHbIX 3aMyCKax HaZ O4HUMU U
TEMM Ke AaHHbIMU. BO3MOXKHbI anbTepHaTUBHbIE GOPMbI 3aMpPOCa, UCMO/b3YHOLLME COPTUPOBKY HE Mo
nceBAOC/y4alHOMY 3HaYEHUIO, KaK B MPUMEpPE Bbile, @ MO 3HAaYEHUIO Xell-PpYHKLUMU HaL UCXOAHbIM
3HayeHuMem (c gobaBneHNem AONOHUTENbHOIO 3HAYEHMA B BUAE «COM»). TaKOM BapMaHT 3anpoca
BO3BPALLAET OAHU U Te }Ke 3HaYeHUA MPU COXPAHEHUM COAEPHKMMOro UCXOAHOM Tabanubl. Cm. npumep
anbTepHATUBHOM GOPMbI HUXKE:

(SELECT v AS v_1, v AS v_2 FROM myschema.mytable WHERE v<100)
UNION ALL
(SELECT tabl.v 1, tab2.v 2
FROM
(SELECT ROWNUM AS pos 1, v AS v_1 FROM
(SELECT v FROM myschema.mytable WHERE v>=100
ORDER BY v) y) tabl,
(SELECT ROWNUM AS pos 2, v AS v_2 FROM
(SELECT v FROM myschema.mytable WHERE v>=100
ORDER BY STANDARD HASH(TO CHAR(v) || 'P@$$wOrd')) x) tab2
WHERE tabl.pos l=tab2.pos 2)

O6paTnte BHUMaHWE Ha HeobX0AMMOCTb COPTUPOBKM 3anncen B noasanpoce «tabl» ans nonyyenus

npeackasyembiX 1 BOCNPOU3BOANMDBIX Pe3y/ibTaTOB.

5.2 CnpaBOYHMK NOACTAHOBKM MO KAHOUY

JaHHbIM BUA, CNPaBOYHMKOB UCNO/b3YETCA, K NPUMEPY, 417 MAaCKMPOBaHUA HEMOHbIX 3HAYEeHUM
COrNacoBaHHO C MNOJIHbIMU 3HaYeHuaAMK (Hanpumep, «MBaHoB U.U.» vs «MBaHOB MBaH MBaHOBUYY).
TpebyeTca HanMuMe B MacKMpyeMbIxX TabMLaX YHUKANbHOTO MAEHTUOUKATOPA MAaCKMPYeMOM CYLLHOCTH
(Hanpumep, naeHTUOMKATOP KAMEHTCKOM 3anuck).

MacKnpoBaHmMe OCyLLLeCTBAAETCA NPaBNIOM, BKAIOYAOLWMUM B ceba YHMKabHbIN naeHTMdUKaTop
CYLLHOCTHU (A9 KOTOPOro HEObX0AMMO 3aBECTU CreLMabHbIA KNacc AaHHbIX), NONHOe 3HaYeHne n
BapuaHTbl HEMO/HbIX 3HAYEHUI (419 KOTOPbIX NOTPebyHoTCA OTAeNbHbIE KOHOUAEHLUMAbHbIE KNaCcChl

AaHHbIX).
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CnpaBo4YHUK NOACTaHOBOK GpopmMuMpyeTca C NOMOLLbIO 3aaaHuA DataStage us Tpéx waros:

1. BbibopKa UCXOAHbIX AAaHHbIX A1 MAaCKMPOBaHUA 3aNpoCcom K 6ase AaHHbIX CUCTEMbI-UCTOUYHUKA
nbo cneumanbHol cnyxebHoi 6ase AaHHbIX.

2. MackupoBaHue AnA 3anoJIHEHUA CNPaBOYHMKa.

3. CoxpaHeHue 3anucein Tabanubl NOACTAaHOBOK B Tabanuy daiinosoi 6a3bl AaHHbIX H2.

Mpumep AnsaiiHa 3agaHmsa gna GopMMpPOBaHMA CNPaBOYHMKA NOACTAHOBOK NOKA3aH Ha PUCYHKe HUXKe.

- >
| ‘Fﬁ - | ﬁ
- DSLink3 - DSLink4 -
Source Mask DictDB

MpumeyaHua:

1. Ha ware 1 ncnonb3yetca KOHHEKTOP K BA-UCTOYHMKY, "Mb0 0606LWEHHBI KOHHeKTop Tuna JDBC
mnn ODBC. Ucnonb3yeTtca SQL-3anpoc Ana noay4eHmns YHUKaAbHOro naeHtTuduKaTopa CyuHOCTH
M NONHOTO BapUaHTa MaCKMPYemoro 3Ha4yeHus.

2. Ha ware 2 ucnonb3yetca onepatop mackmpoBaHua «DsMask». OBbIYHO NpK 3TOM NPUMEHAETCA
anbTepHaTMBHAA 6a3a AaHHbIX KOHPUTYpPALMM MaCKMPOBAHUA, B KOTOPYHO MOMELLAETCA
crneumanbHbl TEXHUYECKUA NPOdUIb MAaCKUPOBaHUA AN TabauLbl-CNPaBOYHUKA (CM. onucaHue
HuKe). CoOKpaLEHHble 3aMaCKMpPOBAHHbIE BapUaHTbl 3HAYEHWI Npu 3ToM GOPMMPYIOTCS Ha
OCHOBE NO/IHOrO 3aMaCKUPOBAHHOIO 3HAYEHUA.

3. Ha ware 3 ncnonbayetca JDBC-KOHHEKTOp K 6ase AaHHbIX H2 ans co3gaHma HoBol anbo
OTKPbLITMA cyLlecTBytoLLel 6a3bl 4aHHbIX CO CMPABOYHUKAMM, U COXPAHEHMUA B HEE HOBOM

CnpaBoYHOMN TabAULbI.

HacTpoiKu KOHHEKTopa Ana ncxoaHol bl u KoHHeKTopa ana uenesoi b1 H2 aHanornyHbl (C TOYHOCTbIO
00 TeKcTa ncnonbsyemoro SQL-3anpoca, MmeHu Leneson Bl n nmeHun Lenesoi Tabanubl NOACTaHOBOK)
npueeAEéHHbIM B pasaene 5.1 CripagoyHUK NOOCMAHOBKU 0414 rnepemewiu8aHus UcX00HbIX 3HaYeHUd.

dopmnpoBaHME TEXHUYECKUX NpodUet MacKMpoBaHMA A1 GUKTUBHBIX TabANL, OCYLLECTBAAETCA C
NOMOLLbIO KOHPUTYpaLMOHHON nporpammbl DsMask nyTém yKasaHUA CTPYKTYpPbl GUKTUBHBIX Tabauy, a
TaK)Ke MNPUCBOEHHbIX KOJIOHKaM TabanL, KNaccoB gaHHbIX B BUAe XML-goKymeHTa cneunanbHoOro

dopmarta.

Nma daiina c XML-gokymeHTOM yKa3biBaeTca B napametpe «in.tab.file.name» koHpUrypaunoHHoi
nporpammbl «DsMask», npu atom napameTp «in.tab.type» gonkeH BkAto4YaTb B ceba 3HauyeHume «filen
(cm. paspen 4.2 3anyck KoHgpuaypayuoHHol npoepammel «DsMask»).

Mpumep cTpyKTypbl XML-A0KYMEHTa ANA ONUCaHUA CTPYKTYPbl GUKTUBHBIX Tabaunu,:

<?xml version="1.0" encoding="UTF-8"7?>
<dsmask-table-info>
<table db="sys-dict" name="demol.phys cust">
<field name="customer_ id" dcs="" />
<field name="sex" dcs="Sex" />
<field name="full name" dcs="LastFirstMiddleNameRus" />
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<field name="full name lat" dcs="LastFirstMiddleNameLat" />
<field name="first name" dcs="FirstNameRus" />
<field name="middle name" dcs="MiddleNameRus" />
<field name="last name" dcs="LastNameRus" />
<field name="dob " dcs="DOB" />
</table>
</dsmask-table-info>

B npnBené&HHOM Bbile Npumepe onmcaHa GuKTMBHAA Tabamua «demol.phys_cust», B KoTopoii none
«customer_id» He mackMpyeTcs (Tak Kak emy He NpunmucaHbl KAaccbl KOHPUAEHUNANBHOM
nHdopmauum). [lna octanbHbiX Nonewn B atpmubyTte «dcs» yKasaHbl KNacCbl KOHGUAEHLNANBHOM

MHd)OpmaLI,MVI, B COOTBETCTBUU C KOTOPbIMU OONHKHO ObITb BbINOJIHEHO MaCKMpoBaHue.

Mpun macknMpoBaHUnM GUKTUBHOM TabAULbl YKA3blBaeTCA MMA NPODUAA MACKMPOBAHMA, COOTBETCTBYHOLLEE
yKaszaHHomy B XML-gOKymeHTe npu 3anycke KOHOUrypauMoHHOM nporpammbl. B pesynbTate
dopmmpyeTca Tabamua NoaCcTaHOBOK, MO3BOAOLWLAA CONOCTAaBUTb 3HAYEHUSA KHOUYEBBIX NONEN
(Hanpumep, none «customer_id» B Npumepe Bbile) C 3aMACKMPOBAHHbIMU 3HAYEHUAMM

KOH)MAEHLUMAbHbIX NONEN.

5.3 [eHepauma cnpaBoYHMKa NOACTAHOBOK A8 MacknposaHua dKO

leHepauusa cnpaBoYHMKa NOACTAHOBOK A5t MacknposaHua PUO peannsoBaHa cnewmanbHbIM MOAYNEM
B COCTaBe KOHOUrypauMoHHOM nporpammbl « DsMask».

HacTpolika reHepaumm cnpaBoYHMKa NoactaHoBoK PUO ocyLLecTBAAOTCA NYTEM CO34aHMA
KOHdUrypaunoHHoro ¢aina B popmate XML. Mpumep KoHPUTrypaunMoHHOro ¢anna BXOAUT B COCTaB
KOHOUrypaumoHHoi nporpammel «DsMask» 1 noctasnsetca B Buae ¢panna «jconf-dict-

names .xml».

OnucaHWe NnapamMeTpoB reHepaLmmn cnpaBoYHUKa noactaHoBok ®UO npuseaeHo B Tabavue HUXe.

Mapametp OnucaHue

NamesMale Nma TekcToBoro daina ¢ My>KCKMMU MMEHAMM M OTYECTBAMM B MYXKCKOM U

YKeHcKol dopme

NamesFemale Nma TekcToBOro daina c ) eHCKMMU MMEHaMM

FamMale Nmsa TekcToBoro daiiia c My*»ckumm damunmamm

FamFemale Mma TekcToBoro daina ¢ *)eHckumm dammamnamm

SaltKey Kntou gna ynopagounBaHns KombuHaumin, meHaeTca npu HeobxoammocTtum

N3MeHeHUA cogepXaHna reHepnpyemoro cnpaBo4yHMKa

DbName Mmsa BbixogHo B B popmaTte H2

TotalNames Konunuyectso reHepupyembix PUO, NOPOBHY MYMKCKMX U XKEHCKUX

Mpumep daitna HaCTPOEK reHepaLmMm cnpaBoYHMKa NnoactaHoBok PUO npuBenEH HUKe.

<?xml version="1.0" encoding="UTF-8"7?>

<!DOCTYPE properties SYSTEM "http://java.sun.com/dtd/properties.dtd">
<properties>

<comment>Sample job file for dictionary builder</comment>

<entry key="NamesMale">./names-data/names m.txt</entry>
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<entry key="NamesFemale">./names-data/names f.txt</entry>

<entry key="FamMale">./names-data/fam m.txt</entry>
<entry key="FamFemale">./names-data/fam f.txt</entry>
<entry key="SaltKey">gazwsx</entry>

<entry key="DbName">./dict/dict-names</entry>
<entry key="TotalNames">10000000</entry>

</properties>

3anycK moAayna reHepaumm CNpaBoYHMKa NoacTaHoBoK MO ocyLecTBAseTca caeayowmmm

KOMaHaamu:

cd KaramnorYcrauoBkuDsMask/dsmask-jconf
./BuildDict.sh ®ainHacTpoek.xml

MepeyeHb CTaHAAPTHbIX TabauL noacTaHoBoK ®UO, bopmupyembix MoAyAeM reHepaLmm TUMOBbIX
CNPaBOYHMKOB B COCTaBe KOHPUrypaLuMoHHOW nporpammbl «DsMask», npuseaeH Huxe.

NUma Tabnuupl OnucaHue
DICT_FIO CnpaBoYHUK 3HaYeHn PNO B My*KCKOM U }KeHCKoMm popmaTtax
DICT_FIO_MALE CnpaBoYHUK 3HavyeHnn PO B myKckom popmarte
DICT_FIO_FEMALE CnpaBo4YHUK 3HavyeHnn PO B eHCKom popmaTe

CTpyKTypa cTaHg4apTHbIX Tabaunu noactaHoBkM MO npueeseHa HUXe.

Uma nonsa Tun AaHHbIX Ha3sHauyeHue

ID INTEGER Homep 3anucu, ot 0 go N-1, rae N — pasmep cnpaBoOYHUKA

NFULL VARCHAR(150) MonHoe ®UNO B popmaTe «dDamununa Uma OTyecTBO»

NFIRST VARCHAR(40) Nma

NMIDDLE VARCHAR(40) OTtyectBO

NLAST VARCHAR(40) damunus

SEX CHAR(1) Mpu3Hak nona, 3HayeHune «F» anbo «M». MNone
npucyTcTeyeT TonbKo B Tabauue DICT_FIO (B ocTanbHbIX
TabaMLaxX OHO HE UMEEeT CMbIC/a).

6 ObWwKit CUHTaAKCKC NPaBMI MaCKMPOBaHUA

MpaBunaa macknpoBaHua onucbisatoTcs B dopmate XML 1 coxpaHaoTca B ¢aiinbl C NPOM3BOIbHbIMM

MMeHaMM 1 paclumpeHmnem «.xml». Habop npasua mackMpoBaHuA nomewaetca (B suae Habopa ¢aiinos)

B onpeaenéHHbIN KaTanor 1 ero noaKartanoru.

MyTb K KaTanory nNpaBua MacKMPOBaHUA YKa3biBaeTca B NapameTpax KOHOUrypaLMOHHOM NporpaMmmbl
«DsMask».
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MpaBnna MackMpoBaHUA BKIKOYALOT B ceba afnemeHTbI cneayroumnx snaos:

—  K/IOY — TEKCTOBOE 3HaYeHne, UCNONb3yeMOe A1 UHULMAAU3ALMM aNrOPUTMa MaCKMPOBaHKA.
M3meHeHMe 3HaUYeHNA KNtoYa MeHAET pesy/bTaTbl MaCKMpPOBaHUS;

—  dyHKuMA — obpalleHmne K airoputMy MackMpoBaHUA C yKasaHMeM BUAa aAropuTMa 1 ero
napameTpos;

—  NpaBWNO — CBA3bIBAET Habop BXOAHbIX U BbIXOAHbIX KAaccoB KoHbMAeHUManbHOM nHGopmaumnm
W yCcTaHaBAMBaET NOCNeA0BaTe/IbHOCTb ONepaLnini MackMpoBaHWA B BUAE BbI30BOB

onpeaenéHHbIX PyHKUMN.

6.1 Kaoum nHuumanmlaumm

Mpumep cCMHTaAKCUCA ANA 33a4aHUA KAKOYa:

<key name="KEY-NAME" value="KEY-VALUE"/>

3necb KEY-NAME — nms Kntoda, KoTopoe byaeT MCnonb3oBaThCA NPU HAaCTPoliKe GYHKUMIA ANS CCbIKK

Ha KntoY, a KEY-VALUE — cTpoKkoBOe 3HauyeHune Karova.

6.2 dyHKUMKM A5 0OpaLleHMa K BCTPOEHHbIM airopuUTmam

MprMmepbl CUHTaKcKUca GYHKUMIA ANA 06paLLeHNA K BCTPOEHHbIM airopUTMam:

<function name="vu-concat" type="Concat"/>

<function name="vu-fpe" type="FPE">
<! [CDATA[
KEY default
CLASS russian-simple
SKIP-BEFORE 4

11>
</function>

B npumepe Bbile onpeaeneHbl Ase GYHKLUMU C UMEHAMM «VU-concat» n «vu-fpe», KoTopble MCNoNb3yIoT
a/IroPUTMbI KOHKaTeHaumm cTpok («Concat») 1 xelwmpoBaHus ¢ coxpaHeHnem dopmarta (FPE),
COOTBETCTBEHHO. [Ina yHKUMKM «vu-fpe» 3aaHbl MapameTpbl, a UMEHHO UMSA Ktoda («defaulty),
CMPaBOYHMK BUO0B CMMBOJIOB («russian-simple») n KOJIMYECTBO He M3MEHSAEMbIX CUMBOJIOB B Hayane
CTpoKu (4).

JdononHuTtenbHbll npumep GYHKLMKU AN MacCKMPOBaHMA AaT:

<function name="dob-simple" type="DateOp">
<! [CDATA[
KEY default
11>
</function>

B npumepe Bbiwe onpeaeneHa pyHKumna «dob-simple», ocyulecTsnaAoLLLasn BbI30B BCTPOEHHOTO
anroputTma ana mackuposaHua aaT «DateOp». B anroputm nepenaérca B KauecTse napamerpa umsa
KAtoya nHmumanmsaumm «default».
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6.3 OYHKUMKN-CKPpUNTbI Groovy

[na peannsaumm nonb30BaTENbCKON N0TMKKU 06paboTKM AaHHbIX NPeayCcMOTPEHa BO3MOMXKHOCTb
co3gaHnAa GYHKLUMI B BUAE CKPUMTOB Ha A3bIKe NPOrpammMmnpoBaHmna Groovy.

OnucaHue GyHKLMM COCTOUT U3 ABYX YacTel: Teno GYHKLMM M Telo CKPUNTA N5 reHepaLmm npumepa
aprymeHTOB Bbi30Ba PpyHKUMU. MprUmep aprymeHTOB BbI30Ba MCMOJIb3yeTca 4J19 aBTOMaTUYECKOM
npoBepKn pabotocnocobHocTN GyHKLUN B NpoLecce paboTbl KOHOUTYPALIMOHHOM NPOrPammbl
«DsMask».

Mprmep NpocToi GYHKUUM Ha A3bIKe Groovy:

<function name="name-get-1" type="GroovyScript">

<text><! [CDATA[
return 'M'.equalsIgnoreCase (input[0]) ? input[1l] : input[2]
]]1></text>

<text-input><! [CDATA[
return ['M', 'llarocsim Tarmxk CnaprakoBmu',6 'daHoBa AHHa MeBaHoBHa'] as Object][]
11></text-input>

</function>

Mpumep 4yTb 601€€E CNOXKHON YHKLMN Ha A3bIKe Groovy:

<function name="snils-normalize" type="GroovyScript">
<text><! [CDATA[
// Exclude all non-numeric characters from the input
Object invoke (Object input) ({
if (input==null)
return null;
String str = input.toString() .trim();
str = str.replaceAll("[~\\d]", "");
return str;

]]1></text>
<text-input><! [CDATA[
return "112-233-445 95";

]1></text-input>

</function>

6.4 CMHTaKCKC NPpaBMI MaCKMPOBAHMA

MpaBnna MackMpoBaHUA CBA3bIBAIOT BXOAHbIE U BbIXOAHbIE KNACChl AAHHbIX C NOC/N1e40BaTe/IbHOCTbIO
LaroB maCcKnMpoBaHusa, Ka)'l-(p,blﬁ N3 KOTOPbIX ABNIAETCA BbI3OBOM d)yHKLI,MVI MaCKMpoOBaHUA.
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MprMmep CMHTaKcKca ANA onpeaeneHma NPoCcToro Npasmaa MacKMpoBaHUA:

<rule name="DOB">
<input dc="DOB"/>
<output dc="DOB"/>
<step name="mask" function="dob-simple">
<ref name="$" pos="1"/>
</step>
</rule>

B npumepe Bbilwe onpeaesneHo NPocToe nNpasBuao 418 MaCKMPOBaHUA AaTbl POXKAEHWUA, HA3BaHHOE
«DOB». 3To NpaBM/I0 MaCKUPYET MOoJiA, C KOTOPbIMU CBA3aH Knacc AaHHbIX «DOB» (aaTta poxaeHus, Date
Of Birth), nyTém Bbi3oBa PpyHKUMKM «dob-simple» Hag UCXOAHbIM 3HaYEeHUEM AaTbl POXKAEHUS.

AprymeHTbl Bbi30Ba GYHKLMIN MaCKMPOBaHUA ONpeaenatoTca B BUAe NocneAoBaTe/IbHOCTM Teros «ref», B
KaXAOM M3 KOTOPbIX YKa3blBaeTcA aTpMbyT «name» (MMa 04HOro M3 NpeablayLwmx Wwaros, 1M6o
3HauYeHne «S» ANA CCbIIKM Ha BXOJ, NPpaBuaa MackMpoBaHua) 1 aTpnbyT «pos» (No3unumsa B BEKTOpe
BbIXOAHbIX 3HAYEHWUI, HauMHaA ¢ 1) 4na onpeaeneHna 3Ha4YeHNA aprymeHTa.

Mpumep 6onee CIOKHOrO NpaBnIa MacKUPOBaHUA:

<rule name="name-full-sex-hash">
<input dc="GEN"/>
<input dc="LastFirstMiddleNameRus"/>
<output dc="LastFirstMiddleNameRus"/>
<step name="norm" function="name-norm">
<ref pos="2"/>
</step>
<step name="hash-male" function="name-male-hash">
<predicate> <! [CDATA[
return 'M'.equalsIgnoreCase (input[1l])
11>
</predicate>
<ref name="norm" pos="1"/>
<ref name="$" pos="1"/>
</step>
<step name="hash-female" function="name-female-hash">
<predicate> <! [CDATA[
return 'F'.equalsIgnoreCase (input[1l])
11>
</predicate>
<ref name="norm" pos="1"/>
<ref name="$" pos="1"/>
</step>
<step name="project" function="name-get-1">
<ref name="$" pos="1"/>
<ref name="hash-male" pos="1"/>
<ref name="hash-female" pos="1"/>
</step>
</rule>
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[aHHoe NpaBuao NPUHUMAET Ha BXoa MHpopMaLmio o npusHake nona («GEN» ot Gender) n nonHoe
®WNO0, 1 Bo3BpaLLaeT pe3ynbTaT mackuposaHusa U0 ¢ yuéTom npusHaKka nona. NMpouecc MacknMpoBaHua

BK/ItOYaeT B ceba:

1. BbI30BbI ONepaunin Hopmanusaumm GO no perncTpy cMmBonoB U Npobenam (PyHKUMA «name-
normy),

2. obpaleHure K ogHoM 13 AByx Tabany, NoACcTaHOBOK Yepes Bbi30Bbl PyHKLUMI «name-male-hash»
n «name-female-hashy,

3. ¢dopmupoBaHME UTOrOBOTrO pe3y/ibTaTa NoACTaHOBKM BbI30BOM QYHKLUU «name-get-1».

JInwHmne obpaueHna K Tabanuam NoAcTaHOBOK 6/10KUPYIOTCA C MCMO/Ib30BaHNEM MEXaHU3Ma
npegukaTos (Ter «predicate» B COOTBETCTBYIOLLMX LWIArax afroputma).

6.5 KOHTPO/Ib YHMKaNbHOCTM NOACTaHOBOK

HaCTpOﬁKa KOHTPO/1A YHUKaNbHOCTUN NOACTAaHOBOK BbINOJIHAETCA Ha YpOBHE OAHOIO 13 Waros npasuaia
MacKMpoBaHuA. Mcnonb3yemas B 3TOM Liare (IDYHKLI,VIH MaCKMpOBaHUA OONXKHA NoAAepKnUBaTb
nTepaTnBHoe BbiNnosIHEHUE (I'IpVIMeHVIMO K OCHOBHbIM a/ITOPUTMaM XelwnpoBaHMA N NOACTAaHOBOK Ha

OCHOBe Xell-KoAaa).

Mprmep NpaBMaa MaCKMPOBAHMSA, UCNO/b3YIOLLErO GYHKLUMIO KOHTPOA YHUKAAbHOCTU NOACTaHOBOK:

<rule name="card-pan">
<input dc="CardPan"/>
<output dc="CardPan"/>
<step name="norm" function="card-normalize">
<ref name="$" pos="1"/>
</step>
<step name="mask" function="card-fpe">
<ref name="norm" pos="1"/>
<unig-check provider="card-pan">
<unig-input pos="1"/>
<unig-output pos="1"/>
</unig-check>
</step>
<step name="luhn" function="card-luhn">
<ref name="mask" pos="1"/>
</step>
</rule>

B npumepe Bblille NOKa3aHo NPaBuIo 414 MacKMpoBaHNA HoMepa 6aHKOBCKOM KapTbl C
ncnosnb3oBaHnem anroputma FPE. [laHHbIM anroputm moket GopMUpPOoBaTh KOAIN3UK, T.€e. OAUHAKOBbIE
3aMaCcKMpOBaHHbIe 3HaYEeHUA ANA PA3HbIX MCXOAHbIX 3HAYEHMM, YTO 06bIYHO NPOABAAETCA NPU OYEHb
60/1bLLIOM KONNYECTBE MCXOAHbIX MAaCKMPYEMbIX 3HaYeHUI (OT HECKOIbKUX MU//IMOHOB).
[NA UCKNOYEHNA KONN3MIA B HACTPOMKM NpaBmnaa MackMpoBaHua 6b110 406aBNeHO NPaBUIO KOHTPOAA
YHMKaNbHOCTU B BMUAe Tera «unig-check», B KOTOpOM yKasblBaeTca:

—  NOrMYecKoe MmsA NpoBanaepa yHWKaAbHbIX 3HaYeHuI («card-pan»), B pamkax KOTOPOro cepBumc

KOHTPOAS YHUKANbHOCTM ByAET KOHTPO/IMPOBATb M KOPPEKTUPOBATb HaIMUNE KONAN3UIA;

—  COCTaB BXOAHbIX (MCXOAHbIX, HE3aMaCKMPOBAHHbBIX) U BbIXOAHbIX (3aMacKMPOBAHHbIX) aTpMbyTOB
ONA KOHTPOAA, B BUAE NOC/AeA0BaTe/IbHOCTUN TEroB «unig-input» n «unig-output».
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BxoaHble ¥ BbIXOAHble aTPNBYTbl A1A KOHTPOA YHUKAAbHOCTM YKa3bIBAOTCA Kak No3unumu (HaumHan c 1)
BO BXOZAHbIX aprymMeHTax 1 B pe3yabTate paboTbl pyHKLMUM MAaCKMPOBAHMS.

Teru «unig-input» 1 «unig-output» MOryT OTCYTCTBOBATb, B 3TOM C/ly4ae KOHTPO/Ib YHUKAAbHOCTH
BeAETCA Ha OCHOBE MONHOro Habopa BXOAHbIX MapPamMeTPOB U Pe3yNbTaToB BbINOSHEHUA GYHKLUUN
MaCKMPOBaHuA.

Mpu 06HapyXeHMM CEPBUCOM KOHTPOIA YHUKAAbHOCTU KONIM3UM ONepaTop MacKkMpoBaHUA nosTopseT
BbI30B PpYHKLMM MaCKMPOBAHMWA, YBENMYMB NepeaaBaemblii Homep utepaummn. JIormka ncnosb3yemoro
anropuMTMa MacKMpoBaHMA UCMO/b3YeT HOMep UTepaLmmn Npu GoPMMPOBaAHMM 3aMaCKMPOBAHHOMO
3HauYeHuA, B pesynbTaTe byaeT CGOPMMPOBAHO APYroe 3HaUYeHne, KOTopoe TaKKe ByaeT NPoBepPeHo Ha
YHUKaNbHOCTb.

Ecnu poctaTouHo 60/blLOE KOANYECTBO utTepaumii (no ymondyaHuio — 50000) He no3soanno
cbopMmnpoBaTb YHUKaNbHOE 3HaUYeHUe, ANA COOTBETCTBYIOLLEN MAaCKMPYEeMOM CTPOKM CUTHaNM3npyeTca
ownbKa mackMpoBaHua. B aTom cnyyae pekomeHayeTca MMB0 OTKA3aTbCA OT KOHTPOIA YHUKANAbHOCTH,
NMBO CKOPPEKTUPOBATL NAPAMETPbl aATOPUTMA MACKMPOBaAHMA TaKMM 06pa3om, YTOObl CHU3UTb
BEPOATHOCTb KON/IU3UIA.

B KauecTBe onNTMMM3aLUM CEPBUC KOHTPOA YHUKAIbHOCTU PUKCUPYET HOMEpP UTEpaLMK, HA KOTOPOM
ANA 3aaHHOM0 UCXOAHOr0 3HAaYeHMA bblaa NpeoaoeHa BO3HMKLLAA KONAK3MA. ITa oNnTMMKU3auma
No3BOSET NPU NOBTOPHOM MACKMPOBAHMK BbINOIHATL He 6oiee ABYX UTepauuii ANs KaxKaon us
BbISIBJIEHHbIX KONAU3UIA (0AHA — ANA 0B6HaApYKeHUA GpaKTa KONNM3MU U NONYYEHUA HYKHOTO Homepa
uTepauum, BTopasn — ANs Noay4yeHma UTOroBOro 3aMackMpPOBaHHOIO 3HAYEHUA).

7 CneumdurKauma BCTPOEHHbIX aArOPUTMOB

7.1 Yncnoson xew-Kom,
NaeHTndukatop anroputma: NumberHash
MNoapeprKka ntepaunin: aa

MapameTpbl aAropuTMa NpuBeaeHbl B Tabanue HUXe.

Mapametp OnucaHue
KEY Nma Kntoya nHnymanmsaumm. OnumoHanbHbIN, MO YMOAYAHMIO OTCYTCTBYET
FROM JleBas rpaHuMua AnanasoHa 3Ha4YeHun, uenoe 32-b6UTHoe Ymcho.

OnumoHanbHbIN, N0 ymoa4YaHuto paseH 0.

TO MpaBas rpaHMuUa Anana3oHa 3HaYeHUN, uenoe 32-6UTHOE Ymcho.
OnumoHanbHbIN, Mo ymoa4YaHuto paseH 10.

BxoAHble 3HaYEHNA UCNONb3YIOTCA ANA PAacYETa KOHTPOAbHON cymmbl CRC-32.

MaccuBbl okTeToB 0bpabaTbiBatoTcs 6€3 4ONOAHUTENBbHbIX NPEeobpa3oBaHNA, TEKCTOBbIE AaHHble
MHTEPNPETUPYIOTCA KaK MacCMBbl OKTETOB B Koauposke UTF-8. Mpoune Tunbl AaHHbIX NpeobpasytoTca K
TekcToBoMy popmaty 1 ganee obpabaTbiBatoTCA aHANOMMUYHO TEKCTOBbLIM AaHHbIM. Mpu nepeaave
HECKO/IbKUX MO/ei OHKU pa3aensaoTca Npu o6paboTke OKTETOM COo 3HavyeHuem 1.

Ecnu B napameTpax 3aJaH KAkoY, ero 3HayeHne obpabaTtbiBaeTca aAropuTMOM pacyéTa KOHTPOJIbHOM

CYMMbI nocne 06paboTKM BCex BXOAHbIX 3HAYEHMUIA.
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PesynbTatom paboThbl aAropuTMa ABAAETCA LLe/10e YNC0 B YKasaHHOM AnanasoHe, NosyyeHHoe Ha
OCHOBe pacyéta KOHTPOAbHOM cymmbl CRC32 Hag BXOAHBIMU AaHHbIMK (HaYanbHas rpaHMLa AMana3oHa

NA0C OCTATOK OT Ae/lieHNA 3Ha4YeHUA XelW-Koada Ha BeINYNHY ,u,manaaoHa).

MprMmep HaCTPOMKM GYHKLMM MACKMPOBAHUA C UCMO/b30BaHNEM 3TOMO aAropuTma:

<function name="test-number-hash" type="NumberHash">
<! [CDATA[
KEY default
FROM 0
TO 10000
11>
</function>

7.2 [1BOMYHbIN Xell-Koz,
NaeHTnduKkaTop anroputma: DigestHash
MNoapeprKka ntepaunin: aa

MapameTpbl aAropuTMa NpueBeaeHbl B Tabanue HUXe.

Mapametp OnucaHue
KEY Nma Kntoya nHnymanmsaumm. OnumoHanbHbIW, MO YMOAYAHUIO OTCYTCTBYET
TYPE NaeHTndukaTop anroputma Message Digest, cm. nepeyeHb B JOKYMEHTE:

https://www.ibm.com/docs/en/sdk-java-technology/8?topic=jcaasr-appendix-

standard-names

BxoaHble 3HaYeHUA UCNONb3YIOTCA ANA PACYETa Xell-Koaa B COOTBETCTBUM C aATOPUTMOM,
yCTaHOBAEeHHbIM B napameTpe TYPE. MNpu oTcyTcTBMM ycTaHOBAEHHOro napametpa TYPE ncnonbsyetca
anroputm SHA-512.

MaccuBbl okTeToB 0bpabaTbiBatoTcs 6€3 4ONOAHUTENBHbIX NPeobpa3oBaHNiA, TEKCTOBbIE AaHHble
MHTEPNPETUPYIOTCA KaK MacCMBbl OKTETOB B Koauposke UTF-8. Mpoune Tnnbl AaHHbIX NpeobpasytoTca K
TekcToBoMy popmaty 1 ganee obpabaTbiBatoTcA aHANOMMUYHO TEKCTOBLIM AiaHHbIM. Mpu nepeaaye

HECKOJIbKMX MOIEN OHU pa3fenarTca npu o6pa60TKe OKTETOM CO 3HayeHuem 1.

Ecnu B napameTpax 3a4aH KK, ero 3HayeHune O6pa6aTbIBEETCH a/ITOPUTMOM XellnpoBaHUA nocne

06paboTKK BCeX BXOAHbIX 3HAYEHUN.

PesynbTratom paboTbl anropuTMa ABAAETCA Xell-KoA, Haj, BXOAHbIMM AaHHbIMW, BO3BpaLlaemMblil B ABYX
dbopmarax: B lEeCTHAALLATEPUYHOIO NpeacTasieHms (Mepsbit 3nemeHT) 1 B popmaTe MaccmMBa OKTETOB

(sTOpoOWt anemeHT).

Mprmep HaCTPOMKM GYHKLMM MACKMPOBAHUA C UCMOb30BaHWEM 3TOMO aAropMTMa:

<function name="test-digest-hash" type="DigestHash">
<! [CDATA[
KEY default
TYPE SHA-1
11>
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</function>

7.3 MacKunpoBaHue aatsl

NaeHTndunkatop anroputma: DateOp
MoaseprKKa Utepaunii: HeT (OTCYTCTBYET, NPU HEOBXOAMMOCTM MOKET bbITh A06aBAEHa)

MapameTpbl aAropuTMa NpuBeaeHbl B Tabanue HUXe.

Mapametp OnucaHue
KEY Nma Kntoya nHnymanmsaumm. ObasatenbHbI NapameTp
FORMAT dopmart aaTbl AU AaTbl/BpeMeHU, UCNOo/b3yemblii Npu pa3bope CTPOKOBOTrO

npeacTaBAeHNA BXOAHbIX 3HauYeHUI. ONUMOHabHbINA, MO YMOYaHUIO
yCTaHaBAMBaeTCA B 3HaYeHue «yyyy-mm-dd»

ANroputm noagep:KmMBaeT MackMpoBaHMe AaHHbIX B popmaTe AaTbl UM AATbl-BpeMEHU, BKAKOYanA
06paboTKy 3HaUEHWIN, NpeacTaBAEHHbIX KaK CTPOKM B 3agaHHOM dopmaTte. MpumeHeHMe anropmutma
Haunbonee uenecoobpasHoO ANA MACKMPOBAHMA AAaTbl POKAEHUA KaK NepPCOoHaNbHbIX AaHHbIX.

MacKkunpyemoe 3HauyeHne NepesoanTca B CTPOKOBbIM dopmaT AaTbl (Bpema, Npu Haanuuu,
oTtbpacbiBaeTca), Noc/e Yero ANs NoAyYeHHOM CTPOKU, AOMOAHEHHOW KNOYOM MHULMANN3ALMM,

Bbluncnsetca xew-koa CRC-32.

PesynbTupylolLee 3HaYeHMe AaTbl U METKM BpeMeHU GopMUpPYeTCA C COXpPaHeHMeM Homepa roaa, npu
3TOM OCTaTOK OT Ae/IeHWNA BbIYMCIEHHOro 3HaYeHNA Xell-KoAa Ha Yncno 365 nHTepnpeTMpyeTcs Kak
HOMeEp AHA B roay.

BbIXoAHOE 3HaYeHNe MMEET TOT XKe TN AaHHbIX, YTO 1 BXoAHOe (4aTa, MeTKa BpemeHu uau

dopmaTMpOBaHHanA CTPOKA C AATOW U, ONUMOHANbHO, METKOW BPEMEHM).

dopmaT Aaatbl UK BpemeHu npm paboTe co CTPOKOBLIMM AaHHBIMW 3343ETCA KaK Wab/oH,
COBMECTUMbIN C KIAaCCOM java.text.SimpeDateFormat (CM. ONUCaHMe B AOKYMEHTaLUMN:

https://docs.oracle.com/javase/8/docs/api/java/text/SimpleDateFormat.html).

MprMmep HaCTPOMKM GYHKLMM MACKMPOBAHUA C UCMOb30BaHWEM 3TOMO aAropMTMa:

<function name="test-dateop" type="DateOp">
<! [CDATA[
KEY default
11>
</function>

7.4 XewmpoBaHue c coxpaHeHnem GopmaTa

NaeHTnduKaTop anroputma: FPE

MoaaepsKKa Utepaunin: aa

MapameTpbl aAropuTMa NpueBeaeHbl B Tabanue HUXe.
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Mapametp OnucaHue

KEY Nma Kntoya nHnymanmsaumm. OnumoHanbHbIN, MO YMOAYAHUIO OTCYTCTBYET

CLASS NaeHTndMKaTop Habopa KNaccoB CUMBOIOB (CM. OMCaHMe HUXKe).
ObsaA3aTenbHbI NapameTp

SKIP-BEFORE KonnyecTtBo nponyckaembiXx CUMBO/IOB B Haya/ie BXOA4HOW CTPOKM, No
ymonyanumio 0

SKIP-AFTER KonnyecTtBo nponyckaembiX CUMBO/IOB B KOHLLE BXOAHOM CTPOKM, NO

ymonyanumio 0

ANropuTM NPUMEHSETCA TONbKO K €ANUHUUYHbBIM 3HAYEHMAM, MHTEPNPETUPYEMbIM KaK CTPOKKU. Ecamn npu
HaCTpoOWKe NpaBunaa MacKMpPOBaHMA B aATOPUTM NOAAHO CPA3y HECKO/IbKO 3HAYEHUI, Kaxaoe U3 ITUX

3HayeHu byaeT 06paboTaHO HE3aBMCMMO OT APYrnX, POPMUPYA OTAE/NbHOE BbIXOAHOE 3HAUYEHMe.

MMpY OTCYTCTBUM YCTAHOBAEHHOTO KAto4Ya MHMUUManmsauumn (napametpa KEY) ncnonbsyerca 3HauyeHne
K/toUa MO YMOYaHMIO, B KQ4eCTBE KOTOPOro UCMO/b3yeTcA HeAOKYMEHTMPOBaHHOE GUKCUPOBAHHOE
3Ha4YeHue. PeKomeHA0BaHO BCeraa yKasblBaTh KAOY MHULMANM3ALMMN.

ANrOpUTM paccmaTpUBaeT BXOAHYIO CTPOKY Kak Noc/ieaoBaTe/IbHOCTb CUMBOJIOB B KoanposKe Unicode,
B TOM YMCNe NOAAEPKNBAA COCTaBHble CMMBOJIbl. PesyibTaTom paboTbl afropmMTma ABaseTcA
MmoauduLMpoBaHHaA Noc/iea0BaTeIbHOCTb CUMBO/I0OB B KOAMpPOoBKe Unicode ToM e A/InHbI, 4TO U
BXOAHOE 3HaYeHue, NpU 3TOM Koamndectso 6ainT B Koamposke UTF-8 MoKeT M3MeHUTbCA.

B npouecce paboTbl anropMTMa OCyLLEeCTBAAETCA 3aMeHa CUMBOJIOB UCXOAHOM CTPOKM Ha Apyrue
CMMBO/IbI, MPUHaANEXKALLME TOMY e CaMOMYy Kiaccy cMmBoa0B. Mcnoabayemblii anroputmom Habop
K/1aCcCOB CMMBO/10B onpeaensaeTtca yepes napameTp CLASS. CUMBObI BXOAHOM CTPOKM, He

npuHagnexawne HKW O A4HOMY 13 KN1aCCOB CMMBOI0B, a/ITOPUTM OCTaBAET HEU3IMEHHbIMU.

Ha nepsom atane paboTbl anroputma cmeoibl B Konnyectse SKIP-BEFORE B Hayane BXo4HOW CTPOKU U
SKIP-AFTER B KOHULEe BXOAHOW CTPOKWN KOMMPYIOTCA B BbIXOAHYO CTPOKY 6e3 nameHeHunin. Takum
obpa3om, ecnn gamMHa CTPOKM MeHbLle NMB0o paBHa cymme 3HadeHuit napameTtpos SKIP-BEFORE n SKIP-
AFTER, Bo3BpawjaeTcA HeM3mMeHEHHAA CTPOoKa.

Ha BTopom 3Tane paboTbl aAropMTMa BXOAHAA CTPOKA MHTepnpeTMpyeTca (LLeIMKOM) KaK maccus
OKTeToB B KoauposKke UTF-8, a 3aTem MCNoAb3yeTcs 414 BblMCAEHNA KOAa NPOBEPKN NOAANHHOCTU
coobuieHns (HMAC) B cooTtBeTcTBUM C anroputmom HMAC-SHA512.

Ha TpeTbem 3Tane paboTbl aArOPUTMa OCYLLECTBAAETCA NocieaoBaTeibHas 06paboTKa KaxKaoro
CMMBOAA BXOAHOM CTPOKM, 3a UCKAtoYeHneM 06paboTaHHbIX Ha nepBom aTtane. [as Kaxaoro cumeona
onpeaenseTca ero Kaacc, Noc/e Yero BbIMMCNEeHHOE Ha BTOPOM 3Tane 3HayeHune koga HMAC
ncnonbsyertca (Npy He0BXOAUMOCTU UMKANYECKMN) ANA GOPMUMPOBAHUA MHAEKCA NOACTAaHOBOYHOMO
CMMBOAA M3 Habopa CUMBO/IOB TOrO e CaMoro Knacca. [lonyckaeTcs cCoBnageHMe MCXO4HOTO U

noAactaBaAemMoro BMecto Hero CMMBOJ10B.

OnuncaHma HabopoB KNaccoB CUMBOJIOB 3arpy»KatoTCA U3 KaTanora, 3agaHHoro napametpom «DictPath»
onepaTtopa MackupoBaHus (cm. pasaen 4.4.3 Hacmpoliku onepamopa mackuposaHus «DsMask»).
Kaxkablii HAOOp K1accoB CMMBOJIOB HacTpanBaeTca B Buae ¢daiina B popmarte XML, ums KoToporo
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dopmmpyeTca no cnegytowemy WabnoHy: «ccs-MuaHabopa . xml», rae UmaHabopa — ngeHtudmkaTop

Habopa KnaccoB CMMBOI0B, 3agaBaeMblit napameTpom CLASS anroputma.

MprMep HACTPOMKM Knacca CMMBOJIOB A4/17 MacKMPOBaHMA PYCCKUX U NAaTUHCKUX BYKB, a TaKKe

AEeCATUYHbIX undp:

<?xml version="1.0" encoding="UTF-8" standalone="yes" ?>

<char-class-set name="russian-simple">

<char-class name="numbers">
<char-range begin-char="0" end-char="9"/>
</char-class>
<char-class name="small-latin">
<char-range begin-char="a" end-char="z"/>
</char-class>
<char-class name="large-latin">
<char-range begin-char="A" end-char="2"/>
</char-class>
<char-class name="small-cyrillic">
<char-range begin-char="a" end-char="g"/>
<char-range begin-char="&" end-char="&"/>
</char-class>
<char-class name="large-cyrillic">
<char-range begin-char="A" end-char="g"/>
<char-range begin-char="E" end-char="E"/>
</char-class>

</char-class-set>

<function name="test-fpe" type="FPE">
<! [CDATA[
KEY default
CLASS russian-simple
11>
</function>

KOHEeYHbIX CMUMBOJ10B B UX TEKCTOBOM NpeAacTaB/ieHnUn C NCNOJSIb30BaHNEM anM6yTOB begin-charu
end-char. BMecTo 3TOro gonyckaeTca 3agaHnue CUMBOJI0OB B BUAe WeCTHAAUAaTeEPUYHOro

npeacrasneHua B kognposke Unicode, Torga ncnonbsyotca aTpubyTbl begin-hex n end-hex.

Mprmep HaCTPOMKM GYHKLMM MACKMPOBAHUA C UCMOb30BaHWEM 3TOMO aAropMTMa:

7.5 [loAcTaHOBKA MO xel-KoA4y

NaeHTndukaTop anroputma: HashLookup

Moaaep’KKa Utepaunin: aa

MapameTpbl aAropuTMa NpuBeaeHbl B Tabanue HUXe.

B npumepe Bbiwe AnanaszoHbl CUMBOIOB 334aH0TCA NYTEM HENOCPEACTBEHHOMO YKa3aHMA HavyaibHbIX U

MapameTtp

OnucaHue

KEY

Mmsa Kntoda nHmumanusaummn. O6ssaTenibHbIi napameTp
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Mapametp OnucaHue

DB Mma 6a3bl A4aHHbIX, cogeprKallen Tabanuy noactaHoBok. O6a3aTenbHbIn
napameTp

TABLE Nma Tabanubl noactaHoBoK. O6s3aTenbHbIN NapameTp

ID Nma nona Tabaumubl NOACTaHOBOK, COAEPKALLEro MHAEKC NOACTAHOBKM
(yHMKanbHble yncnosble 3HavyeHMA B AManasoHe ot 0 go N-1, rae N —
KO/IMYECTBO CTPOK TabauLbl noacTaHoBOK). ObA3aTenbHbI NapameTp

ouT MmeHa nonen Tabanubl NOACTAHOBOK, 3HAYEHMA KOTOPbIX OyAyT pe3yibTaToM
BbI30Ba anropmutma. Obsa3aTeNibHbI NapameTp

INDEXES CnnCoK No3MumiA B BEKTOPE BXOAHbIX 3HAY€HUN, KOTOPbIEe A0XKHbI ObITb
MCMo/1Ib30BaHbl AN1A pacyéTa Xew-Koaa. Hymepauma nosmunii HauymHaetcs ¢ 1
(eanHMUbI). ONUMOHANbHBIV NapamMeTp, MPU ero OTCYTCTBUU XeLl-KoJ,
BbIY4MCAAETCA MO BCEM BXOAHbIM MapameTpam

USER Mmsa nonb3oBaTens-snagensbua 6asbl gaHHbIX. ONUMOHANbHbLIN NapameTp, No

YMOT4YaHUIO UMA NOJ1b30BaTeIA He YCTaHAaB/1INBAETCA

ANropuTM BbIYUCAAET YNCIOBOI XELL-KOA Had BXOAHbIMU 3HAYEHMAMM (C YHETOM OrpaHNYEHMN,

3aAaHHbIX napameTpom INDEXES) aHanorMyHo anroputmy pacyéra YMCAoBOro xell-koaa. MoayyeHHbIn

Xell-KoA, ucnonbsyetca Ana obpatlieHma K Tabauvie noacTaHOBOK B 6a3e AaHHbIX popmata H2, B

pe3ynbTaTe Yero n3 3anmncm ¢ COOTBETCTBYHOLWLMM HOMEPOM U3BIEKAIOTCA 3HAaYEHUA BbIXOAHbIX nonei.

MpY OTCYTCTBUM 3aNUCK C HYXKHbIM HOMEPOM asrOPUTM CUTHANMU3UPYET ONBKY MacKMpPOBaHUA,

KOTOpasn 03HayaerT, YTo Tabmua NoAcTaHOBOK 6blna chopmMmMpoBaHa HEKOPPEKTHO.

MpumeyaHue. CTpyKTypa 1 COCTaB CTaHAAPTHbIX Tabauw, noactaHoBkn PNO, popmmpyembix

MOAy/leM reHepaLmMm TUNOBbIX CMPaBOYHNKOB B COCTaBe KOHPUIYpaLMOHHOW Nporpammbl

«DsMask», npuseaeHa B pasaene 5.3 MeHepauus cipasovyHUKa N0OCMAHOBOK 019 MACKUPOBAHUSA
®no.

Mprmep HaCTPOMKM GYHKLMM MACKMPOBAHUA C UCMOb30BaHNEM 3TOMO aAropuTma:

<function name="name-hash" type="HashLookup">

</function>

<! [CDATA[

11>

DB dict-names

TABLE dict_fio

OUT nfull nlast nfirst nmiddle
KEY default
INDEXES 1
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7.6 MoacTtaHOBKa Mo 3Ha4YeHUAM aTpubyToB

NaeHTnduKkaTop anroputma: KeyLookup

MoaseprKKa utepaunii: Het (He TpebyeTcs)

MapameTpbl aAropuTMa NpueBeaeHbl B Tabanue HUXe.

Mapametp OnucaHue

DB Mmsa 6a3bl AaHHbIX, cogeprKalien Tabanuy noactaHoBok. Ob6asaTenbHbIN
napameTp

TABLE Nma Tabanubl noactaHoBoK. O6s3aTenbHbIN NapameTp

KEYS MmeHa nonen Tabanubl NOACTAHOBOK, MCMOJIb3YyEMbIX KaK KoY ANA MOUCKa.
ObaA3aTenbHbI NapameTp

ouT MmeHa nonen Tabanubl NOACTAHOBOK, 3HAYEHMA KOTOPbIX OyayT pe3yibTaToM
BbI30Ba anropmutma. Obsa3aTeNibHbI NapameTp

INDEXES CnMCoK No3Mumii B BEKTOPE BXOAHbIX 3HAYEHUI, KOTOPbIE A01XKHbI ObITb
MCNONb30BaHbI A4/1A CONOCTABAEHMA C KOYEBLIMM NOAAMM NPU NMOMUCKE.
Hymepauma no3munii HaunHaetca ¢ 1 (eanMHMLbI). NOPAAOK YKa3aHUs
MHAEKCOB A0/1*KEH COOTBETCTBOBATb NOPAAKY YKa3aHMA nonei B napameTpe
KEYS. OnumoHanbHbI NapameTp, Npu ero OTCYTCTBMU KAOYEBbIe MO,
yctaHoBAeHHble B KEYS, conocTaBaaloTca €O BXOAHbIMU 3HAYEHUAMM

USER Mmsa nonb3oBaTens-snagenbua 6asbl gaHHbIX. ONUMOHANbHbBIN NapameTp, No

YMOT4YaHUIO UMA NOJ1b30BaTeIA He YCTaHAaB/1INBAETCA

ANropuUTM NPMHMMAET HA BXO4, O4HO UAN HECKOIbKO 3HaLIEHVIl\;1, KOTOpble NCNOIb3YHOTCA KaK NMapamMeTpbl

AnAa NOUCKa 3anncu B Ta6}'IVILI,e NnoACTaHOBOK, COMOCTaB/1Aemble C Kako4YeBbiMU NONAMU 3TOM Ta6J1VILI,bI.

Pe3ynbTaT NOMCKa — OAHO M1 HECKOIbKO NOel HanAaeHHOM 3anncu.

Mpw OTCyTCTBMM NOACTAHOBOYHOM 3anucu Bo3Bpaluatotcs nycrble (NULL) 3HaueHus.

Mprmep HaCTPOMKM GYHKLMM MACKMPOBAHUA C UCMOb30BaHWEM 3TOMO aAropMTMa:

<function name="cid-mask" type="KeyLookup">

<! [CDATA[

DB cidrepl

TABLE cidrepl

KEYS cid_src
OUT cid dst
KEY default
INDEXES 1

11>

</function>
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7.7 Bbizos anroputmos ODPP

NaeHTnduKkaTop anroputma: ODPP
MoaseprKKa ntepaunii: HeT (He MoXKeT 6bITb peanr3oBaHa)

ANropuTM OCyLLLECTBAAET BbI30B NpOBaliAepa MackmupoBaHuma Yepes uHTepdeiic Optim Data Privacy
Providers (ODPP). CocTaB AlOCTYyMHbIX ONepaLuunii MacKMPOBaHUA U UX NapaMeTpbl OMMUCaHbl B
AokymeHTaumu IBM InfoSphere Optim:

https://www.ibm.com/docs/en/iotdm/11.3?topic=reference-optim-data-privacy-provider-library

ANropuTM NPUMEHSETCA TONbKO K €ANHUUYHBIM 3HAYEHMAM, MHTEPNPETUPYEMbIM KaK CTPOKKU. Ecamn npu
HaCTpOWKe NpaBunia MacKMpPOBaHMA B aATOPUTM NOAAHO CPA3Y HECKO/IbKO 3HAUYEHWI, KaxKa0e 13 3TUX

3HayeHu byaeT 06paboTaHO HE3aBMCMMO OT APYrnX, POPMUPYA OTAENbHOE BbIXOAHOE 3HAUYEHMe.

[NA yCTaHOBKM 3HAYeHUA KAYa MHUMUManusaumm B napamertpax ODPP-npoBaigepa MOXHO yKasaTb
MMSA KNtoda B GUTypHbIX CKOBKax, Kak NoKasaHo B Npumepax Huxke. Mpu nHMumManmsanmm npoeanaepa

MMA Kto4a 6y,u,eT 3aMeHeHO Ha d)aKTMLIeCKOE 3Ha4yeHune, conocCrtaBsieHHOEe C HUM.

Mpumepbl GYHKLMIN MaCKMPOBaAHUA C UCNOSIb30BaHMEM anroputmoB ODPP:

<!-- mackmpoBaume JVHH C coxpaHeHueM HNEepBEX 4 paspsanoB —->
<function name="odpp-inn" type="ODPP">
<! [CDATA[

PRO=AFF, MTD=REP, ALGO=FPE, COPY=(1,4), LANG="ru",KEY="{default}"

11>
</function>

<!-- mMmackmpoBanme CHUIC -->
<function name="odpp-snils" type="ODPP">
<! [CDATA[
PRO=AFF, MTD=REP, ALGO=FPE, LANG="ru",KEY="{default}"
11>
</function>

<!-- mackmpoBanme email -->
<function name="odpp-email" type="ODPP">
<! [CDATA[

PRO=EML, MTD=HASH, HASHDOM=REG, ALGO=SHA256

11>
</function>

7.8 CTpoKoBble NpeobpazoBaHmA

NaeHTndurKkaTop anroputma: StringOp
MoaneprKKa utepaumii: HeT (He TpebyeTcs)
ANropuUTM NPUMEHsEeT 3a4aHHble CTPOKOBbIE OMepaLMmn KO BXOLHOMY 3HAYEHMIO, MHTEPNPETUPYEMOMY

KaK CTpOKa. Ecav B anroputm nepeaaHo HECKObKO CTPOK, Kaxaana U3 HUX byaeTt obpaboTaHa
HEe3aBMCMMO OT APYIUX.
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Kaaaa onepaums 3a4a€TcA B HACTPOMKaX airopMTMa Kak OTAe/ibHas CTPOKa, CoAepKallias

naeHtTnduKaTop onepaummn (064a3aTenbHO) M aprymeHTbl onepauun (B 3aBUCMMOCTM OT BUAa onepaumm),

oTAeNéHHble Apyr OT Apyra npobenamu. Onepauunn BbINONHAIOTCA B TOM NOPAAKE, B KOTOPOM OHM

YKa3aHbl B HAaCTPOMKax anropmutma.

Ecnuv B aprymeHTax onepauumn TpebyeTcs Mcnosb3oBaHWe NpobebHbIX CUMBOJIOB, OHU A0XKHbI

3aK104aTbCA B CUMBOJIbI KaBbluek (). Eciv B 3HaueHUK aprymeHTa TpebyeTtca NCnoNb30BaHMeE KaBblyek,

OHW A0/KHbI 3KPAaHMPOBATLCA CMMBOIOM 06paTHOro ciewa (\).
MoaaepsKMBaemble CTPOKOBbIE ONepaLun:

1. Lower — nepeBoA CMMBOJ/IOB CTPOKWN B HUMKHMIA PErncTp;
2. Upper —nepeBog, CMMBOJIOB CTPOKM B BEPXHWUIA Permcrp;

3. Capitalize — Kaxg0e cNOBO HaYMHAETCA C CMMBOJIA B BEPXHEM PErncTpe 1 NpoaosKaerca

CMMBO/IAMW B HUKHEM PErucTpe;
Trim — yaaneHne npobenos B Ha4ase N KOHLE CTPOKM;
LTrim — yaaneHune npobenoB B Havane CTPOKY;
RTrim — ynaneHune npob6enos B KOHLE CTPOKMK;

N o u k&

nocneayrowmm npeobpasoBaHnem nocaenoBaTeibHOCTM NpobesioB B eANHMYHbIN Npoben, a

SpaceNorm — Hopmanusauua npobenos, T.e. yaganeHve npobesos B Havane U KOHLE CTPOKM, C

TaKXe 3ameHa npobesibHbIX CUMBOOB (CMMBOA TabynALMM, BO3BPaTa KapeTKM U aHa0rMYHbIX)

Ha npobensbl;

8. Translit — TpaHcAUTEepaUMAa KUPUNANYECKUX ODYKB Ha IaTUHCKME BYKBbI, cxoaa 3 ocobeHHocTel

NMPOU3HOLWEHNA PYCCKOro A3blKa,

9. Replace — 3ameHa NOACTPOK, 3aA4aHHbIX PErYAAPHbIM BbIPa*KeHWEM, Ha YKaszaHHOoe

noacTaHOBOYHOE 3Ha4vYeHue.

Mprmepbl GYHKUMIA MaCKUPOBAHMA C UCMOb30BaHNEM aITOPUTMA CTPOKOBbIX NPeobpasoBaHmii:

<!-- wmopmammzanmsg OUO —-->
<function name="name-norm" type="StringOp">
<! [CDATA[
SpaceNorm
Capitalize
11>

</function>

<!-- ymanuTb BCe HEUMCJIOBEIE CHUMBOJE ——>
<function name="remove-non-digits" type="StringOp">
<! [CDATA[
Replace "["\\d]" ""
11>

</function>

7.9 KoHKaTeHauma CTpoK
NaeHTndunkatop anroputma: Concat
MoaneprKKa utepaumii: Het (He TpebyeTcs)

MapameTpbl aAropuTMa NpueBeaeHbl B Tabanue HUXe.
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Mapametp OnucaHue

SEPARATOR Paspenutenb, UCNonb3yemblii NpU CKAenBaHUKU CTPOK. ONuUMOHaNbHbIN

napameTp, Npu OTCYTCTBUU UCMNONb3YETCA eAMHUUYHbIN Npoben (3HaYeHue « »).

ANropuTM OCYLLEeCTBAAET KOHKaTeHAL MO NepeAaHHbIX apryMeHTOB, MHTEePNPeTUPYEMbIX KaK CTPOKN, B
OAHY BbIXOAHYIO CTPOKY. Mexay KOHKaTeEHUpPYEeMbIMU CTPOKAaMU BCTAaBNAETCA HAacTpamMBaemas CTPOKa-
pasaenutens. 3HadeHna NULL nponyckatotcs (cTpoKa-pasaenutens He gobasnaetcs). MycTble BXOAHbIe
CTPOKM 06pabaTbiBatOTCA aHANOIMYHO HEMYCTbIM (HE NMPOMYCKaloTCs).

Mpumep onpeaeneHna GyHKLMM C UICNOAb30BaHUEM aArOPUTMa KOHKaTEeHaLMM CTPOK:

<function name="name-concat" type="Concat"/>

7.10 PasgeneHue CTpoOK
NaeHTndukaTop anroputma: Split
MoaneprKKa utepauuii: HeT (He TpebyeTcs)

MapameTpbl aAropuTMa NpueBeaeHbl B Tabanue HUXe.

Mapametp OnucaHue

RX PerynapHoe BblparkeHne, onpegensatoliee pasgenutesb CTPOK.

OnuMoHanbHbIM, N0 YMONYAHMIO MCNOb3YyeTcA 3HaveHne « [\\s\r\n]».

ANroput™ pasaeneHus CTPOK NPpMHMMAaET O4HY BXOAHYIO CTPOKY M BO3BPALLAeT O4HY AN HECKOIbKO
BbIXOAHbIX CTPOK, ABAAIOLIMXCA PE3YNbTaTOM pa3geneHmsa BXOAHOW CTPOKM Ha YacTu.

MNepenaya cpasy HECKONbKUX BXOAHbIX CTPOK B aArOPUTM He A0MyCKaeTcA.

Mpumepbl onpeaeneHmns GyHKUMIA C UCNONb30BaHNEM aITOPUTMA Pa3aeNeHMs CTPOK:

<!-- mpocTor mpmMep CO CTAHOAPTHEMM PAa3IEJIATEJIAMNA ——>
<function name="name-split" type="Split"/>

<!-- pazmennTs CTPOKM Ha OCHOBEe cuMmBoJsa '@' —-->
<function name="email-split" type="Split">
<! [CDATA
RX "@"
11>
</function>

7.11 MNoacTtaHOBKA CMMBOJ10B

NaeHTndunkatop anroputma: CharSubst
MoafeprKKa utepaumii: HeT (He TpebyeTcs)

MapameTpbl aAropuTMa NpuBeaeHbl B Tabanue HUXe.
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Mapametp OnucaHue

TABLE Nma ncnonb3yemom anroputmom Tabamupbl NoACTaHOBOK CUMBOJIOB.

ObsA3aTenbHbI NapameTp

ANFOPUTM BbINOJIHAET 3aMeHY CMMBOJIOB BO BXOAHOM 3HaYe€HUN, MHTEPNPETUPYEMOM KaK CTPOKa, Ha
ApYyrue CMMBOJIbl B COOTBETCTBUM C 3a4aHHON Tabanueit noacTaHOBOK. Mmsa Tabaunubl NoACcTaHOBOK
NCMONb3YyeTca ANA NMOUCKa U 3arpy3kn XML-A0KymeHTa, COMOCTaBAAIOLLErO BXOAHbIE U BbIXOAHbIE
CUMBO/IbI anropuTma. Mpu NoacTaHOBKe noaaepKmsaeTtca paboTa ¢ coctasHbiMu Unicode-

nocnenoBaTeNIbHOCTAMMU.

ANropuUTM NPUMeEHAETCA ANA AONONAHUTENbHOM TPAHCAALMN KOAMPOBOK B C/yYae, KOraa A3blKoBble
HACTPOMKM UCXOAHOM 6a3bl A@aHHbIX HE NO3BO/IAKOT KOPPEKTHO YMTaTb XPaHMMble laHHble B KOAMPOBKE
Unicode.

Tabanybl TPaHCAALUM CUMBONIOB 3arpyrKatoTca n3 ¢pannos, pasmeLLEHHbIX B KaTanore, 3a4aHHOM
napameTtpom «DictPath» onepaTtopa mackuposaHus (cm. pasaen 4.4.3 Hacmpoliku onepamopa
mackuposaHusa «DsMask»). Kaxkaasa Tabnvua TpaHCAauMmn CMMBO/IOB HacTpanBaeTcs B Buae dalina B
dopmate XML, uma Kotoporo popmupyeTca no caeayowemy WwabnoHy: «charz-MMaTabmamuel . xml»,
roe UmaTabanuybl onpeaensetca napametpom TABLE anroputma.

Mprmep TabanLbl TPAHCAALUN CUMBOIOB C MPAMbIM CONOCTaBAEHMEM CUMBOJIOB rPy3MHCKOro andasuta

B KogmpoBske Unicode n HecTaHAapTHOM M3MEHEHHOM KoauMpoBKe Latin-1:

<?xml version='1l.0' encoding='UTF-8' standalone='yes' ?>
<char-trans-table name='ge-x2u'>

<char-map

dst="003093%003¢b6M35OLEMRJ0ydb3dhox 3’
src="AAAAAAEREEEEITTDOOOOOX@UUTUYPRAAEE
/>
</char-trans-table>

Mpumep Ta6I1MLl,bI TPpaHCAALMN CMMBOI0OB C UCMNOJIb30BaHNEM ANaANa30HOB 3HaYeHnM (TEXHMLIeCKVI

NO/IHOCTbIO 3KBMBANIEHTHA NpeablayLWemMy Npumepy):

<?xml version='1l.0' encoding='UTF-8' standalone='yes' ?>

<char-trans-table name='ge-x2u'>

<char-range size="7" src-char="A" src-hex="c0" dst-char="s" dst-hex="10d40"/>
<char-range size="6" src-char="E" src-hex="c8" dst-char="o" dst-hex="1047"/>
<char-range size="2" src-char="I" src-hex="cf" dst-char="m" dst-hex="10dd"/>
<char-range size="3" src-char="0" src-hex="d2" dst-char="®" dst-hex="10e0"/>
<char-range size="1" src-char="0" src-hex="d5" dst-char="y" dst-hex="10df"/>

<char-range

<char-range

size="12" src-char="0" src-hex="d6" dst-char="¢" dst-hex="10e3"/>

size="2"

</char-trans-table>

src—-char="3a"

src-hex="e3"

dst-char="%" dst-hex="10ef"/>
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Mpumep onpeaeneHnn GyHKUMM C UICNOMb30BAHWEM aArOPMTMa TPAHCAALMM CUMBO/IOB:

<function name="ge-x2u" type="CharSubst">
<! [CDATA
TABLE ge-x2u
11>
</function>

7.12 MNpoekuymAa

NaeHTnduKaTop anroputma: Project

MoaneprKKa utepauuii: HeT (He TpebyeTcs)

ANropuTtm KonupyeT Habop BXOAHbIX 3HAYEHUI B HABOP BbIXOAHbIX 3HAYEHWIA, COXPaHASA
nocnenoBaTe/IbHOCTb NepeAaHHbIX 3HAYEHWA.

ANroputm 1Ucnosb3yeTca Ana Toro, Ytobbl chopmmpoBaTb HEOOXOAMMbI KOHEYHbIM pe3ybTaT npaBuia
MaCKMpPOBaHUA NYTEM KONMMPOBAHMA 3HAYEHUI, MOIYYEHHbIX PaHEe Ha Pa3/INYHbIX LLArax aToro

npasuna.

Mpumepbl onpeaeneHmnsa GyHKUUU C UCNONb30BaHNEM aITOPUTMA NPOEKLNN:

<function name="project" type="Project"/>

8 NepBOHa4YasbHaA YCTaHOBKA NPOTOTUNA peLlleHun

MNepBOHaYanbHaa yCTaHOBKA NPOTOTUMNA peLLeHMA BKAOYAET B cebn cneaywouine AGVICTBMHZ

1. YcTaHOBKa cepBepHbIx KomnoHeHToB IBM Information Server

YctaHoBKa Windows-kauneHTa IBM Information Server

KoppeKTnpoBKa HaCTpPOeK onepaLoOHHOM CUCTEMDI

KoppeKTnpoBKa HacTpoek cepBepHbix KomnoHeHToB IBM Information Server
HoHacTpoliika IBM Information Analyzer

YcTaHoBKa Heobxoaumsbix apaiisepos CYB/[,

No v ks~ wnN

YcTaHOBKa A0MNO/IHUTE/IbHbIX KOMMOHEHTOB peLleHuna

[na nnaHMpoBaHMA 1 BbINOAHEHWA PaboT MO YCTaHOBKE HEOHXOAMMO 3HAKOMCTBO ¢ naatpopmoit IBM
Information Server, 3HaHWe NopsAAKa YCTaHOBKMN €€ KOMMOHEHTOB, BapMaHTOB Pa3BEPTbIBAHUA.
MpuBeaéHHan HMXe HGOoOPMaLMA He ABAAETCA NOLLIAroBOM MHCTPYKLMEN NO YCTaHOBKE, U
KOHLLEHTPUPYETCA NPenmMyLLECTBEHHO Ha CneuuduKe pelleHma No MackMpoBaHUIO AaHHbIX.

8.1 YcTaHOBKa cepBepHbIx KOMNoHeHTOB IBM Information Server

YcTaHOBKa cepBepHbix KomnoHeHToB IBM Information Server ocyuiectsnnerca ¢ MCNO/b30BaHUEM
LUITAaTHOM NPOrpammbl UHCTANNALMM U3 AUCTPUOYTUBA NpoayKTa. Heobxoamm agMUHUCTPATUBHDIN
[0CTyN B CMCTEMY (NOKaNbHbIM agMUHUCTpaTOp B cpeae Microsoft Windows, nonb3oBatesb «root» B
cpeae Linux n AlX).

OncTpmnbyTnB NpoayKTa U INLEH3UOHHbINM KAtod K Hemy (license specification) Heobxoanmo pacnakoBaTb

B OAMH U TOT e KaTajior, nocne yero 6yp,eT BO3MOKeH 3aMnyCK nporpammsbl YCTaHOBKW.
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[ocTyn K MHTepaKTMBHOMY UHTepdeicy NnporpamMmsl YCTaHOBKM ocyLlecTBadeTca Yepes Web-6paysep
(pekomeHaoBaHo Mcnonb3oBaHue bpay3epa Google Chrome v NnponsBoAHbIX OT Hero).

HEO6XOAMMbIVI COCTaB YyCTaHaB/1MBaeMbIX KOMMNOHEHTOB BK/1IKOYAET B cebs:

—  penosutopuit metTagaHHbix (Repository Tier) — 6a3y AaHHbIX ANA Be4EeHUA MeTaAaHHbIX;

— Information Governance Catalog (Services Tier);

— Information Analyzer (Services Tier, Engine Tier);

— DataStage / QualityStage (Engine Tier);

— onuuoHanbHo — DataStage Flow Designer (Services Tier).
Mpu ncnonbzosaHuu CYBM, IBM Db2 ana pa3BépTbiBaHUSA peno3MTopma MeTagaHHbIX pekomeHayeTca
ycTaHoBuTb CYB/] 3apaHee, UCNo/ib3ya Hanbosiee akTyasibHbIM (NogaepknBaemMblit ana paboTobl
Information Server) naket o6HoBneHut CYB/. PekomeHayeTcs ycTaHOBUTbL CYB/[ Ha oTaenbHbIN cepBep,
4YTOObI UCKNIOYNTL KOHKYPEHLMIO 33 BblYUCAUTENbHbIE pecypcbl Mexay CYB, u apyrumm cnyxxb6amm.

He pekomeHayeTcA yCcTaHaBAMBAaTb KOMMOHEHTbI, OTHOcALWMecA K Engine Tier u K Services Tier, Ha
OLHOM cepBepe, NOCKO/bKY TaKada KOHPUTrypaLuma He ONTUMAJIbHA C TOYKU 3pPEHMA UCMO/Ib30BAHMA

NNLEeH3npyemblX BblIHNCIUTE/IbHbIX MOLLI,HOCTGVI.

Mpu ycTaHoBKe Services Tier pekomeHayeTca BbibpaTb BapMaHT cepBepa npunoxeHunin WebSphere
Liberty, nocKonbKy OH OTNMYAETCA HECKO/IbKO MeHbLIMM NoTpebaeHnem pecypcos 1 NpoLLe B
aAMUHUCTPUPOBAHUMN.

Mepes yctaHoBKoi B cpege Windows morKeT noTpeboBaTbCA KOPPEKTUPOBKA HACTPOEK ONepaLMoHHOM
cuctembl. Mporpamma ycTaHOBKM 0BHapYXUT Tpebyemble U3MeHeHUa Npu nposepke cobatoaeHna
cucTeMHbIX TpeboBaHMiA, N 0TOBPASUT CCbIIKY Ha CTaTbiO C MHCTPYKLMAMMU.

8.2 YcTaHoBka Windows-knmneHTa IBM Information Server

YcraHoBKa Windows-knmeHTa IBM Information Server ocyuectenaeTtcs ¢ MCNonb3oBaHMEM LITAaTHOM
NPOrpammbl MHCTaNNALUKN U3 ANCTpMOyTMBa NpoayKTa. Heobxoanm agMUHUCTPATUBHbIN J0CTYN B
cucTemy (noKanbHbIM aamuHUCTpaTop B cpeae Microsoft Windows).

CocTaB ycTaHaB/MBaEeMbIX KOMNOHEHTOB A0/1IXKeH COOTBETCTBOBATb COCTaBY CEPBEPHbIX KOMMOHEHTOB
(HeobXx0AMMbI, KaK MUHUMYM, KAMEHT M aAMUHUCTPATUBHbIN KAneHT DataStage, a Tak»Ke KOHCO/b
cepsucos IBM Information Server).

Mpu yctaHoBke Windows-KaneHTa NoTpebyroTca pekBM3nUTbI 414 NOAKAOUYEHUA K CEPBEPHbIM
KOMMNOHeHTam (MM cepBepa M HOMeP NOPTa, a TaKKe aAMUHUCTPATMBHbIN JI0FMH U Napo/ib), NO3TOMY

YCTaHOBKY K/AMEHTa cieayeT Npou3BoAMTb Nocae ycTaHoBKM cepeepa IBM Information Server.

8.3 KOppeKTMpoBKa HacTPOEK onepaLmoHHOM CUCTEMbI

HeobxogMmo obecneymTb CUHXPOHU3ALMIO CUCTEMHOIO BPEMEHM Ha BCEX Y3/1aX, BXOAALMX B COCTAB
CUCTEMbI MaCKMPOBAHUSA AAHHbIX. PAaCCMHXPOHM3ALMA CUCTEMHOTO BPEMEHU MOXKET NPUBOANUTDL K
Pas/INYHbIM TPYAHO ANArHOCTUPYEMbIM OLLIMOKaM, BKAtoYas cbom ayTeHTUPUKALLIMM M aBTOPU3ALMMK,
HEKOPPEKTHY0 paboTy cpeacTB AMArHOCTUKM, MPOTOKOAMPOBAHMUA M NOCTPOEHUA OTYETHOCTH, A TaKKe
pa3Hoobpa3Hble «naaBatowme» cbom B paboTte cepBUCOB.
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B cpeae Linux u AIX ans nonb3osatenei root, dsadm u db2instl (Bnageneu sksemnnsapa Db2)
HEeobXo0AMMO YCTaHOBUTb MMMUT HaNoBbIX AECKPUNTOPOB B 3HauyeHMe 16384 nau Bbille (Kak «KMATKUNY,

TaK U «KECTKMIN» IUMUTbI). NPOKOHTPOANPOBATL YCTAaHOB/EHHbIN IMMUT MOXHO Bbi30BOM «ulimit -a».

B coBpeMeHHbIX AUCTpMBYTMBaXx Linux COOTBETCTBYIOLME HACTPOMKM MOTYT BbITb BbINOIHEHbI NYTEM
cosaaHua danna /etc/security/limits.d/99-iis.conf co cneayoumMm coaepsKUMbIM:

root soft nofile 16384
root hard nofile 16384
dsadm soft nofile 16384
dsadm hard nofile 16384
@db2iadml soft nofile 32768
@db2iadml hard nofile 32768

B npumepe Bbille HAacTPOMKKM ana nonb3osatensa db2instl caenaHbl yepes yKasaHMe UMEHU Fpynnbl
CUCTEMHbIX agMUHMCcTpaTopoB Db2 ana sksemnnspa no ymonuvanuto (db2iadm1). Ecam peanbHoe nms
rpynmnbl OT/IMYAETCA OT YKa3aHHOro, HACTPOMKY IMMKUTA GanoBbIX A4ECKPMNTOPOB HEOBXOANMO caeNnaTb

ONA peanbHOro MMeHU rpynnbl.

8.4 KoppeKTMpOBKa HAaCTPOEK cepBepPHbIX KOMNoHeHToB IBM Information Server

Mocne M3MeHEHUs HaCTPOEK NepeYncaeHHbIX HUXKE NapaMeTpoB HeOBX0AMMO NepesanycTUTb CEPBUCHI
IBM Information Server (cm. Pasaen 8.10 3anyck u ocmaHoska KomnoHeHmos IBM Information Server).

8.4.1 HacTtpolikn IBM Db2

Mpu ncnonbzosaHuu IBM Db2 ana opraHusaumm penos3ntopmsa metTagaHHbIX peKOMEHA0BAaHO
YCTAHOBUTb NepemMeHHyto peectpa Db2 DB2_FMP_COMM_HEAPSZ B 3HayeHue 131072, a 3aTem
nepesanyctuTb cepsuc Db2. 3T0 MOXHO caenaTb NyTem BbINOAHEHUA OT MMEHW NO/Ab30BaTENSA-

BAagenbua sksemnnspa Db2 (no ymonyaHuio — nonb3osatens db2instl) cneayowmx KomaHA:

db2set DB2 FMP COMM HEAPSZ=131072
db2stop force
db2start

8.4.2 Hactpolikn IBM DataStage

B cpeae Linux Heobxoaumo aononHutb dain <lISDIR>/Server/DSEngine/dsenv cneayowmmm
HacTpoiKamm (MOKHO yKa3aTb cpa3y Noc/e CTPOKK, CoAep Kaller KomaHay «set +u»):

TZ=:/etc/localtime
export TZ
ulimit -n 10240

Mpw OTCYTCTBMM KOPPEKTHO HACTPOEHHOM ceTu IPv6 pekoMmeHAayeTCA OTKAOYUTL UCNONb30BaHMe
npotokona IPv6 3apaHuamu IBM DataStage. [1na aToro Heo6XoAMMO YCTaHOBUTb NEPEMEHHYIO
oKpy»eHua APT_USE_IPV4 B 3HayeHune 1. Ana OC Windows 3ToO MOXXHO caenatb Ha o0buwecucteMHOM
ypoBHe, ans OC Linux 1 AlX — nyTéM HacTPOIMKK NepeMeHHOM Ha YPOBHE NapaMeTpPOB KaXaoro us
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npoekTtos DataStage (cm. nogpobHee https://www.ibm.com/support/pages/new-informationserver-91-

install-check-configuration-fails).

8.4.3 BknroyeHne onepaumoHHOro moHntopuHra IBM DataStage

B ¢daitne HacTpoek onepaumoHHOro MoHuTopuHra (dain Server/DSODB/DSODBConfig.cfg) Heobxoanmo
aKTUBMPOBATb COOP AaHHbIX O BbINONHEHUW 3aaaHunit DataStage nyTém yctaHoBKM napameTpa DSODBON
B 3Ha4YeHue «1», C60op AaHHbIX O BbINONHEHUM 3afaHuMI DataStage ncnonbsyetca gns pabotol Web-
nHTepderica Operations Console, a Takke TpebyeTca ANA NOCTPOEHMA OTYETHOCTU MO pe3yAbTaTam
3aMyCKOB 3aZaHMUN MAaCKMPOBAHUA.

8.5 [loHacTporka IBM Information Analyzer

[Ons Hauyana paboTbl ¢ IBM Information Analyzer Heo6x0AMMO BbINOAHUTb AONONAHUTENbHbIE AENCTBUA

no HaCTpOVIKe, a MMEHHO:

a) oTKpbITb Web-nHtepdeic nHctpymeHta Metadata Asset Manager, 1 BbINO/IHUTL CAeayloLlme
onepauuu:

1. BblIbpaTb «Import», 3aTem «New Import Area»;

2. BBecTU Ha3BaHMe obnactn umnopTa «|IADB»;

3. BblbpaTb TUN KOHHEKTOpa Ana pabouert B Information Analyzer (06bl4HO — Db2);

4. yKasaTb NapamMeTpbl coegMHEeHUs (XOCT, MOPT, IOTMH U Napob), Npu 3Tom gns Db2
O0J/IKEH MCNOo/Ib30BaThCA M0/1b30BaTE b C IOTMHOM «iauser», CO34aHHbIM NPW YCTaHOBKeE
CepBEepPHbIX KOMMNOHEHTOB;

5.  OTK/IOUYUTb MMMOPT BCEX BUAOB aKTUBOB (TpebyeTca TONbKO OnmncaHne NogKAoYeHUs);

6. BbINONAHUTL 3KCNPECC-UMMOPT C NybAMKaumel pe3yabTaToB B PENO3UTOPUIA;

b) oTKpbITb Windows-npunoskeHue Information Server Console, 1 BbINOAHUTL cieaytolme
aencremn:

1. BO3MOXHO, 3aNyCK NPUNONKEHNA YCNELIHO NPON30NAET TOILKO CO BTOPOro pa3a M3-3a
M3BECTHOW OLWMNOKK;

2. BblbpaTb B 1€BOM BepxHem Kpyry «Home» (Kpy*KOK C NMMKTOrpammoi), 3aTem
«Configuration», 3atem «Analysis Settings»;

3. onuumoHanbHO — YKas3aTb BapuaHT «Static engine credentials», BBega nornuH «dsadm» un
COOTBETCTBYIOLLMI eMy (YKa3aHHbIV NPWU YCTaHOBKE) Naposb;

4. BblbpaTb onepaumto «Validate Analysis Database connection», n ybeantbca B OTCYyTCTBUM
BO3BpaLLaeMbIX OLINOOK;

5. BblbpaTb onepaumnio «Validate Analysis Engine settings», n ybeauTtbca B oTCyTCTBMMA
BO3BpaLLaeMblx OLNOOK.

[1lo ycnewHoro BbINOHEHNA NEPEeYNCNEHHbIX Bbile AeicTBMi paboTa ¢ MHCTpyMeHToMm Information
Analyzer HeBO3MOKHa.

[Ons nosblleHMAa ctabunbHocTh paboTbl IBM Information Analyzer c 60nbliMMKM 06bEMaMK AaHHbIX
(Tonbko ansa nnatdopm Linux n AlX) peKoMeHAO0BaHO BbIMONHUTL CeAyowme U3MEHEHUA CTaHAAPTHbIX
HaCTpOeK:

cd /opt/IBM/InformationServer/ASBServer/bin
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./1isAdmin.sh -set -key com.ibm.iis.ia.engine.javaStage.heapSize -value 4096
./1isAdmin.sh -set -key com.ibm.iis.ia.]jdbc.connector.heapSize -value 4096

MpuBeaEHHbIN Bbille NPUMEP KOMaHZ yCTaHaBAMBAET Npeae/bHbIi pa3mep onepaTMBHOW NamMATN ANs
MCNo/1Ib30BaHMA oTAeNbHbIMK 3adaHnammM Information Analyzer B 3HauyeHue 4 [6aiiT. Ona
MCMNO/Ib30BaHWUA YKa3aHHbIX HAaCTPOEK HeoHXOAMMO Hanuyme A0CTaTOMHOro 06bEMa onepaTUBHOM
NnamaTK Ha cepBepe (Hanpumep, NPU 0AHOBPEMEHHOM KOHKYPEHTHOM BbINOJIHEHUM 4 3a4aHNI
Information Analyzer c ykasaHHbIMW HacTpPOMKamn HeobxoANMMO Hananume He meHee 24 [6anT
onepaTUBHOW NaMATH, C Y4ETOM NOTpebHOCTel ApyrMx cepBmcoB).

Ha nnatpopme Microsoft Windows npu pabote IBM Information Analyzer ucnonbsyetca 32-6uTHas
BMPTyasibHasA MallMHa Java, 4NnA KOTOpPOM AONYCTUMMOE 3HaYeHUe YKa3aHHbIX Bbllle napameTpoB 06blYHO
He npesblWwaeT 768 MbaunT.

8.6 HacTporika nogasneHunsa npeaynpexaeHni Information Analyzer

(onuMoHanbHO)

Mpu HopmanbHOM paboTe MHcTpymeHTa IBM Information Analyzer 3anyckaemble um 3agaHua DataStage
reHepupyroT HEKOTOPOE KOIMYECTBO NpeaynpeXaeHnii, KOTopble N0 YMONYaHMIO 0TObparkatoTcA B
onepaumMoHHon KoHcoan IBM Information Server.

[Ons ycTpaHeHUs oTobpaXKeHUs «IUTaTHbIX» NpeaynpeXxaeHnii peKoMeHayeTca HacTPOUTb UX
nogasseHune. s HaCTPOMKM NoJABAEHUA HEODXOAMMO OTKPbITb MHCTPYMeEHT «Director Client», n
BblbpaTh B HEM onumio «Tools / Message Handler Management». lanee Tpebyertca BBectu
MAEHTUPUKATOpPbI NOAABAAEMbIX COODLLEHNI:

— 1IS-CONN-DB2-00027
— 1IS-CONN-NGBR-00072
— 1IS-CONN-DAAPI-00398
— 1IS-DSEE-TFIP-00063

— 1IS-DSEE-TFIP-00095

— 1IS-DSEE-USBP-00002

Ons Kaxaoro coobuieHma BbibupaeTca oanH us pexkumos «Demote to Informational» (pekomeHayeTtca
K Mcnonb3oBaHuto) 1nbo «Suppress from Logs». PesynbTaT HacTPOMKM HEOBX04MMO COXPaHUTb B BUAE
obbeKkTta TMna «Message handler», nas emy HoBoe uma (Hanpumep, «ia-suppress-01»).

Mpumep BbINOAHEHHbIX HACTPOEK MOXHO YBUAETb HA CHUMKE IKpaHa HUMKe.
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% Edit Message Handlers on DSMASK1 O X

" Edit local runtime handler for job BaseProfile 11643282126171-89. Changes take effect next time the job is run.

e Edit projectdevel message handler ia-suppress-01. Changes take effect next time any job in the cument project is
run.

& Edt chosen message hander.

| MessagelD | Action | Example of message text |
(D 1IS-DSEE-USBP-00I Demote to Informational ~ pxbridge(4),0: SLF4J: Class path contains multiple SLF4J bindings.
@ 1IS-CONN-DB2-000. Demote to Informational ~ pxbridge(2): An emor occumred when creating the table. Statement = create table ec1481df_
1IS-CONN-NGBR-0C Demote to Informational ~ pxbridge(6): Changing Record Count property to 0 for input link 0
1IS-CONN-DAAPI-O( Demote to Informational ~ pxbridge(6): [Input link 1] Schema reconciliation detected a size mismatch for column descrip
1IS-DSEE-TFIP-000! Demote to Informational ~ generator(1): When checking operator: Dropping component “ia_row_quality_result" becau:
1IS-DSEE-TFIP-000! Demote to Informational

Close Save » Delete Help

Jdanee HeobxoAMMO OTKPbITb MHCTPYMeHT « Administrator Client», U ycTaHOBUTbL ANA NPOEKTa
ANALYZERPROJECT o6paboTumk cooblieHunit, obecneunsaroLimnii nogasneHune sbibpaHHoro Habopa
npeaynpexaeHunit (onumsa «Parallel / Message Handler for Parallel Jobs»), Kak noka3aHo Ha CHUMKe

3KpaHa HuKe.

B InfoSphere DataStage Administration - DSMASK1 — X

General Emjedsl
B Project Properties - DSMASKT\ANALYZERPROJECT

ANALYZERPROJECT
dstage General | Pemissions | Tracing | Schedule | Tunables Parallel | Sequence| Remote| Logs |

|~ Generated OSH visible for Parallel jobs in ALL projects

X
|~ Enable grid support for parallel jobs Grid |
Help I

Advanced runtime options for Parallel Jobs:

Message Handler for Parallel Jobs:

Project pathname:

r~ Format defaults
Date strings: |V System default
I’»’;yyyy«’zimm-’f;dd

These formats can be used to set the
default conversions of date, time,

N timestamp and numeric data types, to
Time strings: [V System defauit and from string representation.

L

|%hh:%nn:%ss

L

Timestamp strings: |V System default
|%yyyy-¥mm-%dd %hh:%nn:%ss

L

Decimal separator: |V System default
| period)

L

8.7 YcTaHOBKa Heobxoammsblix aparsepos CYB/]

[na paboTbl BbICOKONPOM3BOANUTEbHBIX KOHHEKTOPOB (Hanpumep, ana CYB/ Oracle Database u
Microsoft SQL Server) Ha cepBepe Unu cepBepax, rae yctaHosneH Engine Tier, TpebyeTca Hannuue
YCTaHOBNEHHOM N HAaCTPOEHHOW KAMEHTCKOM YacTu cooTBeTcTBYOWMX CYB/,.
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Ons pabotbl ¢ CYB[ Oracle Database TexHMYecKn AOCTaTOYHO Hannuyume yctaHosneHHoro Oracle Instant
Client, c ykasaHuem nepemeHHbIX okpy*keHnss ORACLE_ HOME, TNS_ADMIN n NLS_LANG B dainne
Server/DSEngine/dsenv.

Ons ucnonbsoBaHua JDBC-apaiiBepoB cOOTBETCTBYIOWME BUBANOTEKN AONKHbI BbITb Pa3melleHbl B
¢dalinoBom cnucteme cepBepa UM CepBepoB, rae yctaHoBaeH Engine Tier. JIDBC-gpaliBepbl npu aTom
[0/KHbI BbITb 3aperncTpupoBaHbl B dpaiine Server/DSEngine/isjdbc.config, npumep coaepxumoro
npueBeggH HUXxKe:

CLASSPATH=/jdbc/h2-2.0.206.jar;/jdbc/mssgl-jdbc-8.4.0.jre8.jar;
/jdbc/postgresql-42.2.14.jar; /jdbc/ojdbc8.jar;/jdbc/db2jccd.jar

CLASS NAMES=org.h2.Driver;com.microsoft.sqglserver.jdbc.SQLServerDriver;
org.postgresqgl.Driver;oracle.jdbc.driver.OracleDriver;
com.ibm.db2.jcc.DB2Driver

3HayeHua nepemeHHbIx CLASSPATH u CLASS _NAMES A0onHbl 6bITb YKa3aHbl B OZIHY CTPOKY, 6e3

npob6enos, 4N pasAeneHUs 31eMEHTOB UCMONb3yeTcA CMMBOA ‘;’ (TOUKa € 3anATow).

Bonee noapobHasa MHGOpMaLUA NO HACTPOIMKE B3aUMOAENCTBUA C UCTOYHMKAMU AaHHbIX, BK/KOYasn
obecneueHune noaaep:ku Kerberos-ayteHTdUKaLmm 1 3almtbl Tpadpuka Ha 6ase npoTtokona TLS,
npueeaeHa B odnuManbHOM AOoKymeHTauum Ha IBM Information Server.

8.8 HacTpoiika npoektos IBM DataStage

Mepea NOAroTOBKOM 3aaHMII MaCKMPOBaHUA HEOBXOAMMO BbINOAHUTL Paa HacTpoek IBM DataStage B
cpepe nHcTpymeHTta «Administrator Client». PUcyHKM B TeKyLem pasgene ABAAOTCA CHUMKAMM 3KpaHa,

noAyYeHHbIMM Npu paboTe C 3TUM MHCTPYMEHTOM.

Heobxogmmo obecrneynTb KOPPEKTHYIO PaboTy C TEKCTOBbIMM CMMBOJIAMM B UCMO/Ib3YEeMbIX CUCTEMAMMU-
WCTOYHMKaMM KoamnpoBKax. Hanbonee yHMBepcaibHbIM BapnUaHTOM ABASETCA HACTPOMKa A paboTbl B
koauposke UTF-8. Mpu paboTe ¢ A4aHHbIMU, NCMONb3YHOLLMMMU CMECH TATUHCKUX U KUPUIINYECKUX
CMMBOJ10B, YaCTO UCMOb3YIOT KoanposKky CP1251.

Mprmep HacTpoek fiokannsauum ans koamposkn CP1251 Ha obuiecucTeMHOM YPOBHE NpUBEAEH Ha
PUCYHKE HUXKE.

B General NLS Settings [ x|

Current ANSI code page:

j1251

Client/Server map in use:

[ms1251CS

MS1252
MS1252+MARKS
MS$1252CS
MS1253
MS1253CS
MS1254

Cancel
Help
Install >>

Mpumep HacTpoek fiokanmsauum ans Koauposku CP1251 Ha ypoBHe npoekTa (HacTpamnBaeTca Ans

npoekta ANALYZERPROJECT 1 npoeKTa «no yMON4aHWIO» ANs N0JIb30BaTe/IbCKUX 3a4aHul dstagel).
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Default map name:
MS1251

Server Maps | Server Locales | P:
Default map name:

[AscL_ms1251

ASCL_MS1252
ASCL_MS1253
ASCL_MS1254 D
ASCL_MS1255

Help |
Install >> |

Ha ypoBHe npoeKTa «dstagel» HEOB6XOAMMO HACTPOUTb BO3MOXHOCTb MCMO/Ib30BaHUA GYHKLIUM

Runtime Column Propagation. [lonoAHUTENbHO PEKOMEHAYETCA Pa3pPeLwmnTb YNpaBaeHne 3a4aHNAMM

yepe3 MHCTPYMEHT Director CIient, N BKIIOYNTb NO YMONYaHUIO reHepaunto onepaunoHHbIX MeTadaHHbIX

(cm. puUCyHOK HuKe).

Pemissions | Tracing | Schedule | Tunables | Parallel | Sequence| Remote| Logs|

|V Enable job administration in Director
|V Enable Runtime Column Propagation for Parallel Jobs

’V |~ Enable Runtime Column Propagation for new links

|~ Enable editing of intemal references in jobs
|V Share metadata when importing from Connectors

Protect Poet |

| WLM defautt (MediumPriorityJobs)

Activate W

V
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Jna yckopeHua 3anycka 3agaHnin DataStage peKomeHA0BAHO YCTAHOBUTL HA YPOBHE NpOeKTa
nepemeHHyto oKpy*KeHna APT_CONNECTION_PORT_RANGE B 3Ha4eHune ot 900 go 1000
(ncnonb3oBaHuMe 3HaYeHU 6onblue 1000 TpebyeT KOPPEKTUPOBKU APYIMX CBA3AHHbIX NAapamMeTpoB).
[na ncnonb3oBaHMA MEXaHU3MA CXKaTUA AaHHbIX NPU XPaHEHUWN CTPYKTYPUPOBAHHbIX HABOPOB AAHHbIX
DataStage cneayeT Ha ypOBHE NPOEKTA YCTAHOBUTbL NepemMeHHY0 oKkpyKeHna APT_DS_COMPRESSION B

3Ha4yeHue 1.

Mpumep BbINOAHEHHbIX HACTPOEK MOKA3aH Ha PUCYHKE HUXKe.

i

& Environment Variables

Environment Variables

The following categorized environment variables are defined in this project. Either set a default value for an existing environment variable or add a new environment variable
to the user defined category. When you export orimport environment variables, values are included.

Categories: Details:
&) General ) ¥ — I - — = glue Export to File...
Customize PT_CONNECTION_PORT_RANGE String Port range 900
[=)- Parallel PT_DS_COMPRESSION String Enable data set comg 1
Operator Specific 0 i Import from File...
Reporting FWK_DB String Configuration databas $SPROJDEF (Replace
Compiler FWK_PWD Encrypted User password to acc =
User Defined FWK_USR String User name to access $SPROJDEF (Replace

Set to Default

Allto Default

B

OK | Cancel | Help

8.9 YcTaHOBKa AOMNOJTHNTEJIbHBIX KOMMNOHEHTOB pPeLleHnA

[ononHuTeNbHbIE KOMMOHEHTbI pelleHnn NOCTaBAATCA B BUAE Habopa apxMBHbIX Gpaiios:

— dsmask-jconf-bin.zip — cogepxunT KOHPUTrYpaLUnOoHHY nporpammy «DsMask», npumepbl npasun
MaCKMPOBAHMA, a TaKXKe reHepaTop CrpaBoOYHUKOB 418 NoAcTaHOBOK PUO;

— dsmask-jmask-bin.zip — cogepxuTt onepatop mackuposaHua «DsMask», npumepbl 3agaHni
DataStage gna peleHUs 33434 MacKMPOBaHUSA, NPUMEP CKPUNTA ANA 3anycKa NakeTHOro
MmackupoBaHus (MaskBatcher), a Tak:ke nprMmepbl 3aNpOCOB A1 NOCTPOEHUS ONePaLLMOHHbIX
OTYETOB MO pe3y/ibTaTam PaboTbl 3a4aHNIN MACKUPOBaHUS;

— ia-bundle-ru-bin.zip — cogepXunT NpuUmepbl N0Nb30BATENbCKUX KNACCOB AaHHbIX;

— dsmask-unig-bin.zip — cogepXuT cepemnc KOHTPONA YHUKANbHOCTM NOACTaHOBOK.

YCcTaHOBKa A0NO/IHUTE/IbHbIX KOMMOHEHTOB 3aKAOYAEeTCA B PACMNAKOBKEe apXMUBHbIX d)ai/'mos Ha cepBepe

(nnn cepBepax) cMCTEMbI MaCKMPOBAHUA C NoCAeAytoLLei HaCTPOMKON AONONAHUTEIbHBIX KOMMOHEHTOB.

8.9.1 PacnakoBKa apxmBHbIx Gpaliios

ApxuB c onepaTopom macknposaHmua «DsMask» HeobXxoaMMOo pacrnakoBaTb Ha cepBepax C
ycTaHoB/eHHbIM Engine Tier, npm 3ToM NyTb YCTAaHOBKM [0/3KEH COBMNaaTh Ha BCEX cepBepax
(ctangapTHOe 3HaueHue — /opt/IBM/Masker).
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KoHdurypaumoHHyto nporpammy «DsMask» Heobxoanmo ycTaHOBUTb Ha TOM cepBepe (Tex cepBepax),
rge NaaHMpyeTcs ocyLWwecTBAATb e€ 3anyck. PEeKOMeHA0BaHO HaMumMe AOCTyNa K obLemy KaTanory
(pasmewéHHoMy B 0bLeit ceTeBoM MMBO KnacTepHol ¢annoBol cucTteme) ANs COXpaHeHuUs
KOHOUIypaLMOoHHbIX 633 gaHHbIX C NPOodUNAMM MACKMPOBaHMA, a TakKe 6a3 AaHHbIX CO CNPaBOYHUKaMM

noACTaHOBOK.

ApXM1B C NPUMepPaMM NOSIb30BATENBbCKMX KNACCOB AaHHbIX HEOOX0AMMO pacnakoBaTb HA OAHOM U3
cepBepoBs, rae ycTaHoB/IeHbl KOMMNOHEHTbI Services Tier, NOCKONbKY ANA perncrpaLmmn KNaccos AaHHbIX
MCNob3yeTcA BXOAALAA B COCTaB 3Toro cnoA ytuauTa IAAdmin.sh. Kpome Toro, pacnakoBaHHbIN apxums
[0/IKeH ObITb AOCTYNEH Ha Kaxaom u3 cepeepos Engine Tier ana Aoctyna K cnpaBoYHUKam (Cm.
onucaHue HacTpolku nepemeHHoi OPTIM_DCS_DICT B cneaytollem noapasaene).

BHeLUHWIA cepBMUC KOHTPONA YHUKaNbHOCTU NOACTAHOBOK HEOBXOAMMO pacnakoBaTb B OTAE/bHbIl
KaTanor, UMmerLwmin 40CTaTOYHbIN 06bEM AMCKOBOrO NPOCTPAHCTBA AN1A pa3melleHna pabouunx ¢annos
(oT 10 r'6aiiT) 1 BbICOKYIO NPOM3BOAMTENILHOCTb BBO/A-BbIBOA, (PEKOMEHA0BAHO NCMO/b30BaHKe SSD).
ONTMMaNbHO Pa3MeCTUTb CEPBUC KOHTPONSA YHUKANIbHOCTU Ha BbleIeHHOM CepBepe A1 UCKAUYEHUA

KOHKYPEHUMN C APYrMMU CEPBUCaMM 3@ BbIUCIUTE/IbHbIE PECYPChI.

8.9.2 Pernctpauma npumepos onpeaesieHna KNaccoB AaHHbIX

Mocne pacnakoBKW HEOHXOAMMO BbINOAHUTL PETUCTPALMIO NPUMEPOB ONPeAENEHNN KNAacCOB JAHHbIX.
[na 3TOro Mcnosib3yeTcs cnewmasnbHbli CKPUNT, KOTOPbIM NpeacTaBeH B TOM e apXxMBHOM daline (cm.
dainbl des-install.cmd u des-install.sh, B 3aBucumocTn ot nnatdopmbl). Heobxoammble HacTpoiku (NyTb
K uHcTannaumm IBM Information Server, URL ana aoctyna K cepsucam, 10rMH U Napoab NoAb30BaTens),
KOTOPble HEOBXOAMMO CKOPPEKTUPOBATL Nepes, 3anyCKOM CKPUMTA PErncTpaLmMm KNaccoB AaHHbIX,
yCTaHaB/MBaloTCA B oTAenbHOM daline (cm. dpannbl des-config.cmd m des-config.sh).

[NnA ycTaHOBKM NyTW K KaTanory ¢ ¢anamm CnpaBoYHUKOB, UCMOAb3YEMbIX NPUMEPaMK onpeaeneHnit

K/1aCCOB A@aHHbIX, HE0OXOAMMO YCTaHOBUTbL NepeMeHHYo okpyeHua OPTIM_DCS_DICT.

YctaHoBKa nepemeHHoi OPTIM_DCS_DICT Ha obuecucteMHOM ypoBHe Ans naatdopmel Linux moxket
6bITb 0becneyeHa pegaktuposaHnem daina /etc/profile, nnbo (npeanoytTUTenbHo) cozgaHnem
aononHuTensHoro daina c HeobxoaMMoI HacTpoiKol B KaTanore /etc/profile.d. Mpumep HacTpolikK
ana nnatpopmbl Linux:

OPTIM DCS DICT=/opt/IBM/Masker/ia-bundle-ru/iadict
export OPTIM DCS DICT

Ona nnatpopmbl Windows ycTaHOBKY NepemMeHHON OKpY»KeHUa Heobxoanmo caenatb Ha
06LLLEeCUCTEMHOM YPOBHE (CM. CKPUHLLOT HUMKE).
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L Cvctema = C

1 M « Cuctema n BezonacHncth b Cuctema v ¢ Mowck B naHenn ynpaeneHns O
CsovicTBa cMCTEMbI @
Wmsa komnetotepa | OBopyaosarue DononHuTeneHo | YpaneHHsiit pocTyn ) BalWem KoMnbrTepe
& HeoBxommMo MMeTs Npasa aAMMHUCTPETOPa ANA M3MEHEHUA BONbIUMHCTEE
L NEepeYnCcneHHbX NapaMeTpos.
\ﬁ'l Eo 2rver
= ICTPOACACTE H o
MepemerHbie cpesi Nindows Server2012 R2
. BusyaneHbie
") BUPTYanbHOM |
MepemeHHbie cpeabl nonb3osaTens ana zinal
MepemeHHas 3HaqeHue
Wiporsm: mom HOME %HOMEDRIVE %%HOMEPATH%: ‘e Processor 3.69 GHz
MapameTps! p TEMP %USERPROFILE %\AppData\Local \Temp
T™P %IUSERPROFILE % \AppData\Local\Temp
1HaA cucTema, npoueccop x64
3arpyska v Be Co3aatb... W3MEHUT. .. YaanuTe HEAOCTYMHbI 418 3TOTO 3KpaHa

3arpysKka v BC

CUCTEMHbBIE NEpEMEHHBIE ynnel
@ VzmenunTs
MNepeMeHHan 3HaueHue A ﬂ' napatr —
OPTIM_DCS_DICT C:\IBM\Masker\ia-hundle-riiadict
0s wi M3MeHeHWe CUCTEMHOV NepeMeHHO n
Path C:
PATHEXT .Ct
VIM§ NepeMeHHoi: | oPTIM_DCS_pIcT] \

Cc
3HaueHue nepemenHoi: | C:\IBMMasker\ia-bundle-ru\jadict WCAONB30BaHNE

n Maiikpocodt

LleHTp 0BHOBAEHMA QT 'HUTB K/HOY MPOAYKTa

LleHTp noaaepxkn

8.9.3 Pernctpauyma onepaTtopa MacKMpOBaHMA

OnepaTop mackupoBaHua «DsMask» Heobxoaumo 3apernctpmpoBaTs B dpaite onepaTopos Java (dain
Server/DSEngine/JavaStage.config). Mpumep CTPOKK Ans perucTpaummn oneparopa:

classpath:com.ibm.dsmask.DsMask = /opt/IBM/Masker/dsmask-jmask/lib/*
AHanornyHbii npumep ana nnatoopmbl Microsoft Windows:

classpath:com.ibm.dsmask.DsMask = C:\\IBM\Masker\\dsmask-jmask\\1ib\\*

Mepesanyck cepBMCOB NOC/e U3MEHeHUA coaepxumoro daiina JavaStage.config He TpebyeTca.

8.9.4 HacTpolika cepBurca KOHTPOASA YHUKANbHOCTH

CepBUC KOHTPOJIA YHUKAZIbHOCTUM HEOBXO4MMO HACTPOUTbL NYTEM peAaKTUPOBaHMA NapameTpos B paline
unig-service-config.xml.

OnucaHue napamMeTpoB CepBUCa KOHTPO1A YHUKAZIbHOCTU nNpuBeaeHO B Ta6nmu,e HUXe.

MapameTp OnucaHue

workDir KaTtanor gns pasmelteHma paboumx ¢dainnos. NMonHbin N1M60 OTHOCUTENbHbIN

NyTb K KaTanory

shardCount Konunuectso pabounx daitnos. PekomeHA0BaHO UCNO/Ib30BaTb 3HAYeHUeE Mo
ymonyaHuio (100)
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MapameTtp

OnucaHue

cacheSizeMB

O6BbEM KaWw-061acTM B ONepaTUBHOM NAaMATU Ha Kaxabln pabounin dpaiin, B
merabanTax. OnpegenseT TpeboBaHUA cepBUCA K AOCTYNHOM onepaTUBHOM
NamaTh, yBeZIMYeHMe 3TOro NapameTpa MoXKeT NoTpeboBaTb KOPPEKTUPOBOK

CKpWNTa 3anycka cepsuca

lazyCommitPeriod

MeprMoaAMYHOCTN NPUHYAUTENBHOO NOATBEPKAEHNA TPAH3AKLMNA, B CEKYHAAX.

PekomeHA0BaHO MCMOAb30BaTb 3HaYeHMe No ymondaHutio (60)

svcPort Homep nopTta ana npuéma KANEHTCKUX coegmnHeHui. 1o ymondyaHuio
ncnonb3yeTca 3HadeHne 27500.

svcHost Azpec, Ha KOTOPOM CePBUC A0MKEH NPUHUMATL coenHeHua. MNpu
MCMNO/Ib30BaHUM 3HA4YeHMA No ymonyaHuio (127.0.0.1) cepBuC A0KeEH BbITb
3anyLeH Ha y3ne Engine Tier

svcSecret Kntou gna nogknoveHmns KIMEHTOB K cepBucy

[na paboTbl cepBMca KOHTPOAA YHUKaNIbHOCTU HEO6X0AMMO CO34aTb OTAE/bHYIO TEXHOOMMYECKYHO

YYETHYI0 3anmnCb, caenaTh e€ BaageNbLem pacnakoBaHHbIX $GaliioB U paspellnTb NCNoib3oBaHMe

HeoBX0AMMbIX CUCTEMHbIX PECYPCOB: ONepaTMBHOM NamATK (Mo ymondaHuio He meHee 10 I6aiT),

NpoLEeccopHOro BpemeHun, GpainoBbIX 4eCKpMNTopoB (Mo ymondyaHuio He meHee 300), OTKpbITHE

ceTeBoOro nopTta. TakKe 414 cepBUCa KOHTPOIA YHUKANIbHOCTH HEO6XOLI,VIMO obecneunTb

aBTOMAaTUYECKMI NMMBO PYYHOI 3anycK, YTO MOKeT 6biTb Peann30BaHo Yepes CpeacTBa ynpasaeHus

CUCTEMHbIMUK cepBucamm (nog Linux — systemd).

8.9.5 MpoBepka paboTocnocobHOCTH

[na nposepkun paboToCNoCOHBHOCTM YCTaHOBIEHHbIX KOMMOHEHTOB MOXHO MCMONb30BaTb NPUMEpbI

3agaHuii DataStage u npaBMA MacCKMpPOBaHKUA, NOCTaBAAEMbIX C pelueHrem. [poBepKa oCyLLecTBAAETCA

cneayrowmm obpasom:

1. B TectoBOoM ucxoaHol bl BbibMpaeTca Tabamua 418 MaCKMpPOBaHUA.

2. MeTagaHHble Tabanubl UMNopTUpYytoTCa cpeacTteamm Metadata Asset Manager B penosutopuii

MeTaaaHHbIX.

3. TMonA BbI6paHHOM TabaMLbl pa3MeyaloTca Kaaccamm AaHHbIX, A1 KOTOPbIX eCTb NPMMEpbI

npaBuna MmaCKMpoBaHUA.

4. [oaroTaBamMBatoTcA 3Ha4YeHUs HabopoBs napameTpos «DbParams» n «DbOutParams» gns

BXOZIHOM U BbIXOAHOM 633 AaHHbIX.

5. BbINOAHAETCA TECTOBbLIN 3aNyCK 3a4aHNA MaCKUPOBAHUA U KOHTPO/1b €Ero pe3ya1bTaToB.

MNMocne ycnewHoOro BbINOJIHEHWA TECTOBOrO 3anyCKa 3a4aHMA MaCKMPOBAHMA peLleHne roToBo K

NPUMEeHEHMUIO.
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8.10 3anyck 1 ocTaHoBKa KomnoHeHToB IBM Information Server

8.10.1 Obuime ceeageHMs O NOPSAAKE 3aMyCcKa M OCTAHOBKM KOMMOHEHTOB

B wraTtHOM pexume paboTbl 3anyck kKomnoHeHToB IBM Information Server ocywectsnaerca
ABTOMATMYECKM NP 3arpy3Ke COOTBETCTBYIOLLLErO cepBepa UM CepBepoB, a OCTAHOBKA MPOUCXOAUT Npu
3aBepLueHnmn paboTbl UM nepesarpyske.

Mpoueaypa py4yHoro nepesanycka aaa nnatpopm Linux/UNIX onvcaHa B cneayrolem AOKYMeHTe:

https://www.ibm.com/support/pages/how-manually-stopstart-ibm-infosphere-information-server-services-unixlinux

Mpn Heob6X0AMMOCTM OCHOBHbIE OMNepaL MM PYYHOro nepesanycka MoryT 6biTb coObpaHbl B CKPUNTbI
PY4YHOW OCTaHOBKM M 3aMycKa, KoTopble 6yayT nnaThopMeHHO-3aBUCMMbIMUK (B YaCTHOCTU, COCTaB
BbI3blBaeMbIX KOMaHA, oTamyaeTtcsa ana Linux n AlX).

8.10.2 OTKAtoYEHME aBTOMATMYECKOTO 3arnycka KOMMNOHEHTOB (ONUMOHANbHO)

YacTo Ha cTeHAax pa3paboTKM M CONPOBOKAEHNA KOHOUTYPaLM MacKMPOBaHMA AaHHbIX OKa3blBaeTcs
enaTesbHbIM py4HOe yrnpas/ieHne 3anycKkom 1 ocTaHoBKoM cepsucos IBM Information Server.

[na oTKAoYeHUs aBTomaTMYecKkoro 3anycka cepsucos IBM Information Server npwu 3arpyske
KomnbloTepa nog ynpasneHnem Microsoft Windows moxeT ncnonb3oBaTbca CKPUNT «iis-services-
manual.cmd», BKAOYEHHbIN B cOCTaB ANCTPUBYTMBaA moayna dsmask-jmask. NMocne nepesoaa cepsuncos
B PEXMM PYYHOrO 3amnycKa ¢ MOMOLLbIO 3TOFO CKPUMTA, 3aMyCK M OCTaHOBKA BCex cepaucos IBM

Information Server moxXeT BbINONHATLCA CKPUNTaMU «iis-services-start.cmd» u «iis-services-stop.cmd».

B cnyuae yctaHoBKM cepBepa IBM Information Server Ha nnatdopme Microsoft Windows 3anyck
KomnoHeHTa DataStage Flow Designer ocyluecTsnseTca npu BXxoge nNonb3oBaTens B cuctemy. OTKAOUNTD
ABTOMATMYECKUI 3aNyCK 3TOFO CEPBMCA MOXKHO NYTEM YAANEHMA 3HAYEHUA
«IBM_DataStage_Flow_Designer» ns cnegytouiero kKntoua peectpa Windows:
«HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Run».

64



