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Cloud adoption in developing countries
has potential implications for both the sup-
ply and the user side of the cloud economy.

The most significant activities and potential
supply opportunities for enterprises in develop-
ing countries are concerned with: (a) data-centre
and related cloud provision; (b) the development
and provision of local cloud services for groups
of customers, including local businesses and in-
dividual citizens; (c) cloud aggregation, system
integration, brokerage and related services. In
addition to these explicitly cloud-based areas of
activity, opportunities exist for national commu-
nications businesses (telecommunications opera-
tors and ISPs) which can gain from increased data
traffic using their networks. Despite the advan-
tages of global cloud service providers, there are
some factors that offer scope for local or regional
data centres to expand in developing countries,
such as growing demand for private cloud solu-
tions, national data-protection laws or corporate
policies requiring data to be kept within national
jurisdictions, and high costs of or unreliable in-
ternational broadband connectivity.

There has been extensive adoption by indi-
viduals in developing countries of free cloud ser-
vices such as webmail and online social networks.
This is true in almost all countries, in particular
those with higher levels of Internet use and cloud
readiness. The most popular cloud-based appli-
cations are generally those provided at a global
level. In low-income countries at a nascent stage

of cloud readiness, laaS is often the first cate-
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gory of cloud services to emerge. As the infras-
tructure situation improves and if the SME sector
expands, the market for SaaS in developing coun-
tries will become more important and eventually
dominant as it already is in developed countries.

Foreign affiliates in developing countries make
extensive use of the cloud as part of their parent
companies’ global networks. With some wariness,
Governments in developing countries are also mov-
ing towards the cloud. Some are developing sys-
tematic cloud strategies, as part of broader ICT
strategies or sometimes alongside these. Where
government departments and larger corporations
are concerned, there is so far a general preference
for private over public cloud approaches. There
is planned adoption of the cloud in domestic en-
terprises, although less extensive than anticipated
by cloud advocates.

Experience of cloud computing in developing
countries is too recent for there to be a strongly
established evidence base on which to assess im-
pacts. Businesses, Governments and other orga-
nizations should carefully examine the potential
for cloud services to improve their management
and service delivery. They should only migrate
data and services to the cloud when they are con-
fident that the cloud offers significant benefits and
that attendant risks can be appropriately miti-
gated. Both public and private cloud solutions
should be considered in this context, taking into
account implications for data security and pri-

vacy.

Infrastructure deficiencies seriously ha-

mper the uptake of and benefits from cloud
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computing in many developing countries.

For several reasons, the options for cloud adop-
tion available in low- and middle-income coun-
tries look different from those in more advanced
economies. Critical factors relate, among other
things, to the availability and quality of cloud-
related infrastructure, cost considerations and in-
adequate legal and regulatory frameworks to ad-
dress data protection and privacy concerns.

As regards access to and availability of cloud-
related infrastructure, and despite significant im-
provements in broadband connectivity in many
developing economies, the gap between developed
Av-

erage fixed broadband penetration is now more

and developing countries keeps widening.

than 28 subscriptions per 100 people in developed
economies, 6 in developing countries and only 0.2
in the least developed countries (LDCs). In the
case of mobile broadband, the gap is also signif-
icant. The average number of subscriptions in
2012 was about 67 per 100 people in developed
countries, 14 in developing countries and below 2
in the LDCs.

In addition, in most low-income countries,
mobile broadband networks are characterized by
low speed and high latency and are therefore cur-
rently not ideal for cloud service provision, espe-
cially of the more advanced kinds. The net value
of cloud-based solutions will be lower in coun-
tries with a heightened risk of communication-

The lack of sup-

porting infrastructure, such as Internet exchange

and power-network outages.

points (IXPs), reliable and inexpensive electricity
and robust fibre-optic backbones also affect the

deployment of national data centres. Indeed, as
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much as 85 percent of data centres offering colo-
cation services are in developed economies. This
“data centre divide” is reflected in the availability
of servers; whereas there were in 2011 more than
1,000 secure data servers per million inhabitants
in highincome economies, there was only one such
server per million inhabitants in LDCs.

The cost of communication remains another
critical obstacle for adoption of cloud services in
many developing countries. The fees paid to cloud
service providers and for broadband access and
usage, charges by the ISP and the hardware and
software costs incurred are likely to form a much
higher proportion of the total costs of cloud provi-
sioning than in advanced economies. The combi-
nation of few national data centres and high costs
of international broadband communications fur-
ther weighs on the net value of relying on cloud

solutions.

The cloud raises legal and regulatory chal-
lenges, especially concerning data protec-
tion and privacy.

The rapid emergence of cloud computing has
raised concerns about its legal and regulatory im-
plications. Issues of data protection and secu-
rity are among the concerns most frequently men-
tioned by potential cloud customers in both de-
veloped and developing countries. Such concerns
have intensified following the disclosure in 2013
of national surveillance programmes and reports
on access by law-enforcement agencies to data
hosted by global cloud service providers. Govern-
ments need to protect national interests and their

citizens; service providers require a stable frame-
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work to facilitate innovation and investment; and
users require assurance and trust to encourage the
take-up of such services. Policy responses may
range from a do-nothing attitude to the adoption
of cloud-specific laws.

Public law is essential to secure the basic
rights of end users. While there is no imperative
to develop specific laws or regulations on cloud
computing, areas requiring reform are relatively
clear: privacy, data protection, information secu-
rity and cybercrime. For Governments of devel-
oping countries, it is essential that appropriate
laws and regulations are adopted and enforced
in these areas. As of 2013, there were 99 coun-
tries with data-privacy laws. As far as is known,
Mexico is the only country which has adopted
cloudspecific provisions in relation to data protec-
tion. There is no international harmonized pri-
vacy framework regulating data transfers across
borders, but developing countries could benefit
from implementing strong domestic-privacy regim-
es.

In addition to public law, contractual agree-
ments between cloud service providers and cloud
service customers also greatly impact on the op-
eration and effects of the cloud economy. In some
circumstances, regulatory intervention in the free-
dom to contract may be necessary to protect the
public interest. The placement of data in the
cloud may require regulatory intervention to ad-
dress concerns related to personal privacy, com-
mercial secrecy or national security. For example,
within data protection laws, imposing minimum
responsibilities on the cloud service providers -to

ensure the security of customer data and to notify
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its customers if there is a security breach -could
help to provide greater transparency about vul-
nerabilities and to enable mitigation in a timely
manner.

Where there are apprehensions on relying hea-
vily on cloud services offered by providers based
in a foreign jurisdiction, it may be difficult to ad-
dress this market reality through regulatory inter-
vention. An alternative policy response may be
to encourage the establishment of domestic cloud
services, either by offering foreign investors a fa-
vorable environment to invest in the building of
local infrastructure (such as data centres) or en-
couraging domestic enterprises to enter the sup-
ply side of the cloud economy. Whereas such mea-
sures may involve regulatory components, such as
imposing “localization” requirements, they would
be designed to facilitate the provision of cloud
services rather than to constrain them. Several
Governments of developing countries are build-
ing government clouds to serve the needs of the
Government itself and sometimes others. In Eu-
rope, there have been calls for the development of
a secure European cloud and some national cloud
initiatives have been launched to offer an alterna-

tive source of cloud service provision.

Governments should facilitate benefits from

the cloud economy but be aware of pitfalls.

Although cloud adoption is still at a nascent
stage in developing countries, policymakers should
waste no time in enhancing their understanding
of how it may affect their economies and societies,
in order to be able to make informed policy de-

cisions. Government policies should be based on
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an assessment of the pros and cons of cloud solu-
tions and be rooted in a thorough understanding
of existing ICT and cloud use within countries.
Governments need to recognize the diversity of
business models and services within the cloud, the
multiplicity of customers of cloud services, and
the complexity of the cloud economy ecosystem.
In view of its relevance for both public service de-
livery and business competitiveness, it is impor-
tant to integrate any cloud strategy in the overall
national development plan, and to plan for its
execution, monitoring and evaluation. Policy ap-
proaches should be tailored to the circumstances
of individual economies, and be consistent with
the overall strategic framework for national eco-
nomic development and for leveraging 1CTs.

On the whole, Governments should broadly
welcome and support the development of a cloud
economy and the adoption of cloud services. In
principle, there is no general case for government
policy and regulation to discourage migration to-
wards the cloud. Rather, policies and regula-
tory approaches should seek to create an enabling
framework that supports firms and organizations
that wish to migrate data and services to the
cloud so that they may do so easily and safely.
However, this does not mean that cloudbased so-
lutions are always preferable to alternative ap-
proaches. In addition, there are multiple ways
of making use of cloud technology -using pub-
lic, private or hybrid clouds at national, regional
or global levels. Governments should seek to fa-
cilitate those approaches that seem most likely to
deliver wider economic benefits in their particular

context.
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A number of steps could be considered by
Governments that wish to translate the potential
of the cloud into tangible development gains. In
terms of scope, at the national level policymaking
would be advised to consider measures related to

the following areas:

o Assess the cloud readiness of the coun-
try. Governments should start by care-
fully assessing the current situation in their
countries, to identify bottlenecks and weak-
nesses that need to be addressed if the cloud
is to be effectively exploited, and clarify
what kind of cloud solutions are most pro-

pitious.

o Develop a national cloud strategy. Bas-
ed on the readiness assessment, a national
cloud strategy could be drafted either as a
stand-alone policy document or as an inte-

gral part of the national ICT strategy.

e Address the infrastructure challenge.
This would involve measures to improve the
provision of reliable and affordable broad-
band infrastructure and to monitor regu-
larly the quality of broadband services. Ef-
fective communications regulations are here
of the essence. Attention should also be
given to the role of IXPs and the provision

of electricity.

e Address relevant legal and regulatory
issues related to cloud adoption to en-
sure that cloud service users’ inter-
ests are properly protected. Key areas

include the location of data, e-transactions
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and cybercrime. Efforts should be made to
reflect international best practice in the de-

velopment of new legislation.

Map opportunities in the supply side
of the cloud economy. Three key areas
deserve particular attention: the develop-
ment of national data centres, the poten-
tial for cloud aggregation services, and the

development of new cloud services.

Address the need for human resources.
Skill areas that are likely to become increas-
ingly important include those related to the
IT and software skills needed to manage
the migration and integration of cloud ser-
vices; management and organizational skills
to handle the reorganization and reengineer-
ing of business processes; and legal and pro-

curement skills.

Government use of cloud services. Giv-
en their important role in the information
economy in many developing countries, the
role of Governments should be explored with
regard to the establishment of national data
centres, e-government systems and related

public procurement.
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Development partners could help in that respect,
by ensuring that cloudrelated development chal-
lenges are incorporated in their agendas to reduce
the risk that the move towards the cloud econ-
omy may result in a widening of the digital di-
vide. They may also provide support at the coun-
try level in contributing to financing broadband
infrastructure, establishing appropriate legal and
regulatory frameworks, and building capacity in
relevant areas.

International agencies could facilitate this as-
sistance through some of their existing activities.
UNCTAD and other international organizations
can, for example, facilitate an exchange of expe-
riences with regard to the policy challenges that
developing countries face to derive benefits from
the cloud economy and avoid pitfalls.

Another key area in which development part-
ners can play a role concerns international stan-
dards for cloud services, which are essential to
facilitate interoperability and to help customers
understand what they are purchasing. Standard-
ization forums should consider how to engage de-

veloping countries and their users to ensure that

their specific needs and requirements are addressed.

More research is also needed in a number of ar-
eas to allow for a more comprehensive assessment
of the impact of different forms of cloud adop-
tion. As the evidence base expands, it will be-
come feasible to assess macroeconomic implica-
tions for economic growth, employment, produc-
tivity and trade.

As with other ICT areas, the pace of change
in cloud technology and markets is rapid. The ex-

periences described in this report relate to present
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circumstances. The nature of cloud services and
of the cloud economy will continue to develop fast,
and may be very different in five years’ time. Gov-
ernments, businesses and development partners
need to bear these changes in mind, and to re-
evaluate their policies and strategies concerning
the cloud regularly to ensure that they continue
to maximize potential benefits and minimize po-
tential risks to their citizens, businesses and cus-

tomers.
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7. There is no international harmonized privacy framework regulating data transfers across bor-

ders, but developing countries could benefit from implementing strong domestic-privacy regim-

es. N7 HERHM. BRI NIFEL

8. Efforts should be made to reflect international best practice in the development of new legis-

lation. AN FIPE. R ICNIFEL

9. Address the need for human resources. Ji 1 B BB fE. &L MFEL
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