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func_ret_null

func_ret_null RFUREEFBERnullpointer, 18R iFMAZRIMATIEEREH =@ ITER
fEiEAfunc_ret_null_full iY, RERZENEALR/ERTHEHRBABAIEN, SNWRAREEXXGRRITRE.

REBRAE
IXTRH—THZMunc_ret_nullfCEI5EHE]

ETERBF test REPIHA get_name AIREREIZIEE, FE/ELLERA nane FEHBINZFIBTR D A8

// name.hpp

charx get_name(int id) {
charx name = 0; S

e | =835 A

/.

name = "Zeus";
} else if (id == 2) {
name = "Hades"
} else {
return nullpointer;
}
return name;

b

void test(int i) {
charx name = get_name(i);

array_overflow

array_overflow HEHABFAIER . FERIEFXIHCTEEIRARNTE, SBIERFHIRSERANRIMIAE .,

KRG

I TiRME—Ne 2 Marray_overflowZ )

void foo() {
int array[10];
int i = get();
// 1i=9;
if (i > 8 & i <= length(array)) { // Shoud be i < length(array)
array[il = 1; // defect: array[10] overflow

rray[i]l = 1; // defect: array[10] overflow

0 test(int i) {

int n= 10;

char *p = malloc(sizeof(int) *x 10);

int y = n;

plyl = 'a'; // defect: writing to buffer[y] overflow
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SCM - Git/SVN

TREALAPISTTR , BTHREERHEERCI. DevOpsFA. W Gitan|
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1. Push To Scm

2. triger code analysis job

Pull Cede

2.Start code Cl Servers
5. Manage Issues analysis job

@ F&E1H =88 Rl 3. Star[; /;T]alyzmg

4. Pull Analysis Report
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C/C++ C# Css Go Html JavaScript T-SQL Buffers
Java Kotlin Lua Objective-C PHP Python XML Rust
Ruby Scala Swift TypeScript Visual Basic ABAP Dart SQL
Apex COBOL Flex PL/I PL/SQL RPG Shell WebAssembly

I ThinkPHP Django Testing Testify React Bottle Vue L
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Cmdlnject
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EEEN
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**** . WEEFNRRETLORERISER S ERMESSE: | XAaE SR s RithRERaR,

-1' SEIN : RIESEXR , FRAZRREESTE | REHIRE4EZTE.

PathTraversal

» SQLInject N AT ERBHEERFESOLENEE.

HiRAIFHEA P AERYEE SOL1EG) , AIRESE SOQLIENRIR. KEEILUER sqligiEk
Eﬁﬁlﬁﬂﬂﬁﬁffrx‘ﬁin%, SHEHIERSIRMSE. , tRrTLAEA SOL SHE( R WebiRSS
2% SISRBEMZ SOL B TRIONE , EBEATLIRTRN.

- EEEIN : SQLIERENAERTIRFHIAELE | ERTEAIORMER(E.

SQLInject
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java
void bad(HttpServletRequest req, HttpServletResponse resp){

String cmd = req.getParameter("cmd™);
Runtime rt = Runtime.getRuntime();
rt.exec(emd); // fRRFAN

java
void bad(HttpServletRequest req, HttpServletResponse resp){

String image = req.getParameter("image");
File file = new File("resources/images/", image); // ft&MM

if (!file.existsQ)) {
return Response.status(Status.NOT_FOUND).build();
}

return Response.ok().entity(new FileInputStream(file)).build();

java
void bad(HttpServletRequest req, HttpServletResponse resp){

String id = req.getParameter("id");
Connection conn = null;

Statement statement = null;
ResultSet rs = null;

Class. forName("com.mysql.cj.jdbc.Driver");

conn = DriverManager.getConnection("jdbc:mysql://localhost:3306/sec_sql", "roc
String sql = "select * from userinfo where id = " + id;

statement = conn.createStatement();

statement.executeUpdate(sql); // BRAN

java
import org.springframework.context.annotation.Configuration;

import org.springframework.security.config.annotation.web.builders.HttpSecurity;
import org.springframework.security.config.annotation.web.configuration.EnableWeb!
import org.springframework.security.config.annotation.web.configuration.WebSecurii

@EnableWebSecurity
@Configuration
public class WebSecurityConfig extends WebSecurityConfigurerAdapter {
@0verride
protected void configure(HttpSecurity http) throws Exception {
http
.csrf(esrf ->
csrf.disable() // BRHM
bH

java
void bad(HttpServletRequest req, HttpServletResponse resp){

String id = request.getParameter("id") != null ? request.getParameter("id") :
Doc doc = getdetailsById(id);
byte[] b = doc.getUploaded();
try {
response. setContentType("APPLICATION/OCTET-STREAM™) ;
String disHeader = "Attachment;Filename=" + doc.getName();
response.setHeader("Content-Disposition"”, disHeader);
ServletOutputStream out = response.getOutputStream();
out.print(b); // fRFAN


https://owasp.org/www-community/attacks/Command_Injection
https://owasp.org/www-community/attacks/Path_Traversal
https://en.wikipedia.org/wiki/SQL_injection
https://en.wikipedia.org/wiki/Server-side_request_forgery
https://en.wikipedia.org/wiki/Cross-site_scripting
https://tencent.github.io/CodeAnalysis/zh/guide/%E4%BB%A3%E7%A0%81%E6%A3%80%E6%9F%A5/%E8%A7%84%E5%88%99%E5%8C%85/enhanced_safety_java.html
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array_overflow

YAk

buff overflow

Fohkok

missing_lock

Fohkok

dead_lock
.00 0 ¢

resource_leak

MEHERRIER. FERNEFXIDEIRTERAA
7 SEEFRREEEEIRIMINE.

IEE strcpy, strcat ZRFREHI/HHEIRETRKEALSH
AUiEHE |, [EFF gets scanf REBMARZ L.

WRANZEREPENEBREERFFEIEEFRT , U

= EfRiEiR.

AR EISHHERTEE mtxl -> mtx2 B ESHIRER | B1FE
mtx2 -> mtx1 B LSRR , M AFEEiEEESEBiagnTaE |
N EiRtER, FEARERTERIES R EEENT.
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https://tencent.github.io/CodeAnalysis/zh/guide/%E4%BB%A3%E7%A0%81%E6%A3%80%E6%9F%A5/%E8%A7%84%E5%88%99%E5%8C%85/cpp_doc.html
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1. ENHEELBIESTEER SRS 5=&ERID
ZIRDASNIECESE | BIAEEZRERPTLE | SEASTHERR , RIEEREHZREUEIRID.
2. HlnHiAESENTER
HANEFimclientER , #1417 quickinit1§< :
python3 codepuppy.py quickinit -t TOKEN --scheme-template-id SCHEME_TEMPLATE_ID --org-sid ORG_SID
3. PUTHREME
HAEFimclientBF , #1147 quickscan 1§85 :
python3 codepuppy.py quickscan -t TOKEN --scheme-template-id SCHEME_TEMPLATE_ID --org-sid ORG_SID -s SOURCE_DIR --file FILE

SIS % !


https://tencent.github.io/CodeAnalysis/zh/guide/%E5%AE%A2%E6%88%B7%E7%AB%AF/%E5%BF%AB%E9%80%9F%E6%89%AB%E6%8F%8F%E6%A8%A1%E5%BC%8F.html
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2. FETCA I EFIRAFITR R

3. fEJenkinsFh LB | IZ=IE oGt

4. gl Jenkins{Ess | EeER BB AN N EEIE

5. BeE Jenkinst{HHEXSE]
RIS EEIEE [TCA] it , BBIMBEMBIEE. TCAHBAD, TCAIIEER. MAtoken, $XEFR. oif
IBS. DEBNSFSH.

6. BaEHEELITER
i [Build Now] =zl (ESS , £ [Console Output] FRILIEEEHIGHITIERE | TR . AIE N AEE!

DITERAVEE.
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https://tencent.github.io/CodeAnalysis/zh/guide/%E6%8F%92%E4%BB%B6/Jenkins_Plugin.html
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