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SSH, RSA ik, EFADPAZHEIFIN., HE publickey ERRS
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MEZFAN: AEXIFRINER

f R ZEXIFRA] (Kerckhoffs' principle)

A cryptosystem should be secure even
1f everything about the system, except
the key, 1s public knowledge.

— Auguste Kerckhoffs

BRAFHRERAEAMELEESE, (RELS
THER, ) MRERDM.
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REERXNMINZMIAEXIFRINZ, ARHERIN,
-+ MNE. fEE (WLiR)

e Hash. Message digest (I§%, SHA256,
RIPEMD160)

e Checksum (MREQF0)

e /@Y (Base64, Base58)
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(13yfsYAzjvH4kCR13rwTrq2iigY¥KJeiHFw)
(Base 58, KE34ANTFHN, EXMELANEE)

- ®E ((RE. BIENIA, EBRG, REETIEIK;
HEFRITKS)
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. [EZEFT, 331, BIZN0x02840x03 (0x02 + x)

o REAFT,, 6511, BIB{AI 0x04 (0x04 + x + V)

0450863AD64A8/AESBAZ2FES83C1AF1A8403CB53F53E486D8511DADBA0488
TES5B23522CD470243453A299FAQE77237716103ABC11A1DF38855EDGF2

EE187E9C582BA6

ITREIEE

let hash = SHA256 (publickey) // 32FT
// => 600FFE422B4E00731A59557A5CCA46CC183944191006324A447BDB2D98D4B408

let data = RIPEMD160(hash) // A48 Hashl60, 20F7, /D EUIEE@HE
// => 010966776006953D5567439E5E39F86A0D273BEE
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o 13yfsYAzJjvH4kCR13rwTrg2ii1igYKJeliHFw,

1 FF3K

e 3J98t1WpEZ73CNmQviecrnylWrngRhWNLYy,

3 Sk, Multi-signature, Z P FAERAERK
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Source:

EEdsm. AKIGRIMNZERA

Elliptic-Curve Public Key to BTC Address conversion

Public Key: e

|1| 32 bytes (BE)-..I|‘.‘ 32 bytes (BE) |

-

0x04

ripemd160(5h3256‘(-'|1[ 32 bytes (BE) [ 32 bytes (BE) ]))

i

S
20 bytes
Network ID Byte:
Main Network: 0x00
Test Network:  0x6f
Namecoin Net: 0x34
S sha256(sha256( i o 1))
! 32 bytes
Checksum

25-byte binary address
‘1| 20 bytes ‘ 4 l

Base256-to-Base58 conversion*
(treat both quantities like big-endian)

[1AGquDaSWjUKBwHBQXYEjmkvlucoUUylSJ

*In a standard base conversion, the 0x00 byte on the left would be irrelevant (like writing ‘052" instead of just '52'), but in the
BTC network the left-most zero chars are carried through the conversion. So for every 0x00 byte on the left end of the binary
address, we will attach one '1' character to the Base58 address. This is why main-network addresses all start with '1'

https://en.bitcoin.it/wiki/File:PubKeyToAddr.png
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NGRS

let prefix = "00" // hRZX, 0x00 for Main Network
let data = "0109667760069..." // N8 Hashl60 IFHE
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S iabichils

let hash = SHA256 (SHA256 (prefix + data))
let checksum = hash.prefix (4% 1) // => D61967F6
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S iabichils

let address = Baseb56(prefix + data + checksum)
// => 16UWLL9Risc3QfPgBUVKofHmMBQ7wMt jvM
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UREE A Bitcoin BEEL, EH7T Bitcoin RNFZHEXINZ
AN,

#hiH (X BAicis) Mnemonic)

- N

. it

e 0x8E552aE4Edd69832d98d7AAeC6611Cc0a90c4C55

» TR, PEE0xKRE4C

S
o

8] (deterministic wallets)
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MR INZEE

e BUIA Bitcoin {FRBIKES
N8I

® PB K D F 2 3 ashchan committed with beenhero Address uniqueness validation (#43)

Branch: masterv  token / ios / imToken / Encryptor /

 Scrypt

=) AES128.swift Better organization of iOS source
) Encryptor.swift Better organization of iOS source

°

Secpz256kl | .

[£) Keccak256.swift Better organization of iOS source

e Kecca kz 5 6 [£) PBKDF2.swift Address uniqueness validation (#43)
) Scrypt.swift Better organization of iOS source

- AE S :I_ 2 8 [£) Secp256k1.swift Better organization of iOS source
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AR 3hF0A K Bpicial

Bhicia (mnemonic)

.+ 1277 (BHEZT) "X (HEMIES) £1d
+ Seed: MF, £2 SHA256 Hash BEfG, UEHN index MIFBLE
BEALEN 12 e 5 BN R BhieiE

« BNICIEES seed: BEE—THFIIEENZE, {#H PBKDF2
HMAC-SHAS512 ﬁ)ﬁl‘fﬁLJ%qJ?

T

e Bitcoin I2E BIP39, BIP32

See https://github.com/bitcoin/bips/blob/master/
bip-0039.mediawiki & https://github.com/bitcoin/bips/
blob/master/bip-0032.mediawiki
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MXIpthizE

e HD (Hierarchical deterministic wallets)

+ V3 (BEABIVE3MR)
- BEEUE:
EE (W) MBEEE
- INEZEX
FEARNEE X
itk (AIAAEIR)

&
Q

BBMRIF—T v3 B
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AKX v3 #E

"version" : 3
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AKX v3 #E

"kdf" : "pbkdf2", // pbkdf2 T scrypt
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MAXIF v3 Z&ENEZS

e Derived key: RIEZMY. kdf BiE. kdf &

B (B8 salt) HEH. X key BFMER
FASH.

e kdf: key derivation function, pbkdf?Z
gy, scrypt

e kdfparams: KDF-dependent static and
dynamic parameters to the KDF
function
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IAXIF v3 8l (PBKDF2)

{
"crypto" : {
"cipher" : "aes-128-ctr”,
"cipherparams" : {
"iv" : "6087dab2f9fdbbfaddc31a909735cleb"
b
"ciphertext" : "5318b4d5bcd28de64ee5559e671353el6f075ecae9f99c7a79a38af5f869aa46",
"kdf" : "pbkdf2",
"kdfparams" : {
"c" ¢ 262144,
"dklen" : 32,
"prf" : "hmac-sha256",
"salt" : "ae3cd4e7013836a3df6bd7241b12db061dbe2c6785853cced22d148a624celbd”
}r
"mac" : "517ead924a9d0dc3124507e3393d175ce3ff7c1e96529c6c555ce9e51205e9b2"
b
"id" : "3198bc9c-6672-5ab3-d995-4942343ae5b6",
"address" : 8e552ae4edd69832d98d7aaec6611lcc0a90c4c55,
"version" : 3
}
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IAXIF v3 8l (PBKDF2)

"kdf" : "pbkdf2",
"kdfparams" : {

"c¢" ¢ 262144, // Number of iterations

"dklen" : 32, // Length for the derived key. Must be >= 32.

"prf" : "hmac-sha256", // Must be hmac-sha256

"salt" : "ae3cd4e7013836a3df6bd7241b12db061dbe2c6785853cced22d1l48a624celbd”
b
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IAAX3IF v3 3% B (scrypt)

{
"crypto" : {
"cipher" : "aes-128-ctr”,
"cipherparams" : {
"iv" : "83dbcc02d8ccb40e466191al123791ele”
b
"ciphertext" : "dl172bf743a674da9cdad04534d56926e£f8358534d458fffccd4ebad2fbded79c”,
"kdf" : "scrypt",
"kdfparams" : {
"dklen" : 32,
"n" : 262144,
et g il
"p" : 8,
"salt" : "ab0c7876052600dd703518d6fc3fe8984592145b591£fc8fb5¢c6d43190334bal9”
b
"mac" : "2103ac29920d71da29f15d75b4al6dbe95cfd7f£f8faeal056c33131d846e3097"
b
"id" : "3198bc9c-6672-5ab3-d995-4942343ae5b6",
"address" : 8e552ae4edd69832d98d7aaec6611lcc0a90c4c55,
"version" : 3
}
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IAAX3IF v3 3% B (scrypt)

"kdf" : "scrypt",
"kdfparams" : {
"dklen" : 32,
"n" : 262144, // Hashing rounds

llrll : l,
llpll : 8,
"salt" : "ab0c7876052600dd703518d6£fc3fe8984592145b591fc8fb5¢c6d43190334bal9”

b

Ebdsmh. BAKIARIMNZE R AR 29/36



MXIp v3 ZBeIEIE

1. XREFRF®13 (passphrase)

2. ERRBEALRAEA. salt. iv

3.1%¥F KDF 8|/JA (pbkdf2 8 scrypt)

4. 118 ciphertext (AES-128-CBC B AES-128-CTR). mac #] bt

5.1R%R1FHN JsoN X&

X AEMER AES B@INZAN cipher text,

See

e V1 Spec: https://github.com/ethereum/go-ethereum/wiki/Passphrase-protected-key-
store-spec

e V3 Spec: https://github.com/ethereum/wiki/wiki/Web3-Secret-Storage-Definition
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~BIEhR: KiE

« passphrase: Z3f4

e salt: #H? @ [EVIEEE, PFLEETXY hash §
AR T I T

DI

B
/

Iy

e 1v: 1nitialization vector
e mac: message authentication code

e hmac: hash-based message
authentication code
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ARG v3 B ENARE

// & (ClEiRE)

let private key = generate privatekey() // BEAL 5 AX

let derived key = kdf (passphrase, kdfprams)

let cipher text = aes encrypt(derived key.first 16 bytes, iv, private key)

// cipher: The key for the cipher is the leftmost 16 bytes of the derived key
let mac = sha3(derived key.last 16 bytes, cipher text)

// mac: SHA3 (keccak-256) of the concatenation of the last 16 bytes of

// the derived key together with the full ciphertext

// BE (EH. s, ®BIKS)

let derived key = kdf (passphrase, kdfprams)

let private key = aes decrypt(derived key.first 16 bytes, iv, cipher text)
let mac = sha3(derived key.last 16 bytes, cipher text)

verify(mac) // Lt JSON AfY mac ESITELAIE
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AL v3 %8 cipher

"crypto" : {
"cipher" : "aes-128-ctr", // NMINBEE., EMRAXEAR AES-128-cBC, V3 {FA AES-128-CTR SERE)
"cipherparams" : {
"iv" : "83dbcc02d8ccb40e466191al23791e0e” // 128-bit initialisation vector for the cipher.
I
"ciphertext" : "d172bf743a674da9cdad04534d56926e£8358534d458fffccd4ebad2fbded79c",
"mac" : "2103ac29920d71da29f15d75b4al6dbe95cfd7ff8faeal056c33131d846e3097"

// SHA3 (keccak-256) of the concatenation of the last 16 bytes of the derived key together with the full

EEdsm. AKIGRIMNZERA

ciphertext
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AL v3 %8 cipher

"crypto" : {
"cipher" : "aes-128-ctr", // NMINBEE., EMRAXEAR AES-128-cBC, V3 {FA AES-128-CTR SERE)
"cipherparams" : {
"iv" : "83dbcc02d8ccb40e466191al23791e0e” // 128-bit initialisation vector for the cipher.
I
"ciphertext" : "d172bf743a674da9cdad04534d56926e£8358534d458fffccd4ebad2fbded79c",
"mac" : "2103ac29920d71da29f15d75b4al6dbe95cfd7ff8faeal056c33131d846e3097"

// SHA3 (keccak-256) of the concatenation of the last 16 bytes of the derived key together with the full
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ciphertext
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