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def getuser(request):
username = request.POST.get('username’)
query = 'select * from users where username=%s'%username

connection = psycopg2.connect(dbname,user,host,password)
curs = connection.cursor()

curs.execute(query)

res = curs.fetchall()

connection.clouse()

return res
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def getuser(request):
username = request.POST.get('username’)

3 4
iENBED connection = psycopg2.connect(dbname,user,host,password)
curs = connection.cursor()

res = curs.fetchall()
connection.clouse()

4 > return res
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def store uploaded file(request):
uploaded file = request.POST.get('filename’)
upload dir_path = "static/uploads “

if not os.path.exists(upload dir_path):
os.makedirs(upload _dir_path)

cmd = "mv" + uploaded file + "" + "%s" % upload dir path
os.system(cmd)

return 'static/uploads/%s' % uploaded file
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def store uploaded file(request):
uploaded file = request.POST.get('filename’)
upload dir_path = "static/uploads”

= Y!
AT if not os.path.exists(upload dir_path):

os.makedirs(upload _dir_path)

cmd = "mv" + uploaded file + "" + "%s" % upload dir path

4 > return 'static/uploads/%s' % uploaded file
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from taskMnager.forms import PorjectFileForm

def getproj(request, project_id):

if request.mothod = “POST":
username = request.POST.get(‘name’, False)
curs = connection.cursor()
sql = “select * from pro where name = ‘%s’ % username
curs.execute(sql)

else:
form = ProjectFileForm()

return render(request, ‘index.html’, {form’: form})
v

request

username

execute
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{
‘body’ :[{}. {1 {} .1,

‘filename’ : ‘/django.nV/taskManager/views.py’' ,

d . ‘type’ : ‘Module’
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from taskMnager.forms import PorjectFileForm { '
Body[0] " fields’ ], y
def getproj(request, project_id): _— Z ‘args’ :{request, project idj},
if request.mothod = "POST": ‘body’ : [{}, {31
name = request.POST.get(‘name’, False) ‘decorator list” :[],
curs = connection.cursor() ‘kwarg _name’ :None,
sql = “select * from pro where name = ‘%s’ % namg ‘lineno’ 7,
curs.execute(sql) ‘'name’ " getproj’ ,
else: ‘'name_node’ :},
form = ProjectFileForm() ‘type’ : ‘FunctionDef’
‘vararg_ name’ :None
return render(request, ‘index.html’, {form’: form}) }
' =~ Body[1]
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from taskMnager.forms import PorjectFileForm

def ?etgroi(reguest, project _id): -

if request.mothod = “POST”:
name = request.POST.get(‘name’, False)
curs = connection.cursor()
sql = “select * from pro where name = ‘%s’” % name
curs.execute(sql)

else: = bo
form = ProjectFileForm()L__

orelse

~ return render(request, ‘index.html’, {*form’: form})
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‘args’ : None,

‘body’ :[],
‘orelse’ : ],

‘test’ : {},

‘lineno’ : 8,
‘handlers’ : None,
‘type’ : If

......
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{"value":
.=
'starargs’: None, '
‘args': [{'s": » . lineno’: 29, “type’: ¥, {"lineno’: 29, "type’: s id': s
*lineno’: 29,
"func':
t . . _——————————————————————-———-----------------~-~~
attr': == s\\
*wvalue® : \
I o g o, ]
N - -
attr: o N\\ /
‘value': {'linenc’': 29, "type’: s id': I ] 4
L = H ,/
*lineno’: 29, Ptag / ,
* fields': [ . 1. -~ s /’
- . -’
type": R e R4
4 ’ ’
Fa / e e
*lineno’: 29, { JRe ,,’
* fields': [ , 1. \ Pig R
. . \ ’ ’
type’: \ ,/ 7
,
X \‘ » Re
. Lo 1 1
kwargs®: None, name = request.POST.get('name’, False)
"keywords " : [], y
"type’:
i
}_‘l \
"lineno": 29, So
- . S
type”: . Sso
"targets”": [{"lineno": 29, "type’: s . dd": 1
hy
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$ cd /test
$ Is

$ cat string.py
def upper(s):
return “| LOVE FORMSEC”

$ PYTHONPATH = /test

$ python

Python 2.7.6 (default, Oct 26 2016, 20:32:47)
[GCC 4.8.4] on linux2

>>> import string

>>> string.upper( “l love ssc” ) #| LOVE SSC
>>> "| LOVE FORMSEC"
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© Built-in modules

@ Sys.path
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0s.system
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socket. fileobject.readline
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Class _InstallFcnHook(object):
def _init_ (self, fcn):
self. fcn =fcn

def pre hook(self, *args, *kwargs):
print “
return (args, kwargs)

”

def call (self, *args, **kwargs):
(_hook_args, hook_kwargs) = self._pre_hook(*args, **kwargs)
retval = self.fcn(*_hook_args, *_hook kwargs)
return retval

fd, pathname, desc = imp.find_module(__name__, sys.path[::-1])
mod = imp.load_module(__name__, fd, pathname, desc)

system = _InstallFcnHook(system)
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Class _InstallFcnHook(object):

def _init_(self, fcn): $ mv .Jos.py /tmp
self._fcn = fen $cd /tmp
$ PYTHONPATH=/tmp python |
def _pre_hook(self, *args, **kwargs): >>> import 0s
print i >>> 0s.system(‘whoami;pwd’)
return (args, kwargs)
xfkxfk
def call (self, *args, **kwargs): /tmp
(_hook_args, hook_kwargs) = self._pre_hook(*args, **kwargs) 0
retval = self.fcn(*_hook_args, * hook kwargs) >>>

return retval

fd, pathname, desc = imp.find_module(__name__, sys.path[::-1])
mod = imp.load_module(__name__, fd, pathname, desc)

system = _InstallFcnHook(system)

N
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. @  getattribute
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metaclass__:
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__metaclass__W LAERZARM Al A X %, {RALA7E__metaclass__ BT LAGIE — BRI RTE
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# metaclass = UpperAttr

Class Test(object): TestXFABRIEGIAS?

__metaclass = \

def foo(self, name): ”
pass e

Cd
Class (type):‘
P #create and return class instance
def new (meta, name, bases, dct):

#
#

upper attribute name here

|

return type. new_ (meta, name, bases, dct)

N



Bt
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// TNa £
/ Class _InstallClsHook(type):
# metaclass = UpperAttr s #create and return class instance
. — / def new (meta, name, bases, dct):
Class fileboject(object): s bases = (GetAttribute,)
__metaclass__ = _InstallClsHook return_type.__new_ (meta, name, bases, dct)

,l

4
def hook readline(self, name):
#do something here

- —

Y,
Class GetAttribute:
def  getattribute (self, name):
retval = object. getattribute (self,

def hook writeline(self, name):
#doomething here
\

4 2 KN if callable(retval):
' ' . return object. getattribute (self,
ey " hook " + )



HRIR, 5iEAAi=E?

v

R, RBiEuAi=gE?

v

v

$PYTHONPATH=/workspace




__builtin__ : open?

Monkey patch

B

B module: 1&iREZ

B function: EhookAJERE]

B action: {MIBE=EIINE

B hook_arg: FIKT=8BHANS2L
B hook_result: #I¥ri=gkiamHEUE
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def hook func(module, function, action, hook arg, hook_result):

old module = _import_ (module)

old_function = getattr(old_ module, functic $ s

def wrapper(*args, **kwargs):
if hook arg:
action(values)
if hook result:
action(result)

setattr(old_module, function, wrapper)

def action(values):
#do somethin to judge vuln

if _name_==" main

$ python builtin_open.py

Traceback (most recent call last):
File "builtin_open.py", line 40, in <module>

File "builtin_open.py", line 15, in wrapper
act(values)
File "builtin_open.py", line 33, in check file path
raise Exception(‘Insecure filepath found!")
Exception: Insecure filepath found!

$

hook_func("_builtinin_i ", "open", action, hook_arg, hook result)

open( “../../../../../etc/passwd” )

N



I __builtin__ I

builtin_open.py =—>

B

import

—>

#Views.py
from builtin_open import hook func
@hook func

def download(request, project _id):
#download file at here
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R HiEA : staticscan
OIS
B : /diango.nv-
BFEE: store_uplo
S M EMFRTETTAL : 33
O SRS .
B
(title, uploaded_file):

upload_dir_path

os.path.dirname(os.path.realpath(_ file__

os.path.exists({upload_dir_path):
os.makedirs(upload_dir_path)

os.system(

EE
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- 4 test
SELECT TO DOWNLOAD scanner.zip
4 e Updated yesterday at 11:50 PM Updated yesterday at 11:59 PM
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'b‘ﬁ‘)n‘er ; : ftaskManager/download/22/f

http:// - ; JtaskManager/1/
ONNECTION: keep-alive

CCEPT: text/html,application/xhtml+xml,application/xml;q=0.2,%/*;q=

CCEPT_LANGUAGE: zh-CN,zh;q=0.3,en-US;g=6.5,en;q=

OOKIE: csrftoken=Kboe2EVIigyL]7pEKD5MqOy 7mnduHc0Z147Bgc31dHpRIPsFA9sirl XbwSzKOvEN; sessionid=".e
@ I ~~I 1 USER_AGENT : Mozilla/ (Windows NT 3 WOMBA; rv: ) Gecko/ Firefox/

UPGRADE_INSECURE_REQUESTS :

CCEPT_ENCODING: grip, deflate

B
S E -
ERFETTE
HER:
B
ERAE
ilename: fhome/android/django. nv/taskManager/vlews by
(request, file id, file name="
e = File.objects.get(pk=File_id)}
abspath — [4
os.path. dirname(
os.path.realpath(_ file_ )} +
.path,
rb')
response = HttpResponse(content=abspath. read())
N response[ 'C Y 1 mlme‘types guess, t}pe( .path)[2]
1 response[ ' Co lenam
response
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18 at 36 === £17 st 219 " §16 at 207
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. A Iileopen wrapper 202-fileopen_decorator

fhomefanﬂrmdfdjangu.anlg_ﬁleupeq.py

I
FQ 1215 at 214
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