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Adblockers, adblockers. . .
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What’s a Website?

More than meets the eye.
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What’s an Ad?

The DOM.
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Blocking: What Can Extensions Do?

Adblockers are extensions:

• They are JavaScript programs running inside the browser.
• They can monitor, modify or block network requests.
• They can hide elements from pages.
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Blocking: Network Filtering

The ads have to be fetched somehow.
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Hiding: Cosmetics Filtering

When blocking network requests is not enough.
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Hiding: Cosmetics Filtering

We can remove or hide parts of the DOM.
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Filters: Network

How to decide which network requests to block?

~100k by default.
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Filters: Cosmetic

How to decide what to hide in the page?

~50k by default.
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What’s an Adblocker?

• Big rule engine
• Decide what to block in real-time
• Store rules in optimized format
• Needs to be really fast
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Cliqz

• fast decision time (~0.01 ms per request)
• low memory usage (5.6 MB to 7.7 MB for 170k filters)
• zero-cost initialization (0.1-20 ms)

whotracks.me/blog/adblockers_performance_study.html
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https://whotracks.me/blog/adblockers_performance_study.html


Cliqz: Stack

github.com/cliqz-oss/adblocker

• — Hosted on GitHub
• — Written in TypeScript
• — Published on NPM
• — Tested with Jest
• — Managed with Lerna
• — Bundled with Rollup
• — Packaged with Yarn
• — Formatted with Prettier

Run everywhere —
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https://github.com/cliqz-oss/adblocker


Open Source?

Sharing knowledge: performance, designs, data, benchmarks:

• influential work on efficient designs and features.
• performance study and open benchmarks.
• proposed currently most efficient approach to adblocking.
• translated Cliqz’ adblocker into Rust.
• Adblocker Dev Summit.
• shared mobile trackers database with whotracks.me.
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Open Source!

Adblocking is not possible without a strong community!

• — github.com/easylist/easylist
• — github.com/uBlockOrigin/uAssets
• — github.com/AdguardTeam/AdguardFilters

filterlists.com counts more than 1700 subscriptions!
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https://github.com/easylist/easylist
https://github.com/AdguardTeam/AdguardFilters
https://filterlists.com/


Contributing?

So many ways to do better together!

• report site breakage or ads not blocked
• help maintain up-to-date rules
• open issues, ask questions, start discussions
• talk and write about projects
• share your knowledge!
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Contributing: GitHub!

— github.com/cliqz-oss/adblocker
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https://github.com/cliqz-oss/adblocker


Contributing: GitHub!

— github.com/ghostery/ghostery-extension
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https://github.com/ghostery/ghostery-extension/


Contributing: Twitter!

— twitter.com/@pythux or twitter.com/@cliqz
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https://twitter.com/Pythux
https://twitter.com/cliqz


Questions?

• jobs@cliqz.com is hiring!
• Ping me: remi@cliqz.com
• Twitter: @pythux

— github.com/cliqz-oss/adblocker

• @cliqz/adblocker-webextension
• @cliqz/adblocker-electron
• @cliqz/adblocker-puppeteer
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