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Raspberry Pi talks EnOcean -
How to setup a home automation server with EnOcean Pi or USB 300

1. Introduction

Self-powered sensors and switches are ideal for enthusiasts to start up with home automation. No
cable is required to switch lights, control blinds and get sensor information like temperature, humidity
or presence detection.

Sensors and actuators can directly communicate to each other or they can additionally be controlled
with an intelligent smart home server. This allows enthusiasts to get home automation for remote
sensing and remote control via PC or smart phones. Raspberry Pi is the ideal platform to setup a
smart home server. A USB 300 or EnOcean Pi will act as a bridge (GatewayController) to the EnOcean
radio world. Self-powered switches and sensor from the EnOcean starter kit ESK 300, developer kit
EDK 350 or Pi Sensor Kit PSK 300 can be used for the first installation.

Following image provides an overview of the components:

Actuators
RCM 250 or other receivers

Web interface — 7 et a)

Smart Phone

Switches
PTM 215
6 PTM 330
] Home
Access Point Automation Server
WLAN Router FHEM, Raspberry Pi

USB 300 or EnOcean Pi

PC / Tablet

[ Web interface

Sensors
STM 330 (temp), STM 320, ...

Raspberry Pi with FHEM server acts as home automation server. The server can be used to automate
common tasks like switching lamps, scene illuminations or pulling blinds, measure and visualize
power consumption, temperature and humidity.

The server receives and sends EnOcean radio telegrams via USB 300 or EnOcean Pi. Solar powered
radio sensors (e.g. STM 330 temperature sensor or STM 320 reed contact sensor) periodically send
values which will be interpreted and displayed via FHEM web interface. Self-powered switches and
FHEM send on/off and dim commands to actuators.
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1.1 Covered Topics

m Installation of Raspberry Pi and preparation for smart home projects
® Connection of a USB 300 or EnOcean Pi to Raspberry Pi

m Installation of the FHEM server for home automation

m Configuration of FHEM for EnOcean switches, sensors and actuators

1.2 Necessary components

m PC with internet browser
m Raspberry Pi board (model B)

= Raspberry Pi accessories:
power supply (~1A) with micro
USB plug, HDMI cable, SD card
(e.g. 8GB), Ethernet cable or
USB WLAN stick

= USB 300 e.g. from EnOcean
starter kit ESK 300 or developer
kit EDK 350

or

= EnOcean Pi
with TCM 310
GatewayController

® Pi Sensor Kit PSK 300
with temperature sensor STM 330,
reed contact sensor STM 32x and
Switch PTM 2xx
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2. Step by step installation of Raspberry Pi

2.1 Installation of Raspian (Debian Linux for Raspberry Pi)

If Raspian image is not already installed on the SD card, download NOOBS (New Out of the Box Soft-
ware) and follow the instructions at: http://www.raspberrypi.org/downloads

2.2 Basic configuration via “raspi-config” command

1. Plug SD card into Raspberry Pi and connect with keyboard and
monitor

2. Connect to internet via Ethernet (just plug connector) or WiFi
(needs to be configured). If there is already a device driver installed (e.g. Wi-Pi or EdiMax).
Start GUI with startx and click on WiFi config.

3. Login with user pi and password raspberry

4. Configuration menu starts automatically after booting,
if not just type sudo raspi-config

Setup Options
1 Expand File tem
2 Change User Pazaword
3 Enable Boot to Desktop Choose whether to boot into a desktop enviromment or the command-line
4 Internationalisation Options Set up language and regional settings to match your location
5 Enable Camera Enable this Pi to work with the Raspberry Pi Camera
& Add to Rastrack 2dd this Pi to the online Raspberry Pi Map (Rastrack)
7 Overclock Configure overclocking for your Pi
8 Advanced Cptions Configure advanced settings
8 Bbout raspi-config Information about this configuration tool
<Select> <Finish>

5. Select following items to configure:

- expand_rootfs to use the full SD card size

- configure_keyboard to have the right keyboard settings
- change_timezone for correct time & date

- change_location for country specific characters etc.


http://www.raspberrypi.org/downloads
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2.3 Software and Firmware update

Several shell commands need root (super user) rights; therefore “sudo” is used as prefix. Raspian
(Linux operating system) can be updated via APT (Advanced Package Tool).

RPi-update (https://github.com/Hexxeh/rpi-update) is used to update the firmware (hardware driver)
of Raspberry Pi. In order to have an up to date system (e.g. to recognize USB 300) both updates are
required.

1. Get latest updates of Raspian and Raspberry Pi firmware:

2. Reboot

2.4 Connecting Raspberry with USB 300
1. Connect USB 300 to Raspberry Pi board

2. Check availability of USB 300 with Isusb

Example:

Bus 001 Device 004: ID 0403:6001 Future Technology Devices
International, Ltd FT232 US  B-Serial (UART) IC
-> USB 300 with FT332 chip has been recognized

3. Install FHEM and start FHEM server. USB 300 will be configured automatically.

4. (Optional) If you want to do a manual check, perform following steps:

Set serial interface to 57.600 Baud for USB 300:

Display USB / serial data:

Example output:

-> USB 300 provides a serial stream of EnOcean radio telegrams according to
ESP3 protocol. For details see http://www.enocean.com/esp



https://github.com/Hexxeh/rpi-update
http://www.enocean.com/esp

~
WHITE PAPER
Green.Smart.Wireless.

ocean

Raspberry Pi talks EnOcean -
How to setup a home automation server with EnOcean Pi or USB 300

2.5 Connecting Raspberry with EnOcean Pi

1. Connect EnOcean Pi on top of
Raspberry Pi board

2. Disable Linux using the serial port

As default the serial port of the GPIO interface is used for console debug outputs. In order to
use this port for EnOcean Pi, this feature has to be disabled. Read more about this at:
http://elinux.org/RPi_Serial Connection

A script can be downloaded from Github, it will automatically adapt boot up settings:
https://github.com/lurch/rpi-serial-console

3. Download script:

sudo wget https://raw.github.com/lurch/rpi-serial-console/master/rpi-serial-
console -0 /usr/bin/rpi-serial-console && sudo chmod +x /usr/bin/rpi-serial-
console

4. Execute script:

sudo rpi-serial-console disable

5. Install FHEM and start FHEM server. EnOcean Pi will be configured automatically.
You can check incoming telegrams via FHEM event monitor, chapter 2.10.

(48 192.167.1.121 - puTTY [ =
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2.5 Find out the IP address of your Raspberry Pi

In most cases the IP address is provided via DHCP server. For remote control via TTY (e.g. PuTTY) or
HTML server connections (FHEM server) the IP address of Raspberry Pi is needed.

You can get your allocated IP address (e.g. by DHCP server) by typing in following command:
ifconfig

Example output:

2.6 A remote control of your Raspberry Pi

If your desktop is too small for an additional Raspberry Pi display screen and keyboard, a remote
control of your tiny computer is the best solution. Get the command line or Linux shell via SSH client
to the PC browser.

1. Download and install PuTTY on PC

http://www.chiark.greenend.org.uk/~sgtatham/putty/

2. Execute PuTTY with IP address from your Raspberry Pi and login

£8 PuTTY Configuration -8 [ P pi@raspberrypr — g =T
Category: o
& Session Basic options for your PuTTY session
i TEWL“:;Q'“Q Specify the destination you wart to connect to
: Keyboard Host Name (or IP address) Port

B

Bell 192.167.1.203
- Features
£ Window
H - Appearance
- Behaviour
Translation
Selection

e
Telnet ) Rlogin @ SSH Senal

or delete a stored session

: Colours Default Settings [ Lo ]
& Connection Rasp =

Data [sae )

Prosy

Telnet [ Delete |

Rlogin

SSH

senal Close window on ext:

Aways Never @ Only on clean exit
About | [ Help. [ open | [ cancel

= Now you have a command line interface to remotely control your Raspberry Pi via PC
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2.7 Installation of the building automation server

This example project uses the FHEM server available under GPL license. More details can be found on
the FHEM website: http://fhem.de/fhem.html

1. Installation of Perl environment including libraries for FHEM

FHEM runs as server on a Perl interpreter, which needs to be installed.

—

2. Installation FHEM

Please check http://fhem.de/fhem.html#Download for latest version and adapt
installation commands below:

-> FHEM has been installed within the folder _ It starts automatically.
Check fhem.de for updates and path to new version.

2.8 Display FHEM Web Interface

Start your browser and type following to the link field:

You will get the following user interface on the screen:

€ - C [1192168.178.38:8083/fhem |

SecurityCheck: FileLog

WEB, WEBphane WEBtablet has no basicAuth af Fhem FileLog_EnO_sensor_0088F03E EnQ_sensor_0088F03E-2014 log text

telnetPort has no password/globalpassword attriby FileLog_EnO_switch FEFFFEF0 EnQ_switch_FEFFFEF0-2014.log text

Fhem : _ :
Restart fhem for a new check ifhe problem is fixd FileLog EnO_switch FEFFFEFB EnQ_switch FEFFFEFB-2014.log text
ar set the global aftribute motd to none to supress| EnOcean
Unsorted roomSensorConfrol.01
& Everything [EnOfsensoLODSEFO:}E T:19.8 H: 52 SP: 132 SW: 0 ]
Logfile .
Commandref switch
Remote doc EnO_switch_FEFFFEFO Al
Edit files EnO_switch_FEFFFEFB pressed
Select style
Event monitor Event monitor

FHEM recognizes and configures automatically USB 300 or EnOcean PI. It receives radio telegrams
from all EnOcean devices within the neighborhood (10-30m within buildings). Device entities will be
created automatically for each new received EnOcean device (every EnOcean radio module or device
has a unique manufacturer ID). Switches are by recognized by their specific RPS telegram, sensor
types are recognized via learn button with 1BS or 4BS telegram. By default devices with EnOcean
radio protocol will be to room EnOcean.


http://fhem.de/fhem.html
http://fhem.de/fhem.html#Download
http://fhem.de/fhem-5.5.deb

WHITE PAPER

Green.Smart.Wireless.

enocearn

2.9 FHEM auto configurations

FHEM server is configured via the configuration file fhem.cfg.

Start the configuration file editor via the FHEM menu item “Edit files”.

‘ Save fhem cfg | ‘ Save as ‘ ‘fhem,clg

attr glebal autoload undefined devices 1
Fhem attr global logfile ./log/fhem-%¥-tm.log
attr global modpath .

attr global motd SecurityCheck:\
Save config \

WEB, WEBphone, WEBtablet has no basichuth attribute.\
telnetPort has no password/globalpassword attribute.\

Restart fhem for a new check if the problem is fixed,\
or set the global attribute motd to none to supress this message.\

attr global statefile ./log/fnem.save

attr global updateInBackground 1

attr global userattr devitatelcon devStateStyle icon sortby webCmd
attr global verbose 3

define telnetFort telmet 7072 global

define WEB FHEMWEB 8083 global
attr WEB stylesheetPrefix ios7touchpad

define WEBphone FHEMWEB 8084 global
attr WEBphone stylesheetPrefix smallscreen

define WEBtablet FHEMWEB 8085 global
attr WEBtablet styleshestPrefix touchpad

# Fake FileLog entry, to access the fhem log from FHEMWES
define Logfile Filelog ./log/fhem-3¥-3m.log fakelog

Gateway:

If USB 300 is plugged and configured to the Rapsberry Pi correctly following code will be generated
automatically by the FHEM autocreate function:

If EnOcean Pi is plugged and configured to the Rapsberry Pi correctly following code will be generat-
ed automatically by the FHEM autocreate function:
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Switch:

FileLog

Fh FileLog_EnO_sensor_0088F03E EnO_sensor_0088F03E-2014.log text

cm FileLog_EnO_switch_FEFFFEF0 EnO_switch_FEFFFEF0-2014.log text
FileLog_EnO_switch FEFFFEFB EnO_switch_FEFFFEFB-2014.log lext
EnOcean
Unsorted roomSensorControl.01
& Everything [EnO_sensor_ODSEFOBE T:19.8 H: 52 SP: 132 SW: 0 )
Logfile
Commandref switc
Remote doc EnO_switch FEFFFEFQ A
Edit files EnO_switch FEFFFEFB pressed
Select style

Event monitor

After you press the rocker the first time a new device entry is generated:

Manufacturer ID is OXFEFFFEFB, telegram data will be logged automatically.

Sensor:
‘ Readings
humidity 58 20140304 12.35.19
) setpoint 146 20140304 123519
FileLog state T 173H 58 5P 146 SW 0 20140304 123519
Fh FileLog_EnO_sensor_0088F03E EnO_sensor_0088F03E-2014.log text switch 0 2014-03-04 12:3519.
cm FileLog_EnO_switch FEFFFEFO EnO_switch FEFFFEF0-2014log text prachn g AT TNa wickegl wOceon ConbH TSI 0
- temperature 17.3 2014-03-04 123519
FileLog_En0_switch_FEFFFEFB EnO_switch_FEFFFEFB-2014og fext
EnOcean [atir| EnO_sensor_0088F03E [room +| ‘EnOcean *
Unsorted roomSensorControl.01
& Everything (EnO_sensor_0088F03E T 198H 52SP 1325W.0 | Altnbutes
T manufiD 0oB deleteaftr
Conggnia ndref Switc! room EnOcean deleteatir
7Remole doc EnO_switch FEFFFEF0 A subType roomSensorControl 01 deleteatir
Edit files EnQ_switch FEFFFEFB pressed
Probably associated with
FileLog_EnO_sensor_D0BBFO3E FileLog )

This is an example of an temperature (room controller) sensor.
After you press the learn button the time a new device entry is generated:

Manufacturer ID is 0xO0088FO03E, telegram data will be logged automatically and can be displayed
within a diagram.
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With the user interface you can visualize and configure graphical user elements to visualize events
and send control telegrams to actuators.

A reference of FHEM commands for EnOcean can be found at:

http://fhem.de/commandref.htmI#EnOcean

A small guide “how to” can be found at: http://fhem.de/HOWTO.html

For German users there is an additional forum available: http://forum.fhem.de/

Example of visualization:

Following visualization example has been generated by STM 330 (temperature sensor) with HSM 100
(humidity sensor plugged):

Temperature
Humidity



http://fhem.de/commandref.html#EnOcean
http://fhem.de/HOWTO.html
http://forum.fhem.de/
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2.10 Interpret EnOcean radio telegrams with FHEM event monitor

Start Putty and configure Putty to IP address of Raspberry PI with telnet port 7072. Switch on “im-
plicit CR in every LF” within Terminal configuration to get a line feed after carriage return.

@ PuTTY Conﬁguration_ L | 2 i2-] @ PuTTY Cenfiguraticn |i|ér

Category: Category:
Basic options for your PUTTY session =I- Session Options controlling the terminal emulation
Specify the destination you want to connect to : = I_.oglglng Set various terminal options
. enminal
Host Name (or IP address) Port . Keyboard | Auto wrap mode initialty on
152.167.1.121 7074 - Bell igi initially on
( - Features Connection type: I - Features
Window Raw @ Telnet Rlogin SSH Segial Window Implicit LF in every CR
- Appearance X - Appearance /| Use background colour to erase screen
B X Load, save or delete a stored session X =

. Behaviour i - Behaviour Enable blinking text

... Translation Saved Sessions ... Tranelation Answerback to “E:

- Selection - Selection PUTTY

Colo.urs Default Settings | e | Colo.urs
=I- Connection RPi_Home e — =I- Connection Line discipline options
Rasp Ea{a Local echo:
Tn:lw @ Auto Force on Force off
RT nt.at Local line editing:

- nlegin @ Auto Force on Force off
- 55H

----- T i Serial Remote-controlled printing

Always MNewver @ Only on clean exit Printer to send ANS| printer output to:
Mone (printing disabled) -
About | | Help | Qpen | | Cancel
h 4

Start telnet session and type inform timer to get FHEM event monitor.
Receiving events with EnOcean telegrams will be shown with time stamp.

[ 1921671121 - putTy [ =] B [meim
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3. Useful links

EnOcean radio modules:

http://www.enocean.com/en/enocean modules/epk-350/

http://www.enocean.com/de/enocean module/usb-300-oem/

http://www.enocean.com/de/enocean-pi/

http://www.enocean.com/en/knowledge-base/

Farnell element 14 Raspberrry Pi® and accessories:

http://www.element14.com/raspberrypi

http://www.elementl4.com/enocean pi

Raspberrry Pi®

http://www.debian.org/doc/manuals/refcard/refcard.en.pdf

http://www.danielspage.de/index.php/technik/raspberry-pi-blog/44-enocean-auf-dem-pi

http://developer-blog.net/hardware/raspberry-pi-backup/

http://www.datenreise.de/raspberry-pi-wlan-einrichten-edimax/

http://www.mikrocontroller.net/articles/Raspberry Pi

http://pibeginners.com/ftp-server/

FHEM:
http://fhem.de/fhem.html
http://forum.fhem.de/

http://fhem.de/Heimautomatisierung-mit-fhem.pdf



http://www.enocean.com/en/enocean_modules/epk-350/
http://www.enocean.com/de/enocean_module/usb-300-oem/
http://www.enocean.com/de/enocean-pi/
http://www.enocean.com/en/knowledge-base/
http://www.element14.com/raspberrypi
http://www.element14.com/enocean_pi
http://www.debian.org/doc/manuals/refcard/refcard.en.pdf
http://www.danielspage.de/index.php/technik/raspberry-pi-blog/44-enocean-auf-dem-pi
http://developer-blog.net/hardware/raspberry-pi-backup/
http://www.datenreise.de/raspberry-pi-wlan-einrichten-edimax/
http://www.mikrocontroller.net/articles/Raspberry_Pi
http://pibeginners.com/ftp-server/
http://fhem.de/fhem.html
http://forum.fhem.de/
http://fhem.de/Heimautomatisierung-mit-fhem.pdf

