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—. Android BREMHamRS(ER

—. Android FRiFEX {4 ap R S{ERE

1.

2.

[#:75 ] SWRESUHFHIERAIS,

[#£75] layout SZ{HRYERRTIZN.
Activity (1 layout A module_activity JF3k

Fragment /] layout A module_fragment 13k

Dialog A9 layout A module_dialog 3k

include %) layout A module_include J3k

ListView f917 layout X module_list_item F3k

RecyclerView [ item layout UL module_recycle_item Jik

GridView 1 item layout X module_grid_item J-3k

[4£:7] drawable ZHREHRVNSEIT FUSHTRAE , RESPERAIZHIE

A[EHY drawable BR T , IRNEBEXNENRER—E | REERHITYE. X
FE0 T -

B 55 THRERA 4= IR _FErRESHRE iR

4l : module_login_btn_pressed,module_tabs_icon_home_normal
[#:7F] anim RRATRANSRiE+ TILAISNasE |, KA
WA IR AFR_[J7 |75

Tween #iE| ( ERERERTHRIIE , GIan4er. % ) FR : RaJgeLuBEBrY
SHE[RFREpE, , 2 module_fade_in, module_fade_out, module_push_down_in (&)
E+75[A),

Frame afJE ( ZIUIRFAERERNEE ) BIR | RATGELIER+IIREREZ+FS.
module_loading_grey 001,

[#:7Z] color FWRFERA#AARRGGBB &=, , 5\ module_colors.xml {4/ , a5
ORI -

Wi ERAR_ B
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an -

<color name="module_btn_bg_color">#33b5e5e5</color>

. [#E7= dimen BRLVNEBRiE+ T RIZ A48 S module_dimens.xml 324
AL :

Wit s iR
-

<dimen name="module_horizontal_line_height">1dp</dimen>

. [#E] style BERERA "R style FR.H70 style BFR" FRABE , BA
module_styles.xml 34 , B==EHKE, 1 :

<style name="ParentTheme.ThisActivityTheme">

</style>

. [#E7= Istring RIFE 4 e B XA FEIFRHE L ES AN\ module_strings.xml 34,
FRBRLVNERIE NI AR S |, RELUTHN

fitsn A PR

4 : moudule_login_tips,module_homepage_notice_desc

(7] 1d BEEN_ELABBIERES |, View AHHAVER id EILL View FIESIER
BISR. BRBERAT :

= =]
LinearLayout Il
RelativeLayout rl
ConstraintLayout cl
ListView lv
ScollView Y
TextView tv
Button btn
ImageView v
CheckBox cb
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=1 w5
RadioButton rb
EditText et

HeESHEFERNSFEFATZ&HTHE , 4140 : ProgressBar X3hz
B9485 1 progress_bar ; DatePicker SIRIFI4ES /I date_picker,

10. [#7=] B RRIBEO#ER | EARREZER drawable BRTEE , BNETEE
ARZERSE LSHAFRLEEN X Oere%EiRE LS E R B % 5.
154BH :

NTEZEZHEERTZE , Android IRETZHEREREEZERER. EAN
nTr.

Idpi - 120dpi

mdpi - 160dpi

hdpi - 240dpi

xhdpi - 320dpi

xxhdpi - 480dpi

xxxhdpi - 640dpi

Android IEBEDPHERINZEHAFETSHINNAR , NREERAREIZEET O
KRR , MBBETELAENERERERFRIBSMHEFNETSR. FREE
drawable BRPHE R DHERIRE , SEABZEER dpi LKA,

1EH -

RERENENR , 15 48 x 48 HIERRI4HTE drawable-mdpi B3R (160dpi ) T ;
¥ 72 x 72 BIEWRSU4HSAE drawable-hdpi H% (240dpi ) T ; 15 96 x 96 HIEHR
XAHHTE drawable-xhdpi B% ( 320dpi ) & ; 1§ 144 x 144 RIEIFRXAFHTE
drawable-xxhdpi B (480dpi ) T,

245 :
FIAEFR , RE— 144 x 144 FIEFRXEHBIE drawable BRT,



FTEEEE Android FFAFAR

=. Android EAXB4

Android E 7N %H {4 #§ Activity . Fragment. Service. BroadcastReceiver .

ContentProvider &5,

1. [5&%I] Activity [ARIBUEES XS TEIRELCERAR |, ER R Intent + Parcelable
KA ATLAE S EventBus &5 LIRIER TransactionToolLargeException,

2. [#7F] Activity#fonSavelnstanceState()5iEAE Activity ZEapBHEG % |, tAFRIE
—ESEIEH. BRERXE Activity IREIMESREHRTE ULIASHY , ReeT A&
BH4ZEE | G0 Ul BN | FREIREUBINRH AR A—X. IFANWEE
NOZTE Activity#onPause()/onStop()#sL1 T,

3. [5&% )Activity [EIEIZBSTC Intent BIBkEE E&H Intent ZBIX/UEIT resolveActivity
e, BRIAZISEEREM | 156k ActivityNotFoundException BIRE.

IEfI

public void viewUrl(String url, String mimeType) {
Intent intent = new Intent(Intent. ACTION_VIEW);
intent.setDataAndType(Uri.parse(url), mimeType);

if (getPackageManager().resolveActivity(intent, PackageManager.MATCH_DEFAULT _
ONLY) = null) {

startActivity(intent);
telse {

11 FEARFHEE Y Activity

}

=

Intent intent = new Intent();
intent.setAction("com.example.Demolntent ");

try {

startActivity(intent);
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} catch (ActivityNotFoundException e) {

e.printStackTrace();

}

4. [32H)] BRI Service#onStartCommand()/onBind ()73 =+ HATHERTIRIE |, A0SR
SLEFEK , M IntentService BERAEAMBZ N HI5ERk.

IEf -
public class MainActivity extends Activity {
@Override
public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedinstanceState);

setContentView(R.layout.main);

public void startintentService(View source) {
Intent intent = new Intent(this, MylntentService.class);

startService(intent);

public class MylntentService extends IntentService {
public MylntentService() {

super("MylntentService");

@Override
protected void onHandlelntent(Intent intent) {

synchronized (this) {

try {
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} catch (Exception e) {
}

}

5. [5& ]} 91 BroadcastReceiver#fonReceive()FHIfTHERTIRIE AIREFERT T/E |
MZBlIEE IntentService 5Bk, , MAMIZ{E BroadcastReceiver REliEFELIZEM.
154BA :

BT ZEEREELENT  IRNITENEREFESSE Ul Ainm. TSR
IntentService . €l ## HandlerThread By & & B Context#registerReceiver
(BroadcastReceiver, IntentFilter, String, Handler)/53%5& A, , TEE{th Wroker ZF2
14T onReceive /%, BroadcastReceiver#tonReceive()/3iAFERTRET 10 708 , AT
BESH A ZARIL,

IE
IntentFilter filter = new IntentFilter();
filter.addAction(LOGIN_SUCCESS);
this.registerReceiver(mBroadcastReceiver, filter);
mBroadcastReceiver = new BroadcastReceiver() {
@0Override
public void onReceive(Context context, Intent intent) {
Intent userHomelntent = new Intent();
userHomelntent.setClass(this, UserHomeService.class);

this.startService(userHomelntent);

%
=451 :
mBroadcastReceiver = new BroadcastReceiver() {

-9-
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@Override

public void onReceive(Context context, Intent intent) {
MyDatabaseHelper myDB = new MyDatabaseHelper(context);
myDB.initData();

/I have more database operation here

i3

6. [&%] EBRFEARIL Intent JTEYHER  EEUTREHEMIEM 7 XN
BroadcastReceiver i App 12U,
1588A

1E1d Context#sendBroadcast()&ZIXFET] B ATE R GEHY receiver 3BIT %
BN A EMEITZ 1B receiver BIRESIRENE! Intent RIEZIBHVEURMER , FHFHIT
HittfEBaE, SNRAIXM &R Context#sendOrderedBroadcast()73iE&IX
BRI 1%, NAERREINEE receiver OJREBEEEFIZ 1 , BAIRSBASH ,
HEM BERENEEHIE.

WRTBNPEFRAAA , MBJLMER LocalBroadcastManager#sendBroadcast()sE
W, WSS EINHFD Intent 3ZEAIXUE,

IE
Intent intent = new Intent("my-sensitive-event");
intent.putExtra("event”, "this is a test event");

LocalBroadcastManager.getinstance(this).sendBroadcast(intent);

=41

Intent intent = new Intent();
v1.setAction("com.sample.action.server_running");
v1.putExtra("local_ip", v0.h);

v1.putExtra("port", v0.i);

v1.putExtra("code", v0.9);

v1.putExtra("connected"”, v0.s);

-10 -
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7.

v1.putExtra("pwd_predefined"”, v0.r);
if (ITextUtils.isEmpty(v0.t)) {
v1.putExtra("connected_usr", v0.t);

}

context.sendBroadcast(v1);

LA LT BT e EAtt R FBRYAN T receiver BN SEBURMS Bt
final class MyReceiver extends BroadcastReceiver {
public final void onReceive(Context context, Intent intent) {
if (intent != null && intent.getAction() != null) {
String s = intent.getAction();
if (s.equals("com.sample.action.server_running") {
String ip = intent.getStringExtra("local_ip");
String pwd = intent.getStringExtra("code");
String port = intent.getIntExtra("port", 8888);

boolean status = intent.getBooleanExtra("connected", false);

[ # % ] ¥ 0 Fragment BY , ff§ {f FragmentTransaction#commit() #£
Activity#onPostResume()&& FragmentActivity#onResumeFragments()IEH,
AERE{[FER FragmentTransactionfcommitAllowingStateLoss() K& , {17
commitAllowingStateLoss()IfERAERIT code review , BHRETCHREEM,

WiBR

Activity BT B8 0 & JR B 4% 5 8% , Android 37 ¥ T0 [ # 5 5 Bl @ i
Activity#fonSavelnstanceState() R & B © B K & . B @ R
FragmentTransactlon commit()&4ETE Activity IXKSREZE , RESE Activity &

. IRERSHTERRREAS , NTIEIREHSE. AT EREHPIERMNFRA

11 -
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%, RS llegalStateExceptionStateLoss B&E, HEFAMMIERTE Activity A9
onPostResume() Bf onResumeFragments() ( X¥ FragmentActivity ) B # 17

FragmentTransaction.commit() , (0B NEWE{E onCreate()BH1T. AEEENA
FragmentTransaction.commitAllowingStateLoss() 8, & E &% {§ F§ try-catch B &

crash , XAZEMAGERFRRZIE , JYEAFHEIA Activity BB, IREIRESHT
AR commit ELASIER N A B IX A,

IEf
public class MainActivity extends FragmentActivity {
FragmentManager fragmentManager;
@0Override
protected void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.activity_main2);
fragmentManager = getSupportFragmentManager();
FragmentTransaction ft = fragmentManager.beginTransaction();
MyFragment fragment = new MyFragment();
ft.replace(R.id.fragment_container, fragment);

ft.commit();

}

2451

public class MainActivity extends FragmentActivity {
FragmentManager fragmentManager;
@0Override

public void onSavelnstanceState(Bundle outState, PersistableBundle outPersistentState)

super.onSavelnstanceState(outState, outPersistentState);
fragmentManager = getSupportFragmentManager();

FragmentTransaction ft = fragmentManager.beginTransaction();

-12 -
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8.

MyFragment fragment = new MyFragment();
ft.replace(R.id.fragment_container, fragment);

ft.commit();

}

[#:7F] AE1E Activity#onDestroy(\WHTEREIRRITIE | Hlal—LTIEZERZR
HEFELE , B onDestroy()HITHIRI YL AT BEdR M. AIRIBLIRZE |, &
Activity#onPause()/onStop()4EE isFinishing()BIFIBrH1T.

[#E7=] qNAERIR | ERFERERERY Fragment,
14B8 :

HRE Fragment Z7E Android API 17 iZINZ) SDK LAK Support EEFRRIINEE Fragment
HREFASE L, B2 EMW bug , WREREREN T

1) onActivityResult()/3iEHCIESEEL AEREY Fragment BI8EIASEZ 75 ARIENA |
FHEMFET Fragment H{THEALGIE ;

2) SRTHERER ;

3) AR setRetainlnstance() , SEfE Fragment EEATZIXATEANERS
15,

IR =R aT AR EFIERE Fragment , {IEERIE TR LIATRE,

IEH
FragmentManager fragmentManager = getFragmentManager();
Fragment fragment = fragmentManager.findFragmentByTag(FragmentB.TAG);
if (null == fragment) {
FragmentB fragmentB = new FragmentB();
FragmentTransaction fragmentTransaction = fragmentManager.beginTransaction();

fragmentTransaction.add(R.id.fragment_container, fragmentB, FragmentB.TAG).
commit();

}

- 13-
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245

Fragment videoFragment = new VideoPlayerFragment();

FragmentTransaction transaction = currentFragment.getChildFragmentManager().
beginTransaction();

transaction.add(R.id.video_fragment, videoFragment).commit();
10.[ = | R EFEHEER Intent JBENEE4EBE Service BARENIREZ I Intent Filter ,
RIENABRIReMY, NRFHSCHFZERERARIVIAR | NET/ Service 1244 Intent Filter

FE Intent FRREBRFENAYZEH-ZFR |, (BLFEBCHER Intent#setPackage()/3iEIRE
Intent FOISEER | XEFALAFTEDHRBRIRSHIRHREL.

11. [#75] Service FELUSEIERA RGBS EohEK , EINEA IntentService
A[EREMENIIRE.
1ifA
Service BH—RIEITESRIZ | NAERFERRIE , WRBFEAIEMENIZE Worker
ZFENIT. FJLUERA IntentService HUTIEEES.
IEf
public class SinglelntentService extends IntentService {

public SinglelntentService() {

super("single-service thread");

@0Override

protected void onHandlelntent(Intent intent) {

try {

} catch (InterruptedException e) {

e.printStackTrace();

}

- 14 -
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}
=41

public class HelloService extends Service {

@Override
public int onStartCommand(Intent intent, int flags, int startld) {
Toast.makeText(this, "service starting", Toast. LENGTH_SHORT).show();
new Thread(new Runnable() {
@0Override
public void run() {
IHRAEE )

})-start();

}

12. [#5Z] NFRBTNARAI 3% , i5cER LocalBroadcastManager &1 71
&% , LocalBroadcastManager X2\ EF , RHEEESANETHEE.
5iRA

X F{FEH Context#sendBroadcast()&F FiA&IEE B BAMCEHITIR . R %
BINATFMEA |, WelLAEA LocalBroadcastManager SRigt R & hRLAR | #E4#
ERSLZ20 , EiEN B Bt BHNEE.

IEfI

public class MainActivity extends ActionBarActivity {
private MyReceiver receiver;
private IntentFilter filter;

private Context context;

private static final String MY_BROADCAST_TAG = "com.example.localbroadcast";

-15-
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@Override
protected void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstsanceState);
context = this;
setContentView(R.layout.activity_main);
receiver = new MyReceiver();
filter = new IntentFilter();
filter.addAction(MY_BROADCAST_TAG);
Button button = (Button) findViewByld(R.id.button);
button.setOnClickListener(new View.OnClickListener() {
@Override
public void onClick(View view) {
Intent intent = new Intent();
intent.setAction(MY_BROADCAST_TAG);

LocalBroadcastManager.getinstance(context).sendBroadcast(intent);

}
O
}
@Override
protected void onResume() {
super.onResume();
LocalBroadcastManager.getinstance(context).registerReceiver(receiver, filter);
}

@Override

protected void onPause() {

-16 -
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super.onPause();

LocalBroadcastManager.getinstance(context).unregisterReceiver(receiver);

class MyReceiver extends BroadcastReceiver {
@Override
public void onReceive(Context arg0, Intent arg1) {

/I message received

}
2451
FraT BEMERE B %

/lIn activity, sending broadcast
Intent intent = new Intent("com.example.broadcastreceiver. SOME_ACTION");

sendBroadcast(intent);

13. [#E7F] 3|0 Activity B onPause F5iEHITERIEA SEiE ( onCreate ) Bk E
( onRestart ) BIRY Activity , FTLATE onPause 73iAFAESHFRTRIKHI L(E |, X
SE/INE|TE Z BRIBERER.

14. [5&%! JActivity 8¢ Fragment Az EAf BroadCastReceiver By registerReceiver()
#0 unregisterReceiver() &3S HIL,

Wihe :
UNER registerReceiver()F unregisterReceiver()ARLXTHIN , MeTgESHE L EMHY

receiver ;IR BAESENTIEE SENEHR SEREF=E JNE SystemService
hig,

O EANRITELRTT receiver HTRIFER , B MNAEMIS receiver R E
ERRMHERE , NAEZER.

-17 -
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IEH
public class MainActivity extends AppCompatActivity {

private static MyReceiver myReceiver = new MyReceiver();

@Override
protected void onResume() {
super.onResume();
IntentFilter filter = new IntentFilter("com.example.myservice");

registerReceiver(myReceiver, filter);

}
@Override
protected void onPause() {
super.onPause();
unregisterReceiver(myReceiver);
}
}
245 :

public class MainActivity extends AppCompatActivity {

private static MyReceiver myReceiver;

@Override
protected void onResume() {
super.onResume();
myReceiver = new MyReceiver();
IntentFilter filter = new IntentFilter("com.example.myservice");

registerReceiver(myReceiver, filter);

- 18-
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15.

}
@Override
protected void onDestroy() {
super.onDestroy();
unregisterReceiver(myReceiver);
}
}

Activity Y4B BEBAIIR , AIREHINZ IR onResume 1&ERk receiver (£ , B
FRARFFH— , B receiver FAERTE MR,

[52%] Android ERHBMAINRERREIVIEAR , M7E AndroidManifest.xml Hr{EH
<intent-filter> BERIZP(ER IntentFilter IEHMLIE,

1iBA

SNERNIPIRESZHT Intent Scheme Uri i&i% , SIRTIRAS , BBATE R A REETN
BEE js MBI T =T , ELANEEEY cookie &, WER(EMAT Intent.parseUri
BREY , SKENAY intent AAARITIE.

IEfI

/I ¥ intent scheme URL #4462 intent %14

Intent intent = Intent.parseUri(uri);

/I #5111 4 BROWSABLE category f1# F 123l activity
intent.addCategory("android.intent.category. BROWSABLE");

intent.setComponent(null);

intent.setSelector(null);
/I f#i ] intent J&i 311 activity

context.startActivitylfNeeded(intent, -1)

=41

Intent intent = Intent.parseUri(uri.toString().trim().substring(15), 0);

-19-
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intent.addCategory("android.intent.category. BROWSABLE");

context.startActivity(intent);

-20-
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1.

b, Ul 5mBE

[3&H] BHABAER ViewGroup ZEHRER , AZ(FH LinearLayout #RE ,
%M RelativeLayout , BJLAE IR (EERESL.

iR

Android WFATIE_E{EA— View &FFELIT measure, layout, draw =PNEE
ZBEMEIERBRYES. M xml layout BITRERTI RFFERH1T measure , BN FHRERE
ZEHCHNRXTRE‘HBECHRIRRAERTMNE | HEHEEPARESEHR
measure( ALLETEESE measure BIRTELEFEAIRERAY 2-3 (5 ), D RFTGEHR |
BRET KA measure #% , ITEHSWHERN., XPENTARFER View FEatE
BEEELF,

[0 , TREH LA View #25 , measure, layout, draw Fr{tZZRIBSEIRIELA . 2248
TIXNAE , KRR View W AR ERT  MEERRITEAE 2 ERN
View, IEEERT , B3tAY measure |, layout , draw BJBIRGZ#ARIFAYIEEITE 16ms
LAR , LMRIESENFRER Ul B9,

B EHPLEZRAY View ( ENNEZRIEIRAY view ), BJLAR Android Studio Monitor
EBRY Hierarchy Viewer TR , a[{l{tHIEEFREH view,

[#7F] £ Activity RERINIEIESGRHZER , REfER DialogFragment , MiF
Dialog/AlertDialog JX#{ETFE Activity & ApEHAETEXIEE AR H F ERIAAnEHA,

I
public void showPromptDialog(String text) {
DialogFragment promptDialog = new DialogFragment() {
@Override

public View onCreateView(LayoutInflater inflater, ViewGroup container, Bundle
savedInstanceState) {

getDialog().requestWindowFeature(Window.FEATURE_NO_TITLE);
View view = inflater.inflate(R.layout.fragment_prompt, container);

return view;

21 -
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J#

promptDialog.show(getFragmentManager(), text);

}
(77 ] RS —x A UTF-8 ROV THRAS.
(52fF)] ZELEFEIE Ul SR2dH T View HAXIE(E.

. [HEF] AXKIMERRAL dp |, View X/AMEREN dp. XJTF TextView , ANREX
FRNAERNIER FEE(ER wrap_content fo iR HINNF B RA2A0ER D)

7,

15dBA :

Z RS K/IMBHERF (RS dp MIHE sp , [E79 sp &2 Android BRERHEF(EMAERT , (BE
5L sp MY dp —HZFERERENFN , BRERFREEFRRNIRN |, Al
{£R dp M TFTRAFASEIMRIE Ul -I—EUEIERE.

- [526] BRIEERITMBIEZRAF View FIR View iIRERHE SRIFAMIEMA I
Bidl | EERAFER R BT AR,

IEfI

<?xml version="1.0" encoding="utf-8"?>

<LinearLayout xmins:android="http://schemas.android.com/apk/res/android"
android:layout_width="match_parent"
android:layout_height="match_parent"
android:orientation="vertical" >

<TextView
android:layout_width="match_parent"
android:layout_height="wrap_content"
android:text="@string/hello" />

<Button

android:id="@-+id/btn_mybuttom"

-22-
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android:layout_width="match_parent"
android:layout_height="wrap_content"
android:text="click it I" />
<ImageView
android:id="@-+id/img"
android:layout_width="match_parent"
android:layout_height="wrap_content"
android:visibility="gone"
android:src="@drawable/youtube" />
<TextView
android:text="it is an example!"
android:layout_width="match_parent"
android:layout_height="wrap_content" />

</LinearLayout>

2451

@Override

protected void onDraw(Canvas canvas) {
super.onDraw(canvas);
int width = getWidth();
int height = getHeight();
mPaint.setColor(Color.GRAY);
canvas.drawRect(0, 0, width, height, mPaint);
mPaint.setColor(Color.CYAN);
canvas.drawRect(0, height/4, width, height, mPaint);
mPaint.setColor(Color. DKGRAY);
canvas.drawRect(0, height/3, width, height, mPaint);
mPaint.setColor(Color.LTGRAY);

canvas.drawRect(0, height/2, width, height, mPaint);

-23-
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}

7. [#E7=7] RIEERMB | #EF merge. ViewStub RiitHE . RAJgeaImL> Ul
BB , #1FEF Framelayout , LinearLayout, RelativeLayout ;/XZ,

8. [#7=F)] EEENZRFE—XIFMNALT  EGEIT T AR BRI &L layout
R

1) REREER View K/NWEES , AEHTAGS |
2) &R View Y layout J3iAERIVE | WERAEHSE |

3) @& Canvas M BEFHBVEAR invalidate(int |, int t, int r, int bYZ&E S RERIET
X5 ;

4) BIRE— 1 EEIFrequestLayout NEE ARfGESIEHFHI requestlayout,
onSizeChanged 75i% , #IWiEHHNXK/NKBEHRZNBRLT , ZFAN
requestLayout BYBT&E , BEizREIMAJEF super BY requestLayout /5%,

9. [¥EF] ABETE Activity ;2B 2 E/R~ATE7< PopupWindow #1 Dialog,
1ifA

Android Activity BIFERTHILEAREIRA , IXAEB onCreate() -> onStart() -> onResume() ->
onAttachedToWindow() -> onWindowFocusChanged() W IR & , H # #
Activity#onAttachedToWindow() BT , Activity 5B/ Window XEf ,iXAt Ul A
SFFaLeE] , 1 ActivityfonWindowFocusChanged() B , Ul AZSREAIREIRE ,
JLURTRAPER. WRE Window RXEARIFEIEXIEIE , Ul TJgeEnmE.
HEFEHNMEREAE Actvity#onAttachedToWindow() 2 /5 ( EXL HF 2
Activity#tonWindowFocusChanged() Zf5 ) 7 CIiEIHEIE.

10. [#:7F] REAREFEMA AnimationDrawable , ETEMIMAAIRHEHIGSFFEE HinE
FRETF | BREAT  FERIERERN , BIZE NRENERINERSIRE.

153BH :
Android BUENERJLAfERS AnimationDrawable SCHR |, {BE240R(REIMEIEIFI0R

SEaISmE R , —XEINEREWE R FrSERNRFERSERRTALE OOM
FH. MEEFERRE A B EEHERNTES SERTCRKR F2 LM O0M,
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1Ef -

E F#E5/DHY AnimationDrawable A28 LUZZH,
<?xml version="1.0" encoding="utf-8"?>

<animation-list xmlIns:android="http://schemas.android.com/apk/res/android" android:oneshot
="true">

<item android:duration="500" android:drawable="@drawable/ic_heart_100"/>
<item android:duration="500" android:drawable="@drawable/ic_heart_75"/>
<item android:duration="500" android:drawable="@drawable/ic_heart_50"/>
<item android:duration="500" android:drawable="@drawable/ic_heart 25"/>
<item android:duration="500" android:drawable="@drawable/ic_heart_0"/>

</animation-list>

=241

<animation-list xmiIns:android="http://schemas.android.com/apk/res/android" android:oneshot
="false">

<item android:drawable="@drawable/soundwave_new_1_40" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1_41" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1_42" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1_43" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1 44" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1_ 45" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1_ 46" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1_47" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1_48" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1_49" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1_50" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1_51" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1_52" android:duration="100" />

<item android:drawable="@drawable/soundwave_new_1_53" android:duration="100" />
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1.

<item android:drawable="@drawable/soundwave_new_1_54" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1_55" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1 56" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1 57" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1 58" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1 59" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1_60" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1_ 61" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1_ 62" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1_ 63" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1_64" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1_65" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1_66" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1_67" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1 68" android:duration="100" />

<item android:drawable="@drawable/soundwave_new_1 69" android:duration="100" />

</animation-list>
AN Z E RIS EIR AR ER AnimationDrawable 1,

[5&#]] ABE(ER ScrollView B2 ListView/GridView/ExpandableListView;&E 91X
HSIE ListView BIATA Item EBIIEEIAFF , EEFEERHINE cpu X&HIE

153BH :

ScrollView HHRE List 8¢ RecyclerView BYIAE ERFREELLE. (RT FHAIEFISE
MBI E AR |, XA EBE B AIRAE. ListView & Ul BEEEH
FEELRNINAE , IS BV EERE—E ScrollView, BRI THRIFH Ul (K16 , NG
T Material Design B9i&it , #E7#{#H NestedScrollView,

1Ef

<?xml version="1.0" encoding="utf-8"?>
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<LinearLayout>
<android.support.v4.widget.NestedScrollView>
<LinearLayout>

<ImageView/>

<android.support.v7.widget.RecyclerView/>
</LinearLayout>
</android.support.v4.widget.NestedScrollView>

</LinearLayout>

=241

<ScrollView>
<LinearLayout>

<TextView/>

<ListView/>
<TextView />
</LinearLayout>

</ScrollView>

12. [38%]] ARE1E Android A9 Application X5 FhEFEE, EMAMZ ENEIELS
151 Intent ZALH , BAT{FFE SharedPreferences FEEURIFAMALF.

=41

class MyApplication extends Application {

String username;

String getUsername() {

return username;
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void setUsername(String username) {

this.username = username;

class SetUsernameActivity extends Activity {
void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.set_username);
MyApplication app = (MyApplication) getApplication();
app.setUsername("tester1");

startActivity(new Intent(this, GetUsernameActivity.class));

class GetUsernameActivity extends Activity {

TextView tv;

@0Override
void onCreate(Bundle savedInstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.get_username);

tv = (TextView)findViewByld(R.id.username);

@0Override
void onResume() {

super.onResume();
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MyApplication app = (MyApplication) getApplication();

tv.setText("Welcome back ! " + app.getUsername().toUpperCase());

}

13. [#E7=] {FF3 Toast AY , EIEN—1MEFRY Toast X5 , XiFAJLABRIEL SR
Toast FRfABEBNE_E—IK Toast [HERIER. BMFEHEIELSSEE Toast , tBNERE
53R Toast#makeText,

14. [32%]] £ Adapter BIBHE , SNER{REEAT ViewHolder {4E7F , 7 getView()RY
J3EHPFICIXIA convertView FIBNFIZMREFTRRERBMIE(LINE TextView
IRERYSAAEEN null , ENMRENERENER  FEMREeEinsg)  #F
EHHBHIRER M (Textview INAANTHFEIRE setText(") , BERIZPEF
RE) , BNERRIERES , F) adapteritem SERVREE , SHARTHNETE
&L,

IEfI
@0Override
public View getView(int position, View convertView, ViewGroup parent) {
ViewHolder myViews;
if (convertView == null) {
myViews = new ViewHolder();
convertView = minflater.inflate(R.layout.list_item, null);
myViews.mUsername = (TextView)convertView.findViewByld(R.id.username);
convertView.setTag(myViews);
} else {
myViews = (ViewHolder)convertView.getTag();
}
Info p = infoList.get(position);
String dn = p.getDisplayName;
myViews.mUsername.setText(StringUtils.isEmpty(dn) ? " : dn);
return convertView;
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static class ViewHolder {

private TextView mUsername;
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f. HiE. SESERBERE

1. [3&H]] AEj@id Intent £ Android ERHEZBHE 2 [EEEAEUE ( binder transaction
&7 /9 1MB ), FJEESEL OOM,

2. [58H] 7£ Application ROV SSHIRMLAIBIINIZHIET | FRRREE CRERIHE
sk, FRREEHBER DAV ERN SR,
IEf
public class MyApplication extends Application {
@0Override

public void onCreate() {

TR R iRk

IMAE R IRk

if (mainProcess) {

}
IMUAE R GRERE PRI fR L

if (bgProcess) {

}

3. [3&8%] FriBLAERT , MBI LR HERMt ( AsyncTask (& ThreadPoolExecutor
HEHMEXBEXNERED ), ARFEMNAFETEEEE.

153BH :

ERZARBAYIF AL R IR FNIHEREAE L FRTERIRTRILAR R TR IRAIFTE | 2
RFZFEABRITE. WRAERLAR , EUREIEMRRFCIEAERKLREMNSH
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EEERERE TERNEE. B EE SR ET RN ERERIT
XIHEBED T FRIE P,

IEI

int NUMBER_OF _CORES = Runtime.getRuntime().availableProcessors();

int KEEP_ALIVE_TIME = 1;

TimeUnit KEEP_ALIVE_TIME_UNIT = TimeUnit.SECONDS;

BlockingQueue<Runnable> taskQueue = new LinkedBlockingQueue<Runnable>();
ExecutorService executorService = new ThreadPoolExecutor(NUMBER_OF _CORES,
NUMBER_OF_CORES*2, KEEP_ALIVE_TIME, KEEP_ALIVE_TIME_UNIT, taskQueue,

new BackgroundThreadFactory(), new DefaultRejectedExecutionHandler());
IIRFTAESS

executorService.execute(new Runnnable() {

b;

25 :

new Thread(new Runnable() {
@Override

public void run() {
AR )

}
})-start();

4. [3&%] LEBATITER Executors KRl |, MEEIid ThreadPoolExecutor 875
= XEFFRNIE A I BN EZ ENNRRFRLAIR EANSI TN e FFERRIXE.

Wihe :
Executors IRBIFVLFZ BRI SRAVEIRINT
1) FixedThreadPool #1 SingleThreadPool : 8 iF Y i5 3k BA 7l &K E 7
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Integer.MAX_VALUE , RIEEHRIRERNEK , NTISE OOM ;

2) CachedThreadPool #1 ScheduledThreadPool : R IFHI G R XIEHE SN
Integer. MAX_VALUE , AJgExCIi2KERIZIE | MTISEL OOM,

IEf -

int NUMBER_OF_CORES = Runtime.getRuntime().availableProcessors();

int KEEP_ALIVE_TIME = 1;

TimeUnit KEEP_ALIVE_TIME_UNIT = TimeUnit. SECONDS;

BlockingQueue<Runnable> taskQueue = new LinkedBlockingQueue<Runnable>();

ExecutorService executorService = new ThreadPoolExecutor(NUMBER_OF _CORES,

NUMBER_OF_CORES*2, KEEP_ALIVE_TIME, KEEP_ALIVE_TIME_UNIT,

taskQueue, new BackgroundThreadFactory(), new DefaultRejectedExecutionHandler());

=241

ExecutorService cachedThreadPool = Executors.newCachedThreadPool();

(52f5]] FLAZPAREEFHAME , BEFRFAEGMEELAZTIHT | MERSERIEAREE
EEAEFERA,

. HEF ] RERDAR APP ZBRIHIEENBENARE TN, NESHEARRAR |
FMAF IR,

(75 ] FRFEnT , ENEEIREIB W SHARERTR |, TR NaHEE,
1EMA

public class MyThread extends Thread {
public MyThread(){

super.setName("ThreadName");

}

. [#E7=] ThreadPoolExecutor i&ELAErF HATE](setKeepAliveTime) , FR{RZSHAY
57 ERE )
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9. [#HZ)] ZiILEZHIEZB B SharedPreferences L E#E , 2R T LA
(MODE_MULTI_PROCESS) , {EEA B .

10. [#E7=] iEIRGER Android RIZHIE , SHIERAEBIFETHIENRNFES , B
SIBEIN TR

1) BEROEAFBEENTENSEENINS (EAEER. AR/, 8
FRIAREFFIFT Activity NEREX ) ;

2) NFIAZHIZRS , Application SLAMEEZIR | FEEBZ MR EDESHEILA
BHETRN.
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1.

A

7N XEESEUERE

(58] (HEIRHRANERERID S HIER | 1B(HA Android X4EESE API 15(A],
1ifA
Android [ FRIZHtABRAIIMNERERE | DRI T RN BB S EEELAR N BRI
FPEUE, STLUBETEX APl E ORI NAIE R | BHTIHELE,
android.os.Environment#getExternalStorageDirectory()
android.os.Environment#getExternalStoragePublicDirectory()

android.content.Context#getFilesDir()

android.content.Context#getCacheDir

1Ef
public File getDir(String alName) {

File file = new File(Environment.getExternalStoragePublicDirectory(Environment.
DIRECTORY_PICTURES), alName);

if (file.mkdirs()) {

Log.e(LOG_TAG, "Directory not created");

}

return file;
}
=) -

public File getDir(String alName) {
11 AEAT AT AS BERE i SCAF AR, XA R 22 fsE, ik app B85 ) BHE e (R) A
File file = new File("/mnt/sdcard/Download/Album"”, alName);
if (file.mkdirs()) {
Log.e(LOG_TAG, "Directory not created");

}

return file;

-35-



N XHEHIER

}
2. [3&8%]] LEERINPIFMERT , M EIMNEEEERIAT B,
1Ef -

Il S kA
public boolean isExternalStorageWritable() {
String state = Environment.getExternalStorageState();
if (Environment.MEDIA_MOUNTED.equals(state)) {
return true;

}

return false;

}
J/IBENER vEes

kP>

public boolean isExternalStorageReadable() {
String state = Environment.getExternalStorageState();

if (Environment. MEDIA_MOUNTED_READ_ONLY.equals(state)) {

return true;

}

return false;

3. [32#l] MNAREHZEHR , AEETBEXEGRGRAVS AL | fiMER

FileProvider,

1EH -
<l-- AndroidManifest.xml -->

<manifest>

<application>
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<provider
android:name="android.support.v4.content.FileProvider"

android:authorities="com.example.fileprovider"

android:exported="false"

android:grantUriPermissions="true">

<meta-data
android:name="android.support.FILE_ PROVIDER_PATHS"
android:resource="@xml/provider_paths" />

</provider>

</application>
</manifest>
<l-- res/xml/provider_paths.xml -->
<paths>
<files-path path="album/" name="myimages" />
</paths>
void getAlbumimage(String imagePath) {
File image = new File(imagePath);
Intent getAlbumIimagelntent = new Intent(MediaStore. ACTION_IMAGE_CAPTURE);
Uri imageUri = FileProvider.getUriForFile(
this,
"com.example.provider",
image);
getAlbumIimagelntent.putExtra(MediaStore. EXTRA_OUTPUT, imageUri);

startActivityForResult(takePhotolntent, REQUEST_GET_ALBUMIMAGE);

}
2451
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N SHERE

4.

void getAlbumimage(String imagePath) {
File image = new File(imagePath);
Intent getAlbumIimagelntent = new Intent(MediaStore. ACTION_IMAGE_CAPTURE);
HANEASH] file://i) URI 33028 5RO, AAGEAER T Intent
getAlbumimagelntent.putExtra(MediaStore.EXTRA OUTPUT, Uri.fromFile(image));

startActivityForResult(takePhotolntent, REQUEST_GET_ALBUMIMAGE);
}

[#:7%] SharedPreference 1 REEFERBEREIEEY (int, boolean, String & ),
SZEUERBIENFERNXS. SURESHMMS N FE.

1Ef -

public void updateSettings() {

SharedPreferences mySharedPreferences = getSharedPreferences("settings",
Activity. MODE_PRIVATE);

SharedPreferences.Editor editor = mySharedPreferences.edit();
editor.putString("id", "foo");

editor.putString("nick", "bar");

A EAER ARSI BIEL B String 774

editor.apply();

[ #:7= ] SharedPreference 123z #iERT , RE{F A Editor#tapply() , M IE
Editor#fcommit(), —R&kif , (NEFREHWTERRER | FHELEREHRER , 26
FH Editor#tcommit(),
1iBA

SharedPreference HHXIZHER apply 5iAHITIRRZRFTEANATF , ARELEEAN
B, commit FAREREE AR, (NRINEIR(ERNE apply RIMERESL T commit
apply SEREEHABTENELE. (BERNRFEIZREFHERIERNER | FHEL
B RIAYELAERAE |, N 2{HEF commit,

1Ef
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public void updateSettingsAsync() {

SharedPreferences mySharedPreferences = getSharedPreferences("settings",
Activity. MODE_PRIVATE);

SharedPreferences.Editor editor = mySharedPreferences.edit();
editor.putString("id", "foo");
editor.apply();

}

public void updateSettings() {

SharedPreferences mySharedPreferences = getSharedPreferences("settings”,
Activity. MODE_PRIVATE);

SharedPreferences.Editor editor = mySharedPreferences.edit();
editor.putString("id", "foo");
if ('editor.commit()) {

Log.e(LOG_TAG, "Failed to commit setting changes");

}
=41

editor.putLong("key_name", "long value");

editor.commit();

(5&%] #dEREE Cursor WRHRIRERTEXA , LIBREFHRE.

18R

Cursor EXEIEEEAEREEEN—EL , IFANERER/GT , [BERFEAR
ZERI, BEIERERK , KNAESERFRSFRFEREX , FEAREHE
EMESSR/EFaNKI Cursor,

#HREEE Cursor (IR R , ATRERESMRE  TICEFERLERER , KA
EE/SHBER Cursor IEFEKE , LUBRAFIHRE, FAS , W5 Cursor RYERIAZEY
ZHIETR | BAREBITRIERIERL,

1E
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public void handlePhotos(SQLiteDatabase db, String userld) {
Cursor cursor;

try {

cursor = db.query(TUserPhoto, new String[] { "userld", "content" }, "userld=?", new
String[] { userld }, null, null, null);

while (cursor.moveToNext()) {
// TODO
}
} catch (Exception e) {
// TODO
} finally {
if (cursor != null) {

cursor.close();

}
=5
public void handlePhotos(SQLiteDatabase db, String userld) {

Cursor cursor = db.query(TUserPhoto, new String[] { "userld", "content" }, "userld=?", new
String[] { userld }, null, null, null);

while (cursor.moveToNext()) {

// TODO

}
Il REEWAT cursor A K]

}
7. [&84]] ZSLEREEENSUEERN , SEFERSES , adlEL R,
WihA :
1#1d SQLiteOpenHelper 3REVEHEZE SQLiteDatabase 3Lffl| , Helper & BiElF
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B4&FIFH SQLiteDatabase SLfll , B2 App ARRizfsEA SQLiteOpenHelper AYER4
B REUEEIEREE—. BT SQLite BES2EUEERB | BN URERIERRIE
HAELEM ( FBERBTBA ), transaction 2 —IRIRTFEME | Bt FES5aIEME
RERETE.

GRNFIFASNEIRESER , FBESZEEEANERE  SSESUEERE | 25
R CRBIME,

IE)
public void insertUserPhoto(SQLiteDatabase db, String userld, String content) {
ContentValues cv = new ContentValues();
cv.put("userld", userld);
cv.put("content", content);
db.beginTransaction();
try {
db.insert(TUserPhoto, null, cv);
Il HAts A
db.setTransactionSuccessful();
} catch (Exception e) {
/I TODO
} finally {

db.endTransaction();

}

451 :

public void insertUserPhoto(SQLiteDatabase db, String userld, String content) {
ContentValues cv = new ContentValues();
cv.put("userld", userld);

cv.put("content", content);

db.insert(TUserPhoto, null, cv);
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}
8. [iEiF] KEUEB NEUEERT | i5REASESEEMBERIES /0 RS | RIER
1TERE.
IEI
public void insertBulk(SQLiteDatabase db, ArrayList<UserInfo> users) {
db.beginTransaction();
try {
for (inti =0;i < users.size; i++) {
ContentValues cv = new ContentValues();
cv.put("userld", users]i].userld);
cv.put("content", usersl[i].content);
db.insert(TUserPhoto, null, cv);
}
11 HAb A
db.setTransactionSuccessful();
} catch (Exception e) {
/I TODO
} finally {

db.endTransaction();

}

9. [5&F] $117 SQL iEGIAY , N{sEF SQLiteDatabase#insert(). update(). delete()
& SQLiteDatabase#execSQL() , LA SQL jENKXIEE.

IEI

public int updateUserPhoto(SQLiteDatabase db, String userld, String content) {
ContentValues cv = new ContentValues();
cv.put("content", content);
String[] args = {String.valueOf(userld)};
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return db.update(TUserPhoto, cv, "userld=?", args);

}
45

public void updateUserPhoto(SQLiteDatabase db, String userld, String content) {

String sqIStmt = String.format("UPDATE %s SET content=%s WHERE userld=%s",
TUserPhoto, userld, content);

IR FELERER, NEHEPIT AR SQL 4]
db.execSQL(sqlStmt);

}

10. [5&%] 205 ContentProvider EIRAIEIEFMETE SQL FUEES , NiZERIEAST
(EEAINEUIBREIEHHEERIA SQL iBa,

I

I AEF—A RS

String mSelectionClause = "var = ?";
String[] selectionArgs = {""};

selectionArgs[0] = mUserlnput;

=45
11 BHEF P A28 44

String mSelectionClause = "var =" + mUserlnput;
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1. Bitmap. Drawable S&hHE|

1. [GEH] IEKERSERMENESZKE R |, MizEsRLSEERRT. BHAIN
., HRE 10 BE , LK CPU ZEEEE , RATRES SRR,
1EA

class BitmapWorkerTask extends AsyncTask<Integer, Void, Bitmap> {

Il e )5 B AT R A
@0Override
protected Bitmap dolnBackground(Integer... params) {
final Bitmap bitmap = BitmapFactory.decodeFile("some path");

return bitmap;

}

2451

Button btnLoadlmage = (Button) findViewByld(R.id.btn);

btnLoadlmage.setOnClickListener(new OnClickListener(){
public void onClick(View v) {

Bitmap bitmap = BitmapFactory.decodeFile("some path");

N;

2. [5&#]] 7£ ListView , ViewPager , RecyclerView , GirdView ZZB{4h{ERE HAT ,
MNMIFEI FRER | BRGESEERSEATHRE  BERESCIEE R | 5l
MR &, BIN{EFR Fresco ( https:/github.com/facebook/fresco ). Glide

( https://github.com/bumptech/glide ) & HZE.

1E
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FlaNFERAZRS LruCache &7 , &%

https://developer.android.com/topic/performance/graphics/cache-bitmap.html

private LruCache<String, Bitmap> mMemoryCache;
@0Override

protected void onCreate(Bundle savedinstanceState) {

11 ARECAT FHNAF BB KA, (0 AR X B OutOfMemory 55+ . LruCache i
A RS AEAEE, LA KB HEf

final int maxMemory = (int) (Runtime.getRuntime().maxMemory() / 1024);
11 FEE KT HNAERY 1/8 1 A7 25 1]
final int cacheSize = maxMemory / 8;
mMemoryCache = new LruCache<String, Bitmap>(cacheSize) {
@Override
protected int sizeOf(String key, Bitmap bitmap) {

return bitmap.getByteCount() / 1024;

public void addBitmapToMemoryCache(String key, Bitmap bitmap) {
if (getBitmapFromMemCache(key) == null) {

mMemoryCache.put(key, bitmap);

public Bitmap getBitmapFromMemCache(String key) {

return mMemoryCache.get(key);
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+. Bitmap. Drawable SziE]

public void loadBitmap(int resld, ImageView imageView) {

final String imageKey = String.valueOf(resid);

final Bitmap bitmap = getBitmapFromMemCache(imageKey);

if (bitmap != null) {
mImageView.setimageBitmap(bitmap);

} else {
mimageView.setimageResource(R.drawable.image_placeholder);
BitmapWorkerTask task = new BitmapWorkerTask(mImageView);

task.execute(resld);

class BitmapWorkerTask extends AsyncTask<Integer, Void, Bitmap> {

Il TEJ5 B 34T B R
@Override
protected Bitmap dolnBackground(Integer... params) {

final Bitmap bitmap = decodeSampledBitmapFromResource(getResources(),
params[0], 100, 100));

addBitmapToMemoryCache(String.valueOf(params[0]), bitmap);

return bitmap;

}

}

=41

REFE  BREEERD , B EEFERRESENEANE , SEEFHR
RE , KREEEEETHED.
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3. [3EH] png ER{ER TinyPNG BtESRMU T EES AE | b airi,

4. [iEF] NiRELR R HE  FEE R | MAREEETRE. FIFERILR/,
BEERETRE , AASBIIRT LA  BRAISEEXEERHNING.
IEf -
public static Bitmap decodeSampledBitmapFromResource(Resources res, int resld,
int reqWidth, int reqHeight) {

/I 15 4eiid industDecodeBounds=true $15 & H R

final BitmapFactory.Options options = new BitmapFactory.Options();
options.indJustDecodeBounds = true;

BitmapFactory.decodeResource(res, resld, options);

11 SR G AR B R 3 B L R BT S Brds Z R Y R, T R4 R
options.inSampleSize = calculateInSampleSize(options, reqWidth, reqHeight);
I BEE RSG5, JFR

options.industDecodeBounds = false;

return BitmapFactory.decodeResource(res, resld, options);

}
251
REFERETRE.,
5. [5&fl] ERTERNER | ROZREEML , BESRIIRE.

IEfI

Bitmap bitmap = null;

loadBitmapAsync(new OnResult(result){
bitmap = result;

b;

...f#i FHiZ bitmap...

I RS, 7E 2.3.3 LU T 2208 recycle()pi%k, 7E 2.3.3 LA & GC £ HZNE R, BRAEIRY]
BT Z
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if (Build.VERSION.SDK_INT <= Build.VERSION_CODES.GINGERBREAD_MR1) {
bitmap.recycle();

}

bitmap = null;
451
(FRZHRE R | IREAERSER.

6. [38%] 7E Activity#onPause()gk Activity#onStop()EIEHR , XHFI2481 activity IEFEH
FTR9RYZNEL,

1EA

public class MyActivity extends Activity {
ImageView mimageView;
Animation mAnimation;

Button mBtn;

@0Override
public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.main);
mimageView = (ImageView)findViewByld(R.id.ImageView01);
mAnimation = AnimationUtils.loadAnimation(this, R.anim.anim);
mBtn= (Button)findViewByld(R.id.Button01);
mBtn.setOnClickListener(new View.OnClickListener() {
@0Override
public void onClick(View v) {

mImageView.startAnimation(mAnimation);
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@Override
public void onPause() {
MR Y, R PR i R

mImageView.clearAnimation()

}
=241
TUHBRERY , AR ZAEEXAIEHE,

[#:77] ENESERMRPESER |, MixE EREERN RIS R SRS
SSALIR, 51N Activity B9 onStop()REBEHT , BEEIZREFPENER THIR |
o T Ve S g i s =

1Ef
public class MyActivity extends Activity {

private ImageView mimageView;

private Animation mAnimation;

@0Override
public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.main);
mImageView = (ImageView)findViewByld(R.id.ImageView01);
mAnimation = AnimationUstils.loadAnimation(this, R.anim.anim);
mAnimation.setAnimationListener(new AnimationListener() {
@Override
public void onAnimationEnd(Animation arg0) {
I — T B ORI 1
if (mImageView != null) {
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mimageView.clearAnimation();

;s

mImageView.startAnimation(mAnimation);

}
25 :
HEEREET , ERERZRERANFR , SHRE.
8. [#=] £ inBitmap EEFARE=TE , BRESTRHANE.
IEf)

public static Bitmap decodeSampledBitmapFromFile(String filename, int reqWidth, int
reqHeight, ImageCache cache) {

final BitmapFactory.Options options = new BitmapFactory.Options();

BitmapFactory.decodeFile(filename, options);

/I WARAE Honeycomb B HUE A R 4eHiztT, 221AfdiH inBitmap
if (Utils.hasHoneycomb()) {

addInBitmapOptions(options, cache);

return BitmapFactory.decodeFile(filename, options);

private static void addInBitmapOptions(BitmapFactory.Options options,
ImageCache cache) {
I/ inBitmap HALFATAZ A1, B LAsR iR [m] m] A2 4 14
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options.inMutable = true;

if (cache != null) {
Bitmap inBitmap = cache.getBitmapFromReusableSet(options);
if (inBitmap != null) {

options.inBitmap = inBitmap;

}

9. [#:7=] 5F RGB_565 {\& RGB_888 , T NEAMMEMEERAIIRHET , B A
7oA.

1588A

android.graphics.Bitmap.Config 2 XFE FARENFEEAFRENX :
1) ALPHA_8 {83 8 {i Alpha {i/[& ;

2) ARGB_4444 X3 16 {iZ ARGB (/& ;

3) ARGB_8888 X 32 i1 ARGB {i/& ;

4) RGB_565 {{% 8 {i RGB fiIE&.

NEENS  FHROAGEEEZ  BGEMEER. XSHHEFERNI
ARGB_8888 #1 RGB_565 , RGB_565 BEISE(RIEE HREIE R FAKBLARE
FFEY , 2R OOM I—F A%,

ER—EETE RGB_565 BREEHEN , MRERASFTEREBEHE | 3P4
FABEfER RGB_565,
1EA -

Config config = drawableSave.getOpacity() != PixelFormat. OPAQUE ? Config. ARGB_8565 :
Config.RGB_565;

Bitmap bitmap = Bitmap.createBitmap(w, h, config);

=41

Bitmap newb = Bitmap.createBitmap(width, height, Config.ARGB_8888);
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Bitmap. Drawable SziHE|

10.[#E7= JRERD Bitmap( BitmapDrawable Y{EF KREFER4IE( ColorDrawable ),

1.

12.

13.

14.

#3258 ( GradientDrawable ). StateSelector ( StateListDrawable ) 5 Shape %4
BRI REE

(77 ] EIRER off BR , iETEREE N NE IR ERR gif BR , LIRBEA
gif ElFHIKN,

[2%] RERRBFAEEZRIEE apk , JLUERBEXGCETE M, B8
(L2

[#:77 ] IRIBIRE RS | INEMEERNE , ISER— N ERRILRIMERER IR |

[#7F ] EAEMKF onAnimationEnd [E[ERNAERT , WNsIEIERGEEEA BEtR{FR

M , onAnimatonEnd I BB S A ZE MM E E R B E A ( & F
https://stackoverflow.com/questions/5474923/onanimationend-is-not-getting-calle

d-onanimationstart-works-fine ) , i 1 _E#E RS {RIFEE 1Y postDelay E

onAnimationEnd,

I
View v = findViewByld(R.id.xxxViewID);
final FadeUpAnimation anim = new FadeUpAnimation(v);
anim.setinterpolator(new Acceleratelnterpolator());
anim.setDuration(1000);
anim.setFillAfter(true);
new Handler().postDelayed(new Runnable() {

public void run() {

if (v!=null) {

v.clearAnimation();

}

}, anim.getDuration());

v.startAnimation(anim);

15. [#£7F] & View Animation $T455RAY , A View.clearAnimation(VFEHIEXEIR,
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FIEEEE Android FF&FA

IEI
View v = findViewByld(R.id.xxxViewID);
final FadeUpAnimation anim = new FadeUpAnimation(v);
anim.setinterpolator(new Acceleratelnterpolator());
anim.setDuration(1000);
anim.setFillAfter(true);
anim.setAnimationListener(new AnimationListener() {
@0Override
public void onAnimationEnd(Animation arg0) {
I — T B PR S R 1
if (v!=null) {

v.clearAnimation();

N;

v.startAnimation(anim);
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1.

[52%]] ZILFRAEEVRURESENIE IvParameterSpec , EiX IV BIZFENG
G Wass =
153BH :

EREEVGRERE  ERMANAITUMEEES  F2XEFHEAKE. v Y
VYEREBEERT LS — block , LUFRALERIIZTEER (XAER
RIBERT ), (EEEEREE NN,

1Ef
byte[] rand = new byte[16];
SecureRandom r = new SecureRandom();

r.nextBytes(rand);

IvParameterSpec iv = new IvParameterSpec(rand);

=5
IvParameterSpec iv_ = new IvParameterSpec("1234567890".getBytes());

System.out.printin(iv.getlV());
[32#]] ¥ android:allowbackup B HRIRE N false , FHLIER FAEIEHK S,
1ifA

android:allowBackup [RAZ Android 12HEY adb EIXINEE , tNRIEEA true ,
JUSHNAHESHHEERRSE ERE. XN AZE MR EUERFAER
WRERD |, FRLARIRE A false , BOLEEUEITEE,

=

<application
android:allowBackup="false"
android:largeHeap="true"

android:icon="@drawable/test launcher"
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android:label="@string/app_name"

android:theme="@style/AppTheme" >

3. [3&H] WMREEABENX HostnameVerifier SCHIZE |, RTE verify ()73 AP REGARSS
R ENBRIGEY | BNETEEZEIhE ARE.
B :
ESIRSEEEENT https JEZAT , 1R URL BUENBFIIRSBEN S ALTE , U
AENZEEEORAMESMNIZOIFEERE, MREFRNLIMARS  iR8E
BREEENE , EERAEZIE IR , SAKEINREXE,
=451 :
HostnameVerifier hnv = new HostnameVerifier() {
@0Override
public boolean verify(String hostname, SSLSession session) {
I AALHS:, He AT R4 IR 55 4%

return true;

}
|

HttpsURLConnection.setDefaultHostnameVerifier(hnv);

4. [3&%) WNRERABEN X509TrustManager SEHISS |, W/RTE checkServerTrusted()
AP REGIRFIRIEPHNEEY | BT sE=EF A E.
WihR :
EIIRX 2 checkServerTrusted()/TiERAEE LI iXIESE X509TrustManager
FREKR. ZAZFPEFEXLTNZENRKREE , W FIERERH#MLH
CertificateException
IEf
HostnameVerifier hnv = new HostnameVerifier() {
@0Override

public boolean verify(String hostname, SSLSession session) {
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if("yourhostname".equals(hostname)){
return true;
} else {
HostnameVerifier hv = HttpsURLConnection.getDefaultHostnameVerifier();

return hv.verify(hostname, session);

%
=451 :
TrustManager tm = new X509TrustManager() {
public void checkClientTrusted(X509Certificate[] chain, String authType)

throws CertificateException {

/ldo nothing, 1&324T 5% P ik 45

}
public void checkServerTrusted(X509Certificate[] chain, String authType)
throws CertificateException {
/ldo nothing, %32 4T Bk 55 vk 45
}
public X509Certificate[] getAcceptedissuers() {
return null;
}
%

sslContext.init(null, new TrustManager(] { tm }, null);

5. [3EH/] 7£ SDK RIS T , Android MARWR(ER V2 B4 , iIXIE3T APK XL
R SUHE ZRORIP.

6. [52%F]] FTERY Android EAZEH ( Activity, Service, BroadcastReceiver,
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ContentProvider & &AM X B HEIRIZHIRVIER T 48 android:exported 1%
B true,

7. [3&%]] WebView Ri&E WebView#getSettings()#setAllowFileAccess(false).
WebView#getSettings()#setAllowFileAccessFromFileURLs(false) .
WebView#getSettings()#setAllowUniversalAccessFromFileURLs(false) , BELE file
scheme URL BYij(a],

8. [EH] AEIEEBISEFTENZ! log H.
14B8 :

EFRIRES , ATHERL  BESMER log FEEEmE—EXEMENER X
EEETEESESWEAE  ILNEEENES THE APP REREN |, 73RN
Wi , EEEERIEIE MM ERERMER.

=451 :

String username = "log_leak";

String password = "log_leak_pwd";

Log.d("MY_APP", "usesname" + username);

Log.v("MY_APP", "send message to server");

LA EACTBER Log.d Log v FTENERFIHVITIIAZ] usemame SHIR(EE. B8

X, WEE A LAERM Logeat FISEUXEBIRMER. FRLAEF @RAVS LR X
AEIEN , AEEHERER.

9. [52%] HPRM A MAR] android:debuggable BIHIRE N false.

10. [38%]] AHINZFLEA BRSNS S , EABE(ER SharedPreferences &7
HFE AN EITERE, ROSERE Android EBRIFEREE ( KeyStore ) #lFIEiEEHMZ S
HESNL LR ERZ.

153BH :

N FBREFENNRRZRT | (FRRERIEERERFTINZS  NEEETREZRERIZFHEY
DIRR SR APP BEEUE.

11. [#£1] addJavascriptinterface() STLARIN JS 3JAHE Java FiZE0ER |, BIXAS
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SEEEENBAINE. £ Android 4.2 (APl Level 17 ) LA , RRBERIXAER
ERA7SIN. £ Android 4.2 RLIE , EEXN A KIEERRRIIZEZEINEAN

@Javascriptinterface annotation,

12. [384! ] {5 Android i AES/DES/DESede INZELERT , AE{#HFE ECB nztazt ,
NZ{$FE CBC 8 CFB IZ&ER,,

153BA :
IN=tERE ECB. CBC. CFB, OFB % , H+ ECB ML 2MiREs , AR FERE

ERER  HENAXGSERERNENY , 82X 2FHRE , #IUER CBC.
CFB &\ OFB FH&zl.

1) ECB : Electronic codebook , EEFEZREAIRT,
2) CBC : Cipher-block chaining , ZFB5> 4 EzE=
3) CFB : Cipher feedback , B R IHRT,
4) OFB : Output feedback , i &IEET
13. [38H] Android APP £ HTTPS J&E4 , IWIERIEEEX R ™I&IED.
1B

Android APP 7£ HTTPS j&{59 , {#f3 ALLOW_ALL_HOSTNAME_VERIFIER , &
ISR HOST 37 SSLiBfE | XRFETEABGHNG , RESEBUX
SR RESMENRE | IREMR K.

=15
SSLSocketFactory sf = new MySSLSocketFactory(trustStore);

sf.setHostnameVerifier(SSLSocketFactory. ALLOW_ALL_HOSTNAME_VERIFIER);

ALLOW_ALL_HOSTNAME_VERIFIER 3] host I&F , {SiFFIFTARY host 37
SSL &= , BROWSER_COMPATIBLE_HOSTNAME_VERIFIER FIItS2e3z5AY
SOUESREE | BNBRCTEEEILECAT B Figi#2 , STRICT_HOSTNAME_VERIFIER ™
FEPLECHEL | hostname WAJRPLECEE—N CN By E{Hfa— subject-alts , LA EFIF
{#FT ALLOW_ALL _HOSTNAME_VERIFIER , EEHXAE STRICT_HOSTNAME_
VERIFIER,
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14.

15.

[#£7 17E Android 4.2( API Level 17 )RLAE X &MEREEHIRIARIE Activity
b, X Activity BTXEXAY Window RZFH WindowManager.LayoutParams.FLAG_
SECURE , BrlE#E . RFE. BEIBNE , — Activity XBEKEY Window &
BEARLE— , tNER(EFT Dialog / DialogFragment Zis{438HSHEE , ©I1AS
tHEBIE—NHY Window , th—HEEE(RIP,

[#E7=] zip FAERE ./ file XHEFRERER , TJeeENBREN |, 1ERIE.
15dBA :

5 zip FES P RIFFE" HFRE  WEE LIRS M ERRERES zip X
HERINE  SNHELFERHMSHITES  WREBEERAIXE so, dex 8
& odex X1 , HIERREIERTERNREITH,

1Ef

XIERAZHHATHINT , " "HREEE.

IS B E ) Zip Hedi i ST S ey, Resm it A AT

String entryName = entry.getName();

if (entryName.contains(".."){

throw new Exception("unsecurity zipfile!");

}
451

BufferedOutputStream dest = null;

try {

ZiplnputStream zis = new ZiplnputStream(new BufferedinputStream(new FilelnputStream
("/Users/yunmogong/Documents/test/test.zip")));

ZipEntry entry;

while ((entry = zis.getNextEntry()) != null){
int count;
byte data[] = new byte[BUFFER];
String entryName = entry.getName();

FileOutputStream fos = new FileOutputStream(entryName);
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//System.out.printin("Extracting:" + entry);
dest = new BufferedOutputStream(fos, BUFFER);
while ((count=zis.read(data,0,BUFFER)) !=-1){
dest.write(data, 0, count);
}
dest.flush();
}
} catch (IOException e) {
e.printStackTrace();
} finally {
try {
dest.close();
} catch (IOException e) {

e.printStackTrace();

}

16 . [#£75] MD5 #0 SHA-1, SHA-256 SERHEAR Hash &% , §—ENLLM
ERERBNZEL. SRMESENEEFIER  SEERESWAIINZELE,

-60 -



FTEEEE Android FFAFAR

Ju. Hitt

1. [5&F]] ABe{ER System.out.printin FJED log,
IEf

Log.d(TAG, "Some Android Debug info ...");

=241

System.out.printin("System out printin ...");
2. [58H] Log Y tag ABER" ",
1588A
BEN tag ESFRHRSEEHTEN  EAFFEEEE.
IEf

private static String TAG = "LoginActivity";

Log.e(TAG, "Login failed!");

=41

Log.e("", "Login failed!");

-61-



B 1. INEER

fifs= 1. TAUES,

[FIEEE Android FIAME] INIEZINEL L2k , RS FMFFALNERIZE
BEE , FEERIABIAIEIES,

INIEEIR © https://edu.aliyun.com/certification/cldt04
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fIEEEE Android FF&FAf

By 2.

NGRS

HRAS S AL &t
1.0.0 2018.2.28 PR BB LA IE IR 7R

SIEE D RAIFIGRE ; 2) AFEilES ‘
1.0.1 2018.3.5 1) (EIEBBSBIFISLER ; 2) HFEILEEE 3k

ZUBFR ; 3) IZIEHEMRIAIRR,
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fiisR 3. = 3H

[1]

[2]

[3]

[4]

[3]

[6]

[7]

[8]

9]

Google. Developer Guides [EB/OL].

https://developer.android.com/quide/index.html

Google. Class Index [EB/OL].

https://developer.android.com/reference/classes.html

Alex Lockwood. Android Design Patterns [EB/OL].

https://www.androiddesignpatterns.com/

O'Reilly. High Performance Android Apps by Doug Sillars [EB/OL].

https://www.safaribooksonline.com/library/view/high-performance-android/97814

91913994/ch04.html#figure-story tree

Takeshi Terada. Whitepaper — Attacking Android browsers via intent scheme
URLs [EB/OL].

https://www.mbsd.jp/\WWhitepaper/IntentScheme.pdf

SKBAZ. Android FF& , BIRLITREEEE ? [EB/OL].

https://zhuanlan.zhihu.com/p/20309921

MegatronKing. Android 2 Fragment #ES3HY=2K BUG [EB/OL].

http://blog.csdn.net/megatronkings/article/details/51417510

Nfrolov. Android: SQLiteDatabase locking and multi-threading [EB/OL].

https://nfrolov.wordpress.com/2014/08/16/android-sqlitedatabase-locking-and-m

ulti-threading
gcoder_io. Android #IEEERIEE S 2 [EB/OL].

https://www.jianshu.com/p/57eb08fe071d

RAGIA ERBFINALEE | LIRS K= Android FEARTREIFAEN], S5

NEER  FEUAFME A TEIRERRTA].
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