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®Er.
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| 1.5 AREIE

KENETMEERANEEZEBH SR HRZ . FMEIRATIIEES
EHELRIREEMIRSZE Sophix FIHK, RITSEMSAERSDREHIT TR, 5
Sh, HHENETREEMSRNSE N TH, F5ISMAEREEIED,



E£285 {EMMEERAK

| 21 EEASIREE

EZF Android #YEE RS, Andfix FIBIRTERS ABNZRIRZI, EHESZE,
HAFEEHEE, MEAMEANT FEERNDEZHTEERMTLITHRIES, AME
A FRBRHI BB R B ZHIGREE .

2.1.1 Andfix [E][R

HAVERE—T, NAMER Andfix BEBMEIBPRTEZE?

RREZIXFER, Eapp z78—¥MT0E, IEEERETFNDECER
MEE T, £ Android E2EEXN— 1Mo E=ETEE . MBRENARE, &2k
Classloader XMN#EHAIZE., NREARER, FERMBETRELNS, A EMNEH
%, Fit, IEETNREBHNIE, EXREZNEZZEZFIISHNMNELNT HaYH

K, XHFRFLOPOIXNEN, e Resolve AFAIZE . NIMXEIMMEENER.

Andfix RABHI7ZEE, EEEMEBTHIEPERT native RERIERE X,
EEFREMEM EFHITIZERRY . BANXFKE—T Andfix FIEIASSIN.

HiZMET replaceMethod 3]

@AndFix/src/com/alipay/euler/andfix/AndFix.java

private static native void replaceMethod(Method src, Method dest);

XE2—1 native 1%, EMSHERE Java BB RFIHHIEEIAT Method X
ZFIXI AT jobject, src XNV HEEREIRIEREBH L. M dest WNAFEH S
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%, MTEFETANT BRIFES, BHENT Hi%.

@AndFix/jni/andfix.cpp

static void replaceMethod (JNIEnv* env, jclass clazz, jobject src,
jobject dest) {
if (isArt) {
art_replaceMethod(env, src, dest);
} else {
dalvik replaceMethod (env, src, dest);

}

Android 89 java IB{THE, £ 4.4 LUNEBAYE dalvik B, mE 4.4 LA ER
g9:2 art R .

@AndFix/jni/art/art method replace.cpp

extern void _ attribute  ((visibility ("hidden"))) art_replaceMethod (
JNIEnv* env, jobject src, jobject dest) {
if (apilevel > 23) {
replace_7 0(env, src, dest);
} else if (apilevel > 22) ({
replace 6 0(env, src, dest);
} else if (apilevel > 21) {
replace 5 1(env, src, dest);
} else if (apilevel > 19) {
replace 5 0(env, src, dest);
}else{
replace 4 4(env, src, dest);

}

AL art I, STFARE Android FRARY art, EE Java WRHIIHIELEE 2
AR, AMaE—SXoARMNEIRRE, XERHIILL Android 6.0 AF1, XTRAY

FiE replace 6 0,

@AndFix/jni/art/art_method replace 6 0.cpp
void replace 6 0(JNIEnv* env, jobject src, jobject dest) {

// %% BT Method MR BEEE Java BRI N ArtMethod B E SEHIE,
art::mirror::ArtMethod* smeth =
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(art::mirror: :ArtMethod*) env->FromReflectedMethod (src) ;

art::mirror::ArtMethod* dmeth =
(art::mirror: :ArtMethod*) env-s>FromReflectedMethod (dest) ;

/ %% EBEEBANRR EERE RN IR,

smeth->declaring class_ = dmeth->declaring class_ ;
smeth->dex cache resolved methods = dmeth->dex cache resolved methods_;
smeth->dex cache resolved types = dmeth->dex cache_resolved types ;
smeth->access_flags_ = dmeth->access_flags_;

smeth->dex code_item offset = dmeth->dex code item offset_;

smeth->dex method index = dmeth->dex method index ;

smeth->method index = dmeth->method index_;

smeth->ptr sized fields .entry point from interpreter =
dmeth->ptr sized fields .entry point from interpreter ;

smeth->ptr_sized fields_.entry point_from jni_ =
dmeth->ptr_sized fields_.entry point from jni_;

smeth->ptr sized fields .entry point from quick compiled code =
dmeth->ptr sized fields .entry point from quick compiled code ;

LOGD ("replace 6 0: %d , %d",
smeth->ptr sized fields .entry point from quick compiled code_,
dmeth->ptr sized fields .entry point from quick compiled code ) ;

B— Java FiEE art TEEIT N E—1 ArtMethod, ArtMethod iR 7 XD
Java FiERIFREER, GIEMEZE. HOSUR. KBHTiEIEES,

81T env->FromReflectedMethod, TJLAE Method & EENIX N IEXTI
Y ArtMethod FIEIEfEiaittil, ARSI LIEE®EE S ArtMethod 185, AMXTHE
PrERRIFITIEN .

XtFeEpE T AT T MEERE. LIRERX N AN EEERH
T ERISEI T .
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21.2 EMWNERBEIENRE
P 2R T O L SL e ER? XEZENEIUTER G EHRIERE

£ Android 6.0, art E#I#5 ArtMethod BYZEHE 22X M EFRY

@art/runtime/art _method.h

class ArtMethod FINAL {

protected:
// Field order required by test "ValidateFieldOrderOfJavaCppUnionClasses".
// The class we are a part of.
GcRoot<mirror::Class> declaring class_;

// Short cuts to declaring class ->dex cache member for fast compiled code access.
GcRoot<mirror::PointerArray> dex cache resolved methods ;

// Short cuts to declaring class ->dex cache member for fast compiled code access.
GcRoot<mirror::ObjectArray<mirror::Class>> dex cache resolved types ;

// Access flags; low 16 bits are defined by spec.
uint32 t access flags ;

/* Dex file fields. The defining dex file is available via declaring_

class_->dex_cache */

// Offset to the CodeItem.
uint32 t dex code item offset ;

// Index into method _ids of the dex file associated with this method.
uint32_t dex method index ;

/* End of dex file fields. */

// Entry within a dispatch table for this method. For static/direct methods
the index is into

// the declaringClass.directMethods, for virtual methods the vtable and for
interface methods the

// ifTable.

uint32 t method index ;

// Fake padding field gets inserted here.

// Must be the last fields in the method.
// PACKED(4) is necessary for the correctness of
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// RoundUp (OFFSETOF_MEMBER (ArtMethod, ptr sized fields ), pointer size).
struct PACKED (4) PtrSizedFields {
// Method dispatch from the interpreter invokes this pointer which may
cause a bridge into
// compiled code.
void* entry point_ from interpreter ;

// Pointer to JNI function registered to this method, or a function to
resolve the JNI function.
void* entry point from jni ;

// Method dispatch from quick compiled code invokes this pointer which
may cause bridging into
// the interpreter.
void* entry point from quick compiled code_;
} ptr sized fields ;

Hh 8B EMNFEHE entry_point_from_interprete_ 1 entry_point_
from_quick_compiled_code_ 7, MNBFoILIEEX, IMER EZRHITALD.
A8, Java ALRBTE Android £ miEN Dex Code,

art FETLIRABREEREE AOT HsBRzliiT.

REED, PEBE Dex Code, BEBEBRNTHMITT . IRAENEARER
DBBEBRIZTH, mERXANE AN, SeBEXANE A entry_point_from_
interpreter_, fAEBVEITENIT,

MINEE AOT AR, HELMmIFTF Dex Code XN AINLEER, ATiaiT
HREEWTIEEBREIT Y, AHRE—SEMRENIT Dex Code. MR ANERE
2L AOT NS AT, mRABXA A AN, MEEEE entry_point_from_

quick_compiled_code  #17.

BHRMNEARRFBEBRIXIL entry_point_* Nt REEH LI 77 A ik
TR?

HRBXABE, AN EBREEADE AOT HEsmBiE=l, TizfTEiER
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FE2ME ArtMethod EERIE AR FER

FLELAOT #esfBEz0 A5, =58 Dex Code #4miEmk 7 e85, BENVSEFF
AEULRBEELMBIRZITH, LIXEREREFEHM.

public class MainActivity extends Activity {

protected void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

}

FmiE7 AOT H2EiBfa, 2IXFFRY.

7: void com.patch.demo.MainActivity.onCreate (android.os.Bundle) (dex_
method 1dx=20639)

DEX CODE:
0x0000: 6f20 4600 1000 | invoke-super {v0, vl1}, void
android.app.Activity.onCreate (android.os.Bundle) // method@70
0x0003: 0e00 | return-void

CODE: (code_ offset=0x006fdbac size offset=0x006fdba8 size=96)

0x006fdbe0: £94003e0 1ldr x0, [sp] ;x0 = MainActivity.onCreateXﬁ

N #) ArtMethod fE5t
0x006fdbed: 19400400 1dr w0, [x0, #4] ;w0 = [x0 + 4] = dex_cache_

resolved methods FE

0x006fdbe8: £9412000 1ldr x0, [x0, #576] ;x0 = [x0 + 576] = dex cache
resolved methods #4HMEE 72 (=576/8) PLE, BIXN Activity.onCreate 8 ArtMethod
kA

0x006fdbec: £940181e 1ldr 1lr, [x0, #48] ;1lr = [x0 + 48] = Activity.
onCreate # ArtMethod A entry point from quick compiled code #HITAOS
0x006fdbf0: d63f03c0 blr 1r ; WA Activity.onCreate

REEEXET —SEREZENEXRB, JURBEER, £EAB—17A
A8, BUE T ArtMethod 1 H9 dex_cache resolved _methods , X E—/1N7F
R ArtMethod* B9IEEH84R, B BRI LUREZEIX A Method BTt Dex AT
Method Fr¥tRzAY ArtMethod*
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Activity.onCreate B/ AREI2Z 70, HTR 64 [UR%E, HULEMEFAIKRN
A8 FT, XHTF ArtMethod* TTREMNXMEAERIE 0x2 MIEFFIBFRAY,
LEm# (70 + 2) * 8 = 576 U EIER Activity.onCreate fJ ArtMethod 385t

XE2—NEEREENGF, MELRRBS, BFZENEXNARBR. RS
ISR TIAEERZ dex_code_item_offset HFE, HILTLIEE, AOT 2853
HIITIIRE, BRSENTELWILIE ArtMethod Eftbak R FERAIKER

Eitt, ZIE—NASERNREMRRFRERA AR, PTRAEEIENTLL
RIFFIFAIER—E. XEFEMENTRIRG ERTS, SBUSHTZEIHRITAL,
Fiilg class. 5iER5|ISLUKFE dex B8, ARGREBIARD E—HFIUsttHITEIH
3iEREEE.

2.1.3 FRAMDBEIRIER
2T, BEHELEVFAAEN native BR75%, I Andfix IR bR S R

Hook A%, #E5% T ArtMethod &ia(K, X&mREANIFESIEO)E,

MRIA BTl LAEE], &5 Andfix 2IEEEEKBE AT art:mirror:Art-
Method, {BiXEEH art::mirror::ArtMethod F3FERTF app a1 T FAIER S EINL
JEEERY art::mirror::ArtMethod, M2 Andfix B S iER art::mirror::ArtMethod .

@AndFix/jni/art/art 6 0.h

class ArtMethod {
public:

// Field order required by test "ValidateFieldOrderOfJavaCppUnionClasses".

// The class we are a part of.

uint32 t declaring class_;

// Short cuts to declaring class ->dex cache member for fast compiled
code access.

uint32 t dex cache resolved methods_;

// Short cuts to declaring class_->dex _cache member for fast compiled
code access.

uint32 t dex cache resolved types ;
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// Access flags; low 16 bits are defined by spec.
uint32 t access_flags_;
/* Dex file fields. The defining dex file is available via declaring
class_->dex cache */
// Offset to the CodeItem.
uint32_t dex code item offset_;
// Index into method ids of the dex file associated with this method.
uint32 t dex method index ;
/* End of dex file fields. */
// Entry within a dispatch table for this method. For static/direct
methods the index is into
// the declaringClass.directMethods, for virtual methods the vtable and
for interface methods the
// ifTable.
uint32_t method_index ;
// Fake padding field gets inserted here.
// Must be the last fields in the method.
// PACKED(4) is necessary for the correctness of
// RoundUp (OFFSETOF_MEMBER (ArtMethod, ptr sized fields ), pointer size).
struct PtrSizedFields {
// Method dispatch from the interpreter invokes this pointer which
may cause a bridge into
// compiled code.
void* entry point_ from interpreter ;
// Pointer to JNI function registered to this method, or a function
to resolve the JNI function.
void* entry point_from_jni_;
// Method dispatch from quick compiled code invokes this pointer
which may cause bridging into
// the interpreter.
void* entry point from quick compiled code_;
} ptr sized fields ;

}i

FHATEREIM—T Android FRRMREER art REIUVIERY ArtMethod:

@art/runtime/art _method.h

class ArtMethod FINAL {

protected:
// Field order required by test "ValidateFieldOrderOfJavaCppUnionClasses".
// The class we are a part of.

GcRoot<mirror::Class> declaring class_;

// Short cuts to declaring class ->dex cache member for fast compiled code access.

GcRoot<mirror::PointerArray> dex cache resolved methods_;
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// Short cuts to declaring class ->dex cache member for fast compiled code access.
GcRoot<mirror::ObjectArray<mirror::Class>> dex cache resolved types_;

// Access flags; low 16 bits are defined by spec.
uint32 t access_flags_;

/* Dex file fields. The defining dex file is available via declaring
class_->dex cache */

// Offset to the CodeItem.
uint32 t dex code item offset_;

// Index into method ids of the dex file associated with this method.
uint32_t dex method index ;

/* End of dex file fields. */

// Entry within a dispatch table for this method. For static/direct methods
the index is into

// the declaringClass.directMethods, for virtual methods the vtable and for
interface methods the

// ifTable.

uint32_t method index ;

// Fake padding field gets inserted here.

// Must be the last fields in the method.
// PACKED(4) is necessary for the correctness of
// RoundUp (OFFSETOF MEMBER (ArtMethod, ptr sized fields ), pointer size).
struct PACKED (4) PtrSizedFields {
// Method dispatch from the interpreter invokes this pointer which may
cause a bridge into
// compiled code.
void* entry point from interpreter ;

// Pointer to JNI function registered to this method, or a function to
resolve the JNI function.
void* entry point_from_jni_;

// Method dispatch from quick compiled code invokes this pointer which
may cause bridging into
// the interpreter.
void* entry point from quick compiled code_;
} ptr _sized fields_;
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oJLIEE, ArtMethod EHERIEERAIA/NEF AOSP FRRBETE—

android EE#WL art BB EERY ArtMethod #3289,

B2, BTF Android @F RN, BDFH FE T UKL HITHE, M
Andfix £ ArtMethod R 2 RIBAFFEI Android BB FRINEEEERT . WREN
[TEXXA ArtMethod £5K8K34T 71828, BRFRSEFIRABENEIA—I, B
2ZFEXMEBLT THNRE £, BiElFs Lo,

tban, £ Andfix it declaring class  MIIh7T,

smeth->declaring class_ = dmeth->declaring class_;

H7F declaring class 72 andfix £ ArtMethod F9&E—1 R, FELtEFLL
TIXATRBBEMN

*(uint32_t*) (smeth + 0) = *(uint32_t*) (dmeth + 0)

WRFN EHE ArtMethod 5 KHY declaring class BIELAM T —1
FEt additional , 8B4, additional_BtAt AT ArtMethod 98— AR, Fi
Asmeth + 0 XNMUBEEXBRET ELFRMAEM T additional , MABZ

declaring class_ FE&. FRLARITHIBIIEES XM T

smeth->additional = dmeth->additional ;

MRS EER declaring class RIBEA—, WML LEBHITE

S8,

XBIERZ Andfix AIFRENERIER, RARITEE, HERNDXLENEIEN
7 RERI UM EATA
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214 SERREGEHER

FIET native RS FRBMIEENRE, HNIREEMESRK—IPFHIAER,
AMEIRT ROM RETT I AE AT MIA R B RIERE?

BHIRM, X#F native EEERTE, HELHEE ArtMethod RFIPAE R

A, BAIFAATELIEL ArtMethod BRIE AR FE, REIE ArtMethod AY
TEREERHITER, XEFEAMTLLTIE?

M RICRCXFNE— &R

2-1

R T X VR E iR

2-2




24 > RNRZE Android #EERARIE

At Andfix 1IX—ZRK 5 ZEWiAVERR

/] %% FEIRREEIFR R LRSS AT,

smeth->declaring class_ = dmeth->declaring class ;
smeth->dex cache resolved methods = dmeth->dex cache resolved methods_;
smeth->dex cache resolved types_ = dmeth->dex cache_resolved types_;
smeth->access_flags_ = dmeth->access_flags_;

smeth->dex code_item offset = dmeth->dex code_item offset ;

smeth->dex method index = dmeth->dex method index ;

smeth->method index = dmeth->method index ;

HLaJLURGER :

memcpy (smeth, dmeth, sizeof (ArtMethod)) ;

MEXE, —OIEMEEIRA EE—EARE, XERKNRNERBRIEIAR
ZRK BB RS =

NIARENS, RAERIFAL B LN EER ArtMethod HiTEEEH, BED
EMBATIE ArtMethod BE/SFERIA, REFHAFIXEFILEA ArtMethod SRR
Y, FeEwIERREIRA AR BT N R ARV R

BExXEdREXERNMA, ETF sizeof(ArtMethod)., MR sizeitEERE,
SMEIPRRISBEEER, ESRXIGBHTIAR, BESH™HEME,

XF ROMAREMS, S art IRABER, PALA—1ESAY sizeof (Art-
Method) F{TT, EAXZEMEHNTLURER.

BEMNELEERARE, app 2 FREZSAEHFR Android w&, FTLAFKIIZ
HEEIETI TS E app FRiz{TiRE LEAIKE ArtMethod K/NAY, X REIRER
LERT .

EE288 ArtMethod RIEAEIR REZEIISH size ABHRE, HKIEESHFE
MEINBYTREBATF, NEERSIREEERASISRRSER.
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Eart 2E, HEK—PEHIHESGX D ENRBREPEDE, HITLE
X DR BRI

@android-6.0.1_r62/art/runtime/class_linker.cc

void ClassLinker::LoadClassMembers (Thread* self, const DexFile& dex file,
const uint8 t* class data,
Handle<mirror::Class> klass,
const OatFile::0atClass* oat class) {

ArtMethod* const direct methods = (it.NumDirectMethods() != 0)
? AllocArtMethodArray (self, it.NumDirectMethods())
: nullptr;
ArtMethod* const virtual methods = (it.NumVirtualMethods() != 0)
? AllocArtMethodArray(self, it.NumVirtualMethods())
: nullptr;

MR E direct 737E&F virtual 75i%. direct 7558 & static AiEFIFEAR~o]
PRI R TR, M virtual 3 EEFB Y LSRRG ET .

AllocArtMethodArray EREI e 7 AR5 AT X1 .

@android-6.0.1_r62/art/runtime/class_linker.cc

ArtMethod* ClassLinker::AllocArtMethodArray (Thread* self, size t length) {
const size t method size = ArtMethod::0ObjectSize(image pointer size );
uintptr t ptr = reinterpret cast<uintptr t>(

Runtime::Current () ->GetLinearAlloc () ->Alloc(self, method size *
length)) ;
CHECK NE (ptr, Ou);
for (size t i = 0; i < length; ++i) {
new(reinterpret cast<void*s(ptr + i * method_size)) ArtMethod;

}

return reinterpret cast<ArtMethod*> (ptr);

}

oJLUESR, ptr EXANEHAERIE, MAE2— M E—TEER new HRHE
PIEXAD T EHAFH .. XHREHNEE=(E, KIREANEIER ArtMethod B9
RRE, NEXHAARZIEIYE ArtMethod FIZS[BIEE
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ArtMethod Array

ArtMethod

ArtMethod

ArtMethod }— size of a ArtMethod

ArtMethod

ArtMethod

ArtMethod

ArtMethod

ArtMethod

& 2-3

ERXEBETHEHNBR, ArtMethod (TR2EZHSIAY, FRLA—1 ArtMethod f3

KN, RSB BFNTTIERXI AT ArtMethod RIS IAtBIERYZEES?

B2 HNMAX NI RAF, BeWiE—1%, U—MIZPaI50R
BRI EE,

public class NativeStructsModel {
final public static void £1() {}
final public static void £2() {}

HF 1 0 f2 &8 2 static 7%, FrLLEB/E F direct ArtMethod Array. BT
NativeStructsModel £FRFEXFAE N AL, AL CiIEEEEBE.

BBAFAIA A LAE INI EBUS eIt EE:

size_t firMid = (size_t) env->GetStaticMethodID (nativeStructsModelClazz,

“fl“' “()V“);
size t secMid = (size_t) env->GetStaticMethodID (nativeStructsModelClazz,
uf2u’ u()Vu);

size t methSize = secMid - firMid;
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RfE, FRLUXD methSize fE9 sizeof (ArtMethod), XAZBIAICEE,

memcpy (smeth, dmeth, methSize);

IR T MAE T .

BEE—RHNE HFRETKEArtMethodEMHER, WFMAEW
AndroidlRABABHREX S, MH—LL memcpy SLHANT, KBEAKRL . B
{ELAEHY AndroidhRAAETEEL ArtMethodIFE R, RERIE ArtMethod#i4H
PRLALMELHES, MEEEREER TSR Android 8.0. 9.0F#iiRA, £FEHB
SRR FRRAEHITIEE T . FBLHIERIRSCLE, HHI=2 GoogleRIEZFRA
89 Android O(8.0)FF&RETREEIRIIRSRS, hotfix demoE L AEIRF ANk
THERY , HAIFRBMEAIERTIE, BEMRITF.

2.1.5 HEIBRAGIEIRE

=R REE

BEXE, MRUBESEREK. HREBRT ArtMethod BIRE, BHEEAY
FEBETEZE, FIRGSHENFTESE, @AREE, WERNA EZENRIAEX 2
BOELD private J5i%M8?

LU ER B SRR CES /915l

public class Demo {
Demo () {
func () ;

}

private void func() {

}

Demo MISREEBFAB R EL func FIXTAAY Dex Code # Native Code /3
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void com.patch.demo.Demo.<init>() (dex method 1dx=20628)
DEX CODE:

0x0003: 7010 9550 0000 | invoke-direct {v0}, void com.patch.
demo.Demo.func () // method@20629
CODE: (code_offset=0x006fd86c size_offset=0x006£d868 size=140)...

0x006fd8c4: £94003e0 1dr x0, [sp] ; X0 = <init>H

ArtMethod*

0x006fd8c8: b9400400 1ldr w0, [x0, #4] ; w0 = dex_cache_
resolved methods_

0x006fd8cc: d2909710 mov x16, #0x84b8 ; x16 = 0x84Db8

0x006£d8d0: £2a00050 movk x16, #0x2, 1lsl #l6 ; x16 = 0x84b8 + 0x20000
= 0x284b8 = (20629 + 2) * 8,
; hEkZ Demo. func H9
ArtMethod* A% F &k dex cache_resolved methods_HKIfR#.

0x006fd8d4: £8706800 1dr x0, [x0, x16] ; 5% Demo. func Ky
ArtMethod*

0x006fd8d8: f£94018le 1dr lr, [x0, #48] ; BUSH entry point from
quick compiled code

0x006fd8dc: d63£f03c0 blr 1r i BREERAT

XM ERZIEMZAED Activity FIBlFRE/NR, FEIERMSE, TEERE
BRE— X TRIFABT A func Y, IREMITOUNIREE., BHEiR, XITEMER
1€ func 77ERVB R, BHEEEEREEESHITMASIRE.

BTLAEN, 7£ dex2oat £k AOT #2813 @AM —LIOEMMLH, BTFE
dex2oat fRIENJBEHATEHNILEZRE—1ZE, ALWSEEHSHAFENRRICE
AIRER RS

E&& TR

B2, FARMBEREHT LA ANRF I TIHERY . BH1T&IT PrIZEEISIE)
ERE TRIZEN, SIREIDENRRS:

Caused by: java.lang.IllegalAccessError:
Method 'void com.patch.demo.BaseBug.test()' is inaccessible to class 'com.
patch.demo.MyClass' (declaration of 'com.patch.demo.MyClass'
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appears in /data/user/0/com.patch.demo/files/baichuan.fix/patch/patch.jar)

& PR com.patch.demo.BaseBug #l com.patch.demo.MyClass 2 [&@—
£) com.patch.demo NHHY, EBEHTIHAIEIRLT com.patch.demo.BaseBug.
test, MIXNEHTH BaseBug. test EMINT BHI Classloader I, 5K
5589 base B AZE— Classloader 7, XHFHESMAMNELEWABIAREE
%, BEARIRIEE RN class: : IsInSamePackage .

android-6.0.1_r62/art/runtime/mirror/class.cc

bool Class::IsInSamePackage (Class* that) {
Class* klassl = this;
Class* klass2 = that;
if (klassl == klass2) {
return true;
}
// Class loaders must match.
if (klassl->GetClassLoader () != klass2->GetClassLoader()) {
return false;
}
// Arrays are in the same package when their element classes are.
while (klassl->IsArrayClass()) {
klassl = klassl->GetComponentType () ;
}
while (klass2->IsArrayClass()) {
klass2 = klass2->GetComponentType () ;
}
// trivial check again for array types
if (klassl == klass2) {
return true;
}
// Compare the package part of the descriptor string.
std::string templ, temp2;
return IsInSamePackage (klassl->GetDescriptor (&templ), klass2-
>GetDescriptor (&temp2)) ;

}

*HES1ET, Class loaders must match iIX47EE.

METRAMEFHEART, BRINREREFHZEN Classloader ARFEMITLLT
MX—ERIFEAEER IN| EUEERENEN, REZEYRFTHTRE., XTSI
BERBRIL RIFHIREM .
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SSIAHRAN T -

Field classLoaderField = Class.class.getDeclaredField("classLoader");
classLoaderField.setAccessible (true) ;

classLoaderField.set (newClass, oldClass.getClassLoader());

XFRERR T BB FHYHIEMRE),

REFEBAEESS T IEF- ERIITRE

7

SRS EARRERE, ERFFBAXTLEN, SBESE.

EEan T EIXAMF

// BaseBug.test AAERWHEMRT,

BaseBug bb = new BaseBug() ;
Method testMeth = BaseBug.class.getDeclaredMethod("test") ;
testMeth.invoke (bb) ;

invoke AIRHEFA IR «

Caused by: java.lang.IllegalArgumentException:
Expected receiver of type com.patch.demo.BaseBug,

but got com.patch.demo.BaseBug

XEME, expected receiver 9 BaseBug, #1got Z/AY BaseBug, =ZA&EBIY
com.patch.demo.BaseBug, BAILEARERIZE.

BIE EWABIRNA EENZE, AFHIEER ArtMethod B9 declaring_
class_ ¥, HLHIHMAINT 2, MEBIEARIBRBAISLAITTS: bb AIFTESE,
=/REH BaseBug, MEEAREAY.

E&ET invoke XA ERT, EIERESERZEI InvokeMethod

jobject InvokeMethod (const ScopedObjectAccessAlreadyRunnable& soa, jobject
javaMethod,
jobject javaReceiver, jobject javaArgs, size t
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num_frames) {

if (!VerifyObjectIsClass (receiver, declaring class)) {
return nullptr;

XEmESER VerifyObjectlsClass BHEUMIGILE .

inline bool VerifyObjectIsClass (mirror::Object* o, mirror::Class* c) {
if (UNLIKELY (o == nullptr)) ({
ThrowNullPointerException("null receiver");
return false;
} else if (UNLIKELY (!o->InstanceOf (c))) {
InvalidReceiverError (o, c);
return false;

}

return true;

}

0 %7~ Method.invoke fEAHIE—1 231, i /ERAIIIZ.
¢ &7~ ArtMethod Fr/@HY Class.

Eitt, 2B o 2 c —PEfIABEBBIWUE, e ITREAIRITIERA

AE

L aTEl, XFHERSXRBERNIERSH L, BRRTREARB, BT
VerifyObjectlsClass BYIHZEFNFHEAILE, SieSEREAEL, At EE3k

=T
" o

BATLATERIRFSTBEXNEE? EANREHFSHE SEENRIE
EHTERN, HAFEREIRIONENSE. FRUSIREX T EIEET .

XIFIXMRETEBIREFS ENEE, HNSXBR—IPSEMIEINT, £FX
ERERIEIENEABER,
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2.1.6 BB RAIPRE]

BRY RETRVIBIRE, &ATH RLIK Andfix X EEZEIETTHME SURREIRIRVE
g, MEEE—IRE, BEREESHTFHENE R, MY TN T LKEmFES A
hOFORRD, LAK YR P ERAVIBANFIIR A RIS, RIS,

REZIXEFR, —BANTRPRIMT 73 ARBIIMED, HeSEIX LR R
> Dex R EHBIEZL . 7IEHAIEWHEERD EZRSIMEN, XEEIHEER
A AIE SRS IR IEMAYTIET .

MANRFERRE TIEINFIRD, FEERUER—F, IEFRNRSIHSA
FTZN, FEETFENCAE, WREEFISITPERDERABMNT —PFR, 3B
AW TFTIRFECEFENXNERILN, SIIRREKREND, XETENZR. mH
A ERRIXEEZRISLAIXTRET, HEFIEFERM AT £ THRRvES

RIFBE—PTEN . RAECEENFEAFEZILUN, XPAZRS.
22, REMMEBRENERY:

1. SIE/RB T Eh REEEZILAEN
2 (EE TS D Z2 R RETEA

XS FEMWER, XMASAREERTLUEEER.

BREE—LERRS, E—BERBEAFY, XMRMEESXZE+oER,
BTN, INEGE, BERSCITAENAEREHE app, FE
. MTRIMEEMEEBEESATT . HI/IME T LARAARSOX AR EDIT AERTATRY
BE, AEIUEASRFEE, MEIRFEMCHEAYEIITAERL. MINKARE T RRE]
AURERE ARG, MTFHBRANREBEsURKIEES ERRBRR, Sophix
IR T 5 —M5TE DEX (EENF (IB1E 2.3 EPHITHER), NIEFE app EFf
REH, KEFEHEMTEANEERENINEE. MM LUSEI AN FEE T

il
i §
Rl
uu}
T
&3
g
i
I
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| 2.2 {RERAZ0RY Java

MU FREMEERFEARE, Sophix BUEE—BEFRRE/N. TEREEE. &
RANESRETE. BARSXDRN, BAERRIETBIRSMEPCRE, X

LE[a)R B IR 2 0 RAVSCHERNAERE i ke S ithin, < ABSRIRZ .

ABHETERHRAETNE L TIBRR— sk, XLWEE Java IEESEmIFELH
FRI—LAS S, SAXEESSHEEIREEEXER, BRAAREANIN Android &
Java IBESHIEMREREE g .

2.21 RNEREGmF

BN K, ESOMBEREANTTREENRRBENREANSIEN, &FE
FTHRANT BRMETHIE T —1MhE, XERERMME. RERNEBETH
TREIBEERFRERELAREN, BEFNENERBESERFHSWRIFNIR
SMERSE—HERITIERSE .

FHSAIERE | IEEFESARIEX S

BSRERZE [ IS N BEPERIX B AR MIZEBRAE, IFFHSAEBEIFTE /MR
AISIF, BFSAMBREAIFAIIMNERZEAISIA. FrLAE android MEREMUILHERIY handle
AISCIMR S PERTSAERE, FHLEIMERZE Activity RABERKEIS 82 OOM,
MRwIES smali ETFRERIFESR

VA EIES

# direct methods

.method constructor <init>()V
return-void

.end method

// EBRNEE, REHESEHEM thisso BRTHREMBENSIF,

.field final synthetic this$0:Lcom/taobao/patch/demo/DexFixDemo;
# direct methods

.method constructor <inits(Lcom/taobao/patch/demo/DexFixDemo;)Via
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.locals 1
.param pl, "this$o" # Lcom/taobao/patch/demo/DexFixDemo;

iput-object pl, p0, Lcom/taocbao/patch/demo/DexFixDemosSA;->this$0:Lcom/
taobao/patch/demo/DexFixDemo;

return-void
.end method

RIERSEFNIMBEEARISIE

BEPAPIBRESLRR L ERMABE —HF AR TN E, BAPAERERINEE, EFEENRE
X373 private B9 method/field iRiEZHIDIOSEIRY, FLLIMEREEA T IHIBIRERZERA
BRI/ 75k, WEHREEMSNREBLELEMN accessar* HXTIE

public class BaseBug {
public void test(Context context) ({
InnerClass inner = new InnerClass("old apk");
Toast .makeText (context.getApplicationContext (), inner.s, Toast.
LENGTH_SHORT) .show () ;
1
class InnerClass {
private String s;
private InnerClass(String s) {
this.s = s;

}

LEBT7hEBSE BaseBug AT BEIARIEINERZE InnerClass MIFABR L s, FrlidmiE
25BN InnerClass X NHEBEA R accesssl00 /5%, XNHIARISLIERIR
EIFAETY s FE. EFFRVAIRILETE = AEREHEZ(a)7MBERY private B / 737%,
BBAINEBE S BIER accessa** 18X AR MEAREEIBIR)ER.

PERERRS R

FrlBiX#—#iH=, patch BIAY test 75i4i%1A(9) inner.s, patch fG89 test 75
iZip8) T inner.s, BBAXNT TEGERQNUZEITHIET accesssl00 /1%, APAHA]
RBIFLIEERL accessa** IHX X, FEEEMEPE, BHMIRESRARAMES,
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FRUREHBIAT M, wlecERmiFssEaIEm accessa** HHXTE

o —MIMBERIMEBANEZE, B methodffield 89 private 15 8] 4 BR 22 A%
protected zk& EIAIAIB) RS public.

o ERTEAEBZEAIFTE method/field B9 private 15X R B protected &
FIAB AN FREEL public.

2.2.2 EBRERERE

ERABRELBENAEE, MUBAE L—/\DiRBERNEN, B2
MEMFIE—PERSE (T AERATEIFIEE ), EITHE E—THER,
BRERMBRNEZRET I method BIFE, IR T RE TERAEERIFERA
BREAELE, NBEEARISRE.

E&REREmIFaR RN

ERAMBEMBZEMNMEZREFH. EBASENB B —RIEINERE
&numble, [FEAYnumble, #WIFHIRIEZERAEREEINPEPHERBIEEXER,
HORENMHRE

public class DexFixDemo {
public static void test(Context context) {

/*new DialogInterface.OnClickListener () {
@Override
public void onClick(DialogInterface dialog, int which)

Log.d ("BCHotfix", "OnClickListener");

}

Yix/

new Thread("thread-1") {
@Override
public void run() {
Log.d("BCHotfix", "thread-1 thread");

}

}.start () ;
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-l

12 8 5 19 apk 118 DialogInterface.OnClickListener X A— 1M E &
NIk, BEEFEWT IERIFIET onclick 5%, EMpatchgiRE—N
Thread EZ A EPE, LLATIZZ3EAY R FRE DexFixDemosl, #AfG patch [F7E test
FiEH 8 Y DialogInterface.OnClickListener — PME R WL ZE, ML ET
DialogInterface.OnClickListener E & M #8235 % R /2 DexFixDemo&l, Thread E
B AEBLRBZIRE DexFixDemos&2, FTLARIE DexFixDemo&1 EiFHITXLLESR, X

NMHEEETEIE T . EFNERE, BO— T ESREREDBEFEEENER.

RERERRS R

IS R DEBRERE, LR EXNFAEERIGZZTMEE, RN T IEZIM
B2 EMIFFEN class X, FILARAIREZEK S DexFixDemo&1/DexFixDe-
mo&2 2. FILAXIRIERT, WIRBINT BREERIFT R, MIZIRDERIBN—1FHHY
ERREE. SRNREEBRIPERBATIINBENKE, BBARRITH.

2.2.3 BABRERmE

g% field, ERES field fmi¥

LR EEMEE B RPIRT A methodffield RYFT 1S, BB #F
<clinit> FEE, X1 75ERTE Dalvik RN 2L MNERIBHEE T XD I8 ET R
F. £ java [FRRHASFIRE clinit X1M3%, X134 android fwi%2s BEE ARY
k. BRI, #35 field FIRD IR AIERSAURB IR LR LR I dRIE S fmiFE
<clinit> X%, PRUFMNEBEXTH—T field/ KBRIEEEAREN .

RENEBAIR

public class DexFixDemo {

{

i=2;

}
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B2E

private int i = 1;

private static int j = 1;
static {
=2

}
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RImER smalil & F

.method static constructor <clinits()V --> E#BLAE

const/4 v0, 0x1
sput v0, Lcom/taobao/patch/demo/DexFixDemo;->j:1
const/4 v0, 0x2

sput v0, Lcom/taobao/patch/demo/DexFixDemo;->7:1
return-void
.end method

.method public constructor <inits()V -->HiEFE

const/4 v0, 0x2
iput v0, p0, Lcom/taobao/patch/demo/DexFixDemo;->1:1
const/4 v0, 0x1

iput v0, p0, Lcom/taobao/patch/demo/DexFixDemo;->1:1
return-void

invoke-direct {p0}, Ljava/lang/Object;-><init>()V --> BHEABXEMBINGERET

.end method
5975 field #08a1L, EHSAUABIR
TERRGIS, BEBRBEEERS field MK AIERSAE R HERIIEE

<clinit> 73i&%, EHSHBRMEFSEHAIBMWE clinit PRIKEXREMERE L
MERBPNEEXR, FULARGRE==2. siEiR, EMEAFHTE
PDIaRIRTR, SXEA clinit 737%, —PERIE—X. UTF=fERSe=tE

INEE—EE

1. new — P ERIX S (new—instance 184 );
2. BAZEREES X (invoke—static 382 ) ;
3. SRECEAERSIAYME (sget 189 ).

BTN EEIRERINET, MRIRENHT, HITHIRE dvnResolve-
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Class->dvmLinkClass->dvmInitClass, 258948 ¢ 87 7E dvmInitClass,
dvminitClass XM R B LSS XS RXEBHTIBMWL, ASEEBARZEN clinit 5
%, FrLALLRTEES field BRIBCFIERSABIEEIHIIT,

JEEE field 404816, AEEHSACIDIR

EEAREIH, BEBRIBENEEIFEE field MR NIFERSR BRI RIS
BME <inits BUALSEIERE T . IFEFE field FHEEHSARBIRIE init 7355955 IR
FHIRMEEFEFEIMNINFE—, U ERRGdESE i==1. ZFEENRFEES
EISRE, BABNTESUIEREHSNIT M IEEFSIRRIMRCFIIERFSALIER .

MIERHEW android BEBBHNIEM <inits> FiE

BIENBIT clinit 7 AEEMED A HRIRTIRIZIER, A <inits ISR
EBEENEXNRHITIRKIHERIBARR, BEEKR new —MIRMESITXANRT
S TIAL, FBRXNWURENEIERE, ETXTHAE string s = new
String ("test"); WEZEIIET

new-instance v0, Ljava/lang/String;
invoke-direct {v0}, Ljava/lang/String;-><init>()V

B5EHIT new-instance 185, FENNEoEENTE, EINNMERMNE R
ST, SiEinEzE. SAEHIT invoke-direct IBSARZER init ISRET £
PATIISRA G .

AERERRS R

T FANARSF <clinit> FiERRIAERE, PRLUEMDERS field #IaHFIERESAR
BREOZEHWBIED clinit TixF, SHEEHMEPERNW, RESEMNE. U
EPRIL, AFERE field FIAFRFSABRANEBHREIFE <inits> WIERITD, MEE
BRATRZAN—NEBELENEE, LRWUHEEZRBEINY.
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2.2.4 final static t&4miF

final staticiHELZE—MERSE, FTUFENBAASBHTFSEINEE clinit
L, FRUABAHEIE TEHREREEE, B2MKXAM, final static EIHHIE
AZER [String E2258, ERMEMNEAREHEENZES clinit &%, WD,

final static &E4RiFEmm

final static 85 F 21, & final static B mIZEI9HEF .

public class DexFixDemo
static Temp tl = new Temp () ;
final static Temp t2 = new Temp();

final static String sl = new String("heihei");
final static String s2 = "haha";

static int i1 = 1;
final static int i2 = 2;

E N RImIFSEIRY smali X4

.field static i1:I = 0x0

.field static final i2:I = 0x2

.field static final sl:Ljava/lang/String;

.field static final s2:Ljava/lang/String; = "haha"
.field static tl:Lcom/taobao/patch/demo/Temp;
.field static final t2:Lcom/taobao/patch/demo/Temp;

# direct methods
.method static constructor <clinits>()V

new-instance v0, Lcom/taobao/patch/demo/Temp;

invoke-direct {v0}, Lcom/taobao/patch/demo/Temp;-><init>()V

sput-object v0, Lcom/taobao/patch/demo/DexFixDemo;->tl:Lcom/taocbao/patch/
demo/Temp ;

new-instance v0, Lcom/taobao/patch/demo/Temp;

invoke-direct {v0}, Lcom/taocbao/patch/demo/Temp;-><init>()V

sput-object v0, Lcom/taobao/patch/demo/DexFixDemo;->t2:Lcom/taobao/patch/
demo/Temp;

new-instance v0, Ljava/lang/String;
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const-string vl, "heihei"

invoke-direct {v0, vl1}, Ljava/lang/String;-><init>(Ljava/lang/String;)V
sput-object v0, Lcom/taobao/patch/demo/DexFixDemo;->sl:Ljava/lang/String;
const/4 v0, 0xl

sput v0, Lcom/taobao/patch/demo/DexFixDemo;->1i1:1

return-void
.end method

(&I, final static int i2 = 2% final static String s2 =
"haha" XN EFSEEIARERRDISN . HERVIE final FESEIIE clinit REH
BEIMAL. XBEIFET "haha" flnew String("heihei") X3, FIBEREF
MEEE, FEERE5IHAEE, I final static 1% (2 F1 s2) REE(ATLEET
¥afk ? B E, EMEFBI dvminitClass EHAT clinit 7515281, BESEHT
initSFields, XA ANWERTEMRL static TR FBIAE. MRIS|IHE,
BB ABINRDIA1E 9 NULL., 010Editor TE&EE dex 44514, H{IsEFEZITE dex

MEENKX, BPIETEEEXLA—EEHIE, EY encoded array item,

¥ struct class_def_item class_def[1363] public com.taobao.patch.demo.DexFixDemo
int64 pos 455148
uint class_idx (0x984) com.taobao.patch.demo.DexFixDemo
enum ACCESS_FLAGS access._flags (0x1) ACC_PUBLIC
uint superclass_idx (0x8DE) java.lang.Object
uint interfaces_off 0]
uint source_file_idx (0x868) "DexFixDemo.java"
uint annotations_off 0]
uint class_data_off 711815
» struct class_data_item class_data 6 static fields, 0 instance fields, 3 direct methods, 0 virtual methods
uint static_values_off 3317723
¥ struct encoded_array_item static_values 4 items: [int: 0, int: 2, NULL: NULL, string: “haha"]
¥ struct encoded_array value [int: 0, int: 2, NULL: NULL, string: “haha"]
» struct uleb128 size 0x4
» struct encoded_value values[0] int: 0
 struct encoded_value values[1] int: 2
» struct encoded_value values[2] NULL: NULL
» struct encoded_value values[3] string: “haha"

2-4 encoded_array_item #5143

EFRABE AP, BREXEE4DHKINDEE, 952 t1==NULL,
t2==NULL, s1==NULL, s2=="haha", 11==0, i2==2, HH t1/t2/s2/i1 &
initSFields R EFGWE 7 EIADBIE, ARERERER cint FRETEFREN
8. M i2/s2 f£ initSFields {FEINEGAEMREEFHRENE.
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WMERKAENE T static 0 final static &1 field X3 T, EEEI

« final static I&1HAVEIAZEBIFN String KBS (IES|BER ), EHARSHEE
RTE clinit 753&h, MEEEIAHHT initSFields 753 &8HS 2 T #Ia Rt E.
 final static 181HAYS|FZEBY, ¥R ATE clinit 5iE9+,

final static IEHELIRIE

B —FmE, ENEELEE android HEEMBEXXXFERTY, ME—
field 28 &, BBABEGEREMEM static final (ENEMNH. RPEXDIFLRK
X, SRURMAYINZ final static [RIAZEEIF] string B (IESIAEE ),
MRZSIMARE, LREARBIFOTMMAN. BE5EE LEAVRA), Temp B

3 DexFixDemo HY static &&=

class Temp {
public static void test() {
int i1 = DexFixDemo.il;
int i2 = DexFixDemo.i2;

Temp tl = DexFixDemo.tl;
Temp t2 = DexFixDemo.t2;

String sl = DexFixDemo.sl;
String s2 = DexFixDemo.s2;

E T RmIEER Temp.smali X4

.method public static test()V

sget v0, Lcom/taobao/patch/demo/DexFixDemo;->11:1

.local vO, "il":I

const/4 vl, 0x2

.local v1, "i2":I

sget-object v4, Lcom/taobao/patch/demo/DexFixDemo;->tl:Lcom/taocbao/patch/
demo/Temp ;

.local v4, "tl":Lcom/taobao/patch/demo/Temp;

sget-object v5, Lcom/taobao/patch/demo/DexFixDemo;->t2:Lcom/taocbao/patch/
demo/Temp;
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.local v5, "t2":Lcom/taobao/patch/demo/Temp;
sget-object v2, Lcom/taobao/patch/demo/DexFixDemo;->sl:Ljava/lang/String;
.local v2, "sl":Ljava/lang/String;
const-string v3, "haha"
.local v3, "s2":Ljava/lang/String;
return-void
.end method

B5%ERET Temp E4 2% DexFixDemo . i2(final static 1 ), EiFi®IY const /4

5o

const/4 VA, #+B //BI—FWE opcode, B—PFENH 4 NEFHFE v1, 54 fptE BN
& mox02"

HANDLE_OPCODE (OP_CONST 4 /+*vA, #+B*/) {
s4 tmp;
vdst = INST A(inst);
tmp = (s4) (INST B(inst) << 28) >> 28; // sign extend 4-bit value
ILOGV (" |const/4 v%d, #0x%02x", vdst, (s4)tmp);
SET_REGISTER (vdst, tmp);
1
FINISH(1) ;
OP_END

const/4 I8 CRIMITIRE R, RIEHE dex FHIUE M S opcode G—1F

T, BEAZEE DexFixDemo.11( E final &7 ), BT sget 155,

sget vAA, fieldeBBBB // BI—1F T2 opcode, o~ NFPEEFE v, GHITFHE
DexFixDemo.il X/ field 7 dex XHEH P field KMEKSIE

#define HANDLE SGET X( opcode, opname, ftype, regsize)
HANDLE_OPCODE (_opcode /*vAA, field@BBBB*/) {
StaticField* sfield;
vdst = INST AA(inst);
ref = FETCH(1);
sfield = (StaticField*)dvmDexGetResolvedField (methodClassDex, ref);
if (sfield == NULL) {
EXPORT PC() ;
sfield = dvmResolveStaticField (curMethod->clazz, ref);
if (sfield == NULL)
GOTO_exceptionThrown () ;
if (dvmDexGetResolvedField (methodClassDex, ref) == NULL) {
JIT_STUB HACK (dvmJitEndTraceSelect (self,pc));
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SET_REGISTER##_regsize (vdst, dvmGetStaticField##_ ftype (sfield));

}

FINISH(2);

B4 dvmDexGetResolvedField BEIXMHZ RIS B HMITIY, WMRI&E
RS, A dvmResolveStaticField EiR R, WRIXDERSE AT
KIZBWRITIE S A dvnResolveClass RITE, SAEEEIX sfield 5854,
SAIEVAFE dvmGetStaticFieldInt (sfield), BEIXMNERESEAVE. I ILLAT
sget 1YL const /4 IESHIMREEEMNS, Frllfinal static EARLETLEE!

i,

final static String Z5£BYAY5 | const -string IESHIEEMITEL sget -object
EONBEERIRMN—L, AKR EHELR final static BEAREREZ, IE2ERM
MEYX 5, final static String 28BN TE, miEHREIS|BSHBLLAL const—string
18<, const/4 ZEINERENAZNIZEE, B2 const-string IFELEIMRARF
FEREEME dex XHEMPFEHEEXRIERS| d, IUFRETIMN—XFHEER.
dex X E—RXEFEERFAENFHEEE, RERXRXESWELINTE
MEEIRFH, XRBHSEEIRN " FHEREEX " W7

final static 3| AXEIRBEINK, RRAANFERAE inal, HEHISEIL
sget-object I8 EIRBUZIE, FrLALLRTSEPR = MWL TIERE S ESRIFEARE
EEILL, LR final BYER, (UXEILmiESeeEmE EQNEIZ final A2 E
WIE ., BB miFEREM EIEIRE

RERERRS R

FREBAIT LIS &BRIGEIL

» (B4 final static ARy E String 2580, (E5IAEE ) 5, BFRmiFH
[B)5 | BRIEALRAM T LB EHR, 5|ME) String 268 (IFSIAERE)
AT IEEIRS| id B, FILERSBEEAT, REMME5IMEIX final
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static BRI I ZEBR R E R . SEFR LLCATBA T LAERERE
+ {Efinal static 5|ZEAE,, 2RI, EAXA field IR K HKE
ER clinit 73359, LA ZERERE

2.2.5 BERIGERFE

N RIRE T ERF

PR LLERIRERE | ERAEBE T RERIER method FTiBZfE, FH(I&IMIMBL
RNABTIRE, BT URESEUTENIAETIHE, BAREHEIESH method AIF
1BRD, LN BB SIS R RERFNHE .

iEAEK

SR BB MBI T BESEUT I A BRI o

1. BERERECEOEHSIAE], SXE6), 1%hEZ2RAEKE

2. BERBER, tl—1"EENEMRRBE—1T, ZHESWAEKE, A
BRI AR S B Ri% 0 ARISLH i

3. BERW—1HA5IAR), XA SET I AREIME RS,

FENERIGFHITIRAT

public class BaseBug {
public static void test (Context context) {
Toast .makeText (context.getApplicationContext (), "old apk...", Toast.
LENGTH_SHORT) .show () ;
print ("haha") ;
}

public static void print(String s) {

Log.d("BaseBug", s);
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LERHERAN print AR B EZY, BN RE test AIAFHAR, Rix test FiEIR
WAEK, print BiEBEFRE— M EAERBLE print TESWAEK. 55 TERD
mapping.txt X, EDMETXNES, EHRBEEZR print 75 iARVMRET, RBIXANFS
ER B T

com.taobao.hotfix.demo.BaseBug -> com.taobao.hotfix.demo.a:
void test (android.content.Context) -> a

MRIBHFBE patch BI— 1A EBERB 7T print /1%, B84 print AR T MR,
EFEY apk PASBEAEL, T TERUEIFTIET print 5%, BBAIZNT REeES
B %,

ks

public class BaseBug {
public static void test(Context context) {
Log.d("BaseBug", "test");

}

BEETEAY mapping.txt 34

com.taobao.hotfix.demo.BaseBug -> com.taobao.hotfix.demo.a:
void tests$faab20d() -> a

LB test 737% context Z2EUK W BEA, FrLA test 737ERY context S ##R# 5,
IRIBESELEM testsfaab20d () HBIBENES AL, AEHRE. FTLNR
B E patch iZ test 757%, BIITRIFAZEIT context 224, BB4 test /5i&RY context
SHAWHT, BBAT TEQNUEFIET test (context) ik, BBAIZMMT R
BEERBINA R,

EAINZS AT, SAREMEN, SHEIRE, FLRFS[EMK
FHEINAXE— N RN AT T, JURMNAEIERE, XENEBE—HREH
7%
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public static void test(Context context) {
if (Boolean.FALSE.booleanvValue()) {
context.getApplicationContext () ;

}

Log.d("BaseBug", "test");

TFEXERGEERAEARZER false, W/MAEELEZE Boolean, EAWNREERZER
XA ifIEE MR ES W=,
MEREMABE

SORF E RERBRE N4 L -dontoptimize XA RS XM EHI#H 5
A, —RIER TRENREAREHSFEAE android sdk EFIARYEIBHE & X4
proguard-android-optimize.txt 3 # proguard-android.txt, M&EMKX

St EREMNAET —dontoptimize IX—IRE & MaIE RN .

BRBEENHTHFMEN, SFENFATHERIZ®E ProGuard manual.

I w— ik e— . - Optimize wee . m obfuscate wps l w= preverily e ST

unchanged

E 2-5 ProGuard_build_process

SR E ERNIANSBREETLUER, BEEXREET L AEPE FRIVENHT
BB, FETE optimization MER

optimization step: SRS, FEAOSKPIENAEZTLIRIRE S
private. static 2% final, ZLARVSEOIREWBIR, FFE—LHATESKNER

oJLAEE] optimization BER, BRT 273 =R EFINEX ] BESET I ERIFIE /


https://www.guardsquare.com/en/proguard/manual/introduction
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D Z b, AT BE I ERIE IR LAL private/static/final, BBALLATHNT TEK
MXANFENLMRETEE, SWXNAEMELE XN patch, FRLAANT #HEE
BT, BBEERIFENL -dontoptimize XN,

preverification step: £XJ.class 4MVFIIREE, 1E .class XNt
StackMa/StackMapTable {58, X## Hotspot VM TEZENNEHAHERITRARIC M ER
SBEEWILR, FERMEKEER

A& android EEHIHLINITHY dex X8, miFHE dx TESEMRSB
9 .class XAHUALRY .dex X4, FrLUREERTSRIEIX—£E android #2128
FAREXHN, RMSERITEIRE, android BEWIFEBCH—ERBRIREE
(dvmVerifyClass). PLA android B &Rl E — A& FHE Z M1 L -dontpreverify

J\X_Il_:] o

BEREENRIFIHNGEBEEFBEER, BFEEMITLIE proguard.jar JBHD.

Class clz = Class.forName ("com.taobao.test.Temp") ;
Method method = clz.getDeclaredMethod("test", new Class[]{Context.class,

String.class});

com.taobao.test. Temp EASWHER, test HiABJEEME shrinking M ER K
BReE T obfuscation MERSIATIBEI ER R, RESBRETARKLK.

Method method = com.taobao.test.Temp.class.getDeclaredMethod ("test", new Class|]

{Context.class, String.class});

com.taobao.test. Temp EARSHEHIR, test BIAARSHBIR, obfuscation
EIXAN AR class I—{TIIF BRI AETE, UASKE.

2.2.6 switch case iEA%miF

AT ELNFRIEEH ZAEMENIRES (5 3 BRFETHR), HIEMERH
W id BVER, HRIEAFE switch case IBEDHHY id A B RIZRIER,
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FRUABMNESFRIEZE T switch case IEOmRHIEHRMEE .

switch case iIBRIRIFN

public void testContinue() {
int temp = 2;
int result = 0;
switch (temp) {
case 1:
result = 1;
break;
case 3:
result = 3;
break;
case 5:
result = 5;
break;

}
public void testNotContinue() {
int temp = 2;
int result = 0;
switch (temp) {
case 1:
result = 1;
break;
case 3:
result = 3;
break;
case 10:
result = 10;

ZE T testContinue/testNotContinue /4w E kG ARG,

# virtual methods

.method public testContinue()V
const/4 vl, 0x2
.local v1, "temp":I
const/4 v0, 0x0
.local v0, "result":I
packed-switch v1, :pswitch data_0

:pswitch 0

return-void
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:pswitch 1
const/4 v0, 0x1
:pswitch 2
const/4 v0, 0x3
:pswitch 3

const/4 v0, 0x5

:pswitch data 0
.packed-switch 0x1
:pswitch 1
:pswitch 0
:pswitch 2
:pswitch 0
:pswitch 3
.end packed-switch
.end method

.method public testNotContinue()V
const/4 vl, 0x2
.local v1, "temp":I
const/4 v0, 0x0

.local v0, "result":I
sparse-switch vl, :sswitch data 0

:sswitch 0
const/4 v0, 0x1
:sswitch 1
const/4 v0, 0x3
:sswitch 2

const/16 v0, Oxa

:sswitch data 0
.sparse-switch
0x1l -> :sswitch 0
0x3 -> :sswitch 1
Oxa -> :sswitch_2
.end sparse-switch
.end method

testContinue 73 i% B9 switch case i& @ # & i¥ A packed-switch ¥§ <,
testNotContinue 75 i% A9 switch case 15 G # &) 1% F\ sparse-switch i§ %,
b T EH, testContinue B9 switch 1B G #Y case ME E LRI L NMELL R HIE
B91E 1,3,5. FrLAfE R i8I 801% N packed-switch <, FLUBERXTX LD
LRI A ZEEMA :pswitch 0 ¥ 3%, :pswitch 0 fR& 4 B ¥ return-void,
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testNotContinue B9 switch iI5@HJ case I BIE 1,3, 10, RIPSFEIELE, Frld
WHIEEENZE N sparse-switch 5%, BASEIELEN case BXN2HmIFSSK
RER

PERERRRS S

—MNEEId BERE const final static s, WATIALF switch case 56
WENIERL packed—switch 1§, FRLUXMNEHEUMNRAMUEOIGIERFERIE id Bk
EMER. BADRELREBERES, Bl smali RFWFRIE, ME packed-
switch I§< B0 sparse-switch 8%, :pswitch N EHEXIREIESHTE
ZBE Y :sswitch NIEL. ABEMER id R NER, AEHEERF smali
73 dex, BMEETZZERMGN, PAUMKEEEITREKRE —> BiR 1d & -> [0
RFNLE, XBEETINT BEHE—L,

2.2.7 ZBImiE

ZBRZ javab FFIRSIAG, BHARILZERIER, BWEEESE method AYFT
18, PRLAREHRARN T B— NZENRFIET .

P AFEZR?

o Java EESTHZEER LREERFR[PEI, BRIF[NITRIEIGEMZE
AT, AEEMZTEIRZENTFTE, MEEINTELRAZENE
o XARSLIRATRAIERR (erasure). WIXEMIZELBERMIEERER
£, RREEMRFHBZEIFEEBR.

o Javab A5INZE, FRLY REMNIESERSIFZEBANELEEZH,
ERX=A Java [ BFERE JVM IERHELIEHAIERS . RILXAT IS
EEmFESRPLIMAVERT =
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HNMETLU AR, HRSEZ0SKEURIRIIER, BISRBEI—E
BRIBIFIREA java AT AFREIZEL, javab ZFl, B " 28 "898, BT
java ZE#ZLL Object A EERIRZES, FTLAF object KEJLARSRSEIMAEM " iz
B " BYINRE.

public class ObjectFoo {
private Object foo;
public void setFoo(Object foo) {
this.foo = foo;
1
public Object getFoo() {
return foo;

}

(¥l

ObjectFoo fool = new ObjectFoo() ;

fool.setFoo (new Boolean(true));

Boolean b = (Boolean) fool.getFoo();// IFH

String s = (String) fool.getFoo();//iZf7hy, AL ClassCastException F&

BHFEEZLHREEIZ, FUURESREAE FENEXEER, BEENERE
ERHITEBASRE, XITKAR ClassCastException Fie KIS E, Boolean
LB LIRBERLIR 9 String 288!,

FrIAFAI T LB EIEF Object SRELI " iZ2 B " FE— L@, FASAER
BIERUEEHR, FRLIRZ ATTREmiC b K410, ERREBHBEEE (XA
Boolean 17 Integer), BHEFIEELZLZTLRY, FlfmESearEEiz, BEm
WATETERRL & & % ClassCastException, {Ejavab Zf&E, IBE TEHILZENRITH
RS R, HARERFNHTEEZSEN, RIFEFRERENHMEESNRIEE
RYZERY, ZRMRATSRUT

public class GenericFoo<T> {
private T foo;
public void setFoo(T foo) {
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this.foo = foo;
1
public T getFoo() {
return foo;

}

(¥l

GenericFoo<Boolean> genericFoo = new GenericFoo() ;
genericFoo.setFoo (new Boolean (true)) ;

Boolean b = genericFoo.getFoo();// IEH

String s = (String) genericFoo.getFoo();// %&E &, incovertiable types

REBRUCATERZRENNBMAIME KT, MERHEMEeEsTasensE, &
{J&3 Boolean b = genericFoo.getFoo () XEBHRNESMoREIZERI MR, L
fr L miFRsseEF BT a0 EaH KRR, XBEBT— 1N, WEE/N T
Do

iZBIRBYERR

BIEIRT, Java FRNZEER FHEERIFN[XDRIRKLIA . EEMAY
Java FHHEFENLZZEPHLRIEEN . ERZENIHEIN RIS, =
EfmiE R EmIFNIRERE, XPEERRAEEER. REFETFTBRESS
BT,

.method public getFoo()Ljava/lang/Object;
.method public setFoo(Ljava/lang/Object;)V

|

FRIASNR AT EEN — setFoo (Object foo) HiESERTABN, W
HREREE L EEN . WRIXMFA <T extends Numbles, [RE T 1ZH, IFAERX
(ES:

.method public getFoo()Ljava/lang/Number;
.method public setFoo(Ljava/lang/Number;)V
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FRUAZEANZNE new T () ; XFERIZEERENITIN, FHAXRERSSHEL

fR E= new Object (), FRLAZREEIRAY,

KBRS SERIPSRFNER

class A<T> {
private T t;
public T get() {
return t;
1
public void set (T t) {
this.t = t;
1
1

class B extends A<Numbers> {
private Number n;
eoverride //BRXEREEA—H, AFTAEENE get ik ?
public Number get () {

return n;

}

@override // RKFESHRIA—HE, MTAETLE set ik 2
public void set (Number n) {
this.n = n;
}
}

class C extends A {
private Number n;
@override // BRNEKREMER—H, AHFAESXNE get Ak ?
public Number get () {
return n;
1
//@override EE XK get Fik, RAFESEEB AL, XBRE,
public void set (Number n) {
this.n = n;

}

IZBAIEREIER DT, A AL B set #l get HIEZLLA @override
MmAKE. @Override RIBXNMEIERES, H(IINEEENERRFEFNSE
SREPPFE-FZEBHERNGESR  BREXBMSHE. B2REIERIDT,
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HEEABTERBEERNEMW, set (T t) EFPIEPLFR LR set (Object t),
BB B HY73IX set (Number n) 73i5S¥A—#F, IHITZE b AY set 737K321E L3RR
NiZEBHMARES 7TEEN set 5%, BERINARRHITES, LMET, O
BERBERE, REETNTERR. X, KREBERMMSSE TR, LhrL IVM
RAT—MEHRIIBE, RelXMESYEE, 52 bridge 1A, EFEBHY

FOBERT

.method public get()Ljava/lang/Number;

.method public bridge synthetic get()Ljava/lang/Object;
invoke-virtual {p0}, Lcom/taobao/test/B;->get ()Ljava/lang/Number;
move-result-object vO0
return-object vO0

.end method

.method public set(Ljava/lang/Number;)V

.method public bridge synthetic set(Ljava/lang/Object;)V
check-cast pl, Ljava/lang/Number;
invoke-virtual {p0, pl}, Lcom/taobao/test/B;->set (Ljava/lang/Number;)V
return-void

.end method

AT UL MRIRELNFATIEBNE M set (Ljava/lang/Object;) Fl get ()
Ljava/lang/Object; X bridge AAREEREA L, BIVXNEMNMIAIE
LR EEAE B.print (Ljava/lang/Number;) 1 B.get () Ljava/lang/Number

EXWNEHT L. BARNTUSREEEIRENEL

o FEIHEESEEEFENSRFRB TN bridge i, MEBEX
7Y get 1 set /i% EEAY @Override RARTER S, bridge FiEHIERSE
MEERFINECESW print AiEAME. AL, EMNIDEMER T 5%
B, REERT EBUBIRTNZBATHSE

XEIFBIFREEER), 2B FRIFHIEHAISIE get () Ljava/lang/Number ;
M get () Ljava/lang/Object; ERINFERY, XFEE TIAINPAK, WRZEH
NBECHS Java BB, XFMNRBEELEIBIRERMNEN, 75ENEHRE
L5 RS HMAENR BB E R ERNIX DiRE, BEEINAZRIFXEF

(aYay
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Ry, ERELNEE SHERREEBEHRRBE—T5E, RURERATE
ZENSESATECHIXIERR ‘FEIF NER, NEREENEECEXS)
L(SEEN

2 BUZERILE IR

EITRIEHNEE T — 1, ZEETLUATEEH LR,

//class GenericFoo<T>

GenericFoo<Boolean> genericFool = new GenericFoo<Booleans>(); //new
GenericFoo<Booleans () E§ <Boolean> JE#h7l, {82 GenericFoo<Boolean> genericFool
#) <Boolean> MM EH,

genericFool.setFoo (new Boolean(true)) ;

Boolean b = genericFool.getFoo();// IEH#

GenericFoo genericFoo2 = new GenericFoo() ;
genericFoo2.setFoo (new Boolean(true)) ;
Boolean b = (Boolean) genericFoo2.getFoo();// WA/Mz|Zeilitif, BN 4ER,

KBROIF, B NAEERGISEEEE, BE% - NMSIORFIRBEIFE RSN 4R
FHIIR incovertiable types (812, RImIFE T smali

.method public test()V

invoke-virtual {v2}, Lcom/taobao/test/GenericFoo;->getFoo()Ljava/lang/
Object;

move-result-object vO0

check-cast v0, Ljava/lang/Boolean;

invoke-virtual {v3}, Lcom/taobao/test/GenericFoo;->getFoo()Ljava/lang/
Object;

move-result-object vl

check-cast vl, Ljava/lang/Boolean;
.end method

TRXHREN, MEELFREHAKS, LirtmiEE, RiFERAI
FE—NZEMHPEN LT ZBEERE, RiFF[BEINE check-cast HKRIEE,
MARBEREF QTR TR ERER, XEAFEASNEREALERE
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%, SLURMIESL R Z AR R1E s B a5 T e,

MEREBMRARBE R

BIEZEEURFPIRT, MNEMA B extends AZLT B extends A<Numbers,
AT O BE SIS N AV ik, LRSS ic T, REEESIBET . XMBERT,
NREBEMIRE, MZERE EEEFFNES.,

BIh—FAHE, LR EZEEEARZEBESERM— dalvik/annotation/Signa-

ture JX/I\,?%/E%E

class A {
public <A extends Numbers> void getA(A t) {
System.out.println("t:" + t);
}
}

//getA JERE TR
.annotation system Ldalvik/annotation/Signature;
value = {
"<A:",
"Ljava/lang/Number;",
"> (TA;)V"

}

.end annotation

WNRIMEIE LS B <B extends Number> void getA (B t), BIE
WANREY, ZBLRENRERATLAS 2R EC R EIRB R EEAEN, BRIXNHEN
EBRIEET T,

.annotation system Ldalvik/annotation/Signature;

value = {
l|<B:l|!
"Ljava/lang/Number;",
">(TB;)V"

}

.end annotation

M T TERIAXDDERET T (FSHRERNEN ), AT




F2E RBHEERK < 57

T3 5T patch T2 RAVNKBEEMUENXR, FILUARET, BIIF2ER XM=
SEREMRERIES.

2.2.8 Lambda FixxX{miF

Lambda RIATVE java7 A5 ANH—MRER, XUTERAIELFLENS
EBAHERERAMNXEI, FHiIEI Lambda BIAXKIFERB IS ERIFIG /
L, SHEEERTHEERN ., MUZIHMERANT#—T Lambda RIATHISR
FIET.

Lambda R RiFE N

BEBEENET lambda RIXZ, lambda /3 Java iFil T MR X HiE
e, Java RN REEASESER Lambda RiA . gradle EETF
groovy FREAREAE. RHXEOBEEMNEERA, 2—1MEO, XMEORS
KE—R—MHRGE, BIVSHBEXEMFEREORARHERED . b Java ix
HEEFHY java.lang.Runnable #] java.util.Comparator #B:2 B A Y HH
B0, RESWEBEMXAINT

o KT this B M this KREFEM@MERZE, M lambda RIAZAY this K52
FHEMEE lambda FIKTHAYSE

o mEHN, Java RiFEIE lambda RERXBIEMEMFAEHIL, EAT
Java7 89 invokedynamic FHRBIESRKMNEIHEX N AE. Java wiFE
E BN ERmIEM ML sanumble AIFTZE,

B — MU RAIRHAR lambda RIAT, ERZREEAIHECSEFMANED

public interface TInterface { // BEXEHAED
int test(String s);

1

public class Test {
private static int temp = 2;
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public static void main(String args([]) throws Exception {
new Thread(() -> {
System.out.println("java8 Thread lamada...");
}) .start () ;

test(s -> temp + 1);
}
public static void test(TInterface tInterface) {
System.out.println("java8 TInterface lamada..." + tInterface.
test (1)) ;

}

javap -p -v Test.class &¥mIFE .class XHEET, BHEKEAS,

public class com.demo.Test
SourceFile: "Test.java"
InnerClasses:
public static final #103= #102 of #106; //Lookup=class java/lang/
invoke/MethodHandles$Lookup of class java/lang/invoke/MethodHandles
BootstrapMethods:
0: #50 invokestatic java/lang/invoke/LambdaMetafactory.
metafactory: (Ljava/lang/invoke/MethodHandles$Lookup;Ljava/lang/String;Ljava/
lang/invoke/MethodType;Ljava/lang/invoke/MethodType;Ljava/lang/invoke/
MethodHandle;Ljava/lang/invoke/MethodType;)Ljava/lang/invoke/CallSite;
Method arguments:

#51 ()V
#52 invokestatic com/demo/Test.lambdaSmains$0: ()V
#51 ()V

1: #50 invokestatic java/lang/invoke/LambdaMetafactory.
metafactory: (Ljava/lang/invoke/MethodHandles$Lookup;Ljava/lang/String;Ljava/
lang/invoke/MethodType;Ljava/lang/invoke/MethodType;Ljava/lang/invoke/
MethodHandle;Ljava/lang/invoke/MethodType;)Ljava/lang/invoke/CallSite;
Method arguments:

#56 (I)I
#57 invokestatic com/demo/Test.lambdas$main$l: (I)I
#56 (I)I
Constant pool:
#3 = InvokeDynamic #0:#53 // #0:run: ()Ljava/lang/Runnable;
#6 = InvokeDynamic #1:4#58 // #l:test:()Lcom/demo/TInterface;

public static void main(java.lang.String[]) throws java.lang.Exception;
flags: ACC_PUBLIC, ACC_STATIC
Code:
stack=3, locals=1, args_size=1
0: new #2 // class java/lang/Thread

3: dup
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4: invokedynamic #3, 0 // InvokeDynamic #0:run: ()Ljava/
lang/Runnable;

9: invokespecial #4 // Method java/lang/
Thread."<init>": (Ljava/lang/Runnable;)V

12: invokevirtual #5 // Method java/lang/Thread.
start: ()V

15: invokedynamic #6, 0 // InvokeDynamic #1:test: ()Lcom/
demo/TInterface;

20: invokestatic #7 // Method test: (Lcom/demo/

TInterface;)V

private static int lambda$main$l (int);

private static void lambda$main$0 ()

XEFMNTURRT JLs

o RFHREENEMFAEESH lanbdasmaing** () /%, XANHIERILH
HEH2Z lambda RIAX BHEAVELE.

* invokedynamic #8117 lambda FiX=

o ELLRERREENXR, KIFIRBEME EEMSMEE snunble AIFTE

LBAIN1Z BEHZE invokedynamic i8S HINIT, REAMTAFHERE

7 Test BIFAE §4 73 lambdasmains** (*) 75k, EAILERET jvm X F in-

vokedynamic 3§SHINE : 1E java7 JVM ShEIN T —NAYIES invokedynamic,

BFXHNSES, DAFALARTUEEITINIERENA L, ARERIEN

HEHEE. FHEHEE invokedynamic i8S HIMBNERA— N ERE =,

invokedynamic I8 EESR—NMEQE S EIEAARIRER (#3, #06), XNRE
SWBRITA— S EAR

FENRBEEHNAZTTRHNKLIN, invokedynamic IESHITITLRR LS %
i BB java/lang/invoke/LambdaMetafactory iY metafactory iX N & A5
£ VS HIELR ESEGETIER— N SEMRHIEONENSE, AEEMRE
2V Test (IFABE RS lambdasmaind** (*) /1%, FHAITTLUEIS AN -Djdk.
internal.lambda.dumpProxyClasses X NEMNIZITSH, BBAETIRESE

ERAIFE class AEBEE— XM, XHERTWNT :
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// $FF: synthetic class
final class Test$SLambda$l implements Runnable {
private Test$$Lambdas$l() {
1
@Hidden
public void run() {
Test.lambda$main$o ()

}
}

// SFF: synthetic class
final class Test$$Lambda$2 implements TInterface {
private Test$$Lambda$2 () {
1
@Hidden
public int test(int varl) {
return Test.lambdasSmain$l (varl) ;

}

Sun/Oracle Hotspot VM Kl X AfERE .class X4 lambda FRIXZHAT.
BBEAIRET android BN T 2E AR lambda ®AR, TR TITARENERE S

%018 android RN B KBS javac IBIRABHRIER .class, AEHE
@it dx TEMAHESEEIZHEN dex ZHBXHE. B2E Android hIlIREEA
FTHY Java8 BEM, EFEFEAFMN Jack TEERERIsZN T HEMERRIE.
#9 Android TE#% Java IRiE S 4w 1% Ak Android 812 EXAY Dalvik &J #1417 X4
T, BEEBECH .jack EH&T, Jack 2 Java Android Compiler Kit £
45, BYLLE Java KB ERERIESN Dalvik 1585, R K Minification,
Obfuscation, Repackaging, Multidexing, Incremental compilation.

EIR BB javac/dx/proguard/jarjar/multidex EZETH,
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LA T 24332 Android Dalvik R[40173C#F Rl BIRY MR T A sExt b

= |HAR javac THEE:

javac (.java — .class) — dx (.class — .dex)

= #ThE Jack TE%:
Jack (.java —+ .jack — .dex)

B 2-6 Jack TE%%

BEZXT Jack FINE, SFLUITHEIXE:

» gradle FIEEAMNMEIEER Lambda
* Android Fi—ft4Ri% toolchain Jack & Jill &

e BEAMH Compiling with Jack

EFEENME S T EM java8 Y lambda Rix4E M, B4 M E AR
Jack TE%%, #18Y Jack TEEmE-Y+HEIXE .class 4. FIEHIEEX
Y Jack TESEmIFEH RN dex HiTeimiE. EEFER LEEIRE =G,

//Test .smali A&
.method static synthetic lambda$-com taobao test Test lambda$l()V // &RBITTA
.method static synthetic lambda$-com taobao test Test lambda$2(I)I // &RHIA

.method public static main([Ljava/lang/String;)V
move-object v0, po

.local v0, "args":[Ljava/lang/String;

new-instance vl, Ljava/lang/Thread;

new-instance v2, Lcom/taobao/test/Test$SLambda$-void main java lang
String args_ LambdaImplO;

invoke-direct {v2}, Lcom/tacbao/test/Test$$Lambdas$-void main java lang
String args LambdaImplO;-><init>()V

invoke-direct {vl1, v2}, Ljava/lang/Thread;-><init>(Ljava/lang/Runnable;)V

invoke-virtual {v1}, Ljava/lang/Thread;->start()V

new-instance v3, Lcom/taobao/test/Test$$Lambda$-void main java_ lang
String args LambdaImpll;

invoke-direct {v3}, Lcom/taobao/test/Test$$Lambda$-void main java lang
String args LambdaImpll;-><init>()V



https://developer.android.com/guide/platform/j8-jack.html?hl=zh-cn
http://taobaofed.org/blog/2016/05/05/new-compiler-for-android/
https://source.android.com/source/jack.html
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invoke-static {v3}, Lcom/taobao/test/Test;->test (Lcom/taobao/test/
TInterface;)V

return-void
.end method

//Test$$Lambdas-void main java lang String args LambdaImplO.smali AZ
.class final synthetic Lcom/taobao/test/Test$$Lambdas-void main java lang
String args LambdaImplO;

.super Ljava/lang/Object;

# interfaces

.implements Ljava/lang/Runnable;

# virtual methods
.method public run()V
invoke-static {}, Lcom/taobao/test/Test;->lambda$-com taobao test Test
lambdasl () Vv
return-void
.end method

//Test$SLambdas-void main java lang String args LambdaImpll.smali

RIAE I LAEER .dex FHRENXMAEH .class FHRENMAEXT lambda RIXTAIER
BES=,

o HES: RIFHEESNINEBESR— static BEIEIE, 2RI ENEREE
L lambda RIE=

o R[E: 1. dass FHREHIEN invokedynamic 183147 lambda FiA=(. 0 .dex
FRIEFHIT lambda RIANIREERZBABIREEAXS. 2. class F
WEAPIE TRTERFZE. dex ZHBPImIEINEERMZE

PERERRS R
BT UL &, BIENMNER1ITH T 2EI RRmIFS smali 2AEH
apk IRELL apk HITERNL, BSRIRENHNTE. FILES:

FE— lambda RIAR, SSHIMNBEFE— TS IE, LN AX
BEARBLR, BERII—FHH, JLLETEMENGEZAN Test$$Lamb-

da$-void main java lang String args LambdaImplO.smali: 7PEBEER
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+Lambda+Lambda RIXZ AT IEAIE R +Lambdalmpl+ EIMBIRFES . X
NEME. FFLULERIIRAZHERERBAN T —DFHY Lambda RIAT, BAHE
HURRIEIR B E R NEE—FRIOM, 2SR ARELE. B — lambda &
RHHEEBR FTHEARIT, ESSEEERERILE.

BLMRRZIEN lambda RIXXNAIEANELE, LATERRNNESFHENR T —
MNAEE, BTLUR 2ERREFEMNIBEN . B EFIEuL, FNIRE T —FhiE
R, lambda FRiAZIHIE)I7MEBZEIEER field/method AYH =,

BIEBAIRNIE .dex FTH3 lambda FRIAFEmIEHE= Bl ERFTHIFENZE .
ERIZEEIE RIS, FTLUZMEENSEINR AT IEIE " SMEREE " ROERRES £ield/
method FAM/RIFH " JMERSE " RISI A WNRiZMEIZEIRBNE " FMERE " BIIERRS
field/method, BBAMASRE "MK " BISIH. XEFTX N HENZEFAIERE
IXE . FHAIBIMERIINRZIE static WEPERNE—ESIFHIMEBEISIARY ! T
HERRHIRE SR BBIX M)

lambda FRIARBIHIE) " FMERZE " BIAEER field/method, TTULEEIFFIRERF
B "ERR " 51H,

public synthetic constructor <init>()V

lambda Rixip1E) T " SMERZE " BYEERE field/method, TLEZIFE T "4+
ZBE " 3|H,

private synthetic val$this:Lcom/taobao/test/Test; // BHMHEE valsthis, " HME
£ 3H
public synthetic constructor <inits>(Lcom/taocbao/test/Test;)V

iput-object pl, p0, Lcom/taobao/test/Test$sLambdas$-void main java lang
String args LambdaImpll;->vals$this:Lcom/taobao/test/Test;

FrLALREEX AMNME R, B apk B lambda RIANFiRBIHE1IEERZ field/
method, EEEHT apk # lambda FRIAXF15H0)IFERE field/method. BBFASSE
KIFIET field, LEATEEEH LK,
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REMNX—\TERNRE—T

o 1B/ B lambda RIANSSHETTALURSELL, FILERRSEFRERER.
o (E— lambda RAXNETRIENID T, STRESHGNE field, FrLALLATE

2.2.9 HIISRIEENRERIIFIN

2.1.5 Th eI BRAV e R A 1R RN R e TR EAERAIT, TEHAI#K
IRNBIT RN ARSI T BELR FAIMIMVEE K FH RN, TEABTRENE
7~ Dalvik B .

EINFLPERASE [ SEHUE LIRS E

—NEMNNE , WA resolve—>link—>init =/ NNER | 28/ LI RE

FIOEFEREE link HEE. KBNT:

bool dvmLinkClass (ClassObject* clazz) {
if (clazz->status == CLASS_IDX) {

if (clazz->interfaceCount > 0) {
for (i = 0; 1 < clazz->interfaceCount; i++) {
assert (interfaceIdxArray[i] != kDexNoIndex) ;
clazz->interfaces[i] =
dvmResolveClass (clazz, interfaceIdxArrayl[i], false);

/* are we allowed to implement this interface? */
if (!dvmCheckClassAccess(clazz, clazz->interfaces[i])) { -->
BT SAREE O TR
dvmLinearReadOnly (clazz->classLoader, clazz->interfaces);
ALOGW ("Interface '%s' is not accessible to '%s'",
clazz->interfaces[i] ->descriptor, clazz-
>descriptor) ;
dvmThrowIllegalAccessError ("interface not accessible");
goto bail;
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if (strcmp(clazz->descriptor, "Ljava/lang/Object;") == 0) {

} else {

if (clazz->super == NULL) {
dvmThrowLinkageError ("no superclass defined");
goto bail;

}

/* verify */

else if (!dvmCheckClassAccess (clazz, clazz-s>super)) { -->KEXEMN

PR
ALOGW ("Superclass of '$s' (%s) is not accessible",
clazz->descriptor, clazz->super->descriptor);

dvmThrowIllegalAccessError ("superclass not accessible");
goto bail;

FIRBRAFEAITUES , SRS HEIZELIAYE R LT RE
B, ETEET dvmCheckClassAccess HIiB4iE

bool dvmCheckClassAccess (const ClassObject* accessFrom,
const ClassObject* clazz) {
if (dvmIsPublicClass(clazz)) -->RXERE public# , HIZE return true.
return true;
return dvmInSamePackage (accessFrom, clazz);
}
bool dvmInSamePackage (const ClassObject* classl, const ClassObject* class2) {
/* quick test for intra-class access */
if (classl == class2)

return true;

/* class loaders must match */
if (classl-sclassLoader != class2-sclassLoader) --sclassloader A—3, H¥E
return false
return false;

* Switch array classes to their element types. Arrays receive the
* class loader of the underlying element type. The point of doing
* this is to get the un-decorated class name, without all the

* W[[L...;" stuff.

*/
if (dvmIsArrayClass(classl))

classl = classl->elementClass;

if (dvmIsArrayClass(class2))
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class2 = class2->elementClass;

/* check again */
if (classl == class2)
return true;

/*
* We have two classes with different names. Compare them and see
* if they match up through the final '/'.

*

* Ljava/lang/Object; + Ljava/lang/Class; --> true
* LFoo; + LBar; --> true
* Ljava/lang/Object; + Ljava/io/File; --> false
* Ljava/lang/Object; + Ljava/lang/reflect/Method; --> false

*/

int commonLen;

commonLen = strcmpCount (classl->descriptor, class2->descriptor);
if (strchr(classl->descriptor + commonLen, '/') != NULL ||
strchr (class2->descriptor + commonLen, '/') != NULL)

{

return false;

}

return true;

HNTUERINR LR RMLI B / REZ3E public, BTG EMEFHEDN
classLoader A—HHIER T , B return false. FRLASASR BT A TIEILIEAT
&, BRATERMTMERFIRE . BN HRIMLEMMEE S REE TH classLoader
INExhT 2L | FRLATE patch RO 2SR BN TRIEIR .

Superclass of '$s' (%s) is not accessible

ERIEM BRI RIS E

E—I\BEANTLUEHEE , TN T NEMER , BAIMEESEIRE | FTLAF(I5
EYLUENTIIERWRIBR T , RIRESHEHRE., X EFIFMNLLESR | 1R+
T 277 £k public 2:A91718) / 3F public 737% / HAVER , BRABESHEW. BN
M2 , AN T MM ERZLNA LR, TN ESNH , BREETH
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& £HIZ crash BE1EY . ETREIIRADHT T,

RFHATEERRA dex F, FIULNMREMHR XD dex 9iF, EEEHIT
dexopt 89 , dexopt 1T 72 & £ $1 17 dvmVerifyClass & & dex F 9 &N £, A
i V8 B 4% - dvmVerifyClass %36 2£ —> verifyMethod iR IEE KB D% -
(dvmVerifyCodeFlow—>doCodeVerification) ST &N A EHE2EBHITRE -

verifylnstruction SLfr EFLERKEBNMES

static bool verifyInstruction(const Method* meth, InsnFlags* insnFlags,
RegisterTable* regTable, int insnIdx, UninitInstanceMap* uninitMap,
int* pStartGuess) {

case OP_NEW_INSTANCE:
resClass = dvmOptResolveClass (meth->clazz, decInsn.vB, &failure);

case OP_INVOKE VIRTUAL:
case OP_INVOKE SUPER:
case OP_INVOKE DIRECT:
case OP_INVOKE STATIC:
calledMethod = verifyInvocationArgs (meth, workLine, insnRegCount,
&decInsn, uninitMap, METHOD_VIRTUAL, isRange,
isSuper, &failure);
if (!VERIFY OK(failure))
break
if (IVERIFY OK(failure))
if (failure == VERIFY_ERROR_GENERIC || gDvm.optimizing) { // KIMHIEER
BFEAELRE VERIFY ERROR_GENERIC BLA#IT else o
/* immediate failure, reject class */
LOG_VFY METH (meth, "VFY: rejecting opcode 0x%02x at 0x%04x",
decInsn.opcode, insnIdx);
goto bail;
} else {
/* replace opcode and continue on */
ALOGD ("VFY: replacing opcode 0x%02x at 0x%04x",
decInsn.opcode, insnIdx);
if (!replaceFailingInstruction (meth, insnFlags, insnIdx,
failure)) { //1E5EH
LOG_VFY_METH (meth, "VFY: rejecting opcode 0x%02x at 0x%04x",
decInsn.opcode, insnIdx);
goto bail;
1
/* IMPORTANT: meth->insns may have been changed */
insns = meth->insns + insnIdx;
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/* continue on as if we just handled a throw-verification-error
*/

failure = VERIFY ERROR NONE;

nextFlags = kInstrCanThrow;

OP_NEW_INSTANCE 5% fI 1% i@ = 18 13 dvmOptResolveClass—>dvm-—
CheckClassAccess K& *M T 2L 51 ARIZERYIFEIAIR , dvmCheckClassAc—
cess XN AIEBIENAT , FEENSE , HWIIEENEB T OP_INVOKE_VIRTUAL
BSMKRE. EEmBEAITLLEREBRZ verifylnvocationArgs—>dvmResolve—
Method

/*
* Alternate version of dvmResolveMethod() .
*

* Doesn’t throw exceptions, and checks access on every lookup.
*

* On failure, returns NULL, and sets *pFailure if pFailure is not NULL.
*/
Method* dvmOptResolveMethod (ClassObject* referrer, u4 methodIdx,
MethodType methodType, VerifyError* pFailure)

DvmDex* pDvmDex = referrer->pDvmDex;
Method* resMethod;

assert (methodType == METHOD DIRECT ||
methodType == METHOD_VIRTUAL | |
methodType == METHOD STATIC) ;

resMethod = dvmDexGetResolvedMethod (pDvmDex, methodIdx) ;
if (resMethod == NULL) {

const DexMethodId* pMethodId;

ClassObject* resClass;

pMethodId = dexGetMethodId (pDvmDex->pDexFile, methodIdx) ;

resClass = dvmOptResolveClass (referrer, pMethodId->classIdx,
pFailure) ;

bool allowed = dvmCheckMethodAccess (referrer, resMethod); --> FAHHORPRIGE
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untweakLoader (referrer, resMethod->clazz);
if (tallowed) {
IF ALOGI() {
char* desc = dexProtoCopyMethodDescriptor (&resMethod->prototype) ;
ALOGI ("DexOpt: illegal method access (call %$s.%s %s from %s)",
resMethod->clazz->descriptor, resMethod->name, desc,
referrer->descriptor) ;
free(desc) ;

if (pFailure != NULL)

*pFailure = VERIFY ERROR ACCESS METHOD;
return NULL;

return resMethod;

FHAEZLATEA dvmCheckMethodAccess M E RS ERNHIEIAR o

bool dvmCheckMethodAccess (const ClassObject* accessFrom, const Method*
method) {
return checkAccess (accessFrom, method->clazz, method->accessFlags);
i
* Validate method/field access.
*/
static bool checkAccess (const ClassObject* accessFrom,
const ClassObject* accessTo, u4 accessFlags) {
/* quick accept for public access */
if (accessFlags & ACC_PUBLIC)
return true;

/* quick accept for access from same class */
if (accessFrom == accessTo)
return true;

/* quick reject for private access from another class */
if (accessFlags & ACC_PRIVATE)
return false;

/*
* Semi-quick test for protected access from a sub-class, which may or
* may not be in the same package.
*/
if (accessFlags & ACC_PROTECTED)
if (dvmIsSubClass (accessFrom, accessTo))
return true;
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/*

* Allow protected and private access from other classes in the same
* package.

*/

return dvmInSamePackage (accessFrom, accessTo) ;

WR1Z T3 %2 public, checkAccess B#zik (0] true, R 2Z protected, AFAIRE
BREFMENEMSFRESERXFENXE , IR ZIEA dvminSamePackage,
XAFERMNBIEEEN AT, NRANT LK/ EPAERIZEARZ classLoader, B4
x[0] false,

U EEHRIIEBERIE IS, #NT 2RS5BT IE public 25, HB4 verifyln—
struction A1 E5#1{THV4E R pFailure = VERIFY ERROR ACCESS METHOD, 3P4
verifylnstruction 77i%3E T gt £ 17 replaceFailingInstruction 1§ < &1 iR 12
replaceFailinglnstruction—>dvmUpdateCodeUnit 75 i% & #7 & 7£ {5 iR A opcode
B, IISIE BRI PRI E L WAYESHBELAN invoke-virtual/new—instance %

ISR T OP_THROW VERIFICATION ERROR i85,

static bool replaceFailingInstruction(const Method* meth, InsnFlags*
insnFlags,
int insnIdx, VerifyError failure)

VerifyErrorRefType refType;
u2* oldInsns = (u2*) meth->insns + insnIdx;
int width;

Opcode opcode = dexOpcodeFromCodeUnit (*oldInsns) ;
switch (opcode) {

case OP_NEW INSTANCE:
refType = VERIFY ERROR REF CLASS;

break;

case OP IGET: // insn[1l] == field ref, 2 bytes
refType = VERIFY_ERROR_REF FIELD;
break;

case OP_INVOKE VIRTUAL: // insn[1l] == method ref, 3 bytes

case OP_INVOKE SUPER:
case OP_INVOKE_DIRECT:
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case OP_INVOKE_STATIC:
case OP_INVOKE INTERFACE:
refType = VERIFY ERROR _REF METHOD;
break;

/* encode the opcode, with the failure code in the high byte */

assert (width == 2 || width == 3);
u2 newVal = OP_THROW VERIFICATION ERROR |
(failure << 8) | (refType << (8 + kVerifyErrorRefTypeShift));

dvmUpdateCodeUnit (meth, oldInsns, newVal) ;
return true;

JERLLET verifylnstruction iIR[EIRI3742 true, FTLA dvmVerifyClass IR[EIfItB
2 true, FRLAERNT MNERIAHZE Z/I08Y , HMNHAASWENEANEE . XBIEIRH
T EAIRZE / LIMAVEOFE public 1BIR TN T MNEER THIERERANXS. B8

2 FA1#ETFKET OP_THROW VERIFICATION ERROR IESEKREMHA?

HANDLE_OPCODE (OP_THROW_VERIFICATION_ ERROR)

EXPORT_PC();
vsrcl = INST_AA(inst);
ref = FETCH(1) ; /* class/field/method ref */

dvmThrowVerificationError (curMethod, vsrcl, ref); // I
dvmThrowVerificationError Jik

GOTO_exceptionThrown () ;
OP_END

void dvmThrowVerificationError (const Method* method, int kind, int ref){
switch ((VerifyError) errorKind) {
case VERIFY ERROR _ACCESS_CLASS:
exceptionClass = gDvm.exIllegalAccessError;
msg = classNameFromIndex (method, ref, refType,
kThrowShow accessFromClass); // XNRFEFEL ...
break;
case VERIFY ERROR ACCESS FIELD:
exceptionClass = gDvm.exIllegalAccessError;
msg = fieldNameFromIndex (method, ref, refType,
kThrowShow_accessFromClass); // BARREEL ...
break;
case VERIFY ERROR _ACCESS_METHOD:
exceptionClass = gDvm.exIllegalAccessError;
msg = methodNameFromIndex (method, ref, refType,
kThrowShow_accessFromClass); // F#NREFFEL ...
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dvmThrowException (exceptionClass, msg.c_str());

so, BAIFIE T IEMITAVILE P dvmThrowException IS E , BFFMEE
BE.

2.210 <clinit>HAix

RFANT AEBERE

73iE, FUAFMAI T TROREKM T XTVHRHIER, BALNREESEMNER
£, REMLFEREMREIN, TLUMEHHTHRMNES ., JeaIRERBE
E_EREFIZEFMIE [ FD method 1 field, BELMR ERFEBRE Java FHEBE
TR, FUmERERFHEARNENE R —L method 1 field, &E
MBETEME TIXLDREIER. U EFIENERTREFATEIFE, XESTER

— S| ERMER, BERBREFTEERSHT, BIS—ELHELIRRN java X
ST A RIENBRE DT B T IBRS T .
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| 2.3 SEEhEMERE

AIEKXMEIASEEESREERSER (BXABERARNLNBEE 215
). HIRANFRIERET native B75ARVEHR, FRLILEREWTICET, 0FTEIRED2E
method/field EAEBE RN T ZEIRS] . EILEBRERRXMPLIR, JLABIFHD
REEEER, BMLLHMECRELE LEBIIRENE, BT LUEAREE
B D FTEMEFE.

2.31 REMEMSEREAE
REMEREY, WE—REUTHHIAAER, BIEHeIISEantRs:

QQ=id Tinker

AT R R Dalvik T unexpected dex problem i2ftdex Z28, BHE R dex 95
SEMXBABENASRN, BRBR—NENEE R, Z2MH A E patch.dex, G
MIZAY dex FILEMBSSEA, BEIETEFKIT £ F patch.dex S AT classes.dex &

g CLASS_ISPREVERIFIED R MTIALEHEE 3 Bl — 4 S ZEM0 dex, % dex M#
HHEIM, SEMEIT dex 55 dexFile 3% 5ZIAY dexFile WRIEANSEHBE—D
ERSHEE— Element WRIFEAER dex—  Element WRAERBIAERIEIHAY dex—
Elements #4BAY5=BIH - Elements %48,

Biff dex ZE88%, T R/, dex

R pma paee  =ompias . merge A5 dex, Dalvik REZIIZENMN

= IREGHES, PR, LEBRRE SR At TR ES RS Q0K |

EllEES=

fR  Dalvik FE2MMENNZMERE, Art FERIBUESSE, dex EHAFEFEE vm heap £, 5
= SEWRBERE/5IA, ®EHNTERK OOM, &ESE dex &FKM.

FEFRE, FRNEBEWMNEIMN A RNRIEBRBE. XEX tinker 5%
dex merge TRPEAFITERIEE—T :

dex merge B{ERT java BEEEHIT, B RN EEZ java heap £,
W RILETHIZERIBER java heap XWHRBIL T vm heap MEMN KN, BBAHERE
OOM, BBAERL memory Killer JEESFRIRZIHETE, S8 dex GREM. B9—F

EHAJENE jni BE C++ new/malloc HIBEAINTE, DHEIE native heap, native
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heap AVEKFHAT vm heap K/BIBRH), RFRF RAM, R RAM ~EBBA#H
BEUESEFINEHNE., FILIANRRZN dex merge AEE®, 1 jni BE#HIT dex
merge, MMTILLESR OOM I2E dex SFAIRINER, B EHATLL, RE2ni B
SSHARSREERE S M E

XEMNFLFHANRY, HNPUFRE2LENMEARRBEEXNHTRRSE,
FRLAZRAN S RERNNZEE—EHT, ZI—1"HHERABEERLETE—
B, BIIERNETEATE ., LW hREFTEZEANNAITEIRE, BITHNTH
FERHA—1F, XMEARMNFNRITBEFTER. AUKRNFTESHERCEN
B8, SKAMRELENITBNEMASERA TRRIANBRL R, TERB
Dalvik EEUHLA Art EEIUNLAYIS BN R D 3T

2.3.2 GtESCERRIRIEIG SR

RFFEA, ANRGEHNT T AN T B MAUT RS, BBAIEITIIZE
MERIIHER SR BRE, ETRERKETRXNRENRIEER.

MNE— dex MAEIAMBFRINE, WRAFE odex X, HPABLSMIT
dexopt, dexopt BN ITE davilk/opt/OptMain.cpp B main 5%, REEA

F| verifyAndOptimizeClass HITEIEA] verify/optimize #1E.

/*
* Verify and/or optimize a specific class.
*/
static void verifyAndOptimizeClass (DexFile* pDexFile, ClassObject* clazz,
const DexClassDef* pClassDef, bool doVerify, bool doOpt)
const char* classDescriptor;
bool verified = false;
classDescriptor = dexStringByTypeldx (pDexFile, pClassDef->classIdx);

if (doVerify) {
if (dvmVerifyClass(clazz)) { //#fT£8 Verify
((DexClassDef*)pClassDef) - >accessFlags |= CLASS ISPREVERIFIED; //
£4T E CLASS ISPREVERIFIED fR&
verified = true;

}
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}

if (doopt) {
bool needVerify = (gDvm.dexOptMode == OPTIMIZE MODE VERIFIED || gDvm.
dexOptMode == OPTIMIZE MODE FULL) ;
if (!verified && needVerify)
} else {
dvmOptimizeClass (clazz, false); // Hf72H Optimize
((DexClassDef*)pClassDef) ->accessFlags |= CLASS ISOPTIMIZED; ES
#FT F cLASS ISOPTIMIZED 5
}
}

apk B—IXLEMNIHE, =XR dex 14T dexopt, LEEHERIN apk REFHE—1
dex, FrLLdvmVerifyClass(clazz) 589 true. FTLL apk AT BHIERES#HIT L
CLASS_ISPREVERIFIED f5&, #& FR#1T dvmOptimizeClass, £EERIT L

CLASS ISOPTIMIZED ffi&o

* dvmVerifyClass: 2225, RREHEIIERERIEHEN TIHLEEFEERIR
WERME A, WIS ENSIHEHRHITRIE, XERMNIAFTZ2MENR
EMPTE R EREESI BRI (F—BRAR, FToHTHIFHR ) M1HE
EEMER— dex BAYE, dvmVerifyClass #iR[E true,

» dvmOptimizeClass: £iftft, BEFIFXMIBSACEBDIESMAUMELIN
WEBIES, thalAixEmIES | invoke-* 3§93 T invoke-*-quick,
quick ¥§ S MM vtable RHAEREEL, vtable BERRIRHELRNABERE
AI—sK AR ( BFEHRBRENGIE ). FILNRT FERTHRITEE,

IMAERIN A KZ2ANT 2K, FRLIANT A EESIRAY dex F1. 25 B PHIREANIES|

AREIRNTZE A, FTLBTEIZD E2 =B A

ClassObject* dvmResolveClass (const ClassObject* referrer, u4 classIdx, bool
fromUnverifiedConstant) {

if (!fromUnverifiedConstant && IS CLASS FLAG SET (referrer, CLASS
ISPREVERIFIED)) { // WHRZ#+T £ CLASS ISPREVERIFIED fii&
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if (referrer->pDvmDex != resClassCheck->pDvmDex && resClassCheck-
>classLoader != NULL) {
dvmThrowIllegalAccessError ("Class ref in pre-verified class
resolved to unexpected implementation"); //#MEE
return NULL;

FTENRBREZE LR, £BHFHIT LT CLASS_ISPREVERIFIED #x
&, BT Rreferrer 2% B, resClassCheck #NT £ A, BIIEFABHI dex.
FrlA dvmThrowlllegalAccessError, A7 BERX AN A, —DRIRT K AEIZRE!
— NEMRAY dex H, JR dex FETAEAIERHES I AIXNE, —ARAISSILTS A
RN dex FTRIRE, A class FHWBIESHIA, A class HAILISEREL
S| BIXAEEZE, BBk, RIEFIEINE, dexopt Fi2H dvmVerify—
Class kiR [E] false, & dex FAFERVZEERB CLASS_ISPREVERIFIED 1R

/u\; Ilﬁt% é&ﬁi ?Hqﬁz/rgiﬁgo

BRBEESERMHIETRUEBTEENLZINN . 2% Dalvik EEHUAIES
B, —MENMFBEB=1"ME, dvmResolveClass—>dvmLinkClass—>d—
vminitClass, XM= EA——IFMH TR, dvminitClass M ERTEEMEITT
B IR BHERLT, XNAIEE BRI ERIAK, HRIZENTRK,
static TEAIRVIAUREZFEFRIE

bool dvmInitClass(ClassObject* clazz) {
if (clazz->status < CLASS_VERIFIED) { //WEFKEHF] F CLASS ISPREVERIFIED Ti&
clazz->status = CLASS_VERIFYING;
if (!dvmverifyClass(clazz)) { // EVerify

}

clazz->status = CLASS_VERIFIED;
1
if (!'IS CLASS_FLAG_SET(ClaZZ, CLASS_ISOPTIMIZED) && !gDvm.optimizing) {
// WREEWIT E CLASS TSOPTIMIZED #Ri&
dvmOptimizeClass (clazz, essentialoOnly); //ZOptimize
SET_CLASS_ FLAG(clazz, CLASS TSOPTIMIZED) ;
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oJLIERIRT LERIED RS, RZEIRHEIT £ CLASS_ISPREVERI-
FIED/CLASS_ISOPTIMIZED #7&, BBAZERY Verify #1 Optimize #SEZEAIRI 1A
KMER#HTT. IEFIBR TR Verify 1 Optimize #{IX R 2 apk B —IXR&LEH
17 dexopt RURRHTT, 25T Verify SLPR ERRERY, RASXIZERIPAE L IETHIAN
BIgSEHTIRI, BADEIMEKEZE Verify FFAFERN, EBRURE—IESMERK
BEMBRT, XPFEERSWBK . FrLAUX 2 LS RAINEIER T R LR A
MRYER, ETRKETEARSGERMBFTRSKAIEIN.

2.3.3 SR

no| !
| dexopt |+ verity - optimize [——| odex |

DEX Opcode | _ODEX Opcode
iget-# iget-#-quick inline,
S R use byte offset,
iput fput-+-quick vtable for faster
invoke-virtual invoke-virtual-quick

verify+optimize at rumtime

2-7 dexoptidig

E—INTHNE, HNDMEEXRBEHESHPAEEEIF preverify, XS
verify 5 optimize B{FSEMZEIARL . XS SEEMHE—EIMEREIRE,
MBI =X, 23RBS ST RIS, 2 5REEES
AIEEFM S N TN, —RELeNE 700 1 50 TG, —ERITNA
[EaNFERAIEE AT .
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AIEE Yt
700 2E 84ms 685ms

BEIFERT 4934ms 7240ms

YL verify+optimize( BRZEEAIR/NE X R ) BIFENFAK, MEXNFENE
MNERER (ERLMFE—IR). EBRFNENIEHINXIFSE T—REEIIEAS
RS, EXNMERFIMAZLLR KN, BaIEREZ8R, Xa2iRE820,

2.3.4 ERIEHR QFix FE

F Q MANTRER QFix ARERT —FARMNAIRES, EEKH

ClassObject* dvmResolveClass{const ClassObject* referrer, ud4 classIdx,
bool fromUnverifiedConstant)
{

DvmDex+ pDvmDex = referrer->pDvmDex;
ClassObject* resClass;
const charx className;

/% 2R iEpatchZE 0 A\ % pDvmDex. pResC[asses
% Check the table first -- this gets L solve”
e Ey b E L R SR

*/
resClass —IdvaexGetResolved[1ass[pDvaex, classIdx); I
if (resClaSu———

return resClass;

className = dexStringByTypeldx{pDvmDex->pDexFile, classIdx);
if (className([@] != '\@' && className[1] == '\8') {
f* primitive type */

resClass = dvmFindPrimitiveClass(className([@]);
} else {

resClass = dvmFindClassNoInit(className, referrer->classlLoader);

- i i Rtrue, Bt dex—E 4t
if (res
if ‘fromUnverlfledConstant Ll
errer, CLASS ISPREVERIFIED))
i

ClassObject* resClassCheck = resClass;
if (dvmIsArrayClass(resClassCheck))
resClassCheck = resClassCheck->element(lass;

if (referrer->pDvmDex != resClassCheck->pDvmDex &&
resClassCheck->classLoader != NULL)

dvmThrowIllegalAccessError(
"Class ref in pre-verified class resolved to unexpected "
"implementation”);
return NULL;
1

Idvln[)exSe‘tResnlvedClassleﬂvmuex, chismx, resClass) H I

return resClass;

2-8 dvmResolveClass 843
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241k dvmDexGetResolvedClass IR BIFVZE R A A null, RLEFRE—
dvmDexSetResolvedClass (pDvmDex, classIdx, resClass); MiT S, &

Pl FEERIRET .

public class B {
public static void test() {
A.a();

}

HANUEBTEZE patch IEEER A, PILIZE A WITANE—MRIZAINT dex #,
BABITEIZE B B9 test 3iERT, H1TEI A.a() XITHBIMSSIH EMBITE A, 1T
dvmResolveClass (const ClassObject* referrer, u4 classIdx, bool

fromUnverifiedConstant)

e referrer: LR EFMEZEB
o classldx: £ A E/& dex X4EMZEXFHIZERS] id

e fromUnverifiedConstant: 2% const—class/instance—of 1§%

T2 ARANEANESas & invoke-static I§ S R ETF const-
class/instance-of XHWNMELHHN—1, AMUEDTLIERIE, dvmDexGet-
ResolvedClass —F 18 2 null 9. 2AfG A @ W#NT dex RN, B 2ER
Dex 1, AfE# T dex 1, FillB->pDvmDex != A-s>pDvmDex, #& N3 ITZ!
dvmThrowIllegalAccessError NTMISHIETIIRE . FILKNIEZMNZE, LA
BE—FIBREHE, FIEHT A SRINEIESR dex(pDvmDex) BY pResClasses £
P, XEPMEETHIT B 2 test 771 E2MIE%, dvmDexGetResolvedClass &9
null, BASHITIEEZR A F12E B A9 dex —HMHRIR T,

BRI, EhFilEdshT TRERRE dex /9 smali XHZEE]

e preResolveClz: FE patch BIZE A BYIEIAR, IES, AT R AEMNL
ZBHMe. ——> Lcom/taobao/patch/demo/A;
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» refererClz: &£ patch 938 A FRTERY dex BIEAI— PN RBIAFF, FERX

BERRELRESIAH T % 2 BIEAE, L ERER—4 dex HAYEM

ANEEHETLL, FILARIIEEZR dex RIS —12BIT]. ——> Landroid/
support/annotation/AnimRes;

» classldx: FZ patch AYZE A TE/E3k dex XEHRIZERS| id. ——> 2425

2[5 18 1Z dlopen £ El libdvm.so I @1, #AF BT disym %1% so FF
fY dvmResolveClass/dvmFindLoadedClass H 55T, BEEEMME 3|
A 2 —>android/support/annotation/AnimRes, X # dvmFindLoadedClass
("android/support/annotation/AnimRes") 4 A~ 9 null, dvmFindLoadedClass
MITEERBEIHT ClassObject MIAE—1N 25 1T dvmResolveClass (AnimRes,

2425, true) BPO],

BEET INI 2B ELEM, LR EalLAESR] preResolveClz SE I

jboolean resolveColdPatchClasses (JNIEnv *env, jclass clz, jstring
preResolveClz, jstring refererClz,
jlong classIdx, dexstuff t *dexstuff) {
LOGD ("start resolveColdPatchClasses");
ClassObject *refererObj = dexstuff->dvmFindLoadedClass_ fnPtr(
Jstring2CStr (env, refererClz));// i/ dvmFindLoadedClass
LOGD ("referrer ClassObject: %s\n", refererObj->descriptor);
if (strlen(refererObj->descriptor) == 0) {
return JNI_FALSE;

ClassObject *resolveClass = dexstuff->dvmResolveClass_fnPtr (refererObj,
classIdx, true);//V8f dvmResolveClass
LOGD(“classIdx ClassObject: %s\n", resolveClass->descriptor);
if (strlen(resolveClass->descriptor) == 0) {
return JNI_FALSE;

}

return JNI_TRUE;

STEMR, XNMBESEIESE—HR native hook AVARE, A& Z hook
Sk, TaM natve EERAR, ENEAEEEE. BEALISETFEUT=

/\\.
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* dvmResolveClass BIE=12# fromUnverifiedConstant #7139 true

e apk & dex BRTF, dvmResolveClass H—"N&# referrer 2 MIRTFE
patch FIZRTEER—> dex, BEMIMMEATEFEEMASIAXR, T
—MER— dex FRIZEAES referrer #BTILA,

o referrer 2 IRRINNEL o

7AM, QFix A RBCREAIIREG, BT 21 dexopt F#EITHRIIAY, dexopt
SEIRTRIRESELE, 1L odex EHMNIMHUESERFERMTEZNLEME, X5
SR ERN BUG, 24 ETSFARRX—FIH, REFNEXBUEHIE
HHIEE DEX R, BARITEREA 25T,

2.3.5 Art TiSB6hEM

AIEIRSH T HABERXTE P TRBNE, ITHNERSE. NERKINFE
REHNTERREEMMBRABEEECENER, ATEHDHTR'EKXN, HigEGH
MERBMR B REE—EHT, MERERA—THEERA TR T REBEREER
F4BEN, FRUARIIAEZEM dex merge, EERIEFAINIE N TR Art T2
IESFERYERRE, tinker 181 dex merge i — 12T T EAYHT dex B Eiki=|HAY
dexElements #1#H. X EHIHAFTEXFM, Art BN TEHRAEEEFZ
dex R AHINE T .

AP BIFRET Dalvik 50 Art TXT DexFile.loadDex =i iE— dex 4R
N0ELE] native RFERRE T4, PR tEBEVER T DexFile . openDexFileNative
XA native 731k, & T Native BEXIRAY o/c++ LEBEMRSLIL,

Dalvik EEFMLFE :

static void Dalvik dalvik system DexFile openDexFileNative (const u4* args,
JValue* pResult) {
if (hasDexExtension (sourceName)
&& dvmRawDexFileOpen (sourceName, outputName, &pRawDexFile, false)

== 0) { //ME TR dex XH
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ALOGV ("Opening DEX file '$s' (DEX)", sourceName) ;

pDexOrJar = (DexOrJar*) malloc (sizeof (DexOrJdar)) ;
pDexOrJar->igsDex = true;
pDexOrJar->pRawDexFile = pRawDexFile;
pDexOrJar->pDexMemory = NULL;
} else if (dvmJarFileOpen (sourceName, outputName, &pJarFile, false) == 0)
{ 7/ E—EgH

ALOGV ("Opening DEX file '$s' (Jar)", sourceName);

pDexOrJar = (DexOrJar*) malloc (sizeof (DexOrJar)) ;
pDexOrJar->isDex = false;
pDexOrJar->pJarFile = pJarFile;
pDexOrJar->pDexMemory = NULL;

} else {
ALOGV ("Unable to open DEX file '$s'", sourceName) ;
dvmThrowIOException ("unable to open DEX file'");

int dvmJarFileOpen (const char* fileName, const char* odexOutputName,
JarFile** ppJarFile, bool isBootstrap) {

else {
ZipEntry entry;
tryArchive:
/*
* Pre-created .odex absent or stale, Look inside the jar for a
* "classes.dex".
*/
entry = dexZipFindEntry (&archive, kDexIndJarName);//
kDexInJarName=="classes.dex", JBIRMEH—" dex

static const char* kDexInJarName = "classes.dex"; REBE Dalvik
SR MNE— D EIE AT E RS K classes . dex MNEEIRFES, MR EYE
XHHEZ dex, BBABRT classes.dex ZIMIETE dex HEIZZHEIE

Art BN TN E : 75 584 DexFile openDexFileNative-> OpenDex-

FilesFromOat -> LoadDexFiles

std::vector<std::unique ptr<const DexFile>> OatFileAssistant::LoadDexFiles (
const OatFile& oat file, const char* dex location) {
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// Load the primary dex file.
const OatFile::0OatDexFile* oat dex file = oat file.GetOatDexFile (
dex_location, nullptr, false);
std::unique ptr<const DexFile> dex file = oat dex file->OpenDexFile (&error
msg) ;
dex_files.push back(std::move (dex file));

// Load secondary multidex files
for (size t 1 = 1; ; i++) {
std::string secondary dex location = DexFile::GetMultiDexLocation (i, dex
location) ;
oat_dex file = ocat_file.GetOatDexFile (secondary dex location.c_str(),
nullptr, false);
dex file = oat_dex file->OpenDexFile (&error msg) ;
dex_files.push back(std::move (dex file));

}

return dex files;

}

FEABEMNAMITUEERAt TEARUNEEXXHNEEEXHFER
Z N dex, BHESEMENME primary dex HSL 5 £ classes.dex, 54& £
MFLEE B dex. AN T KR FEME classes.dex BIT], FELIER
Edex P " T X" EASWEEMEM, FAUKNEE At TRENSEDN
RAFZE: BIEEIE T dex B classes.dex, [H apk PHY dex KX dn
#Z /3 classes(2,3,4...) .dexBilF T, RARE—BITEBA—ITEHEXH. AE
DexFile.loadDex 5% DexFile ¥R, R/FIBi% DexFile WRENEFRIAM
dexElements ¥HAFAILAT .

—SKEIRE T HAIBIFS R tinker I ZAIARE
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#TH

\ BT Edex
Tinker5 %

apkﬁ’% B Tdex ¥

#TH

BHE—TEEE

MAR

2-9 BEAER

e #NT dex MINARN classes.dex
e loadDex 828y DexFile 5B &iiz dexElements #HTMAZIEN

2.3.6 FAEFHIIEER

FA{JH1& DexFile.loadDex =IHIE— dex AETFINEE native WTF,
ENN#EE native WE 2R, R dex AFEEXMNAY odex, HB4 Dalvik F&#L4T
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dexopt, Art F&#4T dexoat, REEBEINEE—MUKEN odex. LR EREE
PHITEIRIX odex MIAE dex.,

WAEBXA—EE, R dex BB KBB4 dexopt/dexoat SLfx L 2RFERTAY,
TRIE_ A HEZINS S, Dalvik FEEPR_EEIIEEERYN, EA loadDex (INENT &,
BE Art TEIMZIEFEAHY, FA loadDex 2%MT dex #1 apk /R dex &FFAAT—
STEWNTEGEE, FTLA dexoat IFEFERT . FILANRMMGEH odex XHREMLE IR
R —N5eEEM odex X, FBA loadDex BABETEN FABAIHEHITHI, EAS
PEZE loadDex %12, —MREEHKIZ. FILANTRRRIX MO, ML loadDex Zfif
—ANEERE, NRPBEITE, BBATHMER odex X4, BERHIHRNELEMFE
odex M4, loadDex B2Zf5, REHEN /&t dexElements #{4H, LI patch,
NRATFTE odex M, BAERZ—1FLKIZ loadDex, ERZEBEN.

BIN—REAT patch #NTHZ 2, BN T BHTERZRE, XDITIREE
BIHLEREANINT BHREN, BRERERAEMUTIAITAYIE odex TAZ dex, 17
3 odex X{HiH1T ma5 MRS, NROLAL, WEEMNE. R, WEHREMN
—i odex {4, B5lE odex XHRELL

2.3.7 ZENHBRER

NBEELENLREHTENSHREN, LFIUEETURBEENZS, B
EENBISANEAYZE (EBIN Application 2£ ) BEEAERIEEN .. FIUARKANIEEF
PN—PRENAR, EREERRERERBERMAIER, REEHBERE BN
BEER, UM T 2R—ER/. BARSKH7AEZEX Dalvik T Art 73 51
THbIE.

« Dalvik FRAFKBITHENEE DEX 5 Z,
o At FARRLEEIUNIEEIFE dex HINNEL, FHAIBMAIUNRIEINT dex
YERZE dex(classes.dex) INEMC .
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|2 4 glu\ FE}J*””:IE:EE’JE'\/"”

BIEENMECEMNARLFEIUEETMH =AY, B Dalvik T QFix HHEF
ERKRRIRE, FTERRANETERB R T AT ASEXLRT, FITHEEERRY
fRIRTS

A

o

2.41 BIARSE

LI SEMRAR—IRHNEIE, SISERITHIEFIETPRSI AXRAILRRSE
B, RIEESRHEERERBNNGE. Z5—R/IENZEIFEESIF private 737489
23, field MgSHEAEEZS. =T,

public class B extends A {
String name = "B name";

@Override
void a t1() {
System.out.println("B a tl...");

}

void b_t1(){}

public static void main(String[] args) {
A obj = new B();
System.out.println (obj.name) ;
obj.a tl();
}
}

class A {
String name = "A name';

void a t1() {
System.out.println("A a tl...");

}

void a_t2(){}

HHER: A name/B a tl..., O LLFEZE name XA field iR B 2 &M,
print XN EEBZEN, XEFEDT NAESESHNSIl. 5% new B() A

T2 NEZE B, A iE A dvmResolveClass->dvmLinkClass->creat-
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evtable, UtATSAZE B BIE— vtable, EEEERMNMPNZE B XML AN
EHpf—iK vtable %, vtable RiHHTHEHRAIEMAE virtual FiEH—
R, HARFFRE4 RN public/protected/default iR virtual
F5i%. BElJ9 public/protected/default {EIFAITTE2 R LA LAY, private/
static FERBTXMEEE, ENREEHRLAERE.,

/*
* Create the virtual method table.
*
* The top part of the table is a copy of the table from our superclass,
* with our local methods overriding theirs, The bottom part of the table
* has any new methods we defined.
*/
static bool createVtable (ClassObject* clazz)
bool result = false;
int maxCount;
int 1i;

/* the virtual methods we define, plus the superclass vtable size */
maxCount = clazz->virtualMethodCount;
if (clazz->super != NULL) {
maxCount += clazz->super->vtableCount;// WHRNLERA null, A HHEN
vtable REK/NFZ L HIEN virtual F & BEN L LEM veableCount
}
/*
* Over-allocate the table, then realloc it down if necessary, So
* long as we don't allocate anything in between we won’t cause
* fragmentation, and reducing the size should be unlikely to cause
* a buffer copy.

*/
dvmLinearReadWrite (clazz->classLoader, clazz->virtualMethods) ;
clazz->vtable = (Method**) dvmLinearAlloc(clazz->classLoader,

sizeof (Method*) * maxCount); // NHFEHE, vtable HIA/\A maxCount

if (clazz->super != NULL) { //GF#HEXZE ...
int actualCount;

memcpy (clazz->vtable, clazz->super->vtable,
sizeof (* (clazz->vtable)) * clazz->super->vtableCount); //R<EH
—3%, —FIHLEMEY veable BEHGFE, IEFEHN veable PHERERKE KXW FE

actualCount = clazz->super->vtableCount;

/*
* See if any of our virtual methods override the superclass.

*/
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for (i = 0; i < clazz->virtualMethodCount; i++) { //BIHFEESHEMN
virtual Jik
Method* localMeth = &clazz->virtualMethods[i];
int si;

for (si = 0; si < clazz->super->vtableCount; si++) {
Method* superMeth = clazz->vtable[si];

if (dvmCompareMethodNamesAndProtos (localMeth, superMeth) ==
0) { //WRFEvirtual FEZERXE—H, REZAEREE T, FRAESAHZBEEHN vtable
th XKW FE
clazz->vtablelsi] = localMeth; //fild vtable P si B9 5%
B FERBENFE 11
localMeth->methodIndex = (u2) si; //methodIndex tihE 7i/A7E
vtable TR . ..

break;

if (si == clazz->super->vtableCount) { // FHASEFINENF—E, 1L
EFEBCHNAE
/* not an override, add to end */
clazz->vtable [actualCount] = localMeth; // AJ0ZE|FZE vtable HIAKE
localMeth->methodIndex = (u2) actualCount;
actualCount++;

} else { // BBHEBEME ...
/* java/lang/Object case */
int count = clazz->virtualMethodCount;
if (count != (u2) count)
ALOGE ("Too many methods (%d) in base class '$s'", count,
clazz->descriptor) ;
goto bail;

for (i = 0; i < count; i++) {
clazz->vtable[i] = &clazz->virtualMethods[i];
clazz->virtualMethods [i] .methodIndex = (u2) 1i;

}

clazz->vtableCount = clazz->virtualMethodCount;

FEACREEIRERNRBE, 3£ vtable BIKR/NEFETFF2E virtual 757550+ R

Z£ vtable BYR/N,
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o EBANEHIREE vtable FJFZEHT vtable

o BHRFEM virtual ZEES, IRFERE-K, RBPLEERELZE, B
LERRSINEL, FEREEREZEERE vtable PRENFIE

FERBIA—E, BBAIEIZAERINE viable BIKE

FTLA EIATR G, (RA0Z23E A BY vtable & vtable[0]=A.a t1, vtable[1]=A.
a_t2 /7%, BB4 BZE R vtable 5 £ vtable [0]=B.a_t1, vtable[1]=A.a_
t2, vtable[2]=B.b tl, ETFRKE T obj.a tl() KRET 4, invokeVirtual

EOHIRE

GOTO_TARGET (invokeVirtual, bool methodCallRange, bool) {
Method* baseMethod;
Object* thisPtr;

EXPORT_PC();

vsrcl = INST AA(inst); /* AA (count) or BA (count + arg 5) */
ref = FETCH(1) ; /* method ref */

vdst = FETCH(2) ; /* 4 regs -or- first reg */

/*

* The object against which we are executing a method is always
* in the first argument.
*/
if (methodCallRange) {
thisPtr = (Object*) GET_ REGISTER (vdst) ;
} else {
thisPtr = (Object*) GET REGISTER (vdst & 0xO0f); // HEIWH

/*
* Resolve the method, This is the correct method for the static
* type of the object, We also verify access permissions here.
*/
baseMethod = dvmDexGetResolvedMethod (methodClassDex, ref); // 2&EABITT
ZHE
if (baseMethod == NULL) {
baseMethod = dvmResolveMethod (curMethod->clazz, ref,METHOD VIRTUAL) ;
// EBBITSZ A AR dvmResolveMethod, baseMethod BE|MEAZ A.a t1 ko
if (baseMethod == NULL) {
ILOGV ("+ unknown method or access denied");
GOTO_exceptionThrown () ;
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}

/*
* Combine the object we found with the vtable offset in the
* method.
*/
assert (baseMethod->methodIndex < thisPtr->clazz->vtableCount) ;
methodToCall = thisPtr->clazz->vtable[baseMethod->methodIndex]; //A.a_tl
FEEL AN veable PHIRSI KL B K veable $5H

GOTO_invokeMethod (methodCallRange, methodToCall, vsrcl, vdst);

}

GOTO_TARGET_END

BHibob) S|HEREERA, Ll LIRS+ baseMethod 2F|AYA.a t1,
baseMethod- >methodIndex 2i%Z/75EZE A BY vtable FRYZ5| 0, obj HISERRSE
42K B, Fild thisPtr->clazz BEE B, FPA B.vtable[0] MEB.a_tl

%, Fillobj.a t1() Lir&EAMANEB.a_tl Ak, XERIN T HIENEE.

T field/static AIEATAREBEZEN, XENMFARLBLF, BFENT
LAE iget/invoke-static IESHIRRE, BEKH, EMNIRIEERISIHEEMA
ELfREBPER, NRKFRNBERXEHREFERK. ATl field 7 static FiEARE

M

2.4.2 RISHN5EMRH

Bl 1R E TUNRHFE T — public/protected/default ik, SHEIHAER.

public class Demo {
public static void test addMethod() {
A obj = new A();

obj.a t2();
1
1
class A {
int a = 0;

/] #Fa t1 FE
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void a t1() {

Log.d("Sophix", "A a tl");
}
void a_t2() {

Log.d("Sophix", "A a t2");

}

—

BEER) apk BT a t1() A%, Demo EARMTAHESE, Wik AT A
#NT f& Demo.test_addMethod() B EIAI4E R E A 2 D/Sophix: A a_t1, XA
obj.a_t2 HTMEMAZ a_t1 A%, BEERME. TERADH NANRREH

£ 2.3 ERHAVERET, dex XHEHEIRMLAIFTR, SHAT dexopt, dexopt

BEMNYIZ : verify+optimize.

» dvmVerifyClass: £, ERIGAIBRIBRRIRHEN T IHLEEWESUR
WG AN, WIEWNENSIERHITRIE, XERNIAFTE2MENR
ENPTE R EHRERESI BRI (F—BRXR, FToHTRIFER ) M1HE0
EEMER— dex FAYE, dvmVerifyClass #iR[E true,

» dvmOptimizeClass: £ttt BEFIFXMIBSACEBDIESMUMRELIN
AEES, tLanAEEAAIES : invoke—virtual—quick, quick 1844 MZERY
vtable R E#H, vtable BEFIRMELXAFNE HIEN—KARE ( BDiEL
ABRXENAIE ). EUINRT 75iEAITRE,

XEFENET optimize MER

void dvmOptimizeClass (ClassObject* clazz, bool essentialOnly) {
int 1i;
for (1 = 0; 1 < clazz->directMethodCount; i++) {
optimizeMethod (&clazz->directMethods[i], essentialOnly);
}
for (i = 0; i < clazz->virtualMethodCount; i++)
optimizeMethod (&clazz->virtualMethods[i], essentialOnly);
}
1

static void optimizeMethod (Method* method, bool essentialonly) { //AbZE89757%
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/*

* non-essential substitutions:

* invoke-{virtual,direct,static}[/range] --> execute-inline
* invoke-{virtual,super}[/range] --> invoke-*-quick

*/

if (!matched && !essentialOnly) {
switch (opc) {
case OP_INVOKE VIRTUAL:
if (!lrewriteExecuteInline (method, insns, METHOD VIRTUAL)) {
rewriteVirtualInvoke (method, insns, OP_INVOKE VIRTUAL
QUICK); //ETF invoke-virtual AEMIIAIIES invoke-virtual-quick
}

break;

TREZRBRET, £5 invoke-virtual NEM A EEIE S invoke-

virtual-quick, X MESEERAIMENHFRIZGETESE vtable AES|(HE.

GOTO_TARGET (invokeVirtualQuick, bool methodCallRange) {
Object* thisPtr;

EXPORT PC () ;

vsrcl = INST AA(inst); /* AA (count) or BA (count + arg 5) */
ref = FETCH(1) ; /* vtable index */

vdst = FETCH(2) ; /* 4 regs -or- first reg */

/*

* The object against which we are executing a method is always
* in the first argument.
*/
if (methodCallRange) {
assert (vsrcl > 0);
ILOGV (" |invoke-virtual-quick-range args=%d @0x%04x {regs=v%d-v%d}",
vsrcl, ref, vdst, vdst+vsrcl-1);
thisPtr = (Object*) GET REGISTER (vdst) ;
} else {
assert ((vsrcl>>4) > 0);
ILOGV (" |invoke-virtual-quick args=%d @0x%04x {regs=0x%04x %x}",
vsrcl >> 4, ref, vdst, vsrcl & 0x0f);
thisPtr = (Object*) GET REGISTER (vdst & 0x0f);

/*
* Combine the object we found with the vtable offset in the
* method.
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*/

assert (ref < (unsigned int) thisPtr->clazz->vtableCount);

methodToCall = thisPtr-sclazz->vtable[ref]; // BEZMNTEHLFRERH vtable
FEFE

GOTO_invokeMethod (methodCallRange, methodToCall, vsrcl, vdst);

}

GOTO_TARGET_END

invoke-virtual-quick RBAEMELL invoke-virtual EFES, BHIZMNL
frzEZUHY vtable R EZ2E AR IARVIEET M ERE T dvmResolveMethod MZEZ/I5]
FAZREVZRiZ 7557 vtable B5| id BI85, FRLAES.

MEFHMNDREZNE AR, HEEREILNARENARRRET . patch
BIZE A f9 vable (2 vtable[0]=a_t2., patch [ A& T a_t1 A%, 4k
A vtable {8 vtable [0]=a_t1, vtable[1]l=a t2. {BE obj.a_t2() X172
£ odex FAYIES EHL Z invoke-virtual-quick A.vtablel[0], ATLA patch

BIEARAYE a_t2 75i%, patch BERANE a_t1 7515, ST HEEAEL

2.4.3 ERBRAE

I, BFEEENM, QFix WAREFRET . HMNEENAERFIETEM
tinker FEATE DEX AR ET .

#F google EEFFRAY dexmerge 3, BT dex FIIR dex &FF i —
B dex LLFRITITHY, BXNXEFERERZABERN, £ dex TR dexmerge 28
65535 HiEHE TR E, dexmerge 25HAGTENE, AEAERBR NTEZEM.
TEN DEX SMEXREBMIRIHTT, KIMBRAES.

Eit, HMEEERT —EXTENTE DEX AR, BARSUITLMAIR? ik
HAITHN 2.5 T, KB\BFX—IRIK.
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| 2.5 Dalvik T52% DEX S RRIFIEER

2.51 KREmMERMBES

XIF Android TRUSENEMEEE, REMILIHRE QQ TENELAT dex
BARR. ZARNEERR, SAEIEEAF dex #AZE ClassLoader 5| #&EHI
RAIE. XH# load — class B, MESMAEHENT F89. ERMER Tinker
F QM QFix BBEFIZA M T o, MIXEIEN dex WA R, BB —1MEE
RIE)RR, WA Dalvik EEFANL T 2509 pre—verify (],

ME—NMEFEIESIBEINMABEIFRFGREINMZEER — dex 2ANE, B8
ZOX A E S BT £ CLASS ISPREVERIFIED, BRI TR T I E LA h Y

verifyAndOptimizeClass EKE],
HNEREBEBNN=XREE S R 2R FRIX N BI-ERY :

o QQ =EMMEAS, BESMNEHIBA—IKEEM dex B9 hack.class,
HitbLE B X EEERLAHE pre—verified 14,

« Tinker WA, BEMEER dex X4, XA class HNEHE L E dex
R, MMiEE class EEMmmRANTZE,

* QFix A, SEUSEINFNELRERE, 128 resolve TGN T K,
ALESRT Pre—verify 188,

DUEM=MAERER, QQTEARZENTERE, FHAT hack iFil—L
BERRRVACED, SEIVERMBAMEE. MIEAI—FFRRBRI QFix AR, HFERIUKE
EIWAIRE, RAERETSE. FH, MTEhRE—F, BNLRANERELEH
1# public %, BEFREFELESEXEHTIFR,

MEBERIEBRFIAI, ME& Tinker BRFEEE8 G ASTERN dex. tMNNEMNK
B, BN dex MIZEMIESHERTEEEM, BATLRAETDESE, EHT
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Xf dex ABEAILLEKIETM, SCHBANES:, MHREBELER™E. Xhrt, dex AIK
INGEEA apk RIELHIZEERIRRY, MAEZTEXRAIEZIAR apk FRIRIREX 4. FL,
Tinker B RAIBTEANEIRAIENEERS

HSE, dex LERAIRIENE, NIZSERNEE. BEAEHEMESHEIF
AOSRTR, AR bsbiff EEIABRRAIAENE . EEAVHERE, TTLUARIIEFZ=(E)FEN R
EXESN

2.5.2 —M#IEE Dex B

—RERIR, SRR dex, BIEHMIIEIRKA dex 0 patch EAY dex BEFHEFHF
B—

PATEAA B E I KA,

BT UXEERE, BANTHFELBENMNRT, IIRBEARTLSELZESEN
dex 8@, X#EtNTHtBER class., X, N + ERTHTENELE, 7%
FTH app FHIERBETIE?

288 Android JR4E multi-dex FUSEIIBREXN AR, 2RIFER . multi-dex
FB—" apk EAEIMAMBERIF DS classes.dex. classes2.dex. class-
es3.dex. ... ZH, MBN dex BREBTHHHIENEN, BEAD dex 2T LU
RS, RARELAE dex & load H#ZE, 7 dex PAGFENEH T LIS THAIE
TEELBAY dex F#El.

EIEE, TELE dex EEEERE TN T Fclass 5, REFTEZRELZEN
IBRY class MUMKIERR T, B4 dex B RE S AL class. MIXLEARZH class
ZABENT FRYER class BBt EIRNT dex, #NT &HRYET class EHZEAE
AZH) class BB EIELZE dex AY class. XEFINE, ELXBEERAEANT X
(9 class BIATTLURERAVBEM odex, SAMBRIET dexopt FIRR .
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MMEERARE

RA—k, HNABEESHERERATIBEBEFH IR MINELER, ME
OAFELIEG IS EZEEBEER, XT dex NSRBI

TR E

WE, GAEE dex HEJEMBEN T —UEEELE dex EEmEEAT S
o ETFRBAIE—TE dex hEIRIEELRAIENRLIN

PEERIREZE

B5%, kK& dex X{FH header BI4514

/*
* Direct-mapped "header item" struct.
*/
struct DexHeader {
uint8_t magic[8]; /* includes version number */
uint32_t checksum; /* adler32 checksum */
uint8_t signature[kSHAlDigestLen]; /* SHA-1 hash */
uint32_t fileSize; /* length of entire file */
uint32 t headerSize; /* offset to start of next section */
uint32 t endianTag;
uint32 t linkSize;
uint32_t 1inkOff;
uint32 t mapOff;
uint32_t stringIdsSize;
uint32 t stringIdsOff;
uint32 t typeldsSize;
uint32 t typeldsOff;
uint32_t protoldsSize;
uint32 t protoIdsOff;
uint32_t fieldIdsSize;
uint32 t fieldIdsOff;
uint32 t methodIdsSize;
uint32 t methodIdsOff;
uint32 t classDefsSize;
uint32 t classDefsOff;
uint32_t dataSize;
uint32 t dataOff;
}i

H dex header #oJLAEUS dex IS N EEEMN, XLE
s

BEEXAFRID T



Name

header

string_ids

type_ids

proto_ids

field_ids

method_ids

class_defs

call_site_ids

method_handles method_handle_item(]

data

link_data

Format

header_item

string_id_item(]

type_id_item[]

proto_id_item[]

field_id_item[]

method_id_item[]

class_def_item(]

call_site_id_item[]

ubyte(]

ubyte(]
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Description
the header

string identifiers list. These are identifiers for all the strings
used by this file, either for internal naming (e.g., type descrip—
tors) or as constant objects referred to by code. This list must
be sorted by string contents, using UTF-16 code point values
(not in a locale—sensitive manner), and it must not contain any
duplicate entries.

type identifiers list. These are identifiers for all types (class—
es, arrays, or primitive types) referred to by this file, whether
defined in the file or not. This list must be sorted by string_id
index, and it must not contain any duplicate entries.

method prototype identifiers list. These are identifiers for all
prototypes referred to by this file. This list must be sorted in
return—type (by type_id index) major order, and then by argu—
ment list (lexicographic ordering, individual arguments ordered
by type_id index). The list must not contain any duplicate en—
tries.

field identifiers list. These are identifiers for all fields referred to
by this file, whether defined in the file or not. This list must be
sorted, where the defining type (by type_id index) is the major
order, field name (by string_id index) is the intermediate order,
and type (by type_id index) is the minor order. The list must
not contain any duplicate entries.

method identifiers list. These are identifiers for all methods re—
ferred to by this file, whether defined in the file or not. This list
must be sorted, where the defining type (by type_id index) is
the major order, method name (by string_id index) is the inter—
mediate order, and method prototype (by proto_id index) is the
minor order. The list must not contain any duplicate entries.

class definitions list. The classes must be ordered such that a
given class’ s superclass and implemented interfaces appear
in the list earlier than the referring class. Furthermore, it is in—
valid for a definition for the same—named class to appear more
than once in the list.

call site identifiers list. These are identifiers for all call sites
referred to by this file, whether defined in the file or not. This
list must be sorted in ascending order of call_site_off. This list
must not contain any duplicate entries.

method handles list. A list of all method handles referred to by
this file, whether defined in the file or not. This list is not sorted
and may contain duplicates which will logically correspond to
different method handle instances.

data area, containing all the support data for the tables listed
above. Different items have different alignment requirements,
and padding bytes are inserted before each item if necessary
to achieve proper alignment.

data used in statically linked files. The format of the data in
this section is left unspecified by this document. This section is
empty in unlinked files, and runtime implementations may use
it as they see fit.
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XEHMNIBITE XM dex ERY Class, REHK(IEXAOHNERZXETR

class_defs,

HEIEAE, HIFAREZIERS Class B ESEM dex Bk, EHMN
RXAM, TEESSH dex IS N EDHREZNL, NMMBFBKREPE offset, X
FEEMENENT . BANBMEY, MBILERTXD dex BT RHAZIX A
Class IEXHATT . EItt, RAFEBRENIAL, WTF class WEFRERH
1M, XtERTLARARIREN DA of £set AIIERK.

b\

\

FAIRBELIAE dexopt FIIHERZATHEIR dex HIFFEZEEX Y.

@android-4.4.4 r2/dalvik/vm/analysis/DexPrepare.cpp

/*
* Verify and/or optimize all classes that were successfully loaded from
* this DEX file.
*/
static void verifyAndOptimizeClasses (DexFile* pDexFile, bool doVerify,
bool doOpt)
{
u4 count = pDexFile->pHeader->classDefsSize;
u4 idx;

for (idx = 0; idx < count; idx++) {
const DexClassDef* pClassDef;
const char* classDescriptor;
ClassObject* clazz;

pClassDef = dexGetClassDef (pDexFile, idx);
classDescriptor = dexStringByTypeldx (pDexFile, pClassDef->classIdx);

/* all classes are loaded into the bootstrap class loader */
clazz = dvmLookupClass (classDescriptor, NULL, false);
if (clazz != NULL) {
verifyAndOptimizeClass (pDexFile, clazz, pClassDef, doverify,
doOpt) ;

} else {
// TODO: log when in verbose mode
ALOGV ("DexOpt: not optimizing unavailable class '%s'",
classDescriptor) ;
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1F 2 dexGetClassDef BAEUR[E] T ZERITEN o

@android-4.4.4 r2/dalvik/libdex/DexFile.h

/* return the ClassDef with the specified index */

DEX_INLINE const DexClassDef* dexGetClassDef (const DexFile* pDexFile, u4 idx)
assert (idx < pDexFile->pHeader->classDefsSize);
return &pDexFile->pClassDefs[idx];

X E pClassDefs 2EARAIR?

/*
* Set up the basic raw data pointers of a DexFile. This function isn’t
* meant for general use.

*/
void dexFileSetupBasicPointers (DexFile* pDexFile, const ul* data) {
DexHeader *pHeader = (DexHeader*) data;
pDexFile->pClassDefs = (const DexClassDef*) (data + pHeader-
>classDefsOff) ;

RIS LB Y, —NERFAAE DexClassDef, B2 E X, M
pHeader->classDefsOff (RIBALTFIA, — M E— DL EHIFIER, — dex

EE—H pHeader->classDefsSiz MNEEN,

HItt, FIFoILIEZELE pHeader->classDefsOff f@iilt, — N7
FTERY DexClassDef, MR AIIX DexClassDef MIEZBEETHAIAVNT &,
HIBCHBER, LRI
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ClassDefs ClassDefs(Processed)

Classl Classl

Class2 Class2
Class3({=PatchClass1) Class4

Class4 :> Class5

Class5 Class8
Classb(=PatchClass2) Class9
Class7(=PatchClass3)

Class8

Class9

2-10 Dex # ClassDef 8%k

#EE, RE(ZM pHeader->classDefsSiz, B dex hEMEE X AEBNT
R [RRVELBRIT,
HNRARERTENEN, MXFROGIESLALUIREM dex EENIBIR,

SRXFLACX MRBIRENITRERIAERE dex XHH, BRXEFRERTASE
8], FFEXS dex RFIGIBREREFRAR, XIPBIRERIFNAAMEZETDER,

2.5.3 3F Application RI&tI2

b, BAILI T TR dex Gk, BIRAB MO, XA CFE5E dex
Binp RE=1BE, BBRENTTF Application 940,

RETE, Application @F 4 app BIANL, HLt, HHANEZIEISTE dex
28I, —ESIBEN Application BIftHS, EIt, Application A INEERKAIZE
dex BEEMAY. RERNTINEEFERIIZE, SEHVTE dex EEEE.

At, EMHEANT S, R Application ZE£EREMEH dex BRYZE, BFAE
E—" dex B, 1R Application #3T £T pre-verified i7&, XEHMESWESE
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at

at
at
at
at
at
at
at
at

Process:

android.
java:4328)

android.
android.
android.

android

FATAL EXCEPTION: main
com.taobao.worktest, PID: 2481
java.lang.IllegalAccessError: Class ref in pre-verified class resolved to
unexpected implementation

at com.taobao.test.MyApplication.test (MyApplication.java:59)

at com.taobao.test.MyApplication.onCreate (MyApplication.java:39)

at android.app.Instrumentation.callApplicationOnCreate (Instrumentation.
java:1007)

app.ActivityThread.handleBindApplication (ActivityThread.

app.ActivityThread.access$1500 (ActivityThread.java:135)
app.ActivityThread$H.handleMessage (ActivityThread.java:1256)
os.Handler.dispatchMessage (Handler.java:102)

.0s.Looper. loop (Looper.java:136)
android.

app.ActivityThread.main (ActivityThread.java:5001)

java.lang.reflect.Method. invokeNative (Native Method)
java.lang.reflect.Method. invoke (Method.java:515)

com.android.internal.os.ZygoteInit$MethodAndArgsCaller.run (ZygoteInit.

java:785)

at com.android.internal.os.ZygoteInit.main(ZygoteInit.java:601)
at dalvik.system.NativeStart.main(Native Method)

XL, FAHIBERER, BRARKIR LT pre-verified 15, A, BRIEE

PET o

EKMRE, UTF CclassObject AY accessFlags fFE.

struct

/*

u4

/*

const char*

ClassObject : Object {
leave space for instance data; we could access fields directly if we

freeze the definition of java/lang/Class */

instanceData [CLASS FIELD SLOTS] ;

UTF-8 descriptor for the class; from constant pool, or on heap
if generated ("[C") */

char*

/*
ué

/*
ué

/*
/*

descriptor;
descriptorAlloc;

access flags; low 16 bits are defined by VM spec */

accessFlags;

VM-unique class serial number, nonzero, set very early */

serialNumber;

DexFile from which we came; needed to resolve constant pool entries */

(will be NULL for VM-generated, e.g. arrays and primitive classes) */
DvmDex*

pDvmDex ;
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/* state of class initialization */
ClassStatus status;

M pre—verified iTEHEN 2

CLASS_ISPREVERIFIED = (1<<16), // class has been pre-verified

EHitt, HMNIFBEE ni RiEkHRECRIT

clazzObj->accessFlags &= ~CLASS ISPREVERIFIED;

X#E, & dvmResolveClass ¥ ZE|TH dex BAY2EfE, HTF CLASS ISPRE-
VERIFIED In&E#ES, MASHIRTATE dex 25EE, AMANERIESE.

ClassObject* dvmResolveClass(const ClassObject* referrer, u4 classIdx,
bool fromUnverifiedConstant) {

/] FHERHE, Ti#fT check
if (!fromUnverifiedConstant &&
IS_CLASS_FLAG_SET(referrer, CLASS_ISPREVERIFIED))

ClassObject* resClassCheck = resClass;
if (dvmIsArrayClass (resClassCheck))
resClassCheck = resClassCheck->elementClass;
/! HMREER— dex P
if (referrer-s>pDvmDex != resClassCheck->pDvmDex &&
resClassCheck->classLoader != NULL)

ALOGW ("Class resolved by unexpected DEX:"
" %s(%p) :%p ref [%s] %s(%p) :%p",
referrer->descriptor, referrer->classLoader,
referrer->pDvmDex,
resClass->descriptor, resClassCheck->descriptor,
resClassCheck->classLoader, resClassCheck->pDvmDex) ;
ALOGW (" (%$s had used a different %s during pre-verification)",
referrer->descriptor, resClass->descriptor);
dvmThrowIllegalAccessError (
"Class ref in pre-verified class resolved to unexpected "
"implementation") ;
return NULL;
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BTk, BARME—THEBImE LR HTE dex HRZEAMAT.

Tinker B9/ %, 27 AndroidManifest.xml FEIHFHMEKXRFAEIFTEHCH
Application E### L TinkerApplication, MXJFTEIE app A9 Application, &
IR TinkerApplication FRI{EASE(E N, X#F TinkerApplication &
EEXMENR Application, TE4 s EHA IR EIL RETHI7 N EASERR Applica—
tion MR EIEEE. X AMALRTFEEAND Application FIAFRRBIREHR T,
NI FEREFREFE Application, S1RXS Application BEZH &, AWK
BEREESHY,

Amigo A R, 2EMIFEIRES, A Amigo BE MBI gradle 3&E4E app BY
Application &#&pk T Amigo B SHIB— Application, FEREE¥RAY Application
HI name RTFiER, ZIEEREMEE T T HIITIR BB Z B RFHIAY Application
Y attach (context), AEE E&R[EIZE loadedApk 1, &EIEBEHMY onCre-
ate (), FUT/RAE Application FRVEE. XMAXNRZFAKENABEELZEA, B
HIZHmEPEMMTHAAMT SR, BRBEERNER, FEXMTRAMR
FERASHEE—ENREH.

bz, FH18Y Application AN RBERBRENRFIRE, BAFEHITR
518, FTENGESRESEIZTHEE BT . BATEREIVE

2.5.4 dvmOptResolveClass G533 5

AMBAIXFBRIREN A ZHIE—RXIR, FRIIERIENIEIN, WRXNAN
[1 Application £i8% pre-verified ¥, RMBAE AR,

XNMERE, Dalvik EHWIIR AIMEN LIRS pre-verified, FSEIRHIX
NZERHEY Verify B4E, BUSHRBIXNENMRERE, ERmES XN EIEEE
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FAZEIRYELFEIHIT dvmOptResolveClass BIE,

X dvmOptResolveClass IEREMIRE, ESE Resolve RIFHEXTER
FNZRMITIAK, MIXMBEEKET Application ZEXNIALAYRTIR, LERTHNT IR
ST, FTLAGLSIZRINEEIRS dex FRIZE., BRI T METER, XL
EENMNEAVRNEBEI T dex HRIZE, FEX R pre-verified FIFSIRE

XEHAMEEETF, FNDAEIELT IEIERIZE] dvmOptResolveClass <
Bl, EATE— app M4 EHEE, RBoJBEEIALLAD Application #liRLEEHY
ATER T .

XN aMEN T Z dex 18, HFEZE dex BY, FiAfRIE Application B9/
FREFR TR dex F. MNRIBE— dex, —BEASEX MM,

Z dex B TEERRIX O, SRMINE:

o FE—Fhii%k, ik Application BEIFIFF B IE K G 2L E8F0 Application iz
FE—1dex B, X#o LURIE pre—verified fRE#3T £, BHHEAN
dvmOptResolveClass, miE+NT NE=ZE, FHAIHIBRK pre-verified
&, BEETREREMEBASIRE.

o BITMINE, 1€ Application BERT #YEEMERARBLIMIE A IBERR
B, PIRBELEEI - EMEEE, XEFES Application FaEEAE
HEIRFRE, XiF, FIEXDPIRE HKAIZEF Application LEFE—
dex BIJIERZRLEER AN . MNREESRK, Application JLARABRFT AT
IpEXAN RIS, XAEFMAEIE Application FIEMBZEIREF T .

F—MApEXMRAEE, FHJH Android B 7 multi-dex Hl #l = B a1 K
Application FBEIFIZEEBITEEIF dex F, EUEREBEMMEEIGWITE attachBa-
seContext FIRAIE, KSHIROM, M _MTEHNER, SEABRGEEE
TEHMRIT, NI —EKIRRREIRT .
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2.6 FENE

AEXZIRE T REMEENRESRSLIMIC BN SLIRIE, FHFMHIR
B3 T EBAFF R PIBRIRIREHE )RR N BB R 750, Sophix KRBT WIS ZEE GRS
N, SHMTIEFIERE. TERMAIR .
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| 3.1 EHERIXHER

Android RIRRIME S, TR app FAERLZENBER T, FIBETENWHNTE
BEFHA app FHIEE.

BEimE LIRS REMEEHEZEA FEES%E T Instant Run AYSEI]
B, BI)E8EkE—T Instant Run 2EAMEIRENEEN .,

Instant Run &R#MESRIZ OB RLRIX S monkeyPatchExistingResources
i

@com/android/tools/fd/runtime/MonkeyPatcher.java

public static void monkeyPatchExistingResources (@Nullable Context context,
@Nullable String
externalResourceFile,
@Nullable

Collection<Activity> activities) {

if (externalResourceFile == null) {
return;

}

try {

// %% Part 1. fJE—1 ¥ AssetManager, H@IIRITHA addassetPath Fi0 /
sdcard FRIFEEREE,

// XM E T — M HH R AssetManager

// Create a new AssetManager instance and point it to the resources
installed under

// /sdcard

AssetManager newAssetManager = AssetManager.class.getConstructor().
newlInstance() ;

Method mAddAssetPath = AssetManager.class.
getDeclaredMethod ("addAssetPath", String.class);
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mAddAssetPath.setAccessible (true) ;
if (((Integer) mAddAssetPath.invoke (newAssetManager,
externalResourceFile)) == 0) {
throw new IllegalStateException("Could not create new

AssetManager") ;

}

// Kitkat needs this method call, Lollipop doesn’t. However, it
doesn’t seem to cause any harm

// in L, so we do it unconditionally.

Method mEnsureStringBlocks = AssetManager.class.
getDeclaredMethod ("ensureStringBlocks") ;

mEnsureStringBlocks.setAccessible (true) ;

mEnsureStringBlocks.invoke (newAssetManager) ;

// %% Part 2. REEE Activity & AssetManager 85| 4, SIBHANIA FEEH
newAssetManager
if (activities != null) {
for (Activity activity : activities) {
Resources resources = activity.getResources();

try {
Field mAssets = Resources.class.
getDeclaredField ("mAssets") ;
mAssets.setAccessible (true) ;
mAssets.set (resources, newAssetManager) ;
} catch (Throwable ignore) {
Field mResourcesImpl = Resources.class.
getDeclaredField ("mResourcesImpl") ;
mResourcesImpl.setAccessible (true) ;
Object resourceImpl = mResourcesImpl.get (resources) ;
Field implAssets = resourcelImpl.getClass().
getDeclaredField ("mAssets") ;
implAssets.setAccessible (true);
implAssets.set (resourceImpl, newAssetManager) ;

pruneResourceCaches (resources) ;

// %% Part 3. {5%|Resources H53|AEE, LM AssetManager A REHLA
newAssetManager
// Iterate over all known Resources objects
Collection<WeakReference<Resources>> references;
if (SDK_INT >= KITKAT) {
// Find the singleton instance of ResourcesManager
Class<?> resourcesManagerClass = Class.forName ("android.app.
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ResourcesManager") ;
Method mGetInstance = resourcesManagerClass.
getDeclaredMethod ("getInstance") ;
mGetInstance.setAccessible (true) ;
Object resourcesManager = mGetInstance.invoke (null);
try {
Field fMActiveResources = resourcesManagerClass.
getDeclaredField ("mActiveResources") ;
fMActiveResources.setAccessible (true) ;
@SuppressWarnings ("unchecked")
ArrayMap<?, WeakReference<Resources>> arrayMap =
(ArrayMap<?, WeakReference<Resourcess>>)
fMActiveResources.get (resourcesManager) ;
references = arrayMap.values();
} catch (NoSuchFieldException ignore) {
Field mResourceReferences = resourcesManagerClass.
getDeclaredField ("mResourceReferences") ;
mResourceReferences.setAccessible (true) ;
//noinspection unchecked
references = (Collection<WeakReference<Resources>>)
mResourceReferences.get (resourcesManager) ;
}
} else {
Class<?> activityThread = Class.forName ("android.app.
ActivityThread") ;
Field fMActiveResources = activityThread.

getDeclaredField ("mActiveResources") ;
fMActiveResources.setAccessible (true) ;
Object thread = getActivityThread(context, activityThread) ;
@SuppressWarnings ("unchecked")
HashMap<?, WeakReference<Resources>> map =
(HashMap<?, WeakReference<Resources>>) fMActiveResources.
get (thread) ;
references = map.values();
}
for (WeakReference<Resources> wr : references)
Resources resources = wr.get();
if (resources != null) {
// Set the AssetManager of the Resources instance to our
brand new one
try {
Field mAssets = Resources.class.
getDeclaredField ("mAssets") ;
mAssets.setAccessible (true) ;
mAssets.set (resources, newAssetManager) ;
} catch (Throwable ignore) {
Field mResourcesImpl = Resources.class.
getDeclaredField ("mResourcesImpl") ;

mResourcesImpl.setAccessible (true) ;
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Object resourceImpl = mResourcesImpl.get (resources) ;

Field implAssets = resourcelImpl.getClass().
getDeclaredField ("mAssets");

implAssets.setAccessible (true) ;

implAssets.set (resourceImpl, newAssetManager) ;

resources.updateConfiguration (resources.getConfiguration(),
resources.getDisplayMetrics());
}
} catch (Throwable e) {
throw new IllegalStateException(e);

I3

fBEIRRE, Instant Run FRIRIBERMMEE D AL,

1. E—1#HY AssetManager, B kF1ER addAssetPath, X415
BRFTRIBESIMAE AssetManager 1, XEFFEE T — NS BRBHA]
#Y AssetManager.

2. #{EIFrEZ IS BRIRE AssetManager HIithy, @BiTkET, 5| BLER
79 AssetManager.

HEFABETLIRD, KRS EIEFRE 0N EIFFE AssetMan—
ager B3|k, EIEMSLILIZEEHLREE,

XEPWNER, BAE addAssetPath XM ERE. WERKINKE—TENREE
SLHLEHE

L Android 6.0 A5, addAssetPath &#&EBZEIT native %,

@frameworks/base/core/java/android/content/res/AssetManager.java

/**

* Add an additional set of assets to the asset manager. This can be

* either a directory or ZIP file. Not for use by applications.
Returns

* the cookie of the added asset, or 0 on failure.

* {@hide}

*/




110 > FRAIRZE Android EERARRIE

public final int addAssetPath(String path) {
synchronized (this) {
int res = addAssetPathNative (path);
makeStringBlocks (mStringBlocks) ;
return res;

private native final int addAssetPathNative (String path) ;

Java EfY AssetManager RENE%, BIEXTRELIBEIMBEIZIE, HXH
f7F native EH C++ LAY AssetManager,

47 addAssetPath Ft2FTXNME, AEWISHEEERSIESENTE, &8
NMEFRRERER .

e public final int addAssetPath(String path)
e android content AssetManager addAssetPath
* AssetManager::addAssetPath

* AssetManager: :appendPathToResTable

* ResTable::add

* ResTable::addInternal

* ResTable: :parsePackage
BRITAVAD LR E D, MAMERE T, BXENTLI—EBRET X,

ABSIEME, BUEANNTREEE, %EEIEPA resources.arse, AfE
RITCIER, FERIEERER AssetManager B9 mResources AR,

@frameworks/base/include/androidfw/AssetManager.h
class AssetManager : public AAssetManager {

mutable ResTable* mResources;
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AssetManager B9 mResources k&2 —1 ResTable f5ia{k.

class ResTable

{

mutable Mutex mLock;

// BERY, BTFZHREEREE,
status_t mError;
ResTable_config mParams;

// Array of all resource tables.

Vector<Header*> mHeaders;

// FRFFA resources.arsc RIGEHE, XHEETHERIT addassetPath MEFRHER
HRE 1d 58,

// Array of packages in all resource tables.
Vector<PackageGroup*> mPackageGroups;

/] BEREENIE, SEFREMEHHARN package id FITNHEE,

// Mapping from resource package IDs to indices into the internal

// package array.

uint8 t mPackageMap [256] ;

// &3l&k, F®0~255 M) package id, BNTLENHFM % id FT/E PackageGroup 7
mPackageGroups FH index

uint8_t mNextPackageId;

— Android IHZRBE— ResTable, ResTable AR = mPackageGroups
SEMERITYNRRENES. FU— " RIFEEHEZE resources.arsc, Eic
RTMBEREFEN d DEREBRURZTRERFNMEFHFE, XEEREUTHEHF
fiEHY. [IR/ERY AssetManager MY E X NG, ARIEHEXEEFMHE
mPackageGroups E£H.

| 3.2 FEXHAIEL

A resources.arsc XA, LR EEHE—M ResChunk (LLTFE#R chunk)
BHERR R, MSTELFFEE, B8 chunk BISLERER.E— ResChunk_header %4
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1, B8R TIXA chunk BIA/NFNEIEZEEY,

/**

* Header that appears at the front of every data chunk in a resource.

*/

struct ResChunk_header

{
// Type identifier for this chunk. The meaning of this value depends
// on the containing chunk.
uintlé t type;

// Size of the chunk header (in bytes). Adding this value to

// the address of the chunk allows you to find its associated data
// (if any).

uintl6_t headerSize;

// Total size of this chunk (in bytes). This is the chunkSize plus

// the size of any data associated with the chunk. Adding this value
// to the chunk allows you to completely skip its contents (including
// any child chunks). If this value is the same as chunkSize, there is
// no data associated with the chunk.

uint32 t size;

¥ ResChunk_header # 89 type At &, o LAXIEIX A chunk 21438,
MTEE T LAEE ROZANalf# X chunk.

R 52— chunk f&, MIX/ chunk + size B9 BEFFIE, FolLUERIT—
chunk B &, XEFMT LUMORIEZEREEN ENEERS

—fi3ki, —resources.arsc EEBEE T package, AHEIABERT,
HITE T H aapt T ERAIBRB—1 package. X/ package BEEE7T app #H
EREER.

RFEEEEEZEE TR ENZRUREN MRS . FiIFE, Android HAY
BYRR, HBECE—HRS.

mE2— 2 UHF, B+ EFIRkETRTE OXPPTTEEEE, PP /9 package
id, TT Atypeid, EEEE A entryid,
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M RAA? 1E resources.arsc BEELUERFHIACEAINE?

3F package id, B4 package WRIIEEE N RES_TABLE_PACKAGE_
TYPE #9 ResTable_package £5#3 &, ResTable_package & #3 {K A7 id
RRTEFFRIEH package id.

33 F type id, B type IR M2 %5 A RES_TABLE_TYPE_SPEC_
TYPE 89 ResTable_typeSpec &9k, ©H id B R L =52 type id. B
2, Ztype id BAX A 4LE, FEF package chunk 2/ Type
String Pool & X fi# #r 18 1 A9, tE 20 Type String Pool & {& )X B attr.
drawable. mipmap. layout & #f &, Tt % 7~ attr Z2 8 {9 type id 9 1,
drawable Z£Bf9 type id 792, mipmap &Y type id /9 3, layout ZEAY
M type id 8 4. FrLL, 8 type id XRL T Type String Pool EBIZFFF IR
FrigERIZLEY

XIF entry id, 81 entry R—1M&IRIN, KRINERBHZINNGEIRE
BHEIENmESH. BHRER, — 1 type BIZMNEBHIMNE—NRRR, H
entry id 79 0x0000, =19 0x0001, LUtbze¥E. HLLE(IR L EEZEE
TE entry id B9, REEBIRIEBHRINFRE. BRI BSEZHMR, 128
=M, BEYJLUEERRIN ResTable type:NO_ENTRY REA—1Z

;b'_'\q;\)?o

ENEIF, FHAREER DT RIFR apk, A aapt #Bth—T, BEIHPI—TE:

$ aapt d resources app-debug.apk

spec resource 0x7£040019 com.taobao.patch.demo:layout/activity main:

f£lags=0x00000000

X

FFEx, activity_main.xml XM RIRRS 2 0x7f040019, ©HI package

id 2 0x7f, BIRZEAAYid 79 0x04, Type String Pool EME N NFZFEES

layout

58S, M 0x04 ZKEUHIZE 0x0019 MRIRINFHLZ activity_main IX N EIR,
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| 3.3 ETRTEIRRIRER

EXIAH Android SDK s Hi3kRY apk, 2H aapt TE#HTITE/, HEFEEHN
package id #2 0x7f,

RERRES, BHE framework-res.jar, package id 3 0x01,

FEER app NE—1THBZE, RAMEEEH(IPNEF— 1T ELRIT ZE
BRI AssetManager 7.

@frameworks/base/core/java/android/app/ResourcesManager. java

Resources getTopLevelResources (String resDir, String[] splitResDirs,
String[] overlayDirs, String[] libDirs, int displayId,
Configuration overrideConfiguration, CompatibilityInfo

compatInfo) {

AssetManager assets = new AssetManager () ;
// resDir Bi2R%#E apk
if (resDir != null) (
if (assets.addAssetPath(resDir) == 0) {
return null;

Alt, X AssetManager EFiEEB8ETEZARZRBLIN app NLES, 7
2 package id 5 0x01 BY framework—res.jar 189 % & #1 package id 73 Ox7f #9
app “EBXRR,

MR ITEIEEIREG AssetManager E4¥4E addAssetPath B9 4N T S A9
&, BT NTBE®EAY package id tBE Ox7f, FEEFE— package id FIE#H
MEFIR, XeBEFNEIE?

£ Android L 2f5, X220, e ibitERINeERMNEIZsfenE
— PackageGroup FH.
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MIEFIIATE, 252818 ERE— type id PAXTNAIZERY, tNRIZER
THRBREIE EFIZBIAINZA—E, £TH—% warning log, E23BIONE
1ZZEA Typelist &1,

status_t ResTable::parsePackage (const ResTable package* const pkg,
const Header* const header)

TypelList& typelList = group->types.editItemAt (typelndex) ;
if (ItypeList.isEmpty()) {
const Type* existingType = typeList[0];
if (existingType->entryCount != newEntryCount &&
idmapIndex < 0) {
ALOGW ("ResTable_typeSpec entry count inconsistent:
given %d, previously %d",
(int) newEntryCount, (int) existingType-
sentryCount) ;
// We should normally abort here, but some legacy
apps declare
// resources in the 'android' package (old bug in

AAPT) .
}

}

Type* t = new Type (header, package, newEntryCount) ;

t->typeSpec = typeSpec;

t->typeSpecFlags = (const uint32 t*) (

((const uint8_t*)typeSpec) + dtohs (typeSpec->header.

headerSize)) ;

if (idmapIndex >= 0) {
t->idmapEntries = idmapEntries[idmapIndex] ;

}

typelList.add(t);

BEE get XN RIRHINTRE?

status_t ResTable::getEntry(
const PackageGroup* packageGroup, int typeIndex, int entryIndex,
const ResTable config* config,
Entry* outEntry) const

const Typelist& typelist = packageGroup->types[typeIndex] ;

/] %% ME— type i8R, WHRNKERNEBREANTE, REAFZHTEMN,
// Iterate over the Types of each package.
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const size t typeCount = typeList.size();
for (size t 1 = 0; 1 < typeCount; i++) {
const Type* const typeSpec = typeList[i];

int realEntryIndex = entryIndex;
int realTypelndex = typelndex;
bool currentTypelIsOverlay = false;

if (static_cast<size t>(realEntryIndex) >= typeSpec-sentryCount) {
ALOGW ("For resource 0x%08x, entry index(%d) is beyond type
entryCount (%d) ",
Res_MAKEID (packageGroup->id - 1, typelndex, entryIndex),
entryIndex, static_cast<int>(typeSpec->entryCount));
// We should normally abort here, but some legacy apps declare
// resources in the 'android' package (old bug in AAPT).
continue;

const size t numConfigs = typeSpec->configs.size();
for (size t ¢ = 0; ¢ < numConfigs; c++) {

if (bestType != NULL) {

// Check if this one is less specific than the last found.
If so,

// we will skip it. We check starting with things we most
care

// about to those we least care about.

if (!thisConfig.isBetterThan (bestConfig, config)) {

if (!currentTypelsOverlay || thisConfig.
compare (bestConfig) != 0) {
continue;

bestType = thisType;

bestOffset = thisOffset;
bestConfig = thisConfig;
bestPackage = typeSpec->package;
actualTypeIndex = realTypelndex;

// If no config was specified, any type will do, so skip
if (config == NULL) {
break;
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EIREEA Type MRIRRT, S MNBIERRR, BHEiRAEARELESE
B, BRIEEEARIEN config LLRIEMNEIFASSAEBE. MY TFR—
configms, #NT PHIRRFKIZA ZEN T . FTLATE Android L LLERIRRAE, TR

B AssetManager EIIA#NT &, EREFHOAERLY, N FERLEER.

£ Android 4.4 R LA FiRZA, addAssetPath R 28T IR FMNE
T mAssetPath 7, MEEBRFTNSIERINZIERT app & — X117 AssetMan-

ager::getResTable HIFTE,

@android-4.4.4 r2/frameworks/base/libs/androidfw/AssetManager.cpp

const ResTable* AssetManager::getResTable (bool required) const

{

// %% mResources BF#, HiEFRME, FHEETE,
ResTable* rt = mResources;
if (rt) |

return rt;

}

// Iterate through all asset packages, collecting resources from each.
AutoMutex _1 (mLock) ;

if (mResources != NULL) {
return mResources;

}

if (required) {
LOG_FATAL IF (mAssetPaths.size() == 0, "No assets added to

AssetManager") ;

}

if (mCacheMode != CACHE_OFF && !mCacheValid)
const_cast<AssetManager*>(this)->loadFileNameCacheLocked () ;

const size t N = mAssetPaths.size();
for (size t 1=0; 1i<N; i++) {

// ... %% EIEfRHT package 897 ...
1

if (required && !rt) ALOGW("Unable to find resources file resources.

arsc") ;

if (1re) |
mResources = rt = new ResTable();
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}

return rt;

MERITRIINE N THRIERINTR, getResTable EEMITIE T EBERT . X2
EAMBHRMNZBNMIE T EFEXEIE, Android framework ERRBHRE%E
IREREIBBE ., FrLA, LUEBMER addAssetPath, tBREFRNNEIT mAssetPath,
HASKRERN . LGN T BEENERERENEN!

FrLA, & Instant Run XM AR, —EFE— 12 AssetManager B, 2

EEIATENFHFRRE, BiisFE0 AssetManager,

| 3.4 SRERNERIESHE

B, #NTEZEE®/)\, GERTAZEBNNNTBEERERNTH, RAA=E.

MmEBLEASR, 25T bsdiff, WRFVMEE, KRR TAKEER, TiziTH
BRSCEE BN XEFHLERNTBRRR, E2EEETHNE TEmAYRE, %
FTITHERT. GRENEEERENE, NIEESREESE.

MIRARKAZENL Instant Run BI5 %, mE LSS, 28CER aapt,
T BB T BRFEHITENRRS . XEMITRENEK Android SDK TEE,
BRI FE A B T A RIF X RAY aapt MRASEH TR

XL ETLANEE, —MFNEEREMEER R, BEFRIENNT BEB/N, R
BRNEARERERE, XNERBATERE. HIEET 1 BaifmE LRSZXN
FYAE

BEKIR, FHNWIET — package id 3 0x66 HIFFE, XMERBEN
TTHERIA, AREEERE AssetManager & addAssetPath X8, 9AfF,
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%5 BF«NT BRI package id 75 0x66, RNS5BEBEISEMNEAT Ox7f iHZ
WEEMAZIEEMN AssetManager o LIBRFERT . N T BE2ENRE, R

LEREEEER

MRFAERZEM. w .

fEonx

o WFHEER, BENOANNTE, 2
bFIRAY.

s WFEISHR, BNIRERERE

A N
o WFEXE
EITNANT BOBHE, RRBES|I B ESMEN g, BHEEFIE/RFREH

IB&E id IR AT id.

MATT, EMAAERX

EFREEERSIBRTLLT,

BMFNEEEEMERRE, UREERTRE THENEE.

=iiER, Fiilo s 2 IiiEage?

R4

*':P |E/R 5@71_

iR, LB T —KE R ZENER. HITEMNMBRE,

\

i vy

NN N N B 5wy 4
F—KERIZB T BAIER, SIXEFH:
type Ox01 attr type Ox01 attr
0x7f010000 subtitle 0x7f010000 subtitle
0x7f010001 expanded 0x7f010001 expanded
0x7f010002 textAllCaps 0x7f010002 textAllCaps
0x7f010004 homelayout 0x7f010004 homelayout
0x7f010004 isLightTheme 0x7f010004 isLightTheme
type 0x02 drawable type 0x02 drawable
0x7f020000 | d_background 0x7f020000 | d_background
0x7f020001 holo_dark 0x7f020001 holo_dark
0x7f020002 holo_light _|_> 0x7f020002 holo_grey
type 0x03 layout 0x7f020003 holo_light
0x7f030000 | activity_main —L> type 0x03 layout
0x7f030001 content_main 0x7f030000 activity_main
0x7f030002 nav_menu 0x7f030001 | content_main
0x7f030003 dropdn_item 0x7f030002 | dropdn_item2
0x7f030004 abc_dialog > 0x7f030003 abc_dialog
type 0x04 string type 0x04 string
0x7f040000 app_name 0x7f040000 app_name
0x7f040002 no > 0x7f040002 no
0x7f040002 dialog_title 0x7f040003 dialog_title
old resources new resources

B 3-1

type 0x01 drawable
0x66010000 holo_grey

type 0x02 layout
0x66020000 | activity main
0x66020001 | dropdn_item2

type 0x03 string
0x66030000 no

patch
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ERSERTAMIGRE, A&RXTATREEBINER. BERTATREER
'TJC 'TE id ﬁ/_:EEQ—h—E)]J\IEO X %T%JB@TE/]J\Iﬁ

3.4.1 FFENFERESH I RS

JER, FNRREES5IHRREEHEL, FE7T holo_grey 1 dropdn_item?2
RIR, FBAVRREHIIIANE patch . FHHB T 0x66 FLAVRIR ido

MIHENR N RESH TEENFREN type FIRAEENZENER Id RET
1%, tbl holo_light, id B 0x7f020002 % J3 0x7f020003, i abc_dialog FH
0x7f030004 Z£79 0x7f030003. FEF RN EZMEHIAY, X58IX aapt {78
REr xml BNIREBE X . KEMBRREASION patch, B2 patch B9EE+<
A% id 195 | ALt

EEAMREISE, HNEXAERY

imageView.setImageResource (R.drawable.holo_light) ;

XA R.drawable.holo_light 22— int {8, ©8YER aapt I8EM, WFHEE
B, BMfEsitdk, BEEEBEIRIMN res/drawable/holo_light.png, Tiz&EE.
oL ARMREIER, ERCHESER 0x7f020002, FRLUXITREESEMN T

imageView.setImageResource (0x7£020002) ;

METET—NBERE, WHKREMS, holo_light WEIFREIRE, KiB5A
g, ERFMEER, BFERXTE, BTHRENEASHN Id KT, ¥F
R.drawable.holo_light 895 |HE& T T -

imageView.setImageResource (0x7£020003) ;

BLr EXFERARNET RIRNE, BARETBAIIE, FrLAFRAEXILEH
[BCR3ZRl, SICHEEmANXITARBEERIFRA .
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imageView.setImageResource (0x7£020002) ;

AR BHTREBAINIL . XFEEABI M ASRNE AL T8

3.4.2 ABRKRENTHITRR

M FRERERZNER (8 layout BY activity_main, XTJ8EEEA1E
T activity_main.xml IXHRE. E®BRE)T string BY no, STEEEFH(MEN T
ENFEFERNE), SIIESEAE patch 1, HEFRS A id.

MAENAIES, BaxEEE, o,

setContentView (R.layout.activity main);

bR el

setContentView (0x7£030000) ;

RIS ELFTIBIEZ AT, HNSEHEEmAIXITRBER

setContentView (0x66020000) ;

X, TR, SEESXITABAEREFIQNEIRETNE, T2
HENABEESEETITRE, XHFMSIRET ERIFAE SRR,

3.4.3 HRTRIEIR
HFMIREIER, T .

XARGFIERR, BRARIEMMIER T, MRBEHFNABPEASEIE, BRFERIE
BERAR, SESTAFET.
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3.4.4 XF type BIZ T

o LUER, BT typeOx01 B R REIE IR B LK, ATLAEA typeOx01 &
IREBIZ B IINE patch #, XBEEEEEM type BY id #ERIB T —(U. Hik Type
String Pool PIIFHFBEMEHITIEE, XFAEERES 0x01 A9 type FEE drawable,
MR ERKE attro

FRUABAITILAESR], PRBES, 1ERIRIE{TITAA patch ZRIEERT .

MELESXMIESETFEIE patch, HNFEEFIHENRREHET, D3RR
Hep#Y resources.arsc X4, XEEFTIRAVARE], FHREENEHRITRTGE B package
id BUFTRRE . XENT BIEER package id REARZ 0x7f #1 0x01 71T, TLLE
2= Ox7f LATHIE=, FAFAEEIEES 0X66.

IEXFENINT BRE, HBEXEA resources.arsc NEE+2THE, EXZ
EHEXA—D— chunk #HIT@EIT DL, AEBENTEE— 1 EMEAEEN
ZHHIN chunk, XEEREZITIES aapt MV, Xbr EFRITETENHED
E2ETIRE aapt IRFNEHFREIIRE.

| 3.5 E{fiffithEiR AssetManager

¥FF Android L LAERIIRA, BEEREIRE AssetManager £ patch 47
T . HEBETFTEZEERA AssetManager, FrLARZ KEMI R EHE N EIRIBIER
TERFEET, KKIES 7NN THIREE,

BZaEEhd, £ Android KK FILLTFHRA, addAssetPath @ F&IERIR
B9, WBIEFFIE— DY AssetManager FINN patch, BiRisERERAT, B4R
AR X EH Instant Run —#F, M—KIERSAFIRITE BRI TIET15?

XTFXARIER, FNBHETENHENS, F1HEEBULHAERE .
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£ AssetManager FORISEE, E— 1 E@EAVRA,

@frameworks/base/core/java/android/content/res/AssetManager.java
public final class AssetManager {

private native final void destroy();

BBE, X 2FFRHEER AssetManager AR RIRE, HlIKREEBCENK
T A,

static void android content AssetManager destroy (JNIEnv* env, jobject clazz)
{
AssetManager* am = (AssetManager*)
(env->GetIntField(clazz, gAssetManagerOffsets.mObject));
ALOGV ("Destroying AssetManager %p for Java object %p\n", am, clazz);
if (am != NULL) {
delete am;
env->SetIntField(clazz, gAssetManagerOffsets.mObject, 0);

g LIEE, §5%, e 7 native ERY AssetManager, ZAGIE java B89
AssetManager %7 native 289 AssetManager fI5|BIRH=,

AssetManager: : ~AssetManager (void)
int count = android atomic_dec (&gCount) ;
//ALOGI ("Destroying AssetManager in %p #3%d\n", this, count);

delete mConfig;
delete mResources;

// don’t have a String class yet, so make sure we clean up
delete[] mLocale;
delete[] mVendor;

native =AY AssetManager TR M TR ENFRBEMNR, XERSBERZA]
JIIE=AG: S/
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MITE, java BERY AssetManager EEMR AT ER. HAIFTLUEAEY init
i, MeEFETIEt T

@frameworks/base/core/java/android/content/res/AssetManager.java
public final class AssetManager {

private native final void init();

XEHEZED native 1%,

static void android content AssetManager init (JNIEnv* env, jobject clazz)

{

AssetManager* am = new AssetManager () ;

if (am == NULL) {
jniThrowException (env, "java/lang/OutOfMemoryError", "");
return;

am->addDefaultAssets () ;

ALOGV ("Created AssetManager %p for Java object %p\n", am, clazz);
env->SetIntField(clazz, gAssetManagerOffsets.mObject, (jint)am);

X, AT INt AIATIR, S7E native BEIEZ—NMRBAMIRIE, FE
mResources iR B IRWHIAT AssetManager., ZAEFHIIBEX E#1T addAsset—
Path, ZEHBTF mResource i BWIBHKIE, FMoJLAEZEES#ET mResources A9
B8, MEFRBLET add HEARIERT

@android-4.4.4 r2/frameworks/base/libs/androidfw/AssetManager.cpp

const ResTable* AssetManager::getResTable (bool required) const
{

ResTable* rt = mResources;

// %% mResources RAWMBKE, A%, BEATE return,

if (rt) |

return rt;
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/] %% BSNHREIXE, #TH add #HEH path HH0F,

const size t N = mAssetPaths.size();

for (size t 1=0; i<N; i++) {

// ... BT package

&
Z

z

SEA < 125

}
return rt;
}
XA RRISCIARBUN T
Method initMeth = assetManagerMethod ("init");
Method destroyMeth = assetManagerMethod ("destroy");
Method addAssetPathMeth = assetManagerMethod("addAssetPath", String.
class) ;
// %% #14 AssetManager
destroyMeth. invoke (am) ;
// %% EFiE AssetManager
initMeth.invoke (am) ;
// %% BZ mStringBlocks
assetManagerField ("mStringBlocks") .set (am, null);
// %% EFAIERTE AssetManager BT N AERRZ
for (String path : loadedPaths) {
LogTool.d (TAG, "pexyResources" + path);
addAssetPathMeth.invoke (am, path);

}
// %% B0 patch HIREEZ
addAssetPathMeth. invoke (am, patchPath) ;
// %% EIFM mStringBlocks W{H
assetManagerMethod ("ensureStringBlocks") . invoke (am) ;

}

private Method assetManagerMethod (String name, Class<?>...

parameterTypes) {

try {
Method meth = Class.forName ("android.content.res.AssetManager")
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.getDeclaredMethod (name, parameterTypes) ;
meth.setAccessible (true) ;
return meth;
} catch (Exception e) {
LogTool.e (TAG, "assetManagerMethod", e);
return null;

}

private Field assetManagerField(String name) {

try {
Field field = mAssetManagerClass.getDeclaredField (name) ;
field.setAccessible (true) ;
return field;

} catch (Exception e) {
LogTool.e (TAG, "assetManagerField", e);
return null;

XEEZFEMH S E mStringBlocks. BIiCR T ZBIMEISHRE X RS
String Pool, FILRZIHRILGOFZFRIBICRKKEN . WRFHITERDIS, T
EEEREICH S S AR,

HFHRIMNEEEXNIRE M AssetManager HiTH AWM EW, FREREX
AssetManager WSR2 IRBRENTH, X, HAEER Instant Run 3B
FEHTEBRMENR T .

s —1E, =1Ll Instant Run BB M RENA R, T&# AssetManager

X—%, BTLURABRHRMNXMSETER, SENNE0,
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| 3.6 FE/NE
=T, tBLCFEATEE EAREEST, BINRHOESRESN AT

o FEANTE, BERMHIBRREITENT BRE. (XLEE aapt AT

SCIR)

s MWTIARES, N BFREEBTHMINEIR. (XL Instanat Run. Amigo
£753RISEI)

¢ AHZREBAHETHEMRTES. FTERETITEMAEEERE. (XL Tinker 89
SCHR)

E—ENHBEIRNEHME, BAXFNRENSIBREHRABRG, ERR
EERFEABREENSIFN . BRLMERREENRVAZHTABEEN. M
ZEIRE, AHREHITRBEER, SURRSIBGLHITIELE. MEERIEHFE
HENRRVEIR id, #EHTRY id. BKIA id HRERER int BF1TE#R, FIUSEKE

M, MEAERRIM, ST2EMFEERE d HEER, XHESBXANHF
IR,

BXMEREWRAELN, BARDPSBEARIXFERNET, FEIEFE,
ISIXHFMRIR id BEFEA1T. BELI, FREBTUBHRNASXRTX LT
MF=E, FTUERTLUABEOZMER, REFTEIREFHE.

2
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| 41 SO EZEEFEE
Java Api I LA R OME— so &

e System.loadLibrary (String libName): {EHEXHISH : so EEW,
FEY so FESUE, fITF apk E4EX4FRY libs BR, REEHIZE apk &%
EE S

e System.load(String pathName): {EiHEISE] : so EEHETHITE

Bz, MNE—1BENXIMBE so X,

LR EINE — so &, LhrLHEEEEA nativeload IX native /5
AR so E, XN IENSE fileName: so FEEMEPNSERKREZRE,

KB + BXAIAN @R so FEMNERE, TEAEERA, stringFromINI-»>
Java_com_ taobao jni MainActivity stringFromJNI FSIEMRAY native 5

i%, test-s>test mIZEMHI native %,

public class MainActivity extends Activity {
static {
System.loadLibrary("jnitest");
}
public static native String stringFromdNI () ;
public static native void test();
}
/] BEM stringFromdNT Adh Jik
extern "C" jstring Java_ com taobao jni MainActivity stringFromJINI (JNIEnv
*env, jclass clazz) {
std::string hello = "jni stringFromJNI old....";
return env->NewStringUTF (hello.c_str());
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/] M test Fik
void test (JNIEnv *env, jclass clazz) {
LOGD("jni test old....");
}
JNINativeMethod nativeMethods[] = {
{rtest", "()V", (void *) test}
}i
#define JNIREG CLASS "com/taobao/jni/MainActivity"
JNIEXPORT jint JNICALL JNI OnLoad (JavaVM *vm, void *reserved) {
LOGD ("old JNI OnLoad") ;

jclass clz = env->FindClass (JNIREG_CLASS) ;
if (env->RegisterNatives(clz, nativeMethods, sizeof (nativeMethods) /
sizeof (nativeMethods[0])) != JNI OK) {
return JNI_ERR;

}

return JNI_VERSION 1 4;

BAIELE INI fRi2h, EEMAY native iR RSEY] INT_OnLoad /5i%, [@
RJSCIL—™ JNINativeMethod [] #{4H, E#EAAY native BiA M IE Java+ 3

STEEIRTRE + BiEBRIE

1. JNI_OnlLoad
native void nativeMethods [ ZTER ke e Fhesm
test() void test(env, jobject)

1. test/oiAE—RHAT
dvmResolvedMativeClass A

| void Java_f15_35
_test{eny, jobject)

native void

test() 2. hashtabler & #EILE]
findMethodInLib

B 4-1 native x84

BT

o mIEAEMAY native 3 AMRETEIIINEL so EEIIFEH VAR INI_OnLoad /5418
FA5ERk.
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o BRIEARAY native F5IAMRET 21T1Z native F5iEE—IRMITHIAHEZ SR BR
5, BARHERIZ so ECK load i

| 4.2 SO EAERESRERITIED

4.21 mhZEFEM native BiESERTERK

BIEREMN DL so ERVINEIRIE, FHANMEHZZEMAY native 5EEB—
JNI_OnlLoad 7ZiZ#EEHH TR —IXEET, AR EREEMENFER so &,
SRIEEMNENT so &, #EETAL Java B native /5i%%l native B patch BHIFT A
AT, XSRS TR native 75iERY patch SERMES . —3KEHER

ﬂ E—iRloadFsokE

AR
— void test(eny,
jobject)

native void
test() ERloadkhT sofs

AT
— void test(env,
jobject)

4-2  ENASERR native 5 iESERTAERR

SSARIL art TIXEFRTLMMEISSET AR, B2 Dalvik MARZISSATERY, @
SARBURIEN LM, L Dalvik 5% 2K load 38T so B, HUTRINARIRE
so EEfJ INI_OnLoad /3i%, MAE#MNT so ERI INI_onLoad 75i%, FrlA Dalvik
THAZISEIT AR, HAVREESITT, BEAZZIRREk so ERY INI_OnLoad /5
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%, BBAFKANESENBEUATH N RHEE B,

e dlopen() : IREIGEFHA— Do EREN TR
A dlopen EEIISEZEEGR, KEBHK—1 symbol

e dlsym() : B

B SR E T Dalvik EIAH T & dlopen RIS, JBRFBTE /bionic/linker/
dlfen.cpp X4, A iEEAMAELR: dlopen-> do dlopen -> find library

-> find library internal

static soinfo* find library internal (const char* name) {
soinfo* si = find loaded library(name) ;
if (si != NULL) { //so EEEZM#HT
if (si->flags & FLAG LINKED) {
return si; // BERREZ so EHNGR
}

DL_ERR("OOPS: recursive link to \"%s\"", si->name);
return NULL;
TRACE (" [ '%s' has not been loaded yet, Locating...]", name);

si = load library(name); //so EMAMEIL, load library #iTHIZEL
if (si == NULL) {
return NULL;

}

return si;

findloadedlibrary /A #IE name £7~AY so EREELWMET, R
I ERZREIZFINNE so FEMNDR, IRBMNEE, B load_library =itil
#H so &

static soinfo *find loaded library(const char *name) {
soinfo *si;
const char *bname;

// TODO: don’t use basename only for determining libraries
// http://code.google.com/p/android/issues/detail?id=6670
bname = strrchr (name, '/');

bname = bname ? bname + 1 : name;

for (si = solist; si != NULL; si = si-snext) {
if (!strcmp(bname, si-s>name)) {
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return si;

}
}

return NULL;

EREIR, BAEHESLXZE Dalvik EHFL FAI—1 bug, XEE
basename L&, EHFRANSE name SLFr 2 so FEPIEHERIZEIRE, b

NIEIHE S E8Y so ERIER 12 /data/data/com. taobao.jni/files/libna-

f:L

tive-1lib.so, BRIt E1E )T bname: libnative-1ib.so {Ef9 key &,
FAVEEE—IXNNERFM so FE System. loadLibrary ("native-1ib") ; SLfR

£21E solist RHPFET native-1ib X key, FrLA Dalvik FEMMEKIES
EB9% T so ZEXIRIERIR so FEXMHRIFR, FRLAMITRIDARIRE so FERY INT_
OnLoad J3i%, Art FAGFEXNEAE, E2E S Art FXMEFGRELL name A key
EEH A E bname, il art FEH load —iE# T so &, ZFRIET so B
RIEHE, SAIEMIT4MT so FERY INI_OnLoad

FRLAAT ##iR Dalvik FEANXDERE, BBAMREXIGHT so #iTe8E, thun
A NT so EERTRIRIFIENZ [IEZRY, /data/data/con. taobao. jni/files/
libnative-1ib-123333.s0, FE—HHFEHRIITEE, FAEFRXD bname 2
£RE—N, ZBEENDHT, & solist FEHN key EEEMHE—HI, FrLAULETEILL
& Dalvik FEzNZEMA native 751 ERISEATERS .

422 B%IU\IIHH natlve Hiﬁggﬂj-i;&

TEEIEEHAXNT so EHITEG RN BE—IZIRTT LIBIERS IR0
T so FEETI LAMKEI Dalvik F0 Art FahZ5iEM 5 E09SERT 4R, BEME RS
native 7 5R SR ERIAEERBE L T,

BUEEA MRS B2 M0 native /A iERILET 27F native /55— KIITHIBTIEF,
SRR T MRS, FRLAUNER native A ATENIEANT so EZRIEEHITEHT, PAREX
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MEHRIX DN ERHSIEMAY native 5iA—EEAENEE ? FFiziIE, RS INI APIEHE
TREAYEO.

static jint UnregisterNatives (JNIEnv* env, jclass jclazz) {
ClassObject* clazz = (ClassObject*) dvmDecodeIndirectRef (ts.self(),
jclazz) ;
dvmUnregisterJNINativeMethods (clazz) ;
return JNI_OK;
g
* Un-register all JNI native methods from a class.
*/
void dvmUnregisterJNINativeMethods (ClassObject* clazz) {
unregisterdNINativeMethods (clazz->directMethods, clazz-

>directMethodCount) ;
unregisterdNINativeMethods (clazz->virtualMethods, clazz-
svirtualMethodCount) ;
}
static void unregisterdNINativeMethods (Method* methods, size t count) {
while (count != 0) {
count--;

Method* meth = &methods[count];

if (!dvmIsNativeMethod (meth))
continue;

if (dvmIsAbstractMethod (meth)) /* avoid abstract method stubs */
continue;

dvmSetNativeFunc (meth, dvmResolveNativeMethod, NULL); //meth-
>nativeFunc EFHIEM dvmResolveNativeMethod

}

UnregisterNatives EHEIE jclazz FIEEMIPTE native /5 5EBEHIgH
79 dvmResolveNativeMethod, PRLLEMA UnregisterNatives ZEAERE#SHE

RN EME native FIEZAIRENITIIEMEANT so RIEHRASEIHEM
RS, FRLATRIIRFBEUTIERA.

static void patchNativeMethod (JNIEnv *env, jclass clz) {
env->UnregisterNatives(clz) ;

BE— 1R, B native BIEMERZEE SO FEH, FRAEAINWT TR
RYERNEEERZ2WMA Java E2EEREM native Hix., XNOREEM T, R
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NGB LFEMIEM native 730%, #Af5 load 3T so EZfE, BIXHITIZ
native 75i%, XHEFERRETLINZ native F5iASEATER, BR2UKXEI, T T

o EEMEMAIRT, java I native 73/A0JBEMETEIR so FEI7 %, hoTAemRET
EINT so EMIEERRIFTIE.

BSGESIEMAY native 75iEZBINARRLT, BE=NBEITZS L. EEA

T unregisterdNINativeMethods ##F A%, BBAIZGIEIEIE0 meth->na-

tiveFunc = dvmResolveNativeMethod, BFABRIEIZ{TIZA ERIRTIE, LR L

MITHYR dvmResolveNativeMethod K E, X MR FETH java B native /5

& native E75 1 ARIRGTEAE .

void dvmResolveNativeMethod (const u4* args, JValue* pResult,
const Method* method, Thread* self) {
ClassObject* clazz = method->clazz;
/* now scan any DLLs we have loaded for JNI signatures */
void* func = lookupSharedLibMethod (method); //ff lookupSharedLibMethod 77
E3) so EXHNNH native FiEREIES
if (func != NULL) {
/* found it, point it at the JINI bridge and then call it */
dvmUsedNIBridge ( (Method*) method, func);
(*method->nativeFunc) (args, pResult, method, self);

_Eﬁ-

return;

dvmThrowUnsatisfiedLinkError ("Native method not found", method) ;

static void* lookupSharedLibMethod (const Method* method) {
return (void*) dvmHashForeach(gDvm.nativeLibs, findMethodInLib,
(void*) method) ;

int dvmHashForeach (HashTable* pHashTable, HashForeachFunc func, void* arg){
int i, val, tableSize;
tableSize = pHashTable->tableSize;

for (i = 0; i < tableSize; i++) {
HashEntry* pEnt = &pHashTable->pEntries[i];
if (pEnt->data != NULL && pEnt->data != HASH TOMBSTONE) {
val = (*func) (pEnt->data, arg);
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if (val != 0)
return val;
}
}

return 0;

gDvm.nativeLibs @—1"2FEE, BEE— hashtable, ZFHEE RN
0% so FEHY SharedLib 51185t . SARIZEE/ENSHUEIRL dvmHashForeach
FEH1T hashtable 1@ . #1147 findMethodInLib & E 2 G EIXTRIAY native

#igst, WRB-THEFERE return, REFHITFXIERK.

XNERREE, EEMVFAEFERET hashtable XM EIELNE, hasht-
able B9 LI JE B 7 dalvik/vm/Hash.h #ll dalvik/vm/Hash.cpp 49, B
MBI LETEERE, XERFTIEMDH. hashtable BB HIIBENLEE
dvmHashTableLookup /52 SLH, IR T java.hashtable ] c.hashtable
SRS

o HES: MELRLHISEESM, hashtable ZEMRBITIINELSH
1TH S, #EX key i#1T hash i+ HEA/FIR hashtable AIKEHITEUENE
73 bucket,

e RE: Dalvik EIHL T hashtable put/get #{ESCH /5%, SCFR ESCIE
tt java hashmap BYSCHIE @B —LE, java hashmap B9 put SLMFHE BRI
hash #Z=miER, —MIER FTSBEZERRT R EFIE— M ERGE R,
RIS get TMBBHIXEFRBIL equals FiELLE value EHE—HHT
&, davlik T hashtable 9 put 3£ _E (doAdd=true) R 2 E RIS
TBEIT 1MW E. get LM (doAdd=false) E46iRIE hash Bit&H
bucket iI&, GBI cmpFunc RHHRESE N, T3, BHTE.
hashtable A H SEFRRl 2 #1481 7 SEIL

¥ET davlik T hashtable FISCIURIE, BBEAIBRE TRIEREIAY : #MT so
EERZMEIRET, A4 java 2 native FiETIREMETEIR so FERY A Tl gERR
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FRIFNT so ERMEERAIFA L. —KEIRAEIR

gDvm.nativeLibs(hashtable4&14)
RIS B77E sofERYSharedLib 851918

E " nload#h T sofE
FR1 BSER s EEREREE ‘System_load[“ .. ibtest-123333.507)
b T soffE(/data/datay... flibtest-123333.s0)

#—mload/FsofE
dvmHashForeach i 5 System.loadLibrary("libtest.so")
k! libtest.

B LB T8 R it kit il S I D
BRIIEEISER
| iy B~ Mrload#h T sofE

R MRS AR e Systermn.load(".../.. /libtest-876666.507)
# T soFf(/data/datal.../libtest-876666.50) |

4-3  EAEM native F3ASERTAERK
FRUAEA T LUBEIZS1E

o XJ#NT so FEHITED , WNRIXMNT so EEE hashtable I BV R
so FEHIN B SRR, BRAXNERSIEM native FAiEFiEEBEEIEE, B
REEMEAREE,

4.2.3 SO ERERBRTE
E2F FENSH, so BRISRITEMBABEUTLR

1. so FEA T HE Dalvik I FahZ5iE native 751 ERISCRTARL, 470X so
XHHTEE

2. §tXF so EEERSIEM native 5IERYSERT AR, BEFERIEMESIIMAY
native 737%, XPMMBEMESR, EAKNRUERE so BEFIELDERSIEMAY
native 7iARETEE ., RIRMEFKNIENREFSIMAY native 51EFE
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fRIEAR, B load ¥ so EHAURRIES BB TRAKES.

3. EEYANT so #ITTE XM, BBABTEREIEE T XAAE, R
T so EEBR, *NT so %%, B4 INIEHI OOM tEARIR AL

4. BIM—RET so IRFIE T — NS EMAVGIEM dex FIRBHENIE,
BEERNEHX NN so XHSIR NoSuchMethodError §5, BENSIE1E
dvmRegisterdNIMethod ., EAIXIBEIR dex ANRHIE T — native
&, BPAERTHREERELEMNERER, FTLALIT#NT so iABEE
Xload 7. XMERT so FERIEETERIT dex BIEERZR.

SJLAEE| SO FEEAEMA R, XTEHTIEMAY native TiEE—ENRRME,
FeEmE—RRAVNERAME, PTUIREFINGT so FERISERTAENTFR K, MR
so FFIEERSHZEERENSE.

| 4.3 SO ERHEEREYREMAE

ATEFHRTERN, FRMN=AEBYSHEEREINBES T T so &

4.31 EOEARAE®EE

sdk I2tEOE R System ERIANNE so FEEO

SOPatchManager . loadLibrary (String libName) -> % System.loadLibrary (String libName)

SOPatchManager.loadLibrary ¥ [1/N% so FERYAFHRL =X K N02E sdk
IBEBRTRIZNT so, MNERIRUT :

o WRFEMMNEANT so EMASENELEZE apk DEER T so E.
e WMBAGTEXT so, BBANAR System. loadLibrary EXMN&E %% apk B
FTFAY so .
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AifEO
L. apkZiEE R T EKsofE

—= System.loadlibrary()

L sdkdg=%bT soEEER

2 apkTiEE R TEKsofE

—p| SOPatch.loadLibrary()

4-4 EOERAERSII

AT LRBRIERIX N RAMTHRR :

o = AHBEXNAE sdk IRA#HITRE, BRAMER sdk iAEE System.
loadLibrary XMz,

o R ABDFESMRE System BIAMNE so FEE A sdk R4EAYEL,
MR B EEMEFBBEFN=FEN so EFZ patch, IBARREMEIECN
B,

BARXTHRLNEE, RNAFZENARE sdk AKX DE, BEE—ENR
IRMIRFEE=ZT B so ERNHERFIGANRALEOBA, BEHRIIKETR
FHEANTD R

4.3.2 RENENGE

BIEIN BT System. loadLibrary ("native-1ib") ; M0& so FEMRIE, H
native-1ib X so FERZRELS native FiEHITHIZSHE so EEMETRHISEE

£, tbal. /data/app-lib/com.taocbao.jni-2/libnative-1lib.so, SO

B

£ 1% DexPathList .nativelLibraryDirectories/nativelibraryPathElements

TEMETFHNERTERBAIEER.
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sdk<23 DexPathList.findLibrary S£¥a0~

/** List of native library directories, */
private final File[] nativeLibraryDirectories;
public String findLibrary(String libraryName) {
String fileName = System.mapLibraryName (libraryName) ;
for (File directory : nativeLibraryDirectories)
String path = new File(directory, fileName).getPath();
if (IoUtils.canOpenReadOnly (path)) { //path X{ffF# R
canOpenReadOnly, 1R[EIZ path
return path;
1
1

return null;

SILLRIMELimHA nativeLibraryDirectories 4B, WRKF T IoUtils.
canOpenReadOnly (path) IR [8] 9 true, BB A Ft E#% IR [O]1%Z path, IoUtils.
canOpenReadOnly (path) iR[E]A true FIRTIRE E 2 FE path £~ so 4=
A, BBABRMIATLAREEMEESE REEAL R, REERIBT so EFRIERE
{HNEl nativeLibraryDirectories ¥ /HRIRAIEMAEISIATIINE so FERIAHE
24T so EMARER so ERIBR, MmAZNESRIBEM.

sdk>=23 DexPathList.findLibrary SE¥ a0~

/** List of native library path elements, */
private final Element[] nativeLibraryPathElements;
public String findLibrary(String libraryName) {
String fileName = System.mapLibraryName (libraryName) ;
for (Element element : nativeLibraryPathElements) {
String path = element.findNativeLibrary(fileName) ;
if (path != null) {
return path;
}
}

return null;

sdk23 L £ findLibrary LM EL K E T, W EFR®, BBAEINRE
EEMT so ERNREBRFENSHEE — 1\ Elenent WK, RAEBEHEAE

nativeLibraryPathElements BAIRBIEMIF T .
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dk < 23
m:w Fifegjg_ PathClassLoader.

nativelibraryDirectories

#TsofEEEF
- FRARAE 2 apkZEEFRsoFER
3

5. /fverdor/lib

sdk == 23
new Element & PathClassLoader.

nativelibraryPathElement
HTsoEER ’
EANEEE 2. apkTEHFsoFEE
3

5. /verdor/lib

B 4-5 RENENENR

o iR: TLMEE=FEN so E. BBASARTEEAR 1 —1Fa5ENA
FHOEA .

o TR, EEARBIAIN sdk HITIERL, Wk sdk23 ADFZ, findLibrary 1%
OSMELRE T T,

HNMEEAEZREAT BHIEE apk f—1 so EEFES T cpu 221919 so
A4, Eba "armeabi”,"arm64—-v8a", "x86" £, MESEEMEEF— so EX
AR, AR BT RAY so BEXE 2 E ST,

| 4.4 WMAEHSHIHT SO E

FEREIN—NEE, XEATEFANE, BRENSENY: Android 7
SEREEENNERIRIE R HotFix ARNE, XEXIELUMSARIER, BRHKBEEE
LN EIEIZM A abis BRIEASHITHE PathClassLoader W&, —KEE
BTRHTRE:



http://mp.weixin.qq.com/s?__biz=MzA3NTYzODYzMg==&mid=2653577702&idx=1&sn=1288c77cd8fc2db68dc92cf18d675ace&scene=4#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MzA3NTYzODYzMg==&mid=2653577702&idx=1&sn=1288c77cd8fc2db68dc92cf18d675ace&scene=4#wechat_redirect
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Bz FrabisFlFk
BLild. SUPPORTED_64_BIT_ABIS apkj{{i
apk3X {Flibs B R FPFitarmed-vBa aeAna
BrlAprimaryCpuAbis: armé4-vBa i lest so
armé4-vBa > libXX.s0
/ armeabi-v7a
libtest.so
MERTF apk3flios B 3 R fE armB A Ts (& lipxx.s0
armeabi-v7a. primary! is: armeabi-va7|
Build. SUPPORTED_32_BIT_ABIS armeabi
| o ’#’,'"d‘_ﬂd,__...ﬂﬂ_—...pﬂ__ﬂ—.»
2. armeabi -1 . 86
. apk3t#libs B &Parm64-v8a, armeabiv7a | X
757, primaryCpuAbis: armeabi | e
———

B 4-6 0EligE primaryCpuAbis

SLbR EANT so RFAESRMIRYENE, IRV T so BESUAIEI+ T B/ libs B
FT@E, libs BRI .dex X4 res BREXMG—RITBH— N EHE X ENR
EHNT 6, libs BERTEEHBEEH abis BR. FIUKINEEEEFNESEN
primaryCpulbi, ZAGM libs HR THEIEE X primaryCpuAbi F HREANE
nativeLibraryDirectories/nativeLibraryPathElements ¥HH, FRLIE

Ai%HE primaryCpusbi BXHE, KE (] sdk BIRRISEIN

static {
try {
PackageManager pm = mApp.getPackageManager () ;
if (pm != null) {
ApplicationInfo mAppInfo = pm.getApplicationInfo (mApp.
getPackageName (), 0);
if (mAppInfo != null) {
if (Build.VERSION.SDK INT >= Build.VERSION_CODES.
LOLLIPOP) { //sdk>=21
Field thirdFiled = ApplicationInfo.class.
getDeclaredField ("primaryCpulbi") ;
thirdFiled.setAccessible (true) ;
String cpulbi = (String) thirdFiled.get (mAppInfo) ;
primaryCpudbis = new String[] {cpulbi};
} else { //sdk<21
primaryCpulbis = new String[]{
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}
}

} catch (Throwable t) {

Build.CPU_ABI, Build.CPU_ABI2

LogTool.e (TAG, "SOPatchManager static block", t);

}

o sdk>=21 07, BEERSTZE ApplicationInfo 3T primaryCpulbi BIT]
o sdk<21 8%, HFUATAY: 64 {7, PRLAEIZHE Build.CPU_ABI, Build.

CPU_ABI2 {9 primaryCpuAbi BJTJ
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|45 XENE

T SO EMEEARBEMESXKBNEROBERERLN, FERFIENBR
EOFA. BREIFA SO XHEEREXBNERIEINNE R, EREN. B8
BIFRVEIBM . WRE SO MHEELIAEMIIFR, BETLUMEIRY, AEBLR
HIB5.



BE55 MEEEREREE

MMEER— M EUSTELRAIRR, AFAENRER LU —ETRIMEE
HER, BRBEAENEMEH., BATE LELEREFRIMEE SAMHEF

NRZ, TAERIAHE, FREXET—RIZE, JAENEREEN
RREELD. Fill, KE—TRETE. MERRLAIBIIRE, RMEESHTE
HIRAREZIRE. FH, RMEEAFTEERNEF i SDK, ©R8a T ZEHHIM
RSimAvESZE, XBERBBEASEMHENTLIRERTTMRET.

EEAEIE, TUBEREETWNAEXM. FRENZCESNERBHREIE
SRz Z S,

Eitb, FAWE Sophix ARSIEFBIRIEEMBRABA T ERRFTOE, BF
X—ERAENDRZESRMTHIRFESRE . ARYUBERDENEZBHHMEE
ERFHITRIE, XHEFE, JLoWEEERE. Sophix Bt T —EENMTEMNEF i

RSIH—AIAEFRL R, METERRE—RITE. NEER. SRRILMRS R
EHRMEXRENS, IHRBARIHNELI&ERYTRNESUMNEN. FEER
BiEE. KREE. SO FEELE, #HMETIWReE.

| 3 Android BISEZSRISZE

REASLEMEERAKREMEA B “BREL" BA—3K. BAR, ®IE
RARENRZER, HABELFA] Android BFR—1EMNAESIIIRENG?


https://www.aliyun.com/product/hotfix
https://www.aliyun.com/product/hotfix
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XEHXFBREEF—T. MEEXAKRTEBTFHEMERA Android “BRE", BiLL
g0, EM Android #Hi2(RIE, Zil app FEHEEREERRKARRL, XEEFHEE
FNEEXNART, RETREFINEIR. BLW, app BITERIREERS, £
BMWAFRRTERSRIE. EBELIOMERME, —1 app @ITHE—2 app, 7+
BEKHSERT, @EFNFEAE. 203, XERAEZAT app [ BAIF @R
EFIERAERISEIRRE .

MRMEERARZTEAREN, BRENE—MFNAPMIFRE NGB, &~
R BT LUREIECEF app, EISIHEERERR L&, FERTRENIIEZELR
APy, FMAFPEERSTERNEFRSR, Ta 7 AESFFTENINTE, XXLRL2
BET Android HAETSHR, REXHEHSTZREEN, SEFRIEAMEEINEREN.
M Sophix FIIEEN, REI T AHFREREN, FEEEFESFRENRATN
EIEIIRIE

| Android 5 i0S #YEENARE

BUERATE], FRHRT IOS IMEETNRE, XL IOSHARETRTRAKA
ESE 78

MMEETNREREELL, RFEGRSE app MEAREERAAITEN, XHFE—BH
MRAL T O, BENEMEAEEZETDER. AE—LEREEINEELEHI TR
B, XESE— 1 ERNENEFNSEEEERN, WRMERBRE, KITEHN
TSR . ME, BRZEEH FHE app, MUREER, RATE 1IMBRY
INT HBERRRAVE, MENSA TR/ EZ LR MB =281 8EEN

FRX—BERAEL, FERS ABREIAELF Android FIRVEER AT .. &
XE, HMNILUTBEXAMERIIMS. E79 Android BB I0S 2BIRATRRE .
FEEWISHE:
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B&[O Android B91575¢, Android #YZEH I0S 2BWATRER. EEEWD
H:

o ATIERAEFEAIBAR
e Android 0 10S FIFFHIEARE

BREPERBGERIBFZH N, BECEENFREATE, EREZESTD
LENAHIRE, RERE—8 app RERE. »I, Android EFFRHY, SN E
HOTLUMES, BR—SBRNLERE/LFEFATREH.

| =3k, TIRET&E!

HATIFARKZREUA, Android FIREETEAMNASREIT R, RMES
RRORETE, BNEE=AXFSANE &, BRlIERR2EECEXFT
Sophix, BEBEELZEME], K2ES app NREMEMZEMENERTE. B
ZEREETUSESR BEIE, WES app DERFHGHITIEE, XFENTLUER
SN OTA Fk.

Alt, PEERFFEERIEENEFEETPERE ., MMEE XTI LLSE b4t Thl
1, SIRLRMITTaEE. mXE, BIEEHFEF ANB sk ROM | /&,
HEHERN Android FIESE N,



R

| Sophix BEMNELLE

FHEXLE AndfixFHREkRA FIEHotfix 1.X fIEHotfix 2.0
Yabr = X, BESERY X, BRESER SERSZHF
Yaprsi= Y IV Sz ST LUSBE A
FiERGBR QAXFFESHIE RAXFFESHIE e BsA R
BPATAERY X5 XHF mERzE P
% DEX HF X5F X#F
WIREH HF RHFF X%
so FEEEHT R RFF X5
Android KA X#2.3~7.0 %35 2.3~6.0 SIFEE 7.0 E
EENE KB REBDHF EXZISZE
R 7% INEEmREIRIE NEEmREIR
MEREIRFEE 1, NFTRE 1%, JLFFIRFE 1, (NSBER FHLIRE
ERANT ZH, e ITIRIE 2B, WOITIRIE EiE, ERARE
TR K, 1RZEGRISE N, RBRRIGE K, (REHEERFLE ¥
RSS2 % % SRS iR X RFBRSS IR
1528

[0] BAERIBEE L. SEEEXT 8 LESEEIE long,double,float AR SX,

(1] 2BaA=, BNEFEER app £ MBI A 8542,

[2] 33F Andfix & Hotfix 1.X 8B IFAIRIBENIER, EREMEIBPATERL. MXSF Andfix &
Hotfix 1.X R3IFHABLNIER, SESBNHAR, LITH A EME TR,

[3] Hotfix 1.X EEXFBE XD TRFN, R27E X86 BRELURIENR T BIUNEREL DR
ROM EARSZHF,

(4] BT TRENE, NREXLHSENEH, HESBEMHNTER—L, XPERER
M. HERFRESERNHS, MU TEEEEAERENNT .

(5] IRMMARFSIHAN T RIBFNER . RABEHFKEINGE, FHARE LENNTE,
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. ] - .
| Sophix S EE@LELE
BRI Sophix
. FIRTSZHSENRT R IE ST R
DEX &5 e
RIREH =28, THE/k
SO EEH {GESEI, FFRER
MEBEIRGE %, RNSBHMBERTELIRE
. BHiSGFCRmIFNHIREsE
ERNT MR
T AN i\
AR BIREAN
Android iRz LETIF
Ll N EHRE BRI
RS U5 ZIFIRSSuRiEE

Tinker Amigo

REMEE REMEE

288, THEGH
RESEHL, FPRIER

58, TRGH
BiE0, FANER

=, BENRIE K, £5&i%
WENONREREE LETERSIRSIR
I N
i=PrJ —A%
EIS2 5 SRR
MEEBRSEIRE  NEERRSEIRE
AR IniEF] ZIFIRSS IRt
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RARIZRETETBE
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