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Level 1 Server CIS Benchmarks:

7/29/2019

OS Version Percent Passed

2012 Member Server 9743

2012 Domain Controller 97.34

2016 Member Server 98.27

2016 Domain Controller  97.49

Centos 7.6.1810 95.57
RHEL 7.6 Maipo 96.84
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2016 Member Server:

Administrator: Command Prompt - powershell

(Release 1687

Windows Server

T\Assessor-CLI»

2016 Domain Controller:

EX Administrabs

¥ antivirus programs when opening attachments
Ensure 'Configure Windows spotlight on lock seresn’ 1% et o Dizsabled'....
Ensure 'Do not suggest third-party content in Windows spotlight® is set to "Emabled’..

(L2} Ensure 'Do not use diagnostic data for tailored experiences” 15 set to "Enabled’...... Not Selected
Ensuré 'Turn off all Windows spotlight featurses' 1= =&t to "Enabled'........ccievee... Not Selected
Ensure 'Prevent users from sharing Tiles within their profile.’ is set to "Enabled’... Pass

(L1} Ensure ‘Always install with clevated privileges’ 75 set to "Disabled’ Pass
Ensure 'Prevent Codec Download' iz set to "Enabled’ . Mot Selected

i

Azsessment Results Summary =*°
Total 2 of Results: 371

Total Scored Results:

Total Pass:

Total Fail:

Total Error:

Total Unknown:

Total Not Applicable:

Total Mot Checked:

Total Mot Selected:

Total Informational:
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Score Earned: 272.0
Maximus Available: 279.0
Total: G7.49%

- Generating CheckTist Results...

Ending Assessment - Date & Time: 07-23-2019 14:50:56
Total Assessment Time: 1 minute

Generating Asset Reporting Forsat.

Collecting Checklist Results.

Combining Results.

Group Policy on the primary Domain Controller (2016dc
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2016 Domain Controller:
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Results from gpresult /scope computer /h c:\scripts\computer.html:
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Results from gpresult /scope user /h c:\scripts\user.html:
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Centos 7:
[ admin [ 2012dient [ 2012dc [ 2016dient [ 2016dc [ puppet [ pfeense [ rhel7dient [ centos7dlient

root@centosyclient/home/gerry/a

<1> root@puppeti/et.. <2> root@centos¥di...

no
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RHEL 7:

202/225:

283/225;

284/225:

285/225: Not Checked
286/225: Not Checked
287/225: Ensure password fields are not empty

288/225: Ensure no legacy "+" entries exist in fetc/passwd

289/225: Ensure no legacy "+" entries exist in /etc/shadow

218/225: E re no legacy "+" entries exist in /fetc/group

211/225: E root is the only UID 8 account

2312/205: " F root PATH Integrity

213/225: Ensure all users’

214/225: E re users’ home directories permissions are 758 or more restrictive
215235 E re users own their home directories

216/225: E re users’' dot files are not group or world writable

2172350 F no users have .forward files

218/225: E re no users have .netrc files

219/225: E users' .netrc Files are not group or world accessible

228f225: E no users have .rhosts files

221/225: E re all groups in

2234295 'E re no duplicate

223/225: Ensure no duplicate

24205 T duplicate

225/225: E duplicate

Total # of Results:
Total Scored Results:
Total Pass:

Total Fail:

Total Error:

Total Unknown:

Total Not Applicable:
Total Not Checked:
Total Not Selected:
Total Informational:

Score Earned:
Maximum Available: 158.8
96.84%

- Generating Checklist Results...

Ending Assessment - Date & Time: 67-29-2810 68:48:46
Total Assessment Time: 33 seconds

Generating Asset Reporting Format.

Collecting Checklist Results.

Combining Results.

Saving Results.

Generating Data-Stream Collection.

Data-Stream Collection Generated.

Asset Reporting Format Generated.

Writing Assessment Results
- Reports saving to fhome/gerry/Assessor-CLI-v4.8.7/Assessor-CLI/reports
-- williamsg-rhel?.uta.edu-CIS_Red Hat Enterprise Linux 7_Benchmark-20819@729T884846Z-ARF.xml
Assessment Complete for Checklist: CIS Red Hat Enterprise Linux 7 Benchmark

Disconnecting Session.

Exiting.

[root@williamsg-rhel? Assessor-CLI]# cat /etc/redhat-release
Red Hat Enterprise Linux Server release 7.6 (Maipo)
[rootgwilliamsg-rhel? Assessor-CLI]#
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