Count of 1K
blocks

100000
1000000
10000000
100000000

100000
1000000
10000000
100000000

Adler32
Time [ms]
43
405
4014
40439

MByte / second
2260
2412
2433
2415

Performance of Java Hash Functions in MBls

6000

5000

4000

3000

2000

1000

CRC32

107
1040
10452
104599

913
939
934
934

FNV1a (java-
common)

131
1307
13136
132487

745
747
743
737

FNV1a-64
(java-common)

123
1230
12304
124449

794
794
794
785

Murmur3A (java- Murmur3F (java- FNVJ32 (java- FNVJ64 (java- Murmur3A

common) common) common) common) (Guava)
52 34 36 21 212
465 268 315 172 1755
4587 2609 3116 1655 17858
45846 26028 31217 16611 240965
1878 2872 2713 4650 461
2100 3644 3100 5678 556
2129 3743 3134 5901 547
2130 3752 3128 5879 405
M Adler32
W CRC32

FIW1 a (java-common)
M FrV1a-64 (java-common)
W Murmur3A (java-commaon)
B Murmur3F (java-comman)
B FMVJ32 (java-common)
B FrYJIGS (java-commaon)
W Murmur3A (Guava)
B Murmur3F (Guava)
| MDs
B SHA-

Murmur3F
(Guava)

236
1879
21269
267253

414
520
459
365

MD5

341
2880
28152
289813

286
339
347
337

SHA-1

505
4783
47794
497737

193
204
204
196



Countof 1K CRC32
blocks

100000
200000
300000
400000
500000
600000
700000
800000
900000
1000000
2000000
3000000
4000000
5000000
6000000
7000000
8000000
9000000
10000000
20000000
30000000
40000000
50000000
60000000
70000000
80000000
90000000
100000000

(F

107
211
315
420
524
628
733
837
942
1040
2079
3120
4160
5200
6251
7295
8340
9381
10452
20888
31349
41821
52256
62718
73157
83614
94147
104599

1200

800

Time in ms (less is better)

)

400

1]
100000

52
98
143
189
236
282
327
373
419
465
924
1382
1839
2297
2754
3210
3669
4128
4587
9180
13769
18355
22939
27527
32120
36690
41274
45846

Execution Time of Hash Functions in Java (1M)

34
60
86
12
138
164
190
216
242
268
530
795
1058
1316
1575
1833
2091
2350
2609
5199
7787
10386
12989
15596
18198
20805
23413
26028

FNV1ia
131
262
392
523
654
784
915
1045
1176
1307
2640
3949
5261
6569
7876
9181
10501
11815
13136
26248
39407
52682
65808
78970
92356
105835
119393
132487

FNV1a-64 FNVJ32

123
246
368
490
613

1107
1230
2446
3676
4905
6127
7349
8576
9807
11041
12304
24657
36942
49306
61568
73943
86227
98651
111333
124449

36
67
98
129
160
191
222
253
284
315
627
938
1249
1560
1872
2183
2494
2805
3116
6234
9351
12473
156595
18713
21822
24958
28085
31217

FNVJ64
21
37
54
7
87
104
121
138
155
172
334
501
666
830
995
1160
1324
1489
1655
3317
4980
6641
8307
9969
11626
13287
14950
16611

300000

500000

700000

300000

Number of hashed data blocks (TKB of pseudo random data)

FNVJ32 FNVJ64
Fallback  Fallback

7 51
144 100
212 148
280 197
347 245
414 293
481 342
549 390
618 438
681 487
1353 948
2026 1420
2696 1893
3365 2363
4038 2835
4711 3308
5379 3780
6047 4253
6749 4727

13490 9924
20296 14941
27153 19962
33924 25024
40672 30147
47438 35079
54459 40344
61666 45510
68911 50436

W CRC32 {
Reference)
B Murmur3A
Murrnur3F
W FNVia
W Frv1a64
W FNVI32
W FrvUE4
W FNVI32
Fallback
W FNVIE4
Fallback

Time (less is better)

160000

120000

80000

40000

Murmur3A Murmur3F FNVia FNV1a-64
2,06 3,15 0,82 0,87
2,15 3,52 0,81 0,86
2,20 3,66 0,80 0,86
2,22 3,75 0,80 0,86
2,22 3,80 0,80 0,85
2,23 3,83 0,80 0,85
2,24 3,86 0,80 0,85
2,24 3,88 0,80 0,85
2,25 3,89 0,80 0,85
2,24 3,88 0,80 0,85
2,25 3,92 0,79 0,85
2,26 3,92 0,79 0,85
2,26 3,93 0,79 0,85
2,26 3,95 0,79 0,85
2,27 3,97 0,79 0,85
2,27 3,98 0,79 0,85
2,27 3,99 0,79 0,85
2,27 3,99 0,79 0,85
2,28 4,01 0,80 0,85
2,28 4,02 0,80 0,85
2,28 4,03 0,80 0,85
2,28 4,03 0,79 0,85
2,28 4,02 0,79 0,85
2,28 4,02 0,79 0,85
2,28 4,02 0,79 0,85
2,28 4,02 0,79 0,85
2,28 4,02 0,79 0,85
2,28 4,02 0,79 0,84

Execution Time of Hash Functions in Java (100M)

FNVJ32
2,97
3,15
3,21
3,26
3,28
3,29
3,30
3,31
3,32
3,30
3,32
3,33
3,33
3,33
3,34
3,34
3,34
3,34
3,35
3,35
3,35
3,35
3,35
3,35
3,35
3,35
3,35
3,35

Il CRC32 (
Referance)

W Murmur3A
Murmur3F
M Frvia
W Fvia-B4
W Frva3z
W FNVIE4
W Frva32
Fallback
W FrviIB4
Fallback

10000000

30000000

50000000

70000000 90000000

Number of hashed data blocks (KB of pseudo random data)

FNVJ64
5,10
5,70
5,83
5,92
6,02
6,04
6,06
6,07
6,08
6,05
6,22
6,23
6,25
6,27
6,28
6,29
6,30
6,30
6,32
6,30
6,29
6,30
6,29
6,29
6,29
6,29
6,30
6,30

Factor’CRG32 (higher is better)

FNVJ32
Fallback

1,39
147
1,49
1,50
1,51
1,52
1,52
1,52
1,52
1,53
1,54
1,54
1,54
1,55
1,55
1,55
1,55
1,55
1,55
1,55
1,54
1,54
1,54
1,54
1,54
1,54
1,53
1,52

3.00

0.00

FNVJ64
Fallback

2,10
2,11
2,13
2,13
2,14
2,14
2,14
2,15
2,15
2,14
2,19
2,20
2,20
2,20
2,20
2,21
2,21
2,21
2,21
2,10
2,10
2,10
2,09
2,08
2,09
2,07
2,07
2,07

Relative Pe

o

rformance to CRC32

Number of Iterations (100K - 100M)

W Murrur3A
W Murmur3fF
FNV1a
M FiV1a-64

W FrvI32
W FiVIE4
W FrvI32

Fallback
W FrvJed
Fallback



Count of 1K
blocks

100000
200000
300000
400000
500000
600000
700000
800000
900000
1000000
2000000
3000000
4000000
5000000
6000000
7000000
8000000
9000000
10000000
20000000
30000000
40000000
50000000
60000000
70000000
80000000
90000000
100000000

CRC32
107
211
315
420
524
628
733
837
942
1040
2079
3120
4160
5200
6251
7295
8340
9381
10452
20888
31349
41821
52256
62718
73157
83614
94147
104599

Time in ms (less is better)

Adler32 Murmur2

43
84
124
164
204
244
284
325
365
405
811
1212
1615
2020
2423
2829
3233
3633
4014
8055
12097
16095
20130
24361
28362
32373
36432
40439

3000

0
100

82
151

1469
2167
2992
3695
4397
5105
5811
6517
7221
14210
21351
30486
39695
49052
58379
65511
72632
109539

Murmur3A
Guava

212
384
559
730
900
1069
1239
1415
1585
1755
3522
5241
7145
8863
10583
12308
14026
15742
17858
39432
56713
86542
106667
142134
159682
178519
197973
240965

Murmur3F
Guava

236
412
597
769
939
1127
1298
1469
1640
1879
3698
5629
7330
9245
10959
15767
17470
19166
21269
46681
66428
99197
135649
157580
182645
224538
248122
267253

MD5
341
622
912
1194
1475
1755
2036
2318
2599
2880
5675
8486
11297
14123
16930
19729
22533
25336
28152
57416
86667
115606
145709
174351
202750
231535
260652
289813

Execution Time of Hash Functions in Java (1M)

|

000 300000

500000

700000

900000

Number of hashed data blocks (1KB of pseudo random data)

SHA-1
505
977
1449
1922
2394
2865
3336
3812
4283
4783
9481
14347
19061
23789
28674
33403
38156
43053
47794
99332
157838
204944
255567
305062
354067
403346
450560
497737

W CRC32
W Adler32
Murmur2

W Wurmur3A
Guava

W Wurmur3F
Guava

W VDS

Time (less is better)

300000

150000

75000

Execution Time of Hash Functions in Java (100M)

[ CRC32
W Adler32
Murmur2

W Murmur3s
Guava

W Murmur3F
Guava

W MD5

10000000 30000000 50000000 70000000 90000000

Number of hashed data blocks (1KB of pseudo random data)

Murmur2

1,30
1,40
1,43
1,44
1,45
1,46
1,46
1,47
1,47
1,47
1,42
1,44
1,39
1,41
1,42
1,43
1,44
1,44
1,45
1,47
1,47
1,37
1,32
1,28
1,25
1,28
1,30
0,95

Facto/CRC32 (higher is better)

1.20

0.40

0.00

Murmur3A
Guava

0,50
0,55
0,56
0,58
0,58
0,59
0,59
0,59
0,59
0,59
0,59
0,60
0,58
0,59
0,59
0,59
0,59
0,60
0,59
0,53
0,55
0,48
0,49
0,44
0,46
0,47
0,48
0,43

Murmur3F
Guava

0,45
0,51
0,53
0,55
0,56
0,56
0,56
0,57
0,57
0,55
0,56
0,55
0,57
0,56
0,57
0,46
0,48
0,49
0,49
0,45
0,47
0,42
0,39
0,40
0,40
0,37
0,38
0,39

MD5
0,31
0,34
0,35
0,35
0,36
0,36
0,36
0,36
0,36
0,36
0,37
0,37
0,37
0,37
0,37
0,37
0,37
0,37
0,37
0,36
0,36
0,36
0,36
0,36
0,36
0,36
0,36
0,36

Relative Performance to CRC32

SHA-1
0,21
0,22
0,22
0,22
0,22
0,22
0,22
0,22
0,22
0,22
0,22
0,22
0,22
0,22
0,22
0,22
0,22
0,22
0,22
0,21
0,20
0,20
0,20
0,21
0,21
0,21
0,21
0,21

Number of lterations (100K - 1000

W Murmui2

W Murmur3As
Guava

Murmur3F
Guava

W vDs

W SHA1



Count of 1K
blocks

1000000
10000000
100000000

1000000
10000000
100000000

1000000
10000000
100000000
AVG

Adler32

298206
2977652
29632590

20570062746
2126411572238

642,814
6645,036
66362,873
24550,241

Murmur3F
CRC32 Murmur2 Murmur3A (lo 64 bits) FNV1a FNV1a-64 FNVJ32
Sum of (Bit distribution off from perfect distribution) [sum of delta]
14787 10714 10590 28538 14526 24732 12714
31729 43175 37267 73318 34580 88345 35295
101181 109388 83283 225453 119674 209282 162460

Sum of (Bit distribution off from perfect distribution)*2 [sum of delta*2]
9881451 5375698 5117168 17224648 9907722 14618466 8290620

55235815 90872455 64303883 130912064 57231966 173767835 63046539
212361194394918 525233267606973266310742285 125844388 661642476 116859840 122941979

Negative Quality Factor (0 would be perfect) [sum of delta*2 / count / bits]

0,309 0,168 0,160 0,269 0,310 0,228 0,259
0,173 0,284 0,201 0,205 0,179 0,272 0,197
0,164 0,190 0,097 0,197 0,207 0,183 0,384

0,215 0,214 0,153 0,223 0,232 0,228 0,280

FNVJ64

19261
77964
256839

9278107
138207844
1457745923

0,145
0,216
0,228
0,196

Bias (0 is perferct, lower is better)

0.340

0.160

0.100

Bit Distribution Bias

Il CRC32
W Murmur2
Murmur3A

B Murmur3F (lo
64 bits)

W FHv1a
W FHV1a-64
W FHVJ32
[ RacVaLT



Count of 1K
blocks

100000
200000
300000
400000
500000
600000
700000
800000
900000
1000000
2000000
3000000
4000000
5000000
6000000
7000000
8000000
9000000
10000000
20000000
30000000
40000000
50000000
60000000
70000000
80000000
90000000
100000000

Adler32
9
35
83
147
218
302
416
539
706
868
3500
8048
14454
22718
32734
44383
57788
73178
90214
358658
801566
1416730
2199431
3146386
4251541
5513740
6932360
8499427

CRC32
3
5
11
20
28
52
69
89
102
128
476
1070
1856
2920
4180
5767
7560
9510
11665
46451
104323
185379
289261
416953
567502
739448
935856
1154526

Note: None of the 64 bit hash had collisions

FNV1a
0
4
8
15
26
40
54
72
103
127
426
1026
1835
2846
4136
5650
7311
9291
11548
46436
104415
185638
289799
416546
566196
739584
936306
1155327

Murmur2
0
4
15
27
37
52
66
92
111
133
507
1082
1878
2894
4152
5695
7439
9427
11629
46399
104622
185735
289925
417667
567682
740368
936819
1155721

Murmur3A
3
8
14
20
28
40
54
68
85
104
502
1122
1926
2998
4229
5758
7472
9502
11708
46430
104805
185984
290339
417683
567696
740290
936327
1154474

446
1066
1930
2963
4254
5731
7461
9443
11676
46750
104460
185330
289740
416989
567455
740602
936960
1155559

Number of same hash values

Number of same hash values [

Hash collisions (up to 1M data blocks of 1KB)

1000
750
G
s
@ 500
3
3
250
m—
i
100000 300000 500000 700000 900000

Number of hashed data biocks (1KB of pseudo random data)

Hash collisions (up to 100M data blocks of 1KB)
10000000

7500000

5000000

collisions)

2500000

10000000 30000000 50000000 70000000 90000000
Number of hashed data blocks (TKB of pseudo random data)

W Adle32
[l CRC32

FNV1a
W Murmur2
W Murmur3A
W Frv)

W Adler32

M CRC32
FNV1a

B Murmur2

W Murmur3A

W PR

Number of same hash values

Number of same hash values

160

Hash collisions (up to 1M data blocks of 1KB)

[l CRC32
W FNY1a
120 Murmur2
- W Murmur3A
B
s W FNv)
2 80
B
40
o —
100000 300000 500000 700000 200000
Number of hashed data biocks (1KB of pseudo random data)
Hash collisions (up to 100M data blocks of 1KB)
1200000 B CRC32
W Frvia
900000 Murrnur2
_ W Murmur3A
)
s W FHvd
B 600000
E
300000

10000000 30000000 50000000 70000000 90000000
Number of hashed data biocks (1KB of pseudo random data)



