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AbortMultipartUpload

Overview
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Request Syntax

DELETE /Bucket/Key+?uploadId=UploadId
Host: <KSAN GW IP:PORT>
X-amz-request-payer: RequestPayer

HTTP/1.1

x-amz-expected-bucket-owner: ExpectedBucketOwner

Sample Request

DELETE /bucket/example-object?uploadId=RxnIeEPx3G6n61T HTTP/1.1

Host: 192.168.111.111:8080
Date: Mon, 1 Nov 2010 20:34:56 GMT
Authorization: authorization string

URI request Parameters

Parameter Name

Bucket

Key

uploadld

x-amz-request-payer

X-amz-expected-bucket-owner

Request Body
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Description
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Response Syntax

HTTP/1.1 204
X-amz-request-charged: RequestCharged

Response Elements

Parameter Name

x-amz-request-charged

Description
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Sample Response

HTTP/1.1 204 OK

x-amz-1id-2: WeaglLuByRx9e6j50nimru9p04ZVKn32Qz7/CINPcfTWAtRPfTa0Fg==

X-amz-request-id: 996c76696e6727732072657175657374

Date: Mon, 1 Nov 2010 20:34:56 GMT

Content-Length: 0

HTTP Status Code

Status Code

204 (OK)

403 (Invalid access key)
403 (Access Denied)
404 (No Such Bucket)
404 (No Suck uploadld)

500 (Server Error)

Description
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Processing of requests
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CompleteMultipartUpload

Overview

0| M0f| 25t PartsE A4St Key2 &4 M Multipart UploadS 2t= &L C.

Request Syntax

POST /Bucket/Key+?uploadId=UploadId HTTP/1.1
Host: <KSAN GW IP:PORT>
X-amz-request-payer: RequestPayer
x-amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"?7>
<CompleteMultipartUpload xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Part>
<ETag>string</ETag>
<PartNumber>integer</PartNumber>
</Part>

</CompleteMultipartUpload>

Sample Request

POST /example-bucket/example-object?uploadId=AAAsb2FKIELEIGZvciBlbHZpbmcncyWeeS1tb3ZpZS5tMnRzIRRwbGOhZA HTTP/1.1
Host: 192.168.111.111:8080

Date: Mon, 1 Nov 2010 20:34:56 GMT

Content-Length: 391

Authorization: authorization string

<CompleteMultipartUpload>
<Part>
<PartNumber>1</PartNumber>
<ETag>"a54357aff0632cce46d942af68356b38"</ETag>
</Part>
<Part>
<PartNumber>2</PartNumber>
<ETag>"0c78aef83f66abclfale84771296d394"</ETag>
</Part>
<Part>
<PartNumber>3</PartNumber>
<ETag>"acbd18db4cc2f85cedef654fccc4add8"</ETag>
</Part>
</CompleteMultipartUpload>

URI request Parameters

Parameter Name Description Required
Bucket Multipart Upload7t £8£|0{ 2| = Bucket & Yes
Key Multipart Upload7t £8Z|0{ 2| = Object ¥ Yes
uploadld Multipart UploadE Al¥35t= ID Yes
[e51] o 5 20| HlEl Hole ot ol
x-amz-request-payer ;Zoétilf;éoﬂ Cish H|-€0| Hatel ZAS 21 S
0f| &

tz|= bucket 2R2t9] ID. bucket0| CH2 A9
o]

o
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Request Body

CompleteMultipartUpload

<CompleteMultipartUpload xmlns="http://s3.amazonaws.com/doc/2006-03-01/">

<Part>
<ETag>string</ETag>

<PartNumber>integer</PartNumber>

</Part>

</CompleteMultipartUpload>

Response Syntax

HTTP/1.1 200
X-amz-expiration: Expiration
x-amz-version-id: VersionId

<?xml version="1.0" encoding="UTF-8"7?>

<CompleteMultipartUploadResult>
<Location>string</Location>
<Bucket>string</Bucket>
<Key>string</Key>
<ETag>string</ETag>

</CompleteMultipartUploadResult>

Response Elements

Parameter Name

Xx-amz-expiration

x-amz-request-charged

x-amz-server-side-encryption

Xx-amz-server-side-encryption-aws-kms-key-id
Xx-amz-server-side-encryption-bucket-key-
enabled

X-amz-version-id

CompleteMultipartUploadResult

Description
WA et=2It FEE F2 SOl O] &tz ZEELCH
ZAMst= 22 2327 20| tish 43222 d7s
ASS LIEFHL T
Values : requester
Amazon S30] O] 7§ E AT tf AlE=l= MHS ¢
o5} gu2ls
Values : AES256 or aws:kms
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Response Syntax z=

Sample Response

HTTP/1.1 200 OK

x-amz-id-2: UuaglLuByRx9e6j50nimru9p04ZVKnJ2Qz7/CINPcfTWAtRPfTaOFg==
X-amz-request-id: 656¢c76696e6727732072657175657374

Date: Mon, 1 Nov 2010 20:34:56 GMT

Connection: close
Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"?7>

<CompleteMultipartUploadResult xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Location>http://Example-Bucket.s3.amazonaws.com/Example-0Object</Location>

<Bucket>Example-Bucket</Bucket>
<Key>Example-Object</Key>

Required



<ETag>"3858f62230ac3c915f300c664312c11f-9"</ETag>
</CompleteMultipartUploadResult>

HTTP Status Code

Status Code

200 (OK)

400 (MALFORMED X M L)
400 (INVALID_PART)

403 (Invalid access key)
403 (Access Denied)

404 (No Such Bucket)
404 (No Suck uploadld)

500 (Server Error)

Description
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Processing of requests
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CopyObject

Overview

S30f oo MY & HAQl SARZ S Wd g

Request Syntax

PUT /Bucket/Key HTTP/1.1

Host: <KSAN GW IP:PORT>

x-amz-acl: ACL

Cache-Control: CacheControl

Content-Disposition: ContentDisposition

Content-Encoding: ContentEncoding

Content-Language: ContentLanguage

Content-Type: ContentType

X-amz-copy-source: CopySource

X-amz-copy-source-if-match: CopySourceIfMatch
X-amz-copy-source-if-modified-since: CopySourceIfModifiedSince
X-amz-copy-source-if-none-match: CopySourceIfNoneMatch
X-amz-copy-source-if-unmodified-since: CopySourceIfUnmodifiedSince
Expires: Expires

x-amz-grant-full-control: GrantFullControl

X-amz-grant-read: GrantRead

X-amz-grant-read-acp: GrantReadACP

X-amz-grant-write-acp: GrantWriteACP

Xx-amz-metadata-directive: MetadataDirective

X-amz-tagging-directive: TaggingDirective
X-amz-server-side-encryption: ServerSideEncryption
X-amz-storage-class: StorageClass

x-amz-website-redirect-location: WebsiteRedirectLocation
X-amz-server-side-encryption-customer-algorithm: SSECustomerAlgorithm
x-amz-server-side-encryption-customer-key: SSECustomerKey
X-amz-server-side-encryption-customer-key-MD5: SSECustomerKeyMD5
Xx-amz-server-side-encryption-aws-kms-key-id: SSEKMSKeyId
X-amz-server-side-encryption-context: SSEKMSEncryptionContext
x-amz-server-side-encryption-bucket-key-enabled: BucketKeyEnabled
X-amz-copy-source-server-side-encryption-customer-algorithm: CopySourceSSECustomerAlgorithm
X-amz-copy-source-server-side-encryption-customer-key: CopySourceSSECustomerKey
X-amz-copy-source-server-side-encryption-customer-key-MD5: CopySourceSSECustomerKeyMD5
Xx-amz-request-payer: RequestPayer

X-amz-tagging: Tagging

x-amz-object-lock-mode: ObjectLockMode
X-amz-object-lock-retain-until-date: ObjectLockRetainUntilDate
x-amz-object-lock-legal-hold: ObjectLockLegalHoldStatus
X-amz-expected-bucket-owner: ExpectedBucketOwner
x-amz-source-expected-bucket-owner: ExpectedSourceBucketOwner

Sample Request

PUT /bucket/my-second-image.jpg HTTP/1.1

Host: 192.168.111.111:8080

Date: Wed, 28 Oct 2009 22:32:00 GMT

X-amz-copy-source: /bucket/my-image.jpg?
versionId=3/L4kqtJIlcpXroDTDmI+rmSpXd3dIbrHY+MTRCxf3vjVBH40Nr8X8gdRQBpUMLUO
Authorization: authorization string



URI request Parameters

Parameter Name
Bucket
Key
Cache-Control

Content-Disposition

Content-Encoding

Content-Language
Content-Type
Expires

x-amz-acl

X-amz-copy-source

X-amz-copy-source-if-match

X-amz-copy-source-if-modified-since

X-amz-copy-source-if-none-match

X-amz-copy-source-if-unmodified-since

X-amz-copy-source-server-side-encryption-
customer-algorithm

X-amz-copy-source-server-side-encryption-
customer-key

X-amz-copy-source-server-side-encryption-
customer-key-MD5

x-amz-expected-bucket-owner

Xx-amz-grant-full-control

x-amz-grant-read

X-amz-grant-read-acp

X-amz-grant-write-acp

x-amz-metadata-directive

x-amz-object-lock-legal-hold

x-amz-object-lock-mode

x-amz-object-lock-retain-until-date

x-amz-request-payer

X-amz-server-side-encryption

X-amz-server-side-encryption-aws-kms-key-id

x-amz-server-side-encryption-bucket-key-
enabled

Description Required
tie bucket g Yes
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Parameter Name
x-amz-server-side-encryption-context

x-amz-server-side-encryption-customer-
algorithm

X-amz-server-side-encryption-customer-key
x-amz-server-side-encryption-customer-key-

MD5

X-amz-source-expected-bucket-owner

X-amz-storage-class

X-amz-tagging

X-amz-tagging-directive

Xx-amz-website-redirect-location

Request Body

Description
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Response Syntax

HTTP/1.1 200
X-amz-expiration: Expiration

X-amz-copy-source-version-id: CopySourceVersionId

X-amz-version-id: VersionId

X-amz-server-side-encryption: ServerSideEncryption
X-amz-server-side-encryption-customer-algorithm: SSECustomerAlgorithm
x-amz-server-side-encryption-customer-key-MD5: SSECustomerKeyMD5
X-amz-server-side-encryption-aws-kms-key-id: SSEKMSKeyId
x-amz-server-side-encryption-context: SSEKMSEncryptionContext
X-amz-server-side-encryption-bucket-key-enabled: BucketKeyEnabled

X-amz-request-charged: RequestCharged

<?xml version="1.0" encoding="UTF-8"?7>

<CopyObjectResult>
<ETag>string</ETag>

<LastModified>timestamp</LastModified>

</CopyObjectResult>

Response Elements

Parameter Name
X-amz-copy-source-version-id

X-amz-expiration

X-amz-request-charged

X-amz-server-side-encryption

x-amz-server-side-encryption-aws-kms-key-id

Description
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Parameter Name

x-amz-server-side-encryption-bucket-key-
enabled

x-amz-server-side-encryption-context

X-amz-server-side-encryption-customer-
algorithm

X-amz-server-side-encryption-customer-key-
MD5

X-amz-version-id

CopyObjectResult

Description

SALE JHH|7F AWS KMS(SSE-KMS)2te| M= &S
Sof| S3 HiZl 7|5 ALESH=A| O|RE UEF-LICE
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Response Syntax 2tz

Sample Response

HTTP/1.1 200 OK

Xx-amz-id-2: eftixk72aD6Ap51TnqcoF8eFidJG9Z/2mkiDFu8yU9ASled40pIszj7UDNEHGran

Xx-amz-request-id: 318BC8BC148832E5

Xx-amz-version-id: QUpfdndhfd8438MNFDN93jdnJFkdmgnh893
X-amz-copy-source-version-id: 09df8234529fjs0dfiOw52935029wefdj

Date: Wed, 28 Oct 2009 22:32:00 GMT
Connection: close
Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"7?>

<CopyObjectResult>

<LastModified>2009-10-28T22:32:00</LastModified>
<ETag>"9b2cf535f27731c974343645a3985328"</ETag>

<CopyObjectResult>

HTTP Status Code

Status Code

204 (OK)

403 (Access Denied)
404 (No Such Bucket)
404 (No Suck uploadlid)

500 (Server Error)

Description
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Processing of requests

Required



Client

| Apache-tomcat |

| GWMain |

INVALID_ACCESS_KEY_ID{403)

| S3Singing || S3RequestFactory || CopyObject |

| GWULls || DataCopyObject H ObjManager H S30bjectOperation

vandation

INVALID ACCESS KEY 104403

¢ DIVALID_ACCESS KEY 1D{403)

4
Client

Apache-tomcat

GWMain

createSIRequest
vhan G
process
[ ublicActs
4 ACCESS DENIED{403)
¢ ACCESS_DENIED{403)
|¢—ACCESS DENIED(s0Y
extrac
chackGrantasect
ra—)
checkMatch :
makeAciml »
createCopy
copyOject
msenonject
Frake CopyObjectResut :
SC_OK [200)
< SC_OK (200)
SC_OK (200)

| S3Singing || S3RequestFactory ” CopyObject |

| GWUtils || DataCopyObject H ObjManager H S30bjectOperation
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Request Syntax

PUT /Bucket HTTP/1.1

Host: <KSAN GW IP:PORT>

x-amz-acl: ACL

x-amz-grant-full-control: GrantFullControl

X-amz-grant-read: GrantRead

x-amz-grant-read-acp: GrantReadACP

x-amz-grant-write: GrantWrite

x-amz-grant-write-acp: GrantWriteACP

X-amz-bucket-object-lock-enabled: ObjectLockEnabledForBucket

X-amz-object-ownership: ObjectOwnership

<?xml version="1.0" encoding="UTF-8"7?>

<CreateBucketConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<LocationConstraint>string</LocationConstraint>

</CreateBucketConfiguration>

Sample Request

PUT /Bucket/ httpHTTP/1.1

Host: 192.168.111.111:8080
Content-Length: 0

Date: Wed, 01 Mar 2006 12:00:00 GMT
Authorization: authorization string

URI Request Parameters

Parameter Name Description Required
Bucket CiAF bucket & Yes
ZhAjoll 28 0l2| AlZE (canned) ACL.

x-amz-acl Values : private or public-read or public-read-
write or authenticated-read

1}

M B1210] CHaH S3 Object LockS ALEE2| OIEE 2|

X-amz-bucket-object-lock-enabled 23t}
_amz- “full- S{7k210f| A ZHAofl Cist READ, READ_ACL,
x-amz-grant-full-control WRITE_ACP 23+2 E0fgHL|C}.

01247} 43| lolEfet Y DIEIIOIEIS S 4 9

g

X-amz-grant-read

L|C}.
x-amz-grant-read-acp {7127t 7HA| ACLE g & AFLICh
x-amz-grant-write S{7HAL7L H 2100 Af ZHAIE 2t & UAELICH
x-amz-grant-write-acp SH7EAE7E sl ZHA[of CHSt ACLE & &~ ASLICH

x-amz-object-ownership

Request Body

rlo



<CreateBucketConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">

<LocationConstraint>string</LocationConstraint>
</CreateBucketConfiguration>

Response Syntax

HTTP/1.1 200
Location: Location

Response Elements

Parameter Name Description

Location Hzls ¢S IFS Ayt

Sample Response

HTTP/1.1 200 OK

HTTP/1.1 200 OK

x-amz-id-2: YgIPIfBiKa2bjOKMg95r/0zo3emzU4dzsD4rcKCHQUAdQkT3ShITO0pXUueF6QKo

X-amz-request-id: 236A8905248E5A01
Date: Wed, 01 Mar 2006 12:00:00 GMT

Location: /colorpictures
Content-Length: 0
Connection: close
Server: KSAN-GW

HTTP Status Code

Status Code Description
200 (OK) K AT

403 (Invalid Bucket Name)
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403 (Access Denied)

405 (Method Not Allowed) HZIFHO| null 2Ly &
409 (Bucket Already Owned By You) H{210] 0|0] Z2fot2
409 (Bucket Already Exists) H{Z10] o|o] =2 &

500 (Server Error)

Processing of requests

72| e

Required



Client ‘ Apache-tomcat ‘ ‘ GWMain ‘ ‘ S38Singing H S3RequestFactory H CreateBucket ” DataCreateBucket H GWUtils H ObjManager ‘

CreatoBuckel

handler »

validation N

INVALID_ACCESS_KEY_ID{403)

'IN\I'ALID ACCESS _KEY_ID{403
'IN\-‘AI.ID ACCESS KEY 1D{403)

createS3Request
[
retum CreateBuckel

‘ process

checkBucketName @

INVALID_BUCKET NAME{400)
' INVALID BUCKET NAME(400)
INVALID_BUCKET_NAME(400)
axtract »
makeAchHiml }
createBuckel N
SC_OK (200)
SC_OK (200)
SC_OK (200)
Client ‘ Apache-tomcat ‘ ‘ GWMain ‘ 53Singing H S3RequestFactory H CreateBucket ‘ DataCreateBucket ‘ GWUtils ‘ ObjManager

www websequencediagrams.com
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CreateMultipartUpload

Overview

Multipart UploadE A|2t5t11 upload IDE BtaHgtL|Ct.

Request Syntax

POST /Bucket/Key?uploads HTTP/1.1

Host: <KSAN GW IP:PORT>

x-amz-acl: ACL

Cache-Control: CacheControl

Content-Disposition: ContentDisposition

Content-Encoding: ContentEncoding

Content-Language: ContentLanguage

Content-Type: ContentType

Expires: Expires

X-amz-grant-full-control: GrantFullControl

X-amz-grant-read: GrantRead

X-amz-grant-read-acp: GrantReadACP

x-amz-grant-write-acp: GrantWriteACP
X-amz-server-side-encryption: ServerSideEncryption
x-amz-storage-class: StorageClass
X-amz-website-redirect-location: WebsiteRedirectLocation
Xx-amz-server-side-encryption-customer-algorithm: SSECustomerAlgorithm
X-amz-server-side-encryption-customer-key: SSECustomerKey
X-amz-server-side-encryption-customer-key-MD5: SSECustomerKeyMD5
X-amz-server-side-encryption-aws-kms-key-id: SSEKMSKeyId
Xx-amz-server-side-encryption-context: SSEKMSEncryptionContext
X-amz-server-side-encryption-bucket-key-enabled: BucketKeyEnabled
X-amz-request-payer: RequestPayer

X-amz-tagging: Tagging

x-amz-object-lock-mode: ObjectLockMode
X-amz-object-lock-retain-until-date: ObjectLockRetainUntilDate
x-amz-object-lock-legal-hold: ObjectLockLegalHoldStatus
X-amz-expected-bucket-owner: ExpectedBucketOwner

Sample Request

POST /ExampleBucket/example-object?uploads HTTP/1.1
Host: 192.168.111.111:8080

Date: Mon, 1 Nov 2010 20:34:56 GMT

Authorization: authorization string

URI Request Parameters

Parameter Name
Bucket
Key
Cache-Control

Content-Disposition

Content-Encoding

Content-Language

Description
CHAF bucket &
o 2ha E
LY/SH AQlS wet Y S2e AEELch

ZHA|off chEt ZAIHE|OlE YEE A YR CH

Required
Yes

Yes



Parameter Name
Content-Type
Expires

x-amz-acl

x-amz-expected-bucket-owner

x-amz-grant-full-control

x-amz-grant-read

X-amz-grant-read-acp
X-amz-grant-write

X-amz-grant-write-acp
x-amz-metadata-directive

Xx-amz-object-lock-legal-hold

x-amz-object-lock-mode

x-amz-object-lock-retain-until-date

X-amz-request-payer

x-amz-server-side-encryption

x-amz-server-side-encryption-aws-kms-key-id

X-amz-server-side-encryption-bucket-key-
enabled

X-amz-server-side-encryption-context

x-amz-server-side-encryption-customer-
algorithm

X-amz-server-side-encryption-customer-key
x-amz-server-side-encryption-customer-key-

MD5

X-amz-source-expected-bucket-owner

X-amz-storage-class

X-amz-tagging
X-amz-tagging-directive

Xx-amz-website-redirect-location

Request Body

Description

e 2

ook

HAHIE O 0|4 FHAIEE & gle IR L A[ZHU LT
JHA|0l g2t 0J2| A5 (canned) ACL.
Of| 4t Chet Bi2l AR2k0| A IDYLICE Che B2l

€ AYAM £75ts B2 HTTP 403(UMA HE
Fef e 230 Amggch

m|o

ct

S{7}210f| A 2§A|0fl cist READ, READ_ACL,
WRITE_ACP H3tS £oigfL|ct.

FO{RE7F 7| ClO[E{2t S HEIHOIEE 8lg &= Us
L|C}.

371217} 74| ACLS 2 4 UBLICH
SI7FA2F B 2000 A JHAIE BHS 4 UFUICE

S|7FA17F sl 2H (0] TS ACLE £ 4= JUBLICH
HIEIH|OIE S &2 JHA|O A SAFREZ] OFLIT 20 A|
S OEIE|OIE| 2 BIE RIS 2| E Tt

Values : COPY or REPLACE

SALE JHAIO| EAH BEE2S HESA
Values : ON or OFF

i)
I
nj
]
ox
o
I
In]

SAME ZHA[Of M8 JHA| Lock REYLICE

SAME ZHA(C] T3] &S0l HREE R L AZFYLICE

232} 230l Cf3f HI80| HIHE XYS ¥ USS
solgc

S30f O] 7HAIE A& f AR Sl MHZ Y535t Y0
2|Z(0jl: AES256, aws:kms)
Values : AES256 or aws:kms

iz 2 SStof| AFREH AWS KMS 7| IDE 2| A4St T
SSLE S517{L} SigVAE ALZ3IA| 0O B AWS KMSZ
EREI“ JH{|of TSt D& GET 2 PUT 20| ATjgt
Hc.

AWS KMS(SSE-KMS)E AMESt MB{Z L3510 44|
2t5 510 Amazon S3 B{Z! 7|& AE5H0F SH=2] 65

£ ALt

WHE Yoaie uf ARS8 Yn2|S(0]: AES256)S
4

0l AHE 301 i 22001 B 253t

4 [ ]

RFC 13210] tj2} 253} 7|9| 1285 E MD5 CiO|A|A
EE Ayt

il [l

s

>

O e A4 BIZL AR AY IDYLICH

or

e

|22 02 S3= STANDARD AE2|Z| 22YAZ AIR
O] M2 AEE THHE AL

ol \J

THA| CHA ZHA|] Ef 2IEH2 TaggingDirective®t &
M| AFSoHOF RLICH Ef HE2 URL #2| 07 42
QIR Ele|ofof gLct

JHA| B 2RSS A2 WA OIM SAFER| E= 0l A
gl g0 O 2 HIER|Z 2| AT C
Value : COPY or REPLACE

/ | ¢

H1 10| ¢l AOIERZ g E Z2 0] JHAof| Chst 2 S
U5k 210 ChE 7HA| £ 2% URLZ 2|2 gL
|:|-,

Response Syntax

HTTP/1.1 200

Required



X-amz-abort-date: AbortDate
x-amz-abort-rule-id: AbortRuleld
X-amz-server-side-encryption: ServerSideEncryption
x-amz-server-side-encryption-customer-algorithm: SSECustomerAlgorithm
X-amz-server-side-encryption-customer-key-MD5: SSECustomerKeyMD5
Xx-amz-server-side-encryption-aws-kms-key-id: SSEKMSKeyId
X-amz-server-side-encryption-context: SSEKMSEncryptionContext
x-amz-server-side-encryption-bucket-key-enabled: BucketKeyEnabled
X-amz-request-charged: RequestCharged
<?xml version="1.0" encoding="UTF-8"7?>
<InitiateMultipartUploadResult>

<Bucket>string</Bucket>

<Key>string</Key>

<UploadId>string</UploadId>
</InitiateMultipartUploadResult>

Response Elements

Parameter Name Description

H2l0f 2o+ CHE ME YREZ ZLh6HE Qo=
THE £ 27| 72/0| U 20 27| F2lo|] YEA}
20| x| 0|52 Y2|5tR Al2E C}F IIE Q=g

x-amz-abort-date ECH 2000l 2{B5H A7IS LEHHE O] SIE7t SEof
sreluct
1 | v
x-amz-abort-date 5|2} &7 =) 3

x-amz-abort-rule-id O3 OiE =8 ot
I

x-amz-request-charged USE .
Values : requester

QU= B2 JhAof AFEEl AWS KMS(AWS Key

x-amz-server-side-encryption-aws-kms-key-id Management Service) Ci2l 1124 22| 7|9 IDE Z|
HELct.

X-amz-server-side-encryption-bucket-key- EALEl 7HA|7F AWS KMS(SSE-KMS)2o| A E oS

enabled 210l S3 HiZl 7|2 AtES=A| 6RE LIEF-HLICE

ZASH= HO JHA| ot 55 235t o535
x-amz-server-side-encryption-context XHO}EE‘:’"— ZHH Dfimﬂ AFEE AWS KMS 225t
—=

. . T2H0| A 25t U535} 7|2 ARSI MHZE U552 2

x-amz-server-side-encryption-customer- b e s o SiolmiC =

algorithm 7 25 32 200] AlgE USs YTRIZE Holste o
Gi7t Zgreluct

A240| As5t A2 3t 7|5 ARBSIY MH S A23E 2
X-amz-server-side-encryption-customer-key- Aot 22 SEoll 0] 3|C{7F Zat[0f 20| A S5t 4=
MD5 3} 7|0f| CiS &5 OjA|Z] R2Y IS AHSEFLICH

. [
InitiateMultipartUploadResult Response Syntax 2tz

Sample Response

HTTP/1.1 200 OK

X-amz-id-2: UuaglLuByRx9e6j50nimru9p04ZVKnJ2Qz7/CINPcfTWAtRPfTaOFg==
X-amz-request-id: 656c76696e6727732072657175657374

Date: Mon, 1 Nov 2010 20:34:56 GMT

Transfer-Encoding: chunked

Connection: keep-alive

Server: KSAN-GW

<?xml version="1.0" encoding="UTF-8"7>

<InitiateMultipartUploadResult xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Bucket>example-bucket</Bucket>
<Key>example-object</Key>
<UploadId>VXBsb2FKIETEIGZvciA2aWwWpbmcncyBteS1tb3ZpZS5tMnRzIHVwbG9hZA</UploadId>

</InitiateMultipartUploadResult>

Required



HTTP Status Code

Status Code

200 (OK)

400 (MALFORMED_X_M_L)
400 (INVALID_PART)

403 (Invalid access key)
403 (Access Denied)

404 (No Such Bucket)
404 (No Suck uploadid)

500 (Server Error)

Description

access key’t RE3512| S
;l‘_;l

bucketo] Z45t2| ¢t5

uploadld?} Z2312| &S

Processing of requests

‘ GWMain ‘

Client

‘ Apache-tomeat ‘

\ $3Singing ” S3RequestFactory H CreateMultipartUpload H GWUtils H DataCreateMultipartUpload

‘ ObjMultipart ‘

Ipioad N

valldation

L4
lleaLlD ACCESS_KEY_ID{403)
4 HUALID ACCESS KEY 1D1403)
4 MVALID ACCESS KEY ID(400)

createSIRequest

retum Ci

process

IsignorePublicActs

¢ ACCESS DENIED(ADS)
ACCESS_DENIED(403;
' ACCESS_DENIED(403) A
,  ACCESS DENIED{03)
checkGrantBuckat :
ACCESS_DENIED{403)
I ACCESS_DENIED{403] N
I ACCESS_DENIED{403]
exiract
makeAciXmi
spioaa
‘write InitistehultipantUploadResull z
SC_OK (200}
SC_OK (200
SC_OK (200)
Client ‘ Apache-tomcat ‘ \ GWMain \ S3Singing l S3RequestFactory ‘ ‘ CreateMultipartUpload “ GWUtils DataCreateMultipartUpload ‘ l ObjMultipart

www. websequencediagrams.com
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DeleteBucket

Request Syntax

DELETE /Bucket/ HTTP/1.1
Host: <KSAN GW_IP:PORT>
X-amz-expected-bucket-owner: ExpectedBucketOwner

Sample Request

DELETE /quotes/ HTTP/1.1

Host: 192.168.111.111:8080

Date: Wed, 01 Mar 2006 12:00:00 GMT
Authorization: authorization string

URI Request Parameters

Parameter Name Description Required
Bucket CH4F bucket Yes
Of & CH& B2l 27219 AlY IDYLICH et MAIS o
=)

x-amz-expected-bucket-owner 2 HHO|M 2Q5H= 2R HTTP 403(UAA HE) 2

571 83 =245

Request Body

Response Syntax

HTTP/1.1 204

Response Elements

Sample Response

HTTP/1.1 204 No Content

x-amz-id-2: JuKZgmXuiwFeDQxhD7M8KtsKobSzWA1QEjLbTMTagkKdBX2z7I1/jGhDel3j6s80
X-amz-request-id: 32FE2CEB32F5EE25

Date: Wed, 01 Mar 2006 12:00:00 GMT

Connection: close

Server: KSAN-GW



HTTP Status Code

Status Code

204 (OK)

403 (Access Denied)

404 (No Such Bucket)

500 (Server Error)

Description

fo
[0
0x
ob

e
e
£Q
olo

bucketo| 22| o4&

Processing of requests

Client

DedeteBuckel

Apache-tomcat

INVALID ACCESS KEY ID(403)

handier

GWMain

¢ INVALID ACCESS KEY ID(403)

validation

‘ S3Singing H S3RequestFactory H DeleteBucket ‘

‘GW

Utils H ObjManager ‘

ACCESS_DENIED(403)

SC_NO CONTENT (204)

' ACCESS_DENIED(403)

INVALID_ACCESS_KEY_ID(403)
4

createSIRequest

' retumn DelateBucket

process

ACCESS_DENIED(403)

ACCESS DENIED(403)
4

isignorePublicAcls »

Y

SC_NO _CONTENT (204)

deleteBuci

a

Client

Apache-tomcat

d SC_NO _CONTENT (204)
b

GWMain

‘ S3Singing H S3RequestFactory H DeleteBucket ‘

‘ GWUils

ObjManager

www websequencediagrams.com
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DeleteBucketCors

Overview

210 Cist CORS(Cross-Origin Resource Sharing)

W

{5 S AU

0.

Request Syntax

DELETE /Bucket/?cors HTTP/1.1
Host: <KSAN GW_IP:PORT>
X-amz-expected-bucket-owner: ExpectedBucketOwner

Sample Request

DELETE /ExampleBucket/?cors HTTP/1.1
Host: 192.168.111.111:8080

Date: Tue, 13 Dec 2011 19:14:42 GMT
Authorization: signatureValue

URI request Parameters

Parameter Name Description Required
Bucket CH4AF bucket Yes

Ol &k CHe B2 ARALS| A IDYLICE CHet B2l Tt
x-amz-expected-bucket-owner 2 A HO|M ARSH= Z HTTP 403(UMA HE) 2
Fot &M 20| Hojgct.

Request Body

Response Syntax

HTTP/1.1 204

Response Elements

Sample Response

HTTP/1.1 204

HTTP Status Code

Status Code Description

204 (OK) 2 Mz



Status Code Description

403 (Access Denied) |

o

o
BA

tlo

404 (No Such Bucket) bucketO| Z2i512| %42

500 (Server Error)

Processing of requests
Client Apache-tomcat GWMain ‘ S3Singing H S3RequestFactory H DeleteBucketCors ‘ ‘ GWUtils H ObjManager ‘

DeleteBucketCors

handler

walidation

INVALID ACCESS KEY ID(403)

INVALID ACCESS KEY ID(403)
4

INVALID_ACCESS_KEY_ID(403)
*

createSIRequest

retum DeleteBucketCors

process

islgnorePublicAcls )

4 ACCESS DENIED{403)
4

ACCESS_DENIED{403)

ACCESS_DENIED(403)

¢ ACCESS_DENIED{403)

updateBucketCors

C_MNO_CONTENT (204)

F

' SC_NO_CONTENT (204
4 SC_NO CONTENT (204)
h

Client Apache-tomcat GWMain ‘ 53Singing H S3RequestFactory H DeleteBucketCors ‘ ‘ GWUtils

www.websequencediagrams.com

‘ QObjManager
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DeleteBucketEncryption

Overview

HZA0IM 7|2 L=otE A AHE LT

Request Syntax

DELETE /Bucket/?encryption HTTP/1.1
Host: <KSAN GW_IP:PORT>
X-amz-expected-bucket-owner: ExpectedBucketOwner

Sample Request

DELETE /Bucket/?encryption HTTP/1.1
Host: 192.168.111.111:8080

Date: Wed, 06 Sep 2017 12:00:00 GMT
Authorization: signatureValue

URI request Parameters

Parameter Name Description
Bucket CH4F bucket Yes

Ol &k CHe B2 ARALS| A IDYLICE CHet B2l Tt
x-amz-expected-bucket-owner 2 A HO|M ARSH= Z HTTP 403(UMA HE) 2
Fot &M 20| Hofgct.

Request Body

Response Syntax

HTTP/1.1 204

Response Elements

Sample Request

HTTP/1.1 204

HTTP Status Code

Status Code Description

204 (OK) 2 Mz

Required



Status Code
403 (Access Denied)
404 (No Such Bucket)

500 (Server Error)

Description

2

bucketO| 22|52

o

o
BA

tlo

Processing of requests

Client

Apache-tomcat

DeleteBucketEncryption »

handier

GWMain

INVALID ACCESS KEY

valldation

[ol X=X
s

‘ S3Singing H S3RequestFactory H DeleteBucketEncryption H GWUtils H ObjManager ‘

INVALID ACCESS KEY ID{403)

L4

1D(403)

4 INVALID ACCESS KEY_ID(403)
it

,  SC_NO _CONTENT (204)

ACCESS DENIED(403)

createSiRequest

return D

AEncryplion

h 4

process

ACCESS DENIED(403)

IS lgnorePublicAcls

»

' ACCESS DENIED({403

SC_NO CONTENT (204

SC_NO CONTENT (204)

ACCESS DENIED(403)
Ll

updates

rypiion

)

Client

Apache-tomcat

GWMain

‘ S3Singing H S3RequestFactory H DeleteBucketEncryption H GWUtils ‘

ObjManager

www.websequencediagrams.com
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DeleteBucketLifecycle

Overview

Al Yst HAOIM £ 77| &2 AAELICH

Request Syntax

DELETE /Bucket/?lifecycle HTTP/1.1
Host: <KSAN GW_IP:PORT>
X-amz-expected-bucket-owner: ExpectedBucketOwner

Sample Request

DELETE /ExampleBucket/?lifecycle HTTP/1.1
Host: 192.168.111.111:8080

Date: Wed, 14 Dec 2011 05:37:16 GMT
Authorization: signatureValue

URI request Parameters

Parameter Name Description Required
Bucket ChHef bucket & Yes

Ol &k CHe B2 ARALS| A IDYLICE CHet B2l Tt
x-amz-expected-bucket-owner 2 A HO|M ARSH= Z HTTP 403(UMA HE) 2
Fot &M 20| Hojgct.

Request Body

Response Syntax

HTTP/1.1 204

Response Elements

Sample Response

HTTP/1.1 204

HTTP Status Code

Status Code Description

204 (OK) 2 Mz



Status Code Description

403 (Access Denied) |

o
tlo

[e2}
HA
404 (No Such Bucket) bucketO| 22152 &

500 (Server Error)

Processing of requests
Client Apache-tomcat GWMain ‘ S3Singing H S3RequestFactory H DeleteBucketLifecycle H GWUtils H ObjManager ‘
Ld

DeleteBuckellifecycle

handler N

validation

INVALID_ACCESS KEY_|D(403)

INVALID_ACCESS_KEY_ID(403)

INVALID ACCESS_KEY_ID(403)

createS3Request

¢ retum DeleteBuckeilifecycle

process

IslgnarePublicAcls

' ACCESS DENIED({403)

ACCESS DENIED(403)

ACCESS_DENIED{403)

' ACCESS_DENIED(403)

updateBucketLifecycle

SC_NO_CONTENT (204)

SC_NO_CONTENT (204)

SC_NO_CONTENT (204)

Client Apache-tomcat GWMain ‘ S3Singing H S3RequestFactory H DeleteBucketLifecycle H GWUtils ‘

www.websequencediagrams.com

ObjManager
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DeleteBucketPolicy

Request Syntax

DELETE /Bucket/?policy HTTP/1.1
Host: <KSAN GW_IP:PORT>
Xx-amz-expected-bucket-owner: ExpectedBucketOwner

Sample Request

DELETE /ExampleBucket/?policy HTTP/1.1
Host: 192.168.111.111:8080

Date: Tue, 04 Apr 2010 20:34:56 GMT
Authorization: signatureValue

URI request Parameters

Parameter Name Description Required
Bucket CH4AF bucket Yes

Of 4t Chet B2l ARZ[| A IDYLICE Ciet BiZlg ot
x-amz-expected-bucket-owner 2 HHoM ARSHE AR HTTP 403(MMA HE) 2

571 83 =25

Request Body

Response Syntax

HTTP/1.1 204

Sample Request

HTTP/1.1 204

HTTP Status Code

Status Code Description
204 (OK) A ME
403 (Access Denied) et ole

404 (No Such Bucket) bucketO| Z21512| 4S

500 (Server Error)



Processing of requests

DeleteBucketPolicy '

‘ S3Singing H S3RequestFactory H DeleteBucketPolicy ‘ ‘ GWUtils H ObjManager ‘

handler

vailgation

»
L
INVALID_ACCESS_KEY_ID(403)

g INVALID ACCESS KEY |D(403)

|4 INVALID_ACCESS_KEY_ID(403)
hl

createS3Request

retum DeleteBucketPolicy
process
islgnorePublicAcls )
4 ACCESS_DENIED(403)
4 ACCESS_DENIED{403)
ACCESS_DENIED(403)
4 ACCESS_DENIED(403)
updateBucketPolicy
SC_NO_CONTENT (204)
SC_NO_CONTENT [204) )

SC_NO_CONTENT (204)

hl
hl
Client Apache-tomcat GWMain

‘ S3Singing H S3RequestFactory H DeleteBucketPolicy ‘ ‘ GWUtils ‘ ObjManager

www.websequencediagrams.com
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DeleteBucketReplication

Overview

HA0IM S| S AT

Request Syntax

DELETE /Bucket/?replication HTTP/1.1
Host: <KSAN GW_IP:PORT>
X-amz-expected-bucket-owner: ExpectedBucketOwner

Sample Request

DELETE /ExampleBucket/?replication HTTP/1.1
Host: 192.168.111.111:8080

Date: Wed, 11 Feb 2015 05:37:16 GMT
20150211T171320Z

Authorization: authorization string

URI request Parameters

Parameter Name Description Required
Bucket CHAr bucket & Yes
Ofle e B2l ARA10| AW IDYLICE T B2l

x-amz-expected-bucket-owner 2 AHH0o|M 2R5H=s A HTTP 403(UMA HE
Fob el 20| HugLch

o

ct
2

Request Body

Response Syntax

HTTP/1.1 204

Response Elements

Sample Response

HTTP/1.1 204

HTTP Status Code

Status Code Description



Status Code

204 (OK)

403 (Access Denied)
404 (No Such Bucket)

500 (Server Error)

Description

)
o
[od
op

)
e
£Q
tlo

bucketO| 2512 e

Processing of requests

Client

DeleteBucketReplication

Apache-tomcat
Ld

handier

GWMain

INVALID_ACCESS_KEY_|D(403)
hl

‘ S3Singing H S3RequestFactory H DeleteBucketReplication H GWULtils H ObjManager ‘

validation

»

¢ |NVALID ACCESS_KEY |D(403)
Al

ACCESS_DENIED{403)

INVALID_ACCESS_KEY_ID[403)
hl

& ACCESS DENIED(403)
hl

crealeSIRequest

¢ retum DeleteBucketReplication

process

ACCESS_DENIED(403)

islgnorePublicAcls

n SC_NO_CONTENT (204)

SC_NO_CONTENT (204)

' ACCESS _DENIED{403]

g SC_NO CONTENT (204)
4

Client

Apache-tomcat

GWMain

‘ S3Singing H S3RequestFactory H DeleteBucketReplication H GWUtils H ObjManager

www.websequencediagrams.com
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DeleteBucketTagging

Overview

HZ0IM EHIE AFAIBILICE

Request Syntax

DELETE /Bucket/?tagging HTTP/1.1
Host: <KSAN GW_IP:PORT>
Xx-amz-expected-bucket-owner: ExpectedBucketOwner

Sample Request

DELETE /ExampleBucket/?tagging HTTP/1.1
Host: 192.168.111.111:8080

Date: Wed, 14 Dec 2011 05:37:16 GMT
Authorization: signatureValue

URI request Parameters

Parameter Name Description Required
Bucket CH4AF bucket Yes

Ol &k CHe B2 ARALS| A IDYLICE CHet B2l Tt
x-amz-expected-bucket-owner 2 A HO|M ARSH= Z HTTP 403(UMA HE) 2
Fot &M 20| Hojgct.

Request Body

Response Syntax

HTTP/1.1 204

Response Elements

Sample Response

HTTP/1.1 204

HTTP Status Code

Status Code Description

204 (OK) 2 Mz



Status Code Description

e

o
BA

olo

403 (Access Denied) |

| ore.
s

404 (No Such Bucket) bucketO| Z}5}2]

500 (Server Error)

Processing of requests
Client Apache-tomcat GWMain ‘ S3Singing H S3RequestFactory H DeleteBucketTagging ‘ ‘ GWUtils H ObjManager ‘

DeleteBucketTagging »

handler

validation N

lINVAIJD ACCESS_KEY_ID(403)

INVALID_ACCESS_KEY_ID(403)

INVALID_ACCESS_KEY_ID(403)
q

createS3Request

retum DeleteBucket Tagging

process N

IsignorePublicAcls '
¢ ACCESS DENIED(403)

ACCESS_DENIED(403)

ACCESS_DENIED(403)

' ACCESS_DENIED (403

3gging

SC_NO _CONTENT (204)

SC_NO_CONTENT (204)

SC_NO_CONTENT (204)

l
Client Apache-tomcat GWMain ‘ S3Singing H S3RequestFactory H DeleteBucketTagging ‘ ‘ GWUtils H ObjManager

www.websequencediagrams.com
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DeleteBucketWebsite

Overview

HZIo| Y AIOIE Fd S AAFLIC

Request Syntax

DELETE /Bucket/?website HTTP/1.1
Host: <KSAN GW_IP:PORT>
X-amz-expected-bucket-owner: ExpectedBucketOwner

Sample Request

DELETE /ExampleBucket/?website HTTP/1.1
Host: 192.168.111.111:8080

Date: Thu, 27 Jan 2011 12:00:00 GMT
Authorization: signatureValue

URI request Parameters

Parameter Name Description Required
Bucket CHef bucket & Yes

Ol &k CHe B2 ARALS| A IDYLICE CHet B2l Tt
x-amz-expected-bucket-owner 2 A HO|M ARSH= Z HTTP 403(UMA HE) 2
Fot &M 20| Hofgct.

Request Body

Response Syntax

HTTP/1.1 204

Response Elements

Sample Response

HTTP/1.1 204

HTTP Status Code

Status Code Description

204 (OK) 2 Mz



Status Code
403 (Access Denied)
404 (No Such Bucket)

500 (Server Error)

Description

2

o
tlo

o
BA

bucketO| 22|52

Processing of requests

Client

DeleteBucketWebsite

Apache-tomcat

GWMain

‘ S3Singing H S3RequestFactory H DeleteBucketWebsite ‘ ‘ GWUtils H ObjManager ‘

INVALID_ACCESS_KEY_ID(403)
q

validation

»
d
INVALID_ACCESS_KEY_|D{403)

'INVAIJD ACCESS _KEY_ID(403)

' ACCESS DENIED(403

crealeS IRequest

L4

l retumn DeleteBuckelWebsite

process

ACCESS_DENIED(403)

islgnorePublicAcls '

ACCESS DENIED(403)
]

‘ ACCESS_DENIED({403)

SC_NO_CONTENT (204)

updateBucketWen

SC_NO_CONTENT (204)

4 SC_NO _CONTENT (204)

Client

Apache-tomcat

GWMain

‘ S3Singing H S3RequestFactory H DeleteBucketWebsite ‘ \ GWuUtils ‘

ObjManager

www.websequencediagrams.com
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DeleteObject

Overview

ZHA2] null HAH(A= RS AL AfA| OFHE HYFLICE O] OFAH= 2039 2[4l 0] E LT,

Request Syntax

DELETE /Bucket/Key+?versionId=VersionId HTTP/1.1

Host: <KSAN GW IP:PORT>

x-amz-mfa: MFA

X-amz-request-payer: RequestPayer
X-amz-bypass-governance-retention: BypassGovernanceRetention
x-amz-expected-bucket-owner: ExpectedBucketOwner

Sample Request

DELETE /ExampleBucket/my-second-image.jpg HTTP/1.1
Host: bucket.s3.<Region>.amazonaws.com

Date: Wed, 12 Oct 2009 17:50:00 GMT

Authorization: authorization string

Content-Type: text/plain

URI request Parameters

Parameter Name Description
Bucket thHe bucket & Yes
Key oie 2Ha Yes
o] E 2 2z 2= i ol

versionld hAel EY HHE 22R5t= O AFRE|= VersionldY)

Lt

0| 2t 22|5t7| 2l5H S3 Object LockO| AHHHA

2E Ak 2AIH0F S=2] RS HEFLICt 0] 5|
x-amz-bypass-governance-retention £ AZ25t2{™ s3:BypassGovernanceRetection A}

& #sHo| RA0{0F BTt

‘] [»]

Of|&f CH&f B2l AR A10| A|Y IDYLICH Chet MAIS o
x-amz-expected-bucket-owner £ AHo|M £2F5ks 22 HTTP 403(HM|A HE) 2

Feb el 20| HuigLch

x-amz-mfa

=
'

o3l

t 20| chish BlE0] RutE AYE LR UASE
AL

7
X-amz-request-payer Uct.

ok ko

Request Body

Response Syntax

HTTP/1.1 204

Xx-amz-delete-marker: DeleteMarker
Xx-amz-version-id: VersionId
X-amz-request-charged: RequestCharged

Required



Response Elements

Parameter Name Description
STH22 A E B{HO[ AYE THA|7F A DFAH Q1]
- - - o =~
x-amz-delete-marker (2h) E= AR OF{7} OFHIR|(HZ]) OS2 2| HBL|C}
ZAets 9 22T 2800 Hish 4342 Y7
x-amz-request-charged RS LIEFHLICY,

Values : requester

DELETE 2t{o| Zt2 Mg
=N

4 0

X-amz-version-id

Sample Response

HTTP/1.1 204 NoContent

Xx-amz-id-2: LriYPLdmOdAiIfgSm/F1YsViT1LW94/xUQxMsF7xiEblaOwiIOIx1+zbwZ163pt7
X-amz-request-id: 0A49CE4060975EAC

Date: Wed, 12 Oct 2009 17:50:00 GMT

Content-Length: 0

Connection: close

Server: KSAN-GW

HTTP Status Code

Status Code Description
204 (OK) 2 M2

[
e
£Q
tlo

403 (Access Denied)
404 (No Such Bucket) bucketO| Z2i512| o2

500 (Server Error)

Processing of requests

Required

Client [ Apache-tomeat | GWMain | S53Singing H S3RequestFactory || DeleteObject | l GWltils | | DataDeleteObject H ObjManager || S530bjectOperation
DeleteObject
et L4
valication
INVALID ACCESS KEY ID(403)
INVALID_ACCESS _KEY_ID{403)
g /NYALID ACCESS KEY |D(403)
ateS IRoquest N
fEtum DeleteOtgct
procass
IsignorePublicActs
lthESS DENIED(403) ]
ACCESS_DENIED{403)
ACCESS _DENIED403) A
ACCESS DENIED{403)
eheck GrantBuckel Owner Z
ACGESS DENIEDH0Y
ACCESS DENIED 403)
¢ ACCESE DENIED{403)
extract
open N
delateCbject N
—— R
‘Deleteharker) »
SC_NO_CONTENT 204)
' SC_NO_CONTENT (204] A
‘4 SC_NO_CONTENT (204)
Client Apache-tomcat ‘ | GWMain | | 3835inging H S3RequestFactory || DeleteObject | | GWUtils || DataDeleteObject H ObjManager || S30bjectOperation

wew. websequencediagrams.com
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DeleteObjects
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Request Syntax

POST /Bucket/?delete HTTP/1.1

Host: <KSAN GW IP:PORT>
x-amz-mfa: MFA

X-amz-request-payer: RequestPayer

x-amz-bypass-governance-retention: BypassGovernanceRetention
x-amz-expected-bucket-owner: ExpectedBucketOwner

<?xml version="1.0" encoding="UTF-8"7?>

<Delete xmlns="http://s3.amazonaws.com/doc/2006-03-01/">

<Object>
<Key>string</Key>

<Versionld>string</VersionId>

</0Object>

<Quiet>boolean</Quiet>
</Delete>

Sample Request

POST /ExampleBucket/?delete HTTP/1.1

Host: 192.168.111.111:8080
Accept: */*

X-amz-date: Wed, 30 Nov 2011 03:39:05 GMT

Content-MD5: p5/WA/0Er30qrEEL121PAqw==

Authorization: AWS AKIAIOSFODNN7EXAMPLE:WOqPYCLe6JwkZADleibhp9XZIee=

Content-Length: 125
Connection: Keep-Alive
<Delete>
<Object>
<Key>samplel.txt</Key>
</0bject>
<Object>
<Key>sample2. txt</Key>
</0bject>
</Delete>

URI request Parameters

Parameter Name

Bucket

x-amz-bypass-governance-retention

x-amz-expected-bucket-owner

x-amz-mfa

Description

CHAF bucket ¥

=}
i

oo FO
> 10 g

42|5t7| 2lsl S3 Object Lock0| HB{HA
SFAISHOF Sh=A] EE LIEFHLLE 0] 3|
M s3:BypassGovernanceRetection At

glofof gLict.
| 2]

+

rol ofp 2 1Q
O ool pjo

vo Mo

F

-

Ol & chd Bzl 270 Al IDYLICE Cief Hi2lS T
€ AIYOM £75ts R HTTP 403(UH A HE) 2
Fot el 230 HgLct

B 227t MFA 47 S ALSSIES T E 32 B
AY HAE FTHe2 AAsts o HRE o

Yes

Required



Parameter Name Description Required

X-amz-request-payer ;:i%méfﬁql Cis B|80] Fotel ZAS Y1 UASE
Request Body
<Delete xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Object>
<Key>string</Key>
<VersionId>string</VersionId>
<Quiet>Boolean</Quiet> // Required : No
</0bject>
<Quiet>boolean</Quiet>
</Delete>
Response Syntax
HTTP/1.1 200
X-amz-request-charged: RequestCharged
<?xml version="1.0" encoding="UTF-8"7?>
<DeleteResult>
<Deleted>
<DeleteMarker>boolean</DeleteMarker>
<DeleteMarkerVersionId>string</DeleteMarkerVersionId>
<Key>string</Key>
<VersionId>string</VersionId>
</Deleted>
<Error>
<Code>string</Code>
<Key>string</Key>
<Message>string</Message>
<VersionId>string</VersionId>
</Error>
</DeleteResult>
Response Elements
Parameter Name Description Required

ENets 22 2E27H 20l st 4342 Y7x|
x-amz-request-charged ASS LIEHY

DeleteResult Response Syntax =

Sample Response

HTTP/1.1 200 OK

X-amz-id-2: 5h4FxSNCUS7wP5z92eGCWDshNpMnRuXvETa4HH3LvVvH6VAIr0juU7tHIkM7X+njXx
x-amz-request-id: A437B3B641629AEE

Date: Fri, 02 Dec 2011 01:53:42 GMT

Content-Type: application/xml

Server: AmazonS3

Content-Length: 251

<?xml version="1.0" encoding="UTF-8"7?>

<DeleteResult xmlns="http://s3.amazonaws.com/doc/2006-03-01/">



<Deleted>

<Key>samplel.txt</Key>
</Deleted>

<Error>

<Key>sample2.txt</Key>

<Code>AccessDenied</Code>
<Message>Access Denied</Message>

</Error>

</DeleteResult>

HTTP Status Code

Status Code

204 (OK)

400 (Invalid Argument)

403 (Access Denied)

404 (No Such Bucket)

500 (Server Error)

Description

fo
o
0x
[Jd]

Request Body Xml0| &Aloj| 27|

i
o
£0
olo

bucketO| Z2f5t2| b=

Processing of requests

‘ Client |

‘ Apache-tomcat |

‘ GWMain |

| S§3Singing H S3RequestFactory H DeleteObjects

ACCESS_DENIE!

INVALID_ACCESS_KEY_ID{403)
4

validabion

INVAUID_ACCESS KEY I0603)

¢ NVALID ACCESS KEY IDIA00)

cmateSIR

el DeteteObject

3

process.

CCESS DENIEDIA0Y)

I GWtils

DataDeleteObjects || ObjManager ” S530bjectOperation

isignorePublicAcis »

ACCESS:

ACCESS_DENIE!

4 ACCE!
4

4 ACCESS

check GrantBuckelCwner D

SC_OK (200)

¢ NVALID_ARGUMENT(400)

| INYALID_ARGUMENTI200)

SC_oK @y

INVALID_ARGUMENTHC0]

entract

INVALID _ARGUMENT|400)

SC_OK (200)

Repasl 35 many ea a8 Uhe rmber of objscts.

|
T

Dt

s

remove

InsenOBjec DeeteManer]

write Dileted Xml :

4

‘ Client |

‘ Apache-tomeat |

‘ GWMain |

| 538inging H S3RequestFactory H DeleteQbjects

I GWUtils ‘ DataDeleteObjects || ObjManager ” 530bjectOperation

warn webseguencediagrams com
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DeleteObjectTagging

Overview
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Request Syntax

DELETE /Bucket/Key?tagging&versionId=VersionId HTTP/1.1
Host: <KSAN GW_IP:PORT>
X-amz-expected-bucket-owner: ExpectedBucketOwner

Sample Request

DELETE /ExampleBucket/exampleobject?tagging HTTP/1.1
Host: 192.168.111.111:8080

Date: Wed, 25 Nov 2016 12:00:00 GMT

Authorization: signatureValue

URI request Parameters

Parameter Name Description
Bucket CH4F bucket Yes
Key oie 2ha Yes
20| E24 S ARG 2= i ol

versionld iAol EY HHS AR5tE O AFRE|E VersionldY

ek

Ofl e Chief B2l ARA1| A IDYUICE cid #zle
x-amz-expected-bucket-owner 2 HHoM AR5HE AR HTTP 403(HMA HE)

Fot @ 2ol Hufgict.

Request Body

Response Syntax

HTTP/1.1 204
X-amz-version-id: VersionId

Sample Request

HTTP/1.1 204 No Content
X-amz-versionid: VersionId

Date: Wed, 25 Nov 2016 12:00:00 GMT
Connection: close

Server: KSAN-GW

HTTP Status Code

Required



Status Code

204 (OK)

403 (Access Denied)
404 (No Such Bucket)

500 (Server Error)

Description

)
o
[od
op

r
o
59
tlo

bucketO| 2512 e

Processing of requests

‘ Apache-tomcat |

| GWMain ‘

Deletebject Tapging

handier

'INVALID ACCESS KEY 1D{403)

' ACCESS_DENIED(403)

-

‘ S3Singing H S3RequestFactory H DeleteObjectTagging H DataDeleteObjectTagging H ObjManager ‘

validation

INVALID_ACCESS_KEY_ID{403)
4

IINVALID ACCESS_KEY_1D(403)

createSiRequest

retum DeleteObj

Tagging

process

¢ ACCESS DENIED{403)

SC_NO_CONTENT (204)

F

ACCESS_DEMNIED(403)

|SC_NO_CONTENT (204)

extract

checkGrantoojectowner :

updateOtjectTagging

' SC_NO_CONTENT (204

Client

Apache-tomcat |

| GWMain ‘

‘ S3Singing H S3RequestFactory H DeleteObjectTagging H DataDeleteObjectTagging H ObjManager ‘

‘www.websequencediagrams.com
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DeletePublicAccessBlock

Overview

S3 HZ10f| .St PublicAccessBlock +4& A7 &L CY.

Request Syntax

DELETE /Bucket/?publicAccessBlock HTTP/1.1
Host: <KSAN GW_IP:PORT>
Xx-amz-expected-bucket-owner: ExpectedBucketOwner

Sample Request

URI request Parameters

Parameter Name Description
Bucket CHAF bucket & Yes

Of| & CHA B2l 2R 29| A|F IDYLICH Chet H2IE .t
x-amz-expected-bucket-owner £ AEolIM £Fch=s 2 HTTP 403(UMA AHE) 2
et 8 20| HufELc

Request Body

Response Syntax

HTTP/1.1 204

Response Elements

Sample Response

HTTP Status Code

Status Code Description

204 (OK) 2 M2

403 (Access Denied) et ole

404 (No Such Bucket) bucketO| ZA5t2| %S

500 (Server Error)

Required



Processing of requests

Client

DeletePublicAccessBlock

Apache-tomcat

»

INVALID_ACCESS_KEY_ID(403)

handler

GWNMain

‘ S3Singing H S3RequestFactory H DeletePublicAccessBlock H GWULtils H ObjManager ‘

valldation

L4
g INVALID_ACCESS_KEY_ID(403)

INVALID_ACCESS KEY_ID{403)

ACCESS _DEMIED{403)

crealeS3Request

retumn DeletePublicAccessBlock

process

ACCESS_DENIED(403)

islgnorePublicAcls '

ACCESS DENIED{$03)

' ACCESS_DENIED{403)

SC_NO_CONTENT (204)

P SC_NO_CONTENT (204)

updateBucketAccess

SC_NO_CONTENT (204)

Client

Apache-tomcat

GWNMain

‘ S3Singing H S3RequestFactory H DeletePublicAccessBlock H GWULils

‘ ObjManager

www.websequencediagrams.com
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GetBucketAcl

Overview

HZL0] ACL(HMA A0 55)= Eratgitch

Request Syntax

GET /Bucket/?acl HTTP/1.1
Host: <KSAN GW_IP:PORT>
X-amz-expected-bucket-owner: ExpectedBucketOwner

Sample Request

GET /ExampleBucket/?acl HTTP/1.1
Host: 192.168.111.111:8080

Date: Wed, 28 Oct 2009 22:32:00 GMT
Authorization: authorization string

URI request Parameters

Parameter Name Description Required
Bucket CH4AF bucket Yes

Ofl 4t Chet B2l ARZt0| A IDYLICE Ciet BiZlg ot
x-amz-expected-bucket-owner 2 HHoM ARSHE AR HTTP 403(UMA HE) 2
Fot 87 20| Am{Ect,

Request Body

Response Syntax

HTTP/1.1 200
<?xml version="1.0" encoding="UTF-8"7?>
<AccessControlPolicy>
<Owner>
<DisplayName>string</DisplayName>
<ID>string</ID>
</0Owner>
<AccessControlList>
<Grant>
<Grantee>
<DisplayName>string</DisplayName>
<EmailAddress>string</EmailAddress>
<ID>string</ID>
<xsi:type>string</xsi:type>
<URI>string</URI>
</Grantee>
<Permission>string</Permission>
</Grant>
</AccessControlList>
</AccessControlPolicy>



Response Elements

Parameter Name Description

AccessControlPolicy REsponse Syntax zt= Yes

Sample Response

HTTP/1.1 200 OK
x-amz-id-2: eftixk72aD6Ap51TnqcoF8eFidJG9Z/2mkiDFu8yU9AS1ed40pIszj7UDNEHGran
X-amz-request-id: 318BC8BC148832E5
Date: Wed, 28 Oct 2009 22:32:00 GMT
Last-Modified: Sun, 1 Jan 2006 12:00:00 GMT
Content-Length: 124
Content-Type: text/plain
Connection: close
Server: KSAN-GW
<AccessControlPolicy>
<Owner>
<ID>75aa57f09%aa0c8caeab4f8c24e99d10f8e7faeebf76c078efc7c6caea54babba</ID>
<DisplayName>CustomersName@amazon.com</DisplayName>
</0wner>
<AccessControlList>
<Grant>
<Grantee xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="CanonicalUser">
<ID>75aa57f09%aa0c8caeab4f8c24e99d10f8e7faeebf76c078efc7c6caea54babba</ID>
<DisplayName>CustomersName@amazon.com</DisplayName>
</Grantee>
<Permission>FULL CONTROL</Permission>
</Grant>
</AccessControlList>
</AccessControlPolicy>

HTTP Status Code

Status Code Description
200 (OK) 2 M2

)
ok
£Q
tlo

403 (Access Denied)
404 (No Such Bucket) bucketO| 2512 e

500 (Server Error)

Processing of requests

Required



Client Apache-tomcat GWMain ‘ S3Singing ‘ ‘ S3RequestFactory ‘ ‘ GetBucketAcl ‘ ‘ GWUtils ‘ ObjManager
GelBucketAc| '
handler
validation
'INVA.LID ACCESS_KEY_ID(403)
INVALID_ACCESS_KEY_ID(403)
‘IN\MLID ACCESE KEY_ID(403)
crealeS3Request
4 retumn GetBucketAcl .
Al rocoss
IsignorePublicAcls
|4 ACCESS_DENIED(403)
4 ACCESS DEMIED(403) X
ACCESS_DENIED(403)
ACCESS_DENIED({403)
« SucketOwner J
4 ACCESS_DEMIED(403)
ACCESS_DENIED(403)
‘ ACCESS_DENIED(403)
gelBucketinfo.getAc Al
write Acl Xml
—
¢ SC_OK (200)
SC_OK (200)
SC_OK (200)
Client Apache-tomcat GWMain ‘ S3Singing ‘ ‘ S3RequestFactory ‘ ‘ GetBucketAcl ‘ GWUtils ObjManager

www.websequencediagrams.com
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GetBucketCors

Overview

8210 CiSt CORS(Cross-Origin Resource Sharing) 2/&HS 2tatgtL|Ct,

Request Syntax

GET /Bucket/?cors HTTP/1.1
Host: <KSAN GW_IP:PORT>
Xx-amz-expected-bucket-owner: ExpectedBucketOwner

Sample Request

GET /ExampleBucket/?cors HTTP/1.1
Host: 192.168.111.111:8080

Date: Tue, 13 Dec 2011 19:14:42 GMT
Authorization: signatureValue

URI request Parameters

Parameter Name Description Required
Bucket CH4AF bucket Yes
Ol & CH& B2l 27210 A|Y IDYLICH e MAIS o

x-amz-expected-bucket-owner 2 HHoM ARSHE AR HTTP 403(MMA HE) 2
Fot 87 20| MuEct,

Request Body

Response Syntax

HTTP/1.1 200
<?xml version="1.0" encoding="UTF-8"7?>
<CORSConfiguration>
<CORSRule>
<AllowedHeader>string</AllowedHeader>

;AilowedMethod>string</AllowedMethod>
;AilowedOrigin>string</Allowed0rigin>
;é;poseHeader>string</ExposeHeader>
;i6>string</ID>
<MaxAgeSeconds>integer</MaxAgeSeconds>

</CORSRule>

</CORSConfiguration>



Response Elements

Parameter Name Description Required

CORSConfiguration REsponse Syntax 2tz Yes

Status Code Description

200 (OK) o ANz

403 (Access Denied) st gle

404 (No Such Bucket) bucketo| Z2f5t2] 45

500 (Server Error)
Processing of requests

Client Apache-tomcat GWMain ‘ S3Singing ‘ ‘ S3RequestFactory ‘ ‘ GetBucketCors ‘ GWUtils ‘ ObjManager
GetBucketCors
handier
validation
INVALID_ACCESS_KEY_ID(403)
INVALID_ACCESS_KEY_ID{403)
'\N\'AIJD ACCESS_KEY ID;403
createS3Request
retum Ge'Buclc.l..Cors
Process N
L4
Islj noreP ublicAcls .
ACCESS_DENIED(403)
ACCESS_DENIED(403)
ACCESS DEMIED(403)
ACCESS_DENIED(403)
c JucketOwner )
ACCESS_DENIED{403)
ACCESS_DENIED(403)
ACCESS_DENIED(403)
Bucketinfo.getCors
write Acl Xmi :
SC_OK (200)
SC_OK (200)
SC_OK (200)
Client Apache-tomcat GWMain ‘ S3Singing ‘ l S3RequestFactory ‘ | GetBucketCors ‘ ‘ GWULtils ObjManager

www websequencediagrams.com
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GetBucketEncryption

Overview

S3 HZlof tist 7|2 Y=t ¢S BrergLch

Request Syntax

GET /Bucket/?encryption HTTP/1.1
Host: <KSAN GW_IP:PORT>
Xx-amz-expected-bucket-owner: ExpectedBucketOwner

Sample Request

GET /ExampleBucket/?encryption HTTP/1.1
Host: 192.168.111.111:8080

Date: Wed, 06 Sep 2017 12:00:00 GMT
Authorization: authorization string
Content-Length: length

URI request Parameters

Parameter Name Description
Bucket CHAr bucket &
Ofl e Chief B2l 2[R A IDYLICE Cid #izle
x-amz-expected-bucket-owner AHEollM )2

ALt AL HTTP 403(UMA 7HE
2

Request Body

Response Syntax

HTTP/1.1 200
<?xml version="1.0" encoding="UTF-8"?7>
<ServerSideEncryptionConfiguration>
<Rule>
<ApplyServerSideEncryptionByDefault>
<KMSMasterKeyID>string</KMSMasterKeyID>
<SSEAlgorithm>string</SSEAlgorithm>
</ApplyServerSideEncryptionByDefault>
<BucketKeyEnabled>boolean</BucketKeyEnabled>
</Rule>

</ServerSideEncryptionConfiguration>

Response Elements

Parameter Name Description

Yes

Required

Required



Parameter Name Description Required

ServerSideEncryptionConfiguration REsponse Syntax zt=& Yes

Sample Response

HTTP/1.1 200 OK
x-amz-id-2: kDmgsuw5FDmgLmxQaUkd9A4N]/PIiEOc1rAU/ue2Yp60toXs4I5k5fqlwZsA6TV+wIQCzRRwygQ=
X-amz-request-id: 5D8706FCB2673B7D
Date: Wed, 06 Sep 2017 12:00:00 GMT
Transfer-Encoding: chunked
Server: AmazonS3
<ServerSideEncryptionConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Rule>
<ApplyServerSideEncryptionByDefault>
<SSEAlgorithm>aws:kms</SSEAlgorithm>
<KMSMasterKeyID>arn:aws:kms:us-east-1:1234/5678example</KMSMasterKeyID>
</ApplyServerSideEncryptionByDefault>
</Rule>
</ServerSideEncryptionConfiguration>

HTTP Status Code

Status Code Description

0
ox
0x
op

200 (OK)

[
e
£Q
tlo

403 (Access Denied)
404 (No Such Bucket) bucketO| Z215}12| S

500 (Server Error)

Processing of requests

Client Apache-tomcat GWMain ‘ S3Singing ‘ ‘ S3RequestFactory ‘ ‘ GetBuckelEncryption ‘ GWuUtils ‘ ObjManager
GetBucketEncryption
handier N
wvalidation N
'INVALID ACCESS_KEY_1D(403)
INVALID_ACCESS_KEY_ID(403)
INVALID_ACCESS_KEY_|D(403)
:laataSSReql‘:est »
g retum yption
process )
IslnguDlchc\s '
4 ACCESS_DENIED(403)
4 ACCESS DENIED(403) N
ACCESS DENIED{403) N
ACCESS_DENIED(403)
checkGrantBucketOwner :
d ACCESS_DENIED{403)
ACCESS_DENIED(403)
‘ ACCESS_DENIED(403)
BucketInfo.getEncryplion
write Acl Xml
—
P 5C_OK (200)
5C_OK (200)
SC_OK (200)
Client Apache-tomcat GWMain ‘ S3Singing ‘ ‘ S3RequestFactory ‘ ‘ GetBucketEncryption ‘ ‘ GWuUtils ‘ ObjManager

www.websequencediagrams.com
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GetBucketLifecycleConfiguration

Request Syntax

GET /Bucket/?lifecycle HTTP/1.1
Host: <KSAN GW_IP:PORT>
X-amz-expected-bucket-owner: ExpectedBucketOwner

Sample Request

GET /ExampleBucket/?lifecycle HTTP/1.1
Host: 192.168.111.111:8080

x-amz-date: Thu, 15 Nov 2012 00:17:21 GMT
Authorization: signatureValue

URI request Parameters

Parameter Name Description Required
Bucket CH4AF bucket Yes

Ofl 4t Chet B2l ARZt0| A IDYLICE Ciet BiZlg ot
x-amz-expected-bucket-owner 2 HHoM ARSHE AR HTTP 403(UMA HE) 2
Fot 87 20| Am{Ect,

Request Body

Response Syntax

HTTP/1.1 200
<?xml version="1.0" encoding="UTF-8"7?>
<LifecycleConfiguration>
<Rule>
<AbortIncompleteMultipartUpload>
<DaysAfterInitiation>integer</DaysAfterInitiation>
</AbortIncompleteMultipartUpload>
<Expiration>
<Date>timestamp</Date>
<Days>integer</Days>
<ExpiredObjectDeleteMarker>boolean</ExpiredObjectDeleteMarker>
</Expiration>
<Filter>
<And>
<0bjectSizeGreaterThan>long</0bjectSizeGreaterThan>
<ObjectSizelessThan>long</0ObjectSizelLessThan>
<Prefix>string</Prefix>
<Tag>
<Key>string</Key>
<Value>string</Value>



</Tag>
</And>
<ObjectSizeGreaterThan>long</0ObjectSizeGreaterThan>
<0bjectSizelLessThan>long</ObjectSizelLessThan>
<Prefix>string</Prefix>
<Tag>
<Key>string</Key>
<Value>string</Value>
</Tag>
</Filter>
<ID>string</ID>
<NoncurrentVersionExpiration>
<NewerNoncurrentVersions>integer</NewerNoncurrentVersions>
<NoncurrentDays>integer</NoncurrentDays>
</NoncurrentVersionExpiration>
<NoncurrentVersionTransition>
<NewerNoncurrentVersions>integer</NewerNoncurrentVersions>
<NoncurrentDays>integer</NoncurrentDays>
<StorageClass>string</StorageClass>
</NoncurrentVersionTransition>

<Prefix>string</Prefix>

<Status>string</Status>

<Transition>
<Date>timestamp</Date>
<Days>integer</Days>
<StorageClass>string</StorageClass>

</Transition>

</Rule>

</LifecycleConfiguration>

Response Elements

Parameter Name Description

LifecycleConfiguration REsponse Syntax 2tz

Sample Response

HTTP/1.1 200 OK

X-amz-id-2: ITnGT1ly4RyTmXa3rPi4hk1lTXouTf@hccUjo0iCPjz6FnfIutBj3M7 fPGLWO2SEWp

x-amz-request-id: 51991C342(C575321
Date: Thu, 15 Nov 2012 00:17:23 GMT
Server: KSAN-GW

Content-Length: 358

<?xml version="1.0" encoding="UTF-8"?7>
<LifecycleConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Rule>
<ID>Archive and then delete rule</ID>
<Prefix>projectdocs/</Prefix>
<Status>Enabled</Status>
<Transition>
<Days>30</Days>
<StorageClass>STANDARD IA</StorageClass>
</Transition>
<Transition>
<Days>365</Days>
<StorageClass>GLACIER</StorageClass>
</Transition>
<Expiration>

Yes

Required



<Days>3650</Days>
</Expiration>
</Rule>
</LifecycleConfiguration>

HTTP Status Code

Status Code Description
200 (OK) LA HE

)
ek
£Q
ajo

403 (Access Denied)
404 (No Such Bucket) bucketO| 2512 e

500 (Server Error)

Processing of requests

Client ‘ Apache-tomcat ‘ ‘ GWMain ‘ S3Singing H S3RequestFactory H GetBucketLifecycleConfiguration ‘ GWUtils ‘ ObjManager
SetBuckelLifecycleC N
handler N
wvalidation
INVALID ACCESS _KEY_ID{403)
4 INVALID ACCESS_KEY_ID(403)
‘\NVAUD ACCESS_KEY _ID(403] )
createS IR equest
retum GetBucketLifecycleConfiguration
4 —
IsignorePublicActs. N

ACCESS_DENIED{403)

ACCESS_DENIED{403)

' ACCESS DEMIED(403)

ACCESS_DENIED(403)

checkGrantBucketOwner :

ACCESS_DENIED{403)

ACCESS DENIED(403)

Al
' ACCESS DENIED{403]

getBucketinfo. getl fecycle '

write Acl Xmil :

SC_OK (200)

SC_OK (200)

SC_OK (200)

X
Client ‘ Apache-tomcat ‘ ‘ GWMain ‘ ‘ S38Singing H S3RequestFactory H GetBucketLifecycleConfiguration H GWUtils

www.websequencediagrams.com

ObjManager



http://192.168.11.240:8080/uploads/images/gallery/2021-12/image-1640828220212.png

GetBucketLocation

Request Syntax

GET /Bucket/?location HTTP/1.1
Host: <KSAN GW_IP:PORT>
Xx-amz-expected-bucket-owner: ExpectedBucketOwner

Sample Request

GET /ExampleBucket/?location HTTP/1.1
Host: 192.168.111.111:8080

Date: Tue, 09 Oct 2007 20:26:04 +0000
Authorization: signatureValue

URI request Parameters

Parameter Name Description
Bucket CH4AF bucket Yes
Ol & CH& B2l 27210 A|Y IDYLICH e MAIS o

x-amz-expected-bucket-owner 2 HHoM ARSHE AR HTTP 403(MMA HE) 2
Fot 87 20| MuEct,

Request Body

Response Syntax

HTTP/1.1 200

<?xml version="1.0" encoding="UTF-8"7?>

<LocationConstraint>
<LocationConstraint>string</LocationConstraint>

</LocationConstraint>

Response Elements

Parameter Name Description

LocationConstraint REsponse Syntax 2tz Yes

Sample Response

<?xml version="1.0" encoding="UTF-8"7?>

Required

Required

<LocationConstraint xmlns="http://s3.amazonaws.com/doc/2006-03-01/">Europe</LocationConstraint>



HTTP Status Code

Status Code Description
200 (OK) K AT

[
e
£Q
olo

403 (Access Denied)
404 (No Such Bucket) bucketo| Z2f5t2| o4&

500 (Server Error)

Processing of requests
Client Apache-tomcat GWMain ‘ S3Singing H S3RequestFactory H GetBucketLocation ‘ ‘ GWUtils H ObjManager ‘

GetBucketLocation

handler N

valldation N

¢ INVALID ACCESS KEY ID(403)
¢

g INVALID ACCESS_KEY_ID(403)
%

¢ INVALID_ACCESS KEY_ID(403)
hl

createS3Request

retum GetBucketLocation

F

process N

IsignorePublicAcls )

|4 ACCESS _DENIED(403)
hl

IWCCESS_DENIED{403)

Yy

& ACCESS DENIED(403)
4

|, ACCESS_DENIED(403)
¢

ucketOwner )

4 IACCESS_DENIED(403)
4 ACCESS DENIED403)
¢ AACCESS DENIED(03) A
gelBucketinfo >
write Act Xmi :
SC_OK (200)
P SC_OK (200) )
SC_OK (200)

Al

Client Apache-tomcat GWMain ‘ S3Singing H S3RequestFactory ‘

ObjManager

GetBucketLocation ‘ ‘ GWuUitils ‘

www.websequencediagrams.com
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GetBucketPolicy

Request Syntax

GET /Bucket/?policy HTTP/1.1
Host: <KSAN GW_IP:PORT>
Xx-amz-expected-bucket-owner: ExpectedBucketOwner

Sample Request

GET /ExampleBucket/?policy HTTP/1.1
Host: 192.168.111.111:8080

Date: Wed, 28 Oct 2009 22:32:00 GMT
Authorization: authorization string

URI request Parameters

Parameter Name Description
Bucket CH4AF bucket Yes

Ol &k CHA B2 ARALS| AW IDYLICE CHer B2 Ct
x-amz-expected-bucket-owner 2 A HO|M ARSH= Z HTTP 403(UMA HE) 2

571 83 =245

Request Body

Response Syntax

HTTP/1.1 200

{ Policy in JSON format }

Response Elements

Parameter Name Description

Policy REsponse Syntax 2= Yes

Sample Response

Required

Required



HTTP Status Code

Status Code Description
200 (OK) 2 ME

i
e
§Q
olo

403 (Access Denied)
404 (No Such Bucket) bucketO| 221512 &

500 (Server Error)

Processing of requests
@ Apache-tomcat GWMain ‘ S3Singing H S3RequestFactory H GetBucketPolicy ‘ ‘ GWUtils H ObjManager ‘

handier
walldation
<INVAUD ACCESS _KEY_ID{403)
g INVALID_ACCESS KEY_ID(403)
‘ INVALID_ACCESS_KEY_ID403) )
createS3Request N
4 rehum ‘
4
process
isignorePublicAcls
ACCESS_DENIED03)
¢ ACCESS_DENIED{403)
¢ ACCESS_DENIED(403

ACCESS_DENIED(403)

checkGrantBucketOwner D

ACCESS DENIED{03)

ry

ACCESS_DENIED{403)

Y

ACCESS_DENIED{403)

Policy

4 NO SUCH POLICY CONFIGURRT\DN{W]
<

4 NO SUCH_POLICY CONFIGURATION(404)

NO _SUCH POLICY CONFIGURATION(404)
write Acl Xmi :

4 SC_OK (200)

¢ SC_OK (200)

SC_OK (200)
Client Apache-tomcat GWMain \ S3Singing ‘ ‘ S3RequestFactory ‘ ‘ GetBucketPolicy | GWUtils ObjManager

www.websequencediagrams.com
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GetBucketPolicyStatus

Overview

S3 H{Zlo] FH HES ZAMSH0] BIZI0| 381 {FE LEHELICE

Request Syntax

GET /Bucket/?policyStatus HTTP/1.1
Host: <KSAN GW_IP:PORT>
X-amz-expected-bucket-owner: ExpectedBucketOwner

Sample Request

GET /ExampleBucket/?policyStatus HTTP/1.1
Host: 192.168.111.111:8080

x-amz-date: <Thu, 15 Nov 2016 00:17:21 GMT>
Authorization: <signatureValue>

URI request Parameters

Parameter Name Description
Bucket CH4AF bucket Yes
Of & CH& B2l 27210 A|Y IDYLICH e MAS o

x-amz-expected-bucket-owner 2 HHoM ARSHE AR HTTP 403(UMA HE) 2

571 83 =245

Request Body

Response Syntax

HTTP/1.1 200

<?xml version="1.0" encoding="UTF-8"7?>

<PolicyStatus>
<IsPublic>boolean</IsPublic>

</PolicyStatus>

Response Elements

Parameter Name Description

PolicyStatus REsponse Syntax z= Yes

Sample Response

Required

Required



HTTP Status Code

Status Code

200 (OK)

403 (Access Denied)
404 (No Such Bucket)

500 (Server Error)

Description

to
oX
0x
0B

i
e
§Q
olo

bucketo] Z45t2| ¢t

Processing of requests

Client

” ACCESS_DENIED{403)

Apache-tomcat

GetBuckatPolicyStatus .

handler

GWNMain

‘ S3Singing H S3RequestFactory H GetBucketPolicyStatus H GWUtils H ObjManager ‘

walidation

»

4 INVALID_ACCESS_KEY_|D(403)
Al

lINVALID ACCESS_KEY_ID{403

INVALID_ACCESS_KEY_ID{403)
4

ACCESS_DENIED{403)

createS3R,

uest

M retum GetBy

process

ACCESS_DENIED(403)

sl ublicAcls

ACCESS_DENIED(403)

'

INVALID_REGUEST(200)

ACCESS_DENIED(403)

ACCESS DENIED(403)

checkGrantBucketOwner

PE—

' ACCESS_DENIED(403]

” SC_OK (200)

‘ INVALID_REQUEST(400

SC_OK (200)

INVALID_REQUEST(400)

)

SC_OK (200)

write Acl Xml

—

Client

Apache-tomcat

GWNMain

getBucketinfogetPolicy )

‘ S3Singing H S3RequestFactory H GetBucketPolicyStatus H GWUltils H ObjManager

www.websequencediagrams.com
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GetBucketReplication

Overview

H2e 54 S grergLich

Request Syntax

GET /Bucket/?replication HTTP/1.1
Host: <KSAN GW_IP:PORT>
X-amz-expected-bucket-owner: ExpectedBucketOwner

Sample Request

GET /ExampleBucket/?replication HTTP/1.1
Host: 192.168.111.111:8080

Date: Tue, 10 Feb 2015 00:17:21 GMT
Authorization: authorization string

URI request Parameters

Parameter Name Description
Bucket ChHef bucket &

Ol e CHat B2 AR210| A IDYLICE Ty B2

x-amz-expected-bucket-owner 2 HHoM ARSHE AR HTTP 403(UMA HE) 2

Fot el 20| dugLct

Request Body

Response Syntax

HTTP/1.1 200
<?xml version="1.0" encoding="UTF-8"7?>
<ReplicationConfiguration>
<Role>string</Role>
<Rule>
<DeleteMarkerReplication>
<Status>string</Status>
</DeleteMarkerReplication>
<Destination>
<AccessControlTranslation>
<Owner>string</Owner>
</AccessControlTranslation>
<Account>string</Account>
<Bucket>string</Bucket>
<EncryptionConfiguration>
<ReplicaKmsKeyID>string</ReplicaKmsKeyID>
</EncryptionConfiguration>
<Metrics>
<EventThreshold>
<Minutes>integer</Minutes>

Yes

Required



</EventThreshold>
<Status>string</Status>
</Metrics>
<ReplicationTime>
<Status>string</Status>
<Time>
<Minutes>integer</Minutes>
</Time>
</ReplicationTime>
<StorageClass>string</StorageClass>
</Destination>
<ExistingObjectReplication>
<Status>string</Status>
</ExistingObjectReplication>
<Filter>
<And>
<Prefix>string</Prefix>
<Tag>
<Key>string</Key>
<Value>string</Value>
</Tag>
</And>
<Prefix>string</Prefix>
<Tag>
<Key>string</Key>
<Value>string</Value>
</Tag>
</Filter>
<ID>string</ID>
<Prefix>string</Prefix>
<Priority>integer</Priority>
<SourceSelectionCriteria>
<ReplicaModifications>
<Status>string</Status>
</ReplicaModifications>
<SseKmsEncryptedObjects>
<Status>string</Status>
</SseKmsEncryptedObjects>
</SourceSelectionCriteria>
<Status>string</Status>
</Rule>

</ReplicationConfiguration>

Response Elements

Parameter Name

ReplicationConfiguration REsponse Syntax

Sample Response

HTTP/1.1 200 OK

x-amz-id-2: ITnGT1ly4RyTmXa3rPi4hk1TXouTfOhccUjo0iCPjz6FnfIutBj3M7 fPGLWO2SEWpP

X-amz-request-id: 51991C342example
Date: Tue, 10 Feb 2015 00:17:23 GMT
Server: AmazonS3

Content-Length: contentlength

<?xml version="1.0" encoding="UTF-8"?7>
<ReplicationConfiguration>

Description

2z

Yes

<Role>arn:aws:iam::35667example:role/CrossRegionReplicationRoleForS3</Role>

<Rule>

Required



<ID>rulel</ID>
<Status>Enabled</Status>
<Priority>1</Priority>

<DeleteMarkerReplication>

<Status>Disabled</Status>
</DeleteMarkerReplication>

<Filter>
<And>
<Prefix>TaxDocs</Prefix>
<Tag>
<Key>keyl</Key>
<Value>valuel</Value>
</Tag>
<Tag>
<Key>keyl</Key>
<Value>valuel</Value>
</Tag>
</And>
</Filter>
<Destination>
<Bucket>arn:aws:s3:::exampletargetbucket</Bucket>
</Destination>
</Rule>

</ReplicationConfiguration>

HTTP Status Code

Status Code

200 (OK)

403 (Access Denied)

404 (No Such Bucket)

500 (Server Error)

Description

to
[0
0x
]

]
o

£Q
ojo

bucketO| Z2H3t2| %S

Processing of requests

Client

»
L4

Apache-tomcat

handier

‘ GWMain ‘

‘ S3Singing H S3RequestFactory H GetBucketReplication H GWLkils H ObjManager ‘

INVALID_ACCESS_KEY_ID(403)

b4

validation

»

4
‘\NVH.LID ACCESS KEY 10{403)

*
INVALID ACCESS KEY 1D{403
createS 3R st N
I
retun
4
process
IslgnarePUblicACIS
ACCESS DEMIED(403)
+
" ACCESS_DENIED{403)
ACCESS _DENIED{403)
ACCESS_DENIED{403)
4
checkGrantBucketCwner Z
ACCESS_DENIED(403)
ACCESS DENIED(403)
' ACCESS_DENIED{403;
Replication
»
NO _SUCH _REPLICATION CONFIGURATION{404)
NGO _SUCH_REPLICATION _CONFIGURATION({404)
NO_SUCH_REPLICATION CONFIGURATION(404)
4
write Acl Xmi :
SE_OK (200)
+
4 SC_OK (200]
SC_OK {200)
Al
Client Apache-tomcat ‘ GWMain ‘ 53Singing ‘ ‘ S3RequestFactory ‘ ‘ GetBucketReplication ‘ GWLhtils ‘ ObjManager

www. websequencediagrams.com
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GetBucketTagging

Request Syntax

GET /Bucket/?tagging HTTP/1.1
Host: <KSAN GW_IP:PORT>
X-amz-expected-bucket-owner: ExpectedBucketOwner

Sample Request

GET /ExampleBucket/?tagging HTTP/1.1
Host: 192.168.111.111:8080

Date: Wed, 28 Oct 2009 22:32:00 GMT

Authorization: authorization string

URI request Parameters

Parameter Name Description Required
Bucket CH4AF bucket Yes

Ofl 4t Chet B2l ARZt0| A IDYLICE Ciet BiZlg ot
x-amz-expected-bucket-owner 2 HHoM ARSHE AR HTTP 403(UMA HE) 2
Fot 87 20| Am{Ect,

Request Body

Response Syntax

HTTP/1.1 200
<?xml version="1.0" encoding="UTF-8"7?>
<Tagging>
<TagSet>
<Tag>
<Key>string</Key>
<Value>string</Value>
</Tag>
</TagSet>
</Tagging>

Response Elements

Parameter Name Description Required

Tagging REsponse Syntax 2= Yes



Sample Response

HTTP Status Code

Status Code Description
200 (OK) Qx N2

[
e
§Q
tlo

403 (Access Denied)
404 (No Such Bucket) bucketo| Z2f5t2] 45

500 (Server Error)

Processing of requests

Client Apache-tomcat GWMain ‘ S38Singing ‘ ‘ S3RequestFactory ‘ ‘ GetBucketTagging ‘ ‘ GWUtils ‘ ObjManager
GetBucketTagging '
handler N
¥
validation al
¢ NVALID_ACCESS KEY ID(403)
4 INVALID ACCESS_KEY_|D{403)
INVALID_ACCESS_KEY_|D(403) A
A croateS3Request
" ratum GetBuckeﬂl'aEing
process
IsignorePublicAcls |
ACCESS_DENIED(403)
ACCESS_DENIED(403) X
ACCESS_DENIED(403)
" ACCESS_DENIED(403)
checkGrantBucketOwner Z
ACCESS DENIED(403)
¢ ACCESS DENIED(403)
4 ACCESS DENIED(403)
A gatBucketinfo.gelTagging al
MNO_SUCH_TAG_SET_ERROR{404)
4 NO SUCH TAG SET_ERROR(404) A
4 NO_BUCH TAG SET_ERROR(204) A
write Acl Xml :
¢ SC_OK (200)
4 SC_OK (200}
¢ SC_OK (200)
bl
Client Apache-tomcat GWMain ‘ S38Singing ‘ ‘ S3RequestFactory ‘ ‘ GetBucketTagging ‘ ‘ GWUtils ‘ ObjManager

www.webseguencediagrams.com
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GetBucketVersioning

Request Syntax

GET /Bucket/?versioning HTTP/1.1
Host: <KSAN GW_IP:PORT>
X-amz-expected-bucket-owner: ExpectedBucketOwner

Sample Request

GET /ExampleBucket/?versioning HTTP/1.1
Host: 192.168.111.111:8080

Date: Wed, 12 Oct 2009 17:50:00 GMT
Authorization: authorization string
Content-Type: text/plain

URI request Parameters

Parameter Name Description
Bucket CHAr bucket & Yes
Ofl e Chief B2l AR A12| A IDYLICE e #zle
x-amz-expected-bucket-owner £ AZoM £R5Hs 2 HTTP 403(UMA AHE) 2
Fot el 230 dugch
HTTP/1.1 200
<?xml version="1.0" encoding="UTF-8"?7>
<VersioningConfiguration>
<Status>string</Status>
<MfaDelete>string</MfaDelete>
</VersioningConfiguration>
Parameter Name Description
VersioningConfiguration REsponse Syntax &z Yes

Sample Response

Required

Required



e Enabled

<VersioningConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">

<Status>Enabled</Status>
</VersioningConfiguration>

e Suspended

<VersioningConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">

<Status>Suspended</Status>
</VersioningConfiguration>

e Never Enabled(or Suspended) versioning on a bucket

<VersioningConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/"/>

HTTP Status Code

Status Code

200 (OK)

403 (Access Denied)
404 (No Such Bucket)

500 (Server Error)

Description

o
p=d

ox
0x
op

[
e
£Q
tlo

oro.
[Ea=)

bucket0| Z15}2

Processing of requests

Client Apache-tomcat
y

Versioning

handler

GWMain

‘ S$3Singing H S3RequestFactory H GetBucketVersioning ‘ ‘ GWUtils H ObjManager

INVALID_ACCESS KEY I1D(403)

h 4

validation N

'INV)\L\D ACCESS_KEY_|D(403)

INVALID_ACCESS KEY_|D(403)
Al

ACCESS DENMIED(403)

createS3Request

retum GetBucketVersioning

process

ACCESS DEMIED(403)

4 ACCESS_DENIED(403)

IsignoreP ublicAcls .

ACCESS_DENIED(403)

ACCESS DENIED(403)

ACCESS DEMNIED(403)

checkGrantBuckelOwner :

' ACCESS _DENIED(403]

SC_OK (200)

SC_OK (200)

getBucketinfo.getVersioning '

write Acl Xml :]

SC_OK (200)

Apache-tomcat

hl
Client

GWMain

‘ S3Singing H S3RequestFactory H GetBucketVersioning ‘ ‘ GWUtils H ObjManager

www.websequencediagrams.com
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GetBucketWebsite

Overview

BiZ00] 2 ALOIE T4 BHeFBILICt,

Request Syntax

GET /Bucket/?website HTTP/1.1
Host: <KSAN GW_IP:PORT>
Xx-amz-expected-bucket-owner: ExpectedBucketOwner

Sample Request

GET /ExampleBucket/?website HTTP/1.1
Host: example-bucket.s3.<Region>.amazonaws.com
Date: Thu, 27 Jan 2011 00:49:20 GMT

Authorization: AWS AKIAIOSFODNN7EXAMPLE:n@Nhek72Ufg/u7Sm5C1dqRLS8XX=

URI request Parameters

Parameter Name Description

Bucket CHAF bucket &

Of| 4t Chat B2l ARZ[O| A IDYLICE Ci4t b
x-amz-expected-bucket-owner 2 HHoM ARSHE AR HTTP 403(MMA HE) 2

Fot el 230 dugL

Request Body

Response Syntax

HTTP/1.1 200
<?xml version="1.0" encoding="UTF-8"7?>
<WebsiteConfiguration>
<RedirectAllRequestsTo>
<HostName>string</HostName>
<Protocol>string</Protocol>
</RedirectAllRequestsTo>
<IndexDocument>
<Suffix>string</Suffix>
</IndexDocument>
<ErrorDocument>
<Key>string</Key>
</ErrorDocument>
<RoutingRules>
<RoutingRule>
<Condition>

Yes

<HttpErrorCodeReturnedEquals>string</HttpErrorCodeReturnedEquals>

<KeyPrefixEquals>string</KeyPrefixEquals>
</Condition>
<Redirect>

Required



<HostName>string</HostName>
<HttpRedirectCode>string</HttpRedirectCode>
<Protocol>string</Protocol>
<ReplaceKeyPrefixWith>string</ReplaceKeyPrefixWith>
<ReplaceKeyWith>string</ReplaceKeyWith>
</Redirect>
</RoutingRule>
</RoutingRules>
</WebsiteConfiguration>

Response Elements

Parameter Name Description

WebsiteConfiguration REsponse Syntax Zt= Yes

Sample Response

HTTP/1.1 200 OK

x-amz-id-2: YgIPIfBiKa2bjoKMgUAdQkf3ShJTOOpXUueF6QKo
X-amz-request-id: 3848CD259D811111

Date: Thu, 27 Jan 2011 00:49:26 GMT

Content-Length: 240

Content-Type: application/xml

Transfer-Encoding: chunked

Server: KSAN-GW

<?xml version="1.0" encoding="UTF-8"?7>
<WebsiteConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<IndexDocument>
<Suffix>index.html</Suffix>
</IndexDocument>
<ErrorDocument>
<Key>404.html</Key>
</ErrorDocument>
</WebsiteConfiguration>

HTTP Status Code

Status Code Description
200 (OK) o N2

403 (Access Denied)

[
e
£Q
tlo

404 (No Such Bucket) bucketO| Z2512| %42

500 (Server Error)

Processing of requests

Required



Client

GetBucketWebsile ’

' INVALID_ACCESS_KEY_ID(403)

ACCESS_DENIED(403)

Apache-tomcat

handler

GWMain |

| S3Singing H S3RequestFactory ” GetBucketWebsite | | GWUtils H ObjManager ‘

INVALID_ACCESS_KEY_ID{403)

validation

L4

l\NVAL\D ACCESS_KEY_1D(403)

createS3Request

f
retum GetBuckelWebsite

process

WACCESS_DENIED(403]

' ACCESS DENIED(403)

ish icAcls

ACCESS_DENIED(403)

ACCESS_DENIED{403]

ACCESS_DENIED(403)

' ACCESS_DENIED(403)

NO_SUCH_WEBSITE_CONFIGURATION(404)

checkGrant BucketOwner

PR—

NO_SUGH_WEBSITE_CONFIGURATION 404)

NO_SUCH WEBSITE_CONFIGURATION(404]

SC_OK (200)

write Acl Xmi

«—

5C_OK (200)

SC_OK (200)

Client

Apache-tomcat

GWMain I

GetBuckelinfo getwen '

| S3Singing H S3RequestFactory ” GetBucketWebsite | | GWltils

\ ObjManager

‘www.websequencediagrams.com
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GetObject

Overview

S30M JHHIE 7t ZUCH GETS AME5t2 T JHA|0f| CHet READ #3t0] R[0{0F BFLICY.

Request Syntax

GET /Bucket/Key?response-cache-control=ResponseCacheControl&response-content-
disposition=ResponseContentDisposition&response-content-encoding=ResponseContentEncoding&response-content-
language=ResponseContentLanguage&response-content-type=ResponseContentType&response-
expires=ResponseExpires&versionId=VersionId HTTP/1.1

Host: <KSAN GW IP:PORT>

If-Match: IfMatch

If-Modified-Since: IfModifiedSince

If-None-Match: IfNoneMatch

If-Unmodified-Since: IfUnmodifiedSince

Range: Range

X-amz-server-side-encryption-customer-algorithm: SSECustomerAlgorithm
X-amz-server-side-encryption-customer-key: SSECustomerKey
X-amz-server-side-encryption-customer-key-MD5: SSECustomerKeyMD5
X-amz-request-payer: RequestPayer

X-amz-expected-bucket-owner: ExpectedBucketOwner

Sample Request

GET /ExampleBucket/my-image.jpg HTTP/1.1
Host: bucket.s3.<Region>.amazonaws.com
Date: Mon, 3 Oct 2016 22:32:00 GMT
Authorization: authorization string

URI request Parameters

Parameter Name Description Required
Bucket CH4F bucket ¥ Yes
Key CHe 7HA Yes
versionld Aol £ BHE 2ot Ml A% VersionldY
Lct.
Sl AME[E| EIU(ETAG)ZE A1 E JHA|2t S U 20
OFOHA|E Bretotd 02| o 412(JA| 24 Hf)
If-Match Hi3ksHL| Cf,

- Ny

B

4

o
i
,—\1

| *I 0|F 7HAE 435t 22 IE A E Bretst
Oro)Z i35l

If-Modified-Since 17] OHO B 304(AHE|R| O

B
]
wm

aig AE[E| Ef(ETAG)Z} 21 YE JHA|ef Clg ZLolet
JHH2 retstn, 1HR| Ao £ 52| 42 3042 &t
If-None-Match gH;gL_“;f_ ok : - =

A|YE Al O|F JHAHIE +Y5HA| b2 Zof 2 HAHIE
If-Unmodified-Since BHelstn, 0%2| te™ 412({1 H 2H AI)E ghetst
L{ct.
Range Mol 21 HE We| Hlo|ES ez SELCt

Ofl et Chet B2l AR 20| A IDYLICE Ciet BiZlS ot
x-amz-expected-bucket-owner E AZoM £F5Hs B HTTP 403(UMA AHE) 2
Fot & 20| Aufgct,



Parameter Name Description Required

QAT Y0 tisf B|E0| Fotel ZAS Y1 ASE
~ _ - S S S mne=
x-amz-request-payer sHolstLICH
x-amz-server-side-encryption-customer- WA LAS3He I AHRE 2 2|S(0f: AES256)2 A|
algorithm deLct

O|0J&] Y= 30| AHZE S30| CHal 1240] A58t LS5t
x-amz-server-side-encryption-customer-key 7|1 A gect.

/] | ]

) ) RFC 13210 wet 9535} 7|0| 128H|E MD5 CHO|&|A

x-amz-server-side-encryption-customer-key- E= 2sHC}
MD5 ceeE

il [l

Request Body

Response Syntax

HTTP/1.1 200

x-amz-delete-marker: DeleteMarker

accept-ranges: AcceptRanges

X-amz-expiration: Expiration

X-amz-restore: Restore

Last-Modified: LastModified

Content-Length: ContentLength

ETag: ETag

X-amz-missing-meta: MissingMeta

X-amz-version-id: VersionId

Cache-Control: CacheControl

Content-Disposition: ContentDisposition

Content-Encoding: ContentEncoding

Content-Language: ContentLanguage

Content-Range: ContentRange

Content-Type: ContentType

Expires: Expires

x-amz-website-redirect-location: WebsiteRedirectLocation
X-amz-server-side-encryption: ServerSideEncryption
Xx-amz-server-side-encryption-customer-algorithm: SSECustomerAlgorithm
X-amz-server-side-encryption-customer-key-MD5: SSECustomerKeyMD5
Xx-amz-server-side-encryption-aws-kms-key-id: SSEKMSKeyId
X-amz-server-side-encryption-bucket-key-enabled: BucketKeyEnabled
x-amz-storage-class: StorageClass

X-amz-request-charged: RequestCharged
x-amz-replication-status: ReplicationStatus
X-amz-mp-parts-count: PartsCount

x-amz-tagging-count: TagCount

Xx-amz-object-lock-mode: ObjectLockMode
x-amz-object-lock-retain-until-date: ObjectLockRetainUntilDate
X-amz-object-lock-legal-hold: ObjectLockLegalHoldStatus

Body

Response Elements

Parameter Name Description Required
accept-ranges HIO|E 27t 2| Y= ASS LIEFHLICE
Cache-Control LYISY A w2t WA S-S A EELc
Content-Disposition JHAjoff Chst ZeflMiE|o|M HEE 2| FLICE
JHA|0l M2 2E= ARG ZH = RY | WETH
Content-Encoding z5te 0|Cof RYE 7t 27| Qs 4&8Hof st T
29 HAHUSE 2Zguct



Parameter Name
Content-Language
Content-Length
Content-Range

Content-Type
ETag

Expires

Last-Modified
x-amz-delete-marker
X-amz-expiration

Xx-amz-object-lock-mode

Xx-amz-request-charged

X-amz-server-side-encryption

X-amz-server-side-encryption-aws-kms-key-id

x-amz-server-side-encryption-bucket-key-
enabled

X-amz-server-side-encryption-customer-
algorithm

x-amz-server-side-encryption-customer-key-
MD5

x-amz-storage-class

x-amz-tagging-count

x-amz-version-id

Body

Description
T2 ALEE|E Ao Th

2&2| 37|(B0|E) YL ek

HAHIE ©f Ol 7HAIZ 4 Gle &2 L AIZFYLICE
HAHIE 2E SRYLICE

ST AA|E HHUO| 2YE FHA|7 AAH| O RIZ|
(&) = AA| 0117} OfH2|(HA) O1RE A Y -LICh

WA Rt=ot g E F* SEOl O] §|t7t ZEHE L Ch

ZHHoll Thal &) ALE S 7HA| 2= 2= ch
Values : GOVERNANCE or COMPLIANCE

ZAlete 22 2V 20| tish 43422 AP
of L

Values : requester

Amazon S30f 0| 7HA|E A& wf AHEE

S5 402l
Values : AES256 or aws:kms

rr

A

o

ot
&

Ae F2 A0 AtEEl AWS KMS(AWS Key
Management Service) T2l 124 22| 7|9| IDE 2]
ect

S ALE JHA{|7F AWS KMS(SSE-KMS)2te| K= 2t5
3tofl S3 Hi3! 7|1 & ALEStER| Of2E LIEHLICE

ZHA|of B IDY LT

Response Syntax z=

Sample Response

HTTP/1.1 200 OK

x-amz-id-2: eftixk72aD6Ap540pIszj7UDNEHGran

X-amz-request-id: 318BC8BC148832E5

Date: Wed, 28 Oct 2009 22:32:00 GMT

Last-Modified: Sun, 1 Jan 2006 12:00:00 GMT
x-amz-version-id: 3/L4kqtJlcpXroDTDmJ+rmSpXd3QBpUMLUo
ETag: "fba9dede5f27731c9771645a39863328"

Content-Length: 434234
Content-Type: text/plain
Connection: close

Server: KSAN-GW

[434234 bytes of object datal

HTTP Status Code

Status Code
200 (OK)
403 (Access Denied)

404 (No Such Bucket)

Description

o
=

24
0x
0B

H
e
£Q
ajo

bucketo] Z43t2| ¢t5

Required



Status Code Description
404 (No Suck Key) Key?7t 252 s

500 (Server Error)

Processing of requests
Client ‘ Apache-tomeat | | GWMain | | §3Singing || S3RequestFactory || GetObject | ‘ GWUtils || DataGetObject || ObjManager ‘ S30bjectOperation

CelObject N

valigation

L4
INVALID ACCESS KEY ID{403)

INVALID_ACCESS KEY_ID(403)

INVALID_ACCESS KEY_IDj403)
4

crealeSIRequest

relum GetOtject

process
Y IslgramPublicAcls
¢ PSCESS_DENED(0S)
4 ACCESS,
ACCESS
¢ ACCESS DENIED(403)
axtrac »

Na_SUCH_KEY(404)

No_SUGH_KEY(08

4 No_SUCH_KEY(404)
chackGrantObject Po—)
ACCESS DI
ACCESS DENIED(403
ACEESS DENIED(403)

check cuslomert(ey P—|

KEY_DOES_NOT_MATCH{403)

KEY_DOES_NOT MATCH(403)

§HEY_DOES NOT MATCH(403]

check match

acdMeladalsToResponse

getObject

By
object contants Is writlen al response stream

SC_OK (200,

SC_OK [700)

d SE_OK (200)

Client ‘ Apache-tomecat | | GWMain | | 83Singing || S3RequestFactory || GetObject | [ GWUtils || DataGetObject || ObjManager ‘ S30bjectOperation

wirw, websequencadiagrams. cam
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GetObjectAcl

Overview

ZHA2] ACL(UM A A0f Z5)S gretgiL|ct.

=

Request Syntax

GET /Bucket/Key?acl&versionId=VersionId HTTP/1.1
Host: <KSAN GW_IP:PORT>

X-amz-request-payer: RequestPayer
x-amz-expected-bucket-owner: ExpectedBucketOwner

Sample Request

GET /ExampleBucket/my-image.jpg?acl HTTP/1.1
Host: 192.168.111.111:8080

Date: Wed, 28 Oct 2009 22:32:00 GMT
Authorization: authorization string

URI request Parameters

Parameter Name Description
Bucket CHAr bucket & Yes
Key oier 20 & Yes

. 79‘27\1 ZQ’I—E;h[ 2C|l= i ol
versionld 7LHZ1| | £ B S 22 5t= O AF2 &l VersionldY
|Ct.
Ofl & CHA B{21 2R 20| A|F IDYLICH CHel HZIE .t
x-amz-expected-bucket-owner 2 AEolIM £F5H=s 2 HTTP 403(UMA AHE) @
et 8 20| HufELct

=

QHAIF Q20| Tisl B|R0| HotE 7S o1 9jes
_ _ _ = = =] TH= Ao=E =2 me=
X-amz-request-payer srolstL|C].

Request Body

Response Syntax

HTTP/1.1 200
X-amz-request-charged: RequestCharged
<?xml version="1.0" encoding="UTF-8"7>
<AccessControlPolicy>
<Owner>
<DisplayName>string</DisplayName>
<ID>string</ID>
</0wner>
<AccessControlList>
<Grant>
<Grantee>
<DisplayName>string</DisplayName>
<EmailAddress>string</EmailAddress>
<ID>string</ID>

Required



<xsi:type>string</xsi:type>
<URI>string</URI>
</Grantee>
<Permission>string</Permission>
</Grant>
</AccessControllList>
</AccessControlPolicy>

Response Elements

Parameter Name Description

Zste 22 2327 20| it 43Xz Y7
x-amz-request-charged ASS LIEHL T
Values : requester

AccessControlPolicy Response Syntax z= Yes

Sample Response

HTTP/1.1 200 OK

X-amz-id-2: eftixk72aD6Ap51TnqcoF8eFidJG9Z/2mkiDFu8yU9ASled40pIsz]j7UDNEHGran
X-amz-request-id: 318BC8BC148832E5

X-amz-version-id: 4HL4kqtJlcpXroDTDmJ+rmSpXd3dIbrHY+MTRCxf3vjVBH40Nrjfkd
Date: Wed, 28 Oct 2009 22:32:00 GMT

Last-Modified: Sun, 1 Jan 2006 12:00:00 GMT

Content-Length: 124

Content-Type: text/plain

Connection: close

Server: AmazonS3

<AccessControlPolicy>
<Owner>
<ID>75aa57f09%aa0c8caeab4f8c24e99d10f8e7faeebf76c078efc7c6caea54badba</ID>
<DisplayName>mtd@amazon.com</DisplayName>
</0wner>
<AccessControlList>
<Grant>

Required

<Grantee xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:type="CanonicalUser">

<ID>75aa57f09%aa0c8caeab4f8c24e99d10f8e7faeebf76c078efc7c6caea54badba</ID>

<DisplayName>mtd@amazon.com</DisplayName>
</Grantee>
<Permission>FULL CONTROL</Permission>
</Grant>
</AccessControllList>
</AccessControlPolicy>

HTTP Status Code

Status Code Description

200 (OK) o ANz

403 (Access Denied) st gle

404 (No Such Bucket) bucketo| Z25t2] 4&
404 (No Suck Key) Key?Zt ZA5t2| &S

500 (Server Error)

Processing of requests



Client

I ACCESS_DENIED(403)

Na _SUCH_KEY(404)

¢—ACCESS DENIED(03)

‘ Ho_SUCH_KEY 404}

¢ ACCESS_DENIED{£03)

Y

No SUCH KEY(404)

‘ Apache-tomcat ‘ | GWMain ‘ ‘ $3Singing H S3RequestFactory | ‘ GetObjectAc! | | GWUtils H DataGetObjectAcl ‘ | ObjManager |
GHObjectAC
handler l
walidation '
IIN\mLID ACCESS_KEY D03}
INVALID_ACCESS KEY_ID{403)
‘ INVALID ACCESS KEY |D{403)
crealeS3Request
¢ retum GetObjectc!
Ind
process
isignorsPublicAcls
ACCESS_DENIED(403)
‘ ACCESS DENIED(403)

ACCESS_DENIED{403)

F

checkGrantbjectOwner

SC_OK (200)

write Acixml

Acixmi Is written at response strear |

l ACCESS DENIED{403]
L
' SC_OK (200)
Client I Apache-tormcat ‘ | GWMain ‘

Ratum Matadata of objoct

‘ $3Singing H S3RequestFactory |

‘ GetObjectAc! | | GWUtils H DataGetObjectAcl ‘ | ObjManager

‘www.websequencediagrams.com
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GetObjectRetention

Request Syntax

GET /Bucket/Key?retention&versionId=VersionId HTTP/1.1

Host: <KSAN GW IP:PORT>
X-amz-request-payer: RequestPayer

x-amz-expected-bucket-owner: ExpectedBucketOwner

Sample Request

URI request Parameters

Parameter Name
Bucket

Key

versionld

x-amz-expected-bucket-owner

X-amz-request-payer

Request Body

Description
Ci4t bucket &
o 20

o] £ BHES 5= B ALRElE VersionldY
ct.

Ofl e CHa B2 AR A IDYLICE CHY BZIS Cf
€ AYOM £F5ts 2 HTTP 403(UM A HE) 2
Fot el 230 dugL

23271 230 of3) B180| Kt 2YS 21 S
sfolict.

Response Syntax

HTTP/1.1 200

<?xml version="1.0" encoding="UTF-8"?7>

<Retention>
<Mode>string</Mode>

<RetainUntilDate>timestamp</RetainUntilDate>

</Retention>

Response Elements

Parameter Name

Retention

Description

REsponse Syntax Zt=

Required
Yes
Yes

Required
Yes



Sample Response

HTTP Status Code

Status Code Description
204 (OK) LA HE

403 (Access Denied)

)
ek
£Q
ajo

404 (No Such Bucket)
404 (No Suck Key)

500 (Server Error)

Processing of requests

bucketO| 2512 e

Key?t ZA512| 042

Client

| Apache-tomeat | | GWMain | | S3Singing || S3RequestFactory

| GetObjectRetention | | GWUtils || DataGetObjectRetention

| ObjManager |

Getnject Retention »

andier

walidation »

g INVALID_ ACCESS KEY ID(403)
*

INVALID_ACCESS_KEY_ID{403)
¢ NVAUD_ACCESS, KEY_ID[403)

createS 3R t

refum GetOhjectRetention

F

process
¥
isignorePublicAcis
ACCESS_DENIED{403)
< AGCESS DENIED(403)
' ACCESS_DENIED{403,
‘ ACCESS_DENIED(403)
extract
B
No_SUCH_KEY(404)
‘
No_SUCH_KEY(404)
No_SUCH_KEY(404)
CheckGranOpactOwner
‘_)
4 ACCESS DENIED{40Y]
ACCESS_DENIED{403)
ACCESS DENIED($03)
wiile Retentionxml :
Retenticnim i written af respanse snmmﬁ
SC_OK [200]
4
SC_OK (200)
SC_OK (200)
Client | Apache-tomcat | GWMain | S3Singing || S3RequestFactory | | GetObjectRetention | GWUtils | DataGetObjectRetention || ObjManager

www_websequencediagrams com
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GetObjectTagging

Request Syntax

GET /Bucket/Key?tagging&versionId=VersionId HTTP/1.1

Host: <KSAN GW_IP:PORT>

X-amz-expected-bucket-owner: ExpectedBucketOwner

X-amz-request-payer: RequestPayer

Sample Request

GET /ExampleBucket/example-object?tagging HTTP/1.1

Host: 192.168.111.111:8080

Date: Thu, 22 Sep 2016 21:33:08 GMT
Authorization: authorization string

URI request Parameters

Parameter Name
Bucket

Key

versionld

x-amz-expected-bucket-owner

X-amz-request-payer

Request Body

Description
CHAr bucket &

et 7HA &
JHH|e| £ BHE ZRote O AHEE= Versionldd
Lc.

OflAf CHAS BiZ! 2R312] 4/ IDYLICE. T4 B2 Cf
2 Aol 2R5H= Z2 HTTP 403(UNA 7E) @
Fo 37 230| ATjstLct,

=

22 20| thaf B0 £ 2YS 2D AUSS
sfoigiLict.

Response Syntax

HTTP/1.1 200
X-amz-version-id: VersionId

<?xml version="1.0" encoding="UTF-8"7>

<Tagging>
<TagSet>
<Tag>
<Key>string</Key>
<Value>string</Value>
</Tag>
</TagSet>
</Tagging>

Required
Yes

Yes



Response Elements

Parameter Name Description
x-amz-version-id Bl EEE 7HH=2 24A|2| versionld LT}
Tagging REsponse Syntax zt=

Sample Response

HTTP/1.1 200 OK
Date: Thu, 22 Sep 2016 21:33:08 GMT
Connection: close
Server: AmazonS3
<?xml version="1.0" encoding="UTF-8"?7>
<Tagging xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<TagSet>
<Tag>
<Key>tagl</Key>
<Value>vall</Value>
</Tag>
<Tag>
<Key>tag2</Key>
<Value>val2</Value>
</Tag>
</TagSet>
</Tagging>

HTTP Status Code

Status Code Description
204 (OK) 23 M2

e
o
£Q
tlo

403 (Access Denied)

404 (No Such Bucket) bucketO| Z25t2] 45
404 (No Suck Key) Key?7t ZAst2| &S

500 (Server Error)

Processing of requests

Yes

Required



Client

| Apache.

-tomcat ‘

| GWMain

| $3Singing H S3RequestFactory ‘

‘ GetObjectTagging | ‘ GWUtils

| DataGetObjectTagging || ObjManager

GelObyec! Tagging

¢ NYALID_ACCESS_KEY_1D{403)

.\NVALID ACCESS KEY_|ID(403)

walidation

IINVNJD ACCESS KEY ID{403)

createSIRequest

retum GetonjectTagging

ACCESS_DENIED{403]

isignonPublichcls

ACCESS_DENIED(403)

' ACCESS _DENIED{403]
¢ ACCESS_DENIED(#3)
ex
»
No_SUCH_KEY[404]
' MNo_SUCH _KEY([404)
No_SUCH_KEY(404)
check GranObjectOwner D
ACCESS_DENIED(40]
¢ ACCESE _DENMIED(403)
' ACCESS DENIED{403)
wite TaggingXml :
SC_OK (200}
4 SC oK
8C, Q(;Z(I]
‘ Apache-tomeat ‘ | GWMain ‘ ‘ S3Singing ‘ ‘ S3RequestFactory ‘ ‘ GetObjectTagging ‘ ‘ GWUtils ‘ ‘ DataGetObjectTagging H ObjManager

Client

wiw websequencediagrams. com
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GetPublicAccessBlock

Overview

S3 H{Z/0j| Cist PublicAccessBlock T8-S ZAIRIL|CH

Request Syntax

GET /Bucket/?publicAccessBlock HTTP/1.1
Host: <KSAN GW_IP:PORT>
Xx-amz-expected-bucket-owner: ExpectedBucketOwner

Sample Request

GET /ExampleBucket/?publicAccessBlock HTTP/1.1
Host: 192.168.111.111:8080

x-amz-date: <Thu, 15 Nov 2016 00:17:21 GMT>
Authorization: <signatureValue>

URI request Parameters

Parameter Name Description
Bucket CH4AF bucket Yes
Ol & CH& B2l 27210 A|Y IDYLICH e MAIS o

x-amz-expected-bucket-owner 2 HHoM ARSHE AR HTTP 403(UMA HE) 2
Fot 87 20| Am{Ect,

Request Body

Response Syntax

HTTP/1.1 200

<?xml version="1.0" encoding="UTF-8"7?>

<PublicAccessBlockConfiguration>
<BlockPublicAcls>boolean</BlockPublicAcls>
<IgnorePublicAcls>boolean</IgnorePublicAcls>
<BlockPublicPolicy>boolean</BlockPublicPolicy>
<RestrictPublicBuckets>boolean</RestrictPublicBuckets>

</PublicAccessBlockConfiguration>

Response Elements

Parameter Name Description

PublicAccessBlockConfiguration REsponse Syntax 2= Yes

Sample Response

Required

Required



HTTP/1.1 200 OK

x-amz-id-2: ITnGT1ly4REXAMPLEPi4hk1TXouTfOhccUjoOiCPEXAMPLEuUtBj3M7 fPGLWO2SEWp

X-amz-request-id: 51991EXAMPLE5321
Date: Thu, 15 Nov 2016 00:17:22 GMT
Server: AmazonS3

Content-Length: 0

<PublicAccessBlockConfiguration>
<BlockPublicAcls>TRUE</BlockPublicAcls>
<IgnorePublicAcls>FALSE</IgnorePublicAcls>
<BlockPublicPolicy>FALSE</BlockPublicPolicy>
<RestrictPublicBuckets>FALSE</RestrictPublicBuckets>

</PublicAccessBlockConfiguration>

HTTP Status Code

Status Code Description

204 (OK)

to
o
[od
0B

Fa)
o
£Q
ajo

403 (Access Denied)
404 (No Such Bucket)

500 (Server Error)

Processing of requests

bucket0| Z2H512| &4

Client Apache-tomcat GWMain

| 53Singing H S3RequestFactory H GetPublicAccessBlock H GWUtils || ObjManager |

Ly

sl

ePublicAcls

ACCESS DEMIED(403)

ACCESS_DENIED{403]

handier
validation
INVAUID ACCESS KEY ID{40)
" INVALID_ACCESS KEY_ID{403)
INVALID_ACCESS KEY ID{403)
) createSIReguest
retum GetPUDIicACCasSBIOCK
process
ACCESS DENIED(03)

‘ ACCESS_DENIED{403)

checkGrantBucketOwner

Pa—

ACCESS_DEMIED{403)

ACCESS DENIED03)

4 rosuenm
'IID SUCH_PUBLICACCESSBLOCK_CONFIGURATION[404

¢ NO_SUCH PUBLICACCESSBLOCK CONFIGURATION(404)

MO_SUCH_PUBLICACCESSBLOCK_CONFIGURATION(404)

¢ ACCESS_DENIED{403)

sC_0K (200)

wiite Xmi

Pa—)

" SC_OkK (200)

SC_OK (200

Client Apache-tomcat GWMain

[ S53Singing H S3RequestFactory H GetPublicAccessBlock H GWUtils || ObjManager |

www websequencediagrams.com
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HeadBucket

Overview

BIZ00] QU2 BiZ0) UM AT 4 9l

rir

25t0| =7 Eolsts o KB,

— AN = =]

Request Syntax

HEAD /Bucket/ HTTP/1.1
Host: <KSAN GW_IP:PORT>
X-amz-expected-bucket-owner: ExpectedBucketOwner

Sample Request

HEAD /ExampleBucket/ HTTP/1.1

Date: Fri, 10 Feb 2012 21:34:55 GMT
Authorization: authorization string
Host: 192.168.111.111:8080
Connection: Keep-Alive

URI request Parameters

Parameter Name Description Required
Bucket Ci4t bucket & Yes
Ofl e e B2l AR210| A IDYLICE T B2l

x-amz-expected-bucket-owner 2 AHH0|M 2R5H=s A HTTP 403(UMA HE
Fot @M 2ol Hugict.

o

ct
2

Request Body

Response Syntax

HTTP/1.1 200

Response Elements

Sample Response

HTTP Status Code

Status Code Description

200 (OK) 2 845



Status Code Description

403 (Access Denied) 2

o

o
BA

tlo

404 (No Such Bucket) bucketO| Z2i512| o2

500 (Server Error)

Processing of requests

Client Apache-tomcat GWMain S3Singing S3RequestFactory HeadBucket GWUtils

HeadBuckel N

handler

validation

4 INVALID ACCESS KEY ID(403)
hl

INVALID ACCESS KEY_ID{403)

<INVALID ACCESS_KEY_ID{403)

createS3Request &

I
return HeadBucket

process

IslgnorePublicAcls

ACCESS_DENIED(403)
bl

ACCESS_DENIED(403)

ACCESS_DENIED(403)

4 ACCESS_DENIED(403)
4

checkGrantBucket :

4 ACCESS_DENIED(403)

ACCESS_DENIED(403)

4 ACCESS_DENIED(403)
hJ

IsGrant :

ACCESS_DENIED(403)

ACCESS_DENIED(403)

4 ACCESS_DENIED(403)
h

SC_OK (200}

SC_OK (200)

4 SC_OK (200)
h

Client Apache-tomcat GWMain S3Singing S3RequestFactory HeadBucket GWUtils

www.websequencediagrams.com
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HeadObject

Overview

A0l A CHEIEH|OIE| S ZAFILICE

Request Syntax

HEAD /Bucket/Key?partNumber=PartNumber&versionId=VersionId HTTP/1.1

Host: <KSAN GW IP:PORT>
If-Match: IfMatch

If-Modified-Since: IfModifiedSince

If-None-Match: IfNoneMatch

If-Unmodified-Since: IfUnmodifiedSince

Range: Range

x-amz-server-side-encryption-customer-algorithm: SSECustomerAlgorithm
X-amz-server-side-encryption-customer-key: SSECustomerKey
x-amz-server-side-encryption-customer-key-MD5: SSECustomerKeyMD5

X-amz-request-payer: RequestPayer

X-amz-expected-bucket-owner: ExpectedBucketOwner

Sample Request

HEAD /ExampleBucket/my-image.jpg HTTP/1.1

Host: 192.168.111.111:8080

Date: Wed, 28 Oct 2009 22:32:00 GMT

Authorization: AWS AKIAIOSFODNN7EXAMPLE:02236Q3VORonhpaBX5sCYVf1bNRuU=

URI request Parameters

Parameter Name
Bucket

Key

versionld

If-Match

If-Modified-Since

If-None-Match

If-Unmodified-Since

Range

x-amz-expected-bucket-owner

X-amz-request-payer

x-amz-server-side-encryption-customer-
algorithm

Description
CiAr bucket &
e 7hA

JHH|e| £ HHE dRote O A& Versionldy
Lct.

Sl AE[E| EfTL(ETAG) 7t A HE JHf S Lot Z20
2HOHA S Bretetn PR Fo® 412(A =4 A1)
ekt

- Wy

-

AlZE AlZEO|= JHA|E £ ot Z20 2 7HH| E Hhetst
1, 02| ¢fo™ 304(+HE 2| U3)E LHateiL

Siie AMEIE| ETI(ETAG)Vt A& 7|9 THE Z20H|2
WHE Hrerstin, 2R o +Zw2| 942 3048 B
e

« | »]

SYs| gh2 Foet A E
412

(23 271 ATH)S vharet

W12 2 el BIO|ES Cre2 =gt Ch

Ol chie Bzl ¢%Rr°| 71|;H IDYLIC}. Ciied B2lS Cf
£ Ao M £275k= 2 HTTP 403(HMA HE) 2
Eg} oH)-" 40' AI]IHoH_Il:’-

227 220 fsh B|B0| £a4E 2HAS Y1 UL
solgiLict

Yes

Yes

Required



Parameter Name

x-amz-server-side-encryption-customer-key

x-amz-server-side-encryption-customer-key-
MD5

Request Body

Description

CllO|E A= 5l0f AFZE S30f Chah 1240] AS e =5t
Z L_l

/ [»]

RFC 13210 tj2t &3}t 7|9| 128H|E MD5 CHO|A|A
£g 2zgct

il [l

Response Syntax

HTTP/1.1 200

Xx-amz-delete-marker: DeleteMarker
accept-ranges: AcceptRanges
X-amz-expiration: Expiration
X-amz-restore: Restore
X-amz-archive-status: ArchiveStatus
Last-Modified: LastModified
Content-Length: ContentLength
ETag: ETag

X-amz-missing-meta: MissingMeta
X-amz-version-id: VersionId
Cache-Control: CacheControl

Content-Disposition: ContentDisposition

Content-Encoding: ContentEncoding
Content-Language: ContentLanguage
Content-Type: ContentType
Expires: Expires

x-amz-website-redirect-location: WebsiteRedirectLocation
X-amz-server-side-encryption: ServerSideEncryption
Xx-amz-server-side-encryption-customer-algorithm: SSECustomerAlgorithm
X-amz-server-side-encryption-customer-key-MD5: SSECustomerKeyMD5
Xx-amz-server-side-encryption-aws-kms-key-id: SSEKMSKeyId
X-amz-server-side-encryption-bucket-key-enabled: BucketKeyEnabled

x-amz-storage-class: StorageClass

X-amz-request-charged: RequestCharged

x-amz-replication-status: ReplicationStatus

X-amz-mp-parts-count: PartsCount

x-amz-object-lock-mode: ObjectLockMode
X-amz-object-lock-retain-until-date: ObjectLockRetainUntilDate
x-amz-object-lock-legal-hold: ObjectLockLegalHoldStatus

Response Elements

Parameter Name
accept-ranges
Cache-Control

Content-Disposition

Content-Encoding

Content-Language
Content-Length
Content-Range

Content-Type

ETag

Description
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Required

Required



Parameter Name
Expires

Last-Modified
x-amz-delete-marker
X-amz-expiration

x-amz-object-lock-mode

x-amz-request-charged

x-amz-server-side-encryption

x-amz-server-side-encryption-aws-kms-key-id

Xx-amz-server-side-encryption-bucket-key-
enabled

Xx-amz-server-side-encryption-customer-
algorithm

X-amz-server-side-encryption-customer-key-
MD5

x-amz-storage-class

x-amz-tagging-count

x-amz-version-id

Description
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Values : requester
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Sample Response

HTTP/1.1 200 OK

X-amz-id-2: ef8yU9AS1led40pIszj7UDNEHGran

x-amz-request-id: 318BC8BC143432E5

X-amz-version-id: 3HL4kqtJ1lcpXroDTDmjVBH40Nrjfkd

Date: Wed, 28 Oct 2009 22:32:00 GMT

Last-Modified: Sun, 1 Jan 2006 12:00:00 GMT
ETag: "fba9dede5f27731c9771645a39863328"

Content-Length: 434234
Content-Type: text/plain
Connection: close
Server: KSAN-GW

HTTP Status Code

Status Code

200 (OK)

403 (Access Denied)
404 (No Such Bucket)
404 (No Suck Key)

500 (Server Error)

Description
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Processing of requests

Required



Client l Apache-tomcat ‘ ‘ GWMain ‘ ‘ 53Singing H S3RequestFactory ‘ I HeadObject ‘ | GWLtils H DataHeadObject ‘ ‘ ObjManager ‘

HeadObject

handier N

validation

'IN\ML\O ACCESS KEY_ID(403]

IINVALID ACCESS_KEY_ID[403)
'INWLuD ACCESS KEY_ID403)

createSIRequest

retum HeadObject

process

IsignorePublicAcls

. ACCESS_DENIED403)

ACCESS_DENIED{403)

l ACCESS_DENIED(403)
' ACCESS_DENIED(403)
extract
Open »
No_SUCH_KEY(40d)]
No SUCH _KEY(404)
Mo BUCH_KEY{404)
4
checkGranObject D
ACCESS_DEMIED{403)
' ACCESS DENIED403)
‘ ACCESS_DENIED(403)
write Metadata D
B
5C_OK (200)
SC_OK (200)
SC_OK (200)
Client ‘ Apache-tomcat ‘ ‘ GWMain ‘ ‘ S38inging ‘ ‘ S3RequestFactory ‘ ‘ HeadObject ‘ | GWLUtils ‘ ‘ DataHeadObject ‘ ‘ ObjManager

www.websequencediagrams.com
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ListBuckets

Request Syntax

GET / HTTP/1.1

Sample Request

URI request Parameters

Request Body

Response Syntax

HTTP/1.1 200
<?xml version="1.0" encoding="UTF-8"?7>
<ListAllMyBucketsResult>
<Buckets>
<Bucket>
<CreationDate>timestamp</CreationDate>
<Name>string</Name>
</Bucket>
</Buckets>
<Owner>
<DisplayName>string</DisplayName>
<ID>string</ID>
</0wner>
</ListAl1MyBucketsResult>

Response Elements

Parameter Name Description

ListAllIMyBucketsResult REsponse Syntax =

Sample Response

Yes

Required



HTTP Status Code

Status Code Description
204 (OK) 2 ANz

e
e
£Q
olo

403 (Access Denied)

500 (Server Error)

Processing of requests

Client Apache-tomcat GWMain ‘ S3Singing ‘ ‘ S3RequestFactory ‘ ListBuckets ‘ ObjManager
ListBuckets
handler N
validation N
Ld
4 INVALID_ACCESS _KEY_ID(403)
Al
INVALID ACCESS_KEY_ID(403)
INVALID ACCESS_KEY_ID(403)
createS3Request N
retumn ListBuckels
hd
Proces:
I\stE!ucKetSlrngtelnfo'
wiite ListAllMyBucketsResult :
ListAlIMyBucketsResull is wrillen al response slraauﬁ
4 SC_OK (200)
hl
4 SC_OK (200)
SC_OK (200)
Client Apache-tomcat GWMain ‘ S3Singing ‘ ‘ S3RequestFactory ‘ ‘ ListBuckets ‘ ObjManager

www websequencediagrams.com
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ListMultipartUploads

Overview

A S CHS TE YRS LIEFUD

™

Request Syntax

GET /Bucket/?uploads&delimiter=Delimiter&encoding-type=EncodingType&key-marker=KeyMarker&max-
uploads=MaxUploads&prefix=Prefix&upload-id-marker=UploadIdMarker HTTP/1.1

Host: <KSAN GW IP:PORT>

x-amz-expected-bucket-owner: ExpectedBucketOwner

Sample Request

GET /ExampleBucket/?uploads&max-uploads=3 HTTP/1.1
Host: 192.168.111.111:8080

Date: Mon, 1 Nov 2010 20:34:56 GMT

Authorization: authorization string

URI request Parameters

Parameter Name Description Required
Bucket Ci4t bucket & Yes
delimiter KeyE Jgstote Ol AMEsHe 2AtLCh

S30f SE2| A 7|18 QIRYS=5 Qdstd AHEE QI
encoding-type 2T gUS AR,
g-typ Values : url
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key-marker
max-uploads

prefix 45 I}f Al2tot= 710 CHoiA2H IgH S0l P2
7| BA7|2t BN S22 AAE OFE THE YRS 2|F
upload-id-marker gruct
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Ofl e Chef B2l ARA1| A IDYUICE Cie BiZlS ot
x-amz-expected-bucket-owner S AZoilM P 403(UMA HE) 2
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L
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Request Body

Response Syntax

HTTP/1.1 200

<?xml version="1.0" encoding="UTF-8"?7>

<ListMultipartUploadsResult>
<Bucket>string</Bucket>
<KeyMarker>string</KeyMarker>



<UploadIdMarker>string</UploadIdMarker>
<NextKeyMarker>string</NextKeyMarker>
<Prefix>string</Prefix>
<Delimiter>string</Delimiter>
<NextUploadIdMarker>string</NextUploadIdMarker>
<MaxUploads>integer</MaxUploads>
<IsTruncated>boolean</IsTruncated>
<Upload>
<Initiated>timestamp</Initiated>
<Initiator>
<DisplayName>string</DisplayName>
<ID>string</ID>
</Initiator>
<Key>string</Key>
<Owner>
<DisplayName>string</DisplayName>
<ID>string</ID>
</0wner>
<StorageClass>string</StorageClass>
<UploadId>string</UploadId>
</Upload>

<CommonPrefixes>
<Prefix>string</Prefix>
</CommonPrefixes>

<EncodingType>string</EncodingType>
</ListMultipartUploadsResult>

Response Elements

Parameter Name Description Required

ListMultipartUploadsResult REsponse Syntax 2t= Yes

Sample Response

HTTP/1.1 200 OK

x-amz-id-2: UuaglLuByRx9e63j50nimru9p04ZVKn32Qz7/CINPcfTWAtRPfTaOFg==
X-amz-request-id: 656c76696e6727732072657175657374

Date: Mon, 1 Nov 2010 20:34:56 GMT

Content-Length: 1330

Connection: keep-alive

Server: KSAN-GW

<?xml version="1.0" encoding="UTF-8"?7>
<ListMultipartUploadsResult xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Bucket>bucket</Bucket>
<KeyMarker></KeyMarker>
<UploadIdMarker></UploadIdMarker>
<NextKeyMarker>my-movie.m2ts</NextKeyMarker>
<NextUploadIdMarker>YW55IG1kZWEgd2h5IGVsdmluZydzIHVwbGOhZCBmYWlsZWQ</NextUploadIdMarker>
<MaxUploads>3</MaxUploads>
<IsTruncated>true</IsTruncated>
<Upload>
<Key>my-divisor</Key>
<UploadId>XMgbGlrZSB1bHZpbmcncyBub3QgaGF2aW5nIG11Y2ggbHVjaw</UploadId>
<Initiator>
<ID>arn:aws:iam::111122223333:user/userl-11111a31-17b5-4fb7-9df5-b111111f13de</ID>
<DisplayName>userl-11111a31-17b5-4fb7-9df5-b111111f13de</DisplayName>
</Initiator>
<Owner>
<ID>75aa57f09%aa0c8caeab4f8c24e99d10f8e7facebf76c078efc7cb6caea54babba</ID>
<DisplayName>0OwnerDisplayName</DisplayName>



</0wner>
<StorageClass>STANDARD</StorageClass>
<Initiated>2010-11-10T20:48:33.000Z</Initiated>
</Upload>
<Upload>
<Key>my-movie.m2ts</Key>
<UploadId>VXBsb2FKIELEIGZvciBlbHZpbmcncyBteS1tb3ZpZS5tMnRzIHVwbGOhZA</UploadId>
<Initiator>
<ID>b1d16700c70b0b05597d7acd6a3f92be</ID>
<DisplayName>InitiatorDisplayName</DisplayName>
</Initiator>
<Owner>
<ID>b1d16700c70b0b05597d7acd6a3f92be</ID>
<DisplayName>0wnerDisplayName</DisplayName>
</0Owner>
<StorageClass>STANDARD</StorageClass>
<Initiated>2010-11-10T20:48:33.000Z</Initiated>
</Upload>
<Upload>
<Key>my-movie.m2ts</Key>
<UploadId>YW55IGLkZWEgd2h5IGVsdmluZydzIHVwbGOhZCBmYWlsZWQ</UploadId>
<Initiator>
<ID>arn:aws:iam: :444455556666:user/userl-22222a31-17b5-4fb7-9df5-b222222f13de</ID>
<DisplayName>userl-22222a31-17b5-4fb7-9df5-b222222f13de</DisplayName>
</Initiator>
<Owner>
<ID>b1d16700c70b0Ob05597d7acd6a3f92be</ID>
<DisplayName>0OwnerDisplayName</DisplayName>
</0Owner>
<StorageClass>STANDARD</StorageClass>
<Initiated>2010-11-10T20:49:33.000Z</Initiated>
</Upload>
</ListMultipartUploadsResult>

HTTP Status Code

Status Code Description

204 (OK) A MZ

403 (Access Denied) 2ot ole

404 (No Such Bucket) bucketo| Z25t2| ¢k5
404 (No Suck uploadlid) uploadld?t Z2512| S

500 (Server Error)

Processing of requests



Client | Apache-tomcat | | GWMain | S3Singing H S3RequestFactory ListMultipartUploads ‘ GWlhils || DataListMultipartUploads | ObjMultipart |
L
handier »
validation
'INVAI.\I) ACCESS KEY 104403]
'IN'VALID ACCESS_KEY_|D{403)
IIN\«'ALID ACCESS_KEY_ID(403)
retum ListhAulipantUpinacs
process
isignomPutlicActs.
ACCESS DENIED(403)
ACCESS _DENIED{403)
ACCESS
' ACCESS_DENIED(403)
extract
et ploads
wiite ListhullipanUplosdsPesut :
ListuutipartUpioads Resull s written af response slr-.ﬁ
SC_OK (200)
SC_OK (200)
4 SC_OK (200)
Client | Apache-tomcat | | GWMain | | 53Singing H S3RequestFactory | | ListMultipartUploads | ‘ GWUtils H DatalListMultipartUploads || ObjMultipart
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ListObjects

Overview

B0 U= 2hAe] 2 E= HA|(2(T 1,00071)E gretgfL(ct.

Request Syntax

GET /Bucket/?delimiter=Delimiter&encoding-type=EncodingType&marker=Marker&max-keys=MaxKeys&prefix=Prefix HTTP/1.1
Host: <KSAN GW IP:PORT>

X-amz-request-payer: RequestPayer

x-amz-expected-bucket-owner: ExpectedBucketOwner

Sample Request

GET /ExampleBucket/ HTTP/1.1

Host: 192.168.111.111:8080

Date: Wed, 12 Oct 2009 17:50:00 GMT
Authorization: authorization string
Content-Type: text/plain

URI request Parameters

Parameter Name Description Required
Bucket CH4AF bucket Yes

delimiter KeyE O&3fsh= Ol AME5t= ZAtYILICEH

rir
Mo

530) &9 4 718 A BYsHES 2Fstn ALY O
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encoding-type Values : url
marker S37t 2|ARIE AlZtetd Hate RYLICH
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max-keys 0l S22 2t} 1,00074¢] 7| 0|52 wateLCt
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Request Body

Response Syntax

HTTP/1.1 200

<?xml version="1.0" encoding="UTF-8"?7>

<ListBucketResult>
<IsTruncated>boolean</IsTruncated>
<Marker>string</Marker>
<NextMarker>string</NextMarker>
<Contents>



<ETag>string</ETag>

<Key>string</Key>

<LastModified>timestamp</LastModified>

<Owner>
<DisplayName>string</DisplayName>
<ID>string</ID>

</0wner>

<Size>integer</Size>

<StorageClass>string</StorageClass>

</Contents>

<Name>string</Name>
<Prefix>string</Prefix>
<Delimiter>string</Delimiter>
<MaxKeys>integer</MaxKeys>
<CommonPrefixes>
<Prefix>string</Prefix>
</CommonPrefixes>

<EncodingType>string</EncodingType>
</ListBucketResult>

Response Elements

Parameter Name Description Required

ListBucketResult REsponse Syntax zt= Yes

Sample Response

<?xml version="1.0" encoding="UTF-8"7?>
<ListBucketResult xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Name>bucket</Name>
<Prefix/>
<Marker/>
<MaxKeys>1000</MaxKeys>
<IsTruncated>false</IsTruncated>
<Contents>
<Key>my-image. jpg</Key>
<LastModified>2009-10-12T17:50:30.000Z</LastModified>
<ETag>"fba9dede5f27731c9771645a39863328"</ETag>
<Size>434234</Size>
<StorageClass>STANDARD</StorageClass>
<Owner>
<ID>75aa57f09%9aa0c8caeab4f8c24e99d10f8e7faeebf76c078efc7c6caea54babba</ID>
<DisplayName>mtd@amazon.com</DisplayName>
</0Owner>
</Contents>
<Contents>
<Key>my-third-image. jpg</Key>
<LastModified>2009-10-12T17:50:30.000Z</LastModified>
<ETag>"1b2cf535f27731c974343645a3985328"</ETag>
<Size>64994</Size>
<StorageClass>STANDARD IA</StorageClass>
<Owner>
<ID>75aa57f09%aa0c8caeab4f8c24e99d10f8e7faeebf76c078efc7c6caea54babba</ID>
<DisplayName>mtd@amazon.com</DisplayName>
</0Owner>
</Contents>
</ListBucketResult>



HTTP Status Code

Status Code Description
204 (OK) LY HE

e
e
§Q
olo

403 (Access Denied)
404 (No Such Bucket) bucketO| 221512 &

500 (Server Error)

Processing of requests

Client ‘ Apache-tomcat ‘ ‘ GWMain ‘ ‘ S3Singing H S3RequestFactory ‘ ‘ ListObjects ‘ ‘ GWUtils H DataListObjects H ObjManager

ListObject

handler

walkdation N

¢ NVALID_ACGESS KEY_ID(400)

¢ NVALID_ACCESS_KEY_IDj403)

INVALID_ACCESS_KEY_ID{403)

ereteS 3Request

4 rotum LisiObjact:
process »
IsignorsPublicacts )
(FCCESS DENIEODD)
ACCESS_DENIED(403)
{— ACCESS DENIEDU0

¢—ACCESS DENIED(A,

exiract

ListObjects:

make ListBucketResult Z

UstBucketResult is wrtten at response :lrsarrlﬂ

SC_OK (200)

SC_OK (200

¢ SC_OK (200)
Client ‘ Apache-tomcat ‘ ‘ GWMain ‘ ‘ S3Singing H S3RequestFactory ‘ ‘ ListObjects ‘ ‘ GWUtils H DatalListObjects H ObjManager

www.websequencediagrams.com
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ListObjectsV?2

Request Syntax

GET /Bucket/?list-type=2&continuation-token=ContinuationToken&delimiter=Delimiter&encoding-
type=EncodingType&fetch-owner=FetchOwner&max-keys=MaxKeys&prefix=Prefix&start-after=StartAfter HTTP/1.1
Host: <KSAN GW IP:PORT>

X-amz-request-payer: RequestPayer

X-amz-expected-bucket-owner: ExpectedBucketOwner

Sample Request

URI request Parameters

Parameter Name Description Required
Bucket Ci4t bucket & Yes

continuation-token BIZ0IA £33} 87 20| A% D USS LIt
ct.

delimiter KeyE J&3atste Ol AFESte 2t

S301 SE| 7hA| 7|5 QARYS=E st AFEE ¢!
X [C| HIHS ZI}H%H_' I»
encoding-type o.r oe=es

Values : url
fetch-owner owner ZE = listV20] 7|22 o2 Qi&L|Ct
max-keys S| ety = 719] Z|of £5 2EgUCt 7|24e2

0] S22 2|} 1,0007H2| 7| 0|2 BHaHgHLICH
prefix 2|1 8E YFALZ AlZtste 7|0f CHet S AEHa
start-after S37t 2| ARIE AlZtStE sk RYLICH

Ofl e Chef B2l ARA1| A IDYLICE Cie #izlS
x-amz-expected-bucket-owner £ AEolM £F5H=s 4 HTTP 403(UMA AHE) 2

Fot &M 20| dujFLct

LA X CHEH H|R0| EDlEl HolL ot oleo
X-amz-request-payer El»oo|%t7|_|r oo'” H°H |c>0| TJ-}E No=z 2L me=

2ol

Request Body

Response Syntax

HTTP/1.1 200
<?xml version="1.0" encoding="UTF-8"7>
<ListBucketResult>
<IsTruncated>boolean</IsTruncated>
<Contents>
<ETag>string</ETag>



<Key>string</Key>

<LastModified>timestamp</LastModified>

<Owner>
<DisplayName>string</DisplayName>
<ID>string</ID>

</0Owner>

<Size>integer</Size>

<StorageClass>string</StorageClass>

</Contents>

<Name>string</Name>
<Prefix>string</Prefix>
<Delimiter>string</Delimiter>
<MaxKeys>integer</MaxKeys>
<CommonPrefixes>
<Prefix>string</Prefix>
</CommonPrefixes>

<EncodingType>string</EncodingType>
<KeyCount>integer</KeyCount>
<ContinuationToken>string</ContinuationToken>
<NextContinuationToken>string</NextContinuationToken>
<StartAfter>string</StartAfter>

</ListBucketResult>

Response Elements

Parameter Name Description Required

ListBucketResult REsponse Syntax z= Yes

Sample Response

<?xml version="1.0" encoding="UTF-8"?7>
<ListBucketResult xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Name>bucket</Name>
<Prefix/>
<KeyCount>205</KeyCount>
<MaxKeys>1000</MaxKeys>
<IsTruncated>false</IsTruncated>
<Contents>
<Key>my-image. jpg</Key>
<LastModified>2009-10-12T17:50:30.000Z</LastModified>
<ETag>"fba9dede5f27731c9771645a39863328"</ETag>
<Size>434234</Size>
<StorageClass>STANDARD</StorageClass>
</Contents>
<Contents>

</Contents>

</ListBucketResult>

HTTP Status Code

Status Code Description
204 (OK) QA MNE

[
o
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tlo

403 (Access Denied)

404 (No Such Bucket) bucketO| Z215}12| S



Status Code

500 (Server Error)

Description

Processing of requests

Client | Apache-tomcat |

| GWMain ‘

| S3Singing || S3RequestFactory |

ListObjects\z N

INVALID_ACCESS_KEY_ID(403)

handler

¢ NYALID_ACCESS_KEY ID{403

wvalidation

¢ NVALID_ACCESS KEY_ID{303)

createSIRequest

raturn ListOby

F

‘ ListObjectsV2 | ‘ GWUtils H DatalistObjectsV2 || ObjManager |

isignorePuslicAcls

ACCESS _DENIED{403]
ACCESS_DENIED(403)
4
' ACCESS DENIED(403)
' ACCESS DENIED(403)
extract
listObjecty2
miake LisiBucketResult D
ListBucketResult s written at response BIMVE]
SC_OK (200
¢
SC_OK
' SC_OK (200)
Client ‘ Apache-tomeat ‘ ‘ GWMain ‘ ‘ $3Singing ‘ ‘ S3RequestFactory ‘ ‘ ListObjectsv2 ‘ ‘ GWUtils ‘ ‘ DatalistObjectsV2 ‘ ‘ ObjManager
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ListObjectVersions

Overview

H2L00| U= ZhHQ] 2E B0 CHe BEIH|O[E| S BHetgfL(Ct.

Request Syntax

GET /Bucket/?versions&delimiter=Delimiter&encoding-type=EncodingType&key-marker=KeyMarker&max-
keys=MaxKeys&prefix=Prefix&version-id-marker=VersionIdMarker HTTP/1.1

Host: <KSAN GW IP:PORT>

x-amz-expected-bucket-owner: ExpectedBucketOwner

Sample Request

GET /?versions HTTP/1.1

Host: 192.168.111.111:8080

Date: Wed, 28 Oct 2009 22:32:00 +0000
Authorization: authorization string

URI request Parameters

Parameter Name Description Required
Bucket Ci4t bucket & Yes
delimiter KeyE Jgstote Ol AMEsHe 2AtLCh

S30f SE2| A 7|18 QIRYS=5 Qdstd AHEE QI
encoding-type 2T gUS AR,
g-typ Values : url

Kl |+
o

upload-id-markere} g4 222 A2t CIE OHE

key-marker 2= 2mac
max-keys S|l gretel= 719] z|of 5 JEELCH
refix 2| 8E HFALZ AlZtete 7|2k MEdst{ T o] oj7f 4
P NSl
7| BAPZ|2 B =52 AAE OF OIE Q228 A3
upload-id-marker guct
. [»]

OflAf CHA BZ0 AR3t0] A IDYILICE TH4 BRS Cf
4

x-amz-expected-bucket-owner 2Q5HE AR HTTP 403(UMA HE) 2
2

=
Fot el 230 Jugch

B

Request Body

Response Syntax

HTTP/1.1 200

<?xml version="1.0" encoding="UTF-8"?7>

<ListVersionsResult>
<IsTruncated>boolean</IsTruncated>
<KeyMarker>string</KeyMarker>
<VersionIdMarker>string</VersionIdMarker>



<NextKeyMarker>string</NextKeyMarker>
<NextVersionIdMarker>string</NextVersionIdMarker>
<Version>
<ETag>string</ETag>
<IsLatest>boolean</IsLatest>
<Key>string</Key>
<LastModified>timestamp</LastModified>
<Owner>
<DisplayName>string</DisplayName>
<ID>string</ID>
</0Owner>
<Size>integer</Size>
<StorageClass>string</StorageClass>
<VersionId>string</VersionId>
</Version>

<DeleteMarker>
<IsLatest>boolean</IsLatest>
<Key>string</Key>
<LastModified>timestamp</LastModified>
<Owner>
<DisplayName>string</DisplayName>
<ID>string</ID>
</0wner>
<VersionlId>string</VersionId>
</DeleteMarker>

<Name>string</Name>
<Prefix>string</Prefix>
<Delimiter>string</Delimiter>
<MaxKeys>integer</MaxKeys>
<CommonPrefixes>
<Prefix>string</Prefix>
</CommonPrefixes>

<EncodingType>string</EncodingType>
</ListVersionsResult>

Response Elements

Parameter Name Description Required

ListVersionsResult REsponse Syntax 2tz Yes

Sample Response

<?xml version="1.0" encoding="UTF-8"7?>

<ListVersionsResult xmlns="http://s3.amazonaws.com/doc/2006-03-01">

<Name>bucket</Name>

<Prefix>my</Prefix>

<KeyMarker/>

<VersionIdMarker/>

<MaxKeys>5</MaxKeys>

<IsTruncated>false</IsTruncated>

<Version>
<Key>my-image. jpg</Key>
<VersionId>3/L4kqtJ140Nr8X8gdRQBpUMLUo</VersionId>
<IsLatest>true</IsLatest>

<LastModified>2009-10-12T17:50:30.000Z</LastModified>

<ETag>"fba9dede5f27731c9771645a39863328"</ETag>
<Size>434234</Size>
<StorageClass>STANDARD</StorageClass>
<Owner>



<ID>75aa57f09%9aa0c8caeab4f8c24e99d10f8e7faeebf76c078efc7c6caea54babba</ID>
<DisplayName>mtd@amazon.com</DisplayName>
</0wner>
</Version>
<DeleteMarker>
<Key>my-second-image. jpg</Key>
<VersionId>03jpff543dhffds434rfdsFDN943fdsFkdmqnh892</VersionId>
<IsLatest>true</IsLatest>
<LastModified>2009-11-12T17:50:30.000Z</LastModified>
<Owner>
<ID>75aa57f09%9aa0c8caeab4f8c24e99d10f8e7faeebf76c078efc7c6caea54babba</ID>
<DisplayName>mtd@amazon.com</DisplayName>
</0wner>
</DeleteMarker>
<Version>
<Key>my-second-image. jpg</Key>
<VersionId>QUpfdndhfd8438MNFDN93jdnJFkdmgnh893</VersionId>
<IslLatest>false</IsLatest>
<LastModified>2009-10-10T17:50:30.000Z</LastModified>
<ETag>"9b2cf535f27731c974343645a3985328"</ETag>
<Size>166434</Size>
<StorageClass>STANDARD</StorageClass>
<Owner>
<ID>75aa57f09%9aa0c8caeab4f8c24e99d10f8e7faeebf76c078efc7c6caeab4babba</ID>
<DisplayName>mtd@amazon.com</DisplayName>
</0Owner>
</Version>
<DeleteMarker>
<Key>my-third-image. jpg</Key>
<VersionId>03jpff543dhffds434rfdsFDN943fdsFkdmqnh892</VersionId>
<IsLatest>true</IsLatest>
<LastModified>2009-10-15T17:50:30.000Z</LastModified>
<Owner>
<ID>75aa57f09%9aa0c8caeab4f8c24e99d10f8e7faeebf76c078efc7c6caea54babba</ID>
<DisplayName>mtd@amazon.com</DisplayName>
</0wner>
</DeleteMarker>
<Version>
<Key>my-third-image. jpg</Key>
<VersionId>UIORUnfndfhnw89493jJFJ</VersionId>
<IsLatest>false</IsLatest>
<LastModified>2009-10-11T12:50:30.000Z</LastModified>
<ETag>"772cf535f27731c974343645a3985328"</ETag>
<Size>64</Size>
<StorageClass>STANDARD</StorageClass>
<Owner>
<ID>75aa57f09%aa0c8caeab4f8c24e99d10f8e7faeebf76c078efc7c6caea54badba</ID>
<DisplayName>mtd@amazon.com</DisplayName>
</0Owner>
</Version>
</ListVersionsResult>

HTTP Status Code

Status Code Description
204 (OK) 2 845
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403 (Access Denied)
404 (No Such Bucket) bucketO| Z25t2| 4

500 (Server Error)

Processing of requests



Client | Apache-tomcat | | GWMain | ‘ $S3Singing || S3RequestFactory ‘ | ListObjectVersions | | GWUtils || DataListObjectVersions || ObjManager |
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' ACCESS DENIED(403)
ACCESS_DENIED(03)
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ListParts

Overview
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Request Syntax

GET /Bucket/Key?max-parts=MaxParts&part-number-marker=PartNumberMarker&uploadId=UploadId HTTP/1.1
Host: <KSAN GW IP:PORT>

X-amz-request-payer: RequestPayer

x-amz-expected-bucket-owner: ExpectedBucketOwner

Sample Request

GET /ExampleBucket/example-object?uploadId=XXBsb2FKIELEIGZvciBlbHZpbmcncyVcdS1tb3ZpZS5tMnRzZEEEWbGIhZA&max -
parts=2&part-number-marker=1 HTTP/1.1

Host: 192.168.111.111:8080

Date: Mon, 1 Nov 2010 20:34:56 GMT

Authorization: authorization string

URI request Parameters

Parameter Name Description Required
Bucket ChHef bucket & Yes
Key oie 2Ha Yes
max-parts Bretsh 2|0 part 5 S YLICH

2}
part-number-marker part@t LtFEL(Ct

S part?t LIEE|= ZEITIE PREE AEst=

uploadid upload IDQL|C}.

Ofl 4t Chat B2l ARZL| 2 IDYLICE e BiZlg ot
x-amz-expected-bucket-owner £ AZoIM 2Rt A HTTP 403(UMA HE) 2

Fot 87 20| AmEct,

LA Q20| CH5H H|20| EntEl 7ol ot ol
X—amz—request—payer §_|.(§)|6|}i7|_||>|:+ oo'” H°H |o | TJ—|'E o= 2L o=

SHQIBHLICE

Request Body

Response Syntax

HTTP/1.1 200

X-amz-abort-date: AbortDate

x-amz-abort-rule-id: AbortRuleld

X-amz-request-charged: RequestCharged

<?xml version="1.0" encoding="UTF-8"?7>

<ListPartsResult>
<Bucket>string</Bucket>
<Key>string</Key>
<UploadId>string</UploadId>



<PartNumberMarker>integer</PartNumberMarker>
<NextPartNumberMarker>integer</NextPartNumberMarker>

<MaxParts>integer</MaxParts>
<IsTruncated>boolean</IsTruncated>

<Part>
<ETag>string</ETag>

<LastModified>timestamp</LastModified>
<PartNumber>integer</PartNumber>

<Size>integer</Size>
</Part>

<Initiator>

<DisplayName>string</DisplayName>

<ID>string</ID>
</Initiator>
<Owner>

<DisplayName>string</DisplayName>

<ID>string</ID>
</0wner>

<StorageClass>string</StorageClass>

</ListPartsResult>

Response Elements

Parameter Name

x-amz-abort-date

X-amz-abort-rule-id

X-amz-request-charged

ListPartsResult

Description
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Values : requester

Response Syntax 2=

Sample Response

HTTP/1.1 200 OK

x-amz-id-2: UuaglLuByRx9e6j50nimru9p04ZVKnJ2Qz7/CINPcfTWAtRPfTaOFg==
X-amz-request-id: 656c76696e6727732072657175657374

Date: Mon, 1 Nov 2010 20:34:56 GMT

Content-Length: 985
Connection: keep-alive
Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"?7>
<ListPartsResult xmlns="http://s3.amazonaws.com/doc/2006-03-01/">

<Bucket>example-bucket</Bucket>

<Key>example-object</Key>

<UploadId>XXBsb2FKIELEIGZvciBlbHZpbmcncyVcdS1tb3ZpZS5tMnRzEEEWbGOhZA</UploadId>

<Initiator>

Required

<ID>arn:aws:iam::111122223333:user/some-user-11116a31-17b5-4fb7-9df5-b288870f11xx</ID>

<DisplayName>umat-user-11116a31-17b5-4fb7-9df5-b288870f11xx</DisplayName>

</Initiator>
<Owner>

<ID>75aa57f09%aa0c8caeab4f8c24e99d10f8e7faeebf76c078efc7cbcaea54babba</ID>

<DisplayName>someName</DisplayName>

</0wner>

<StorageClass>STANDARD</StorageClass>
<PartNumberMarker>1</PartNumberMarker>



<NextPartNumberMarker>3</NextPartNumberMarker>

<MaxParts>2</MaxParts>

<IsTruncated>true</IsTruncated>

<Part>
<PartNumber>2</PartNumber>
<LastModified>2010-11-10T20:48:34.000Z</LastModified>
<ETag>"7778aef83f66abclfale8477f296d394"</ETag>
<Size>10485760</Size>

</Part>

<Part>
<PartNumber>3</PartNumber>
<LastModified>2010-11-10T20:48:33.000Z</LastModified>
<ETag>"aaaalB8db4cc2f85cedef654fccc4adx8"</ETag>
<Size>10485760</Size>

</Part>

</ListPartsResult>

HTTP Status Code

Status Code Description
204 (OK) LY 843

403 (Access Denied)

H
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ajo

404 (No Such Bucket) bucketO| Z}i5t7| ot
404 (No Suck uploadid) uploadld?t 2A4517| %S

500 (Server Error)

Processing of requests
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¢ SC_OK (200)
Client ‘ Apache-tomecat ‘ GWMain I S3Singing l S3RequestFactory ‘ ‘ ListParts ‘ GWUtils ‘ DatalListParts ‘ ObjMultipart

www websequencediagrams.com


http://192.168.11.240:8080/uploads/images/gallery/2021-12/image-1640828098161.png

PutBucketAcl

Overview
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Request Syntax

PUT /Bucket/?acl HTTP/1.1
Host: <KSAN GW IP:PORT>
x-amz-acl: ACL
Content-MD5: ContentMD5
Xx-amz-grant-full-control: GrantFullControl
x-amz-grant-read: GrantRead
X-amz-grant-read-acp: GrantReadACP
x-amz-grant-write: GrantWrite
X-amz-grant-write-acp: GrantWriteACP
x-amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<AccessControlPolicy xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<AccessControlList>
<Grant>
<Grantee>
<DisplayName>string</DisplayName>
<EmailAddress>string</EmailAddress>
<ID>string</ID>
<xsi:type>string</xsi:type>
<URI>string</URI>
</Grantee>
<Permission>string</Permission>
</Grant>
</AccessControlList>
<Owner>
<DisplayName>string</DisplayName>
<ID>string</ID>
</0wner>
</AccessControlPolicy>

Sample Request

PUT /ExampleBucket/?acl HTTP/1.1

Host: 192.168.111.111:8080
Content-Length: 1660

Xx-amz-date: Thu, 12 Apr 2012 20:04:21 GMT
Authorization: authorization string

<AccessControlPolicy xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Owner>
<ID>852b113e7a2f25102679df27bb0ael2b3f85be6BucketOwnerCanonicalUserID</ID>
<DisplayName>0OwnerDisplayName</DisplayName>
</0wner>
<AccessControlList>
<Grant>
<Grantee xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:type="CanonicalUser">
<ID>852b113e7a2f25102679df27bb0ael2b3f85be6BucketOwnerCanonicalUserID</ID>
<DisplayName>0OwnerDisplayName</DisplayName>
</Grantee>
<Permission>FULL CONTROL</Permission>
</Grant>



<Grant>
<Grantee xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:type="Group">
<URI xmlns="">http://acs.amazonaws.com/groups/global/AllUsers</URI>
</Grantee>
<Permission xmlns="">READ</Permission>
</Grant>
<Grant>
<Grantee xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:type="Group">
<URI xmlns="">http://acs.amazonaws.com/groups/s3/LogDelivery</URI>
</Grantee>
<Permission xmlns="">WRITE</Permission>
</Grant>
<Grant>

<Grantee xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:type="AmazonCustomerByEmail">

<EmailAddress xmlns="">xyz@amazon.com</EmailAddress>
</Grantee>
<Permission xmlns="">WRITE ACP</Permission>
</Grant>
<Grant>
<Grantee xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:type="CanonicalUser">
<ID xmlns="">f30716ab7115dch44a5ef76e9d74b8e20567f63TestAccountCanonicallUserID</ID>
</Grantee>
<Permission xmlns="">READ ACP</Permission>
</Grant>
</AccessControllList>
</AccessControlPolicy>

URI request Parameters

Parameter Name Description Required
Bucket CH4+ bucket Yes

H|0|E{2| base64 QIR 128H|E MD5 C}
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Zhafoll 28< 0l2| A5 E (canned) ACL.
X-amz-acl Values : private or public-read or public-read-
write or authenticated-read

57RO ZHA|off CHet READ, READ_ACL,

x-amz-grant-full-control WRITE_ACP 23+S Ho{3HL|C},

=] 2 SHCH 2012 A ol
x-amz-grant-read Lrl(l_jZPf 70| cllolE{et siY BIEIHOIEIS Sl &+ US
x-amz-grant-read-acp SI7kA17t 7| ACLE gig 4 A&
x-amz-grant-write 7127 B 2100 Af PHAIZ 2t & UAELICH
x-amz-grant-write-acp 17127t sl ZHA0f THEt ACLE & 4 U&ELICH

Ofl & CHAr B{2l AR210| A F IDYILICE CHA BiZIS Cf
x-amz-expected-bucket-owner E AZoIM 2Rt AR HTTP 403(UMA HE) 2
St s 2o Hujgct.

Request Body

<?xml version="1.0" encoding="UTF-8"?7>
<AccessControlPolicy xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<AccessControlList>
<Grant>
<Grantee>
<DisplayName>string</DisplayName>
<EmailAddress>string</EmailAddress>
<ID>string</ID>
<xsi:type>string</xsi:type>
<URI>string</URI>
</Grantee>
<Permission>string</Permission>



</Grant>
</AccessControlList>
<Owner>
<DisplayName>string</DisplayName>
<ID>string</ID>
</0wner>
</AccessControlPolicy>

Response Syntax

HTTP/1.1 200

Response Elements

Sample Response

HTTP/1.1 200 OK

x-amz-id-2: NxqO3PNiMHXXGwjgv15LLgUoAmPVmGOxtZw2sxePXLhpIvcyouXDrcQUaWwXcOKo
X-amz-request-id: C651BC9B4E1BD401

Date: Thu, 12 Apr 2012 20:04:28 GMT

Content-Length: 0

Server: KSAN-GW

HTTP Status Code

Status Code Description

200 (OK) 2 4T

403 (Access Denied) A3t gle

404 (No Such Bucket) bucketO| 225t2| 4
500 (Server Error)

Processing of requests
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PutBucketCors

Overview

HZ19| CORS(Cross-Origin Resource Sharing) 7

Request Syntax

PUT /Bucket/?cors HTTP/1.1

Host:

<KSAN GW IP:PORT>

Content-MD5: ContentMD5
x-amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"?7>

<CORSConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">

<CORSRule>

<AllowedHeader>string</AllowedHeader>
;AilowedMethod>string</AllowedMethod>
;AilowedOrigin>string</Allowed0rigin>
;é;poseHeader>string</ExposeHeader>

<ID>string</ID>
<MaxAgeSeconds>integer</MaxAgeSeconds

</CORSRule>

</CORSConfiguration>

Sample Request
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URI request Parameters

Parameter Name

Bucket

Content-MD5

x-amz-expected-bucket-owner

Request Body

Description
CHAF bucket &

G0|E{2| base64 Q1T T 128H|E MD5 CHO|HAEQ]
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<?xml version="1.0" encoding="UTF-8"7?>
<CORSConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">

<CORSRule>

<AllowedHeader>string</AllowedHeader>
<AllowedMethod>string</AllowedMethod>

<AllowedOrigin>string</AllowedOrigin>

Required

Yes



<ExposeHeader>string</ExposeHeader>

<ID>string</ID>
<MaxAgeSeconds>integer</MaxAgeSeconds>

</CORSRule>

</CORSConfiguration>

Response Syntax

HTTP/1.1 200

Response Elements

Sample Response

HTTP Status Code

Status Code

200 (OK)

403 (Access Denied)
404 (No Such Bucket)

500 (Server Error)

Description
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Processing of requests
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PutBucketEncryption

Request Syntax

PUT /Bucket/?encryption HTTP/1.1
Host: <KSAN GW IP:PORT>
Content-MD5: ContentMD5
x-amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"?7>
<ServerSideEncryptionConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Rule>
<ApplyServerSideEncryptionByDefault>
<KMSMasterKeyID>string</KMSMasterKeyID>
<SSEAlgorithm>string</SSEAlgorithm>
</ApplyServerSideEncryptionByDefault>
<BucketKeyEnabled>boolean</BucketKeyEnabled>
</Rule>

</ServerSideEncryptionConfiguration>

Sample Request

PUT /ExampleBucket/?encryption HTTP/1.1
Host: 192.168.111.111:8080

Date: Wed, 06 Sep 2017 12:00:00 GMT
Authorization: authorization
Content-Length: length

<ServerSideEncryptionConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Rule>
<ApplyServerSideEncryptionByDefault>
<SSEAlgorithm>aws:kms</SSEAlgorithm>
<KMSMasterKeyID>arn:aws:kms:us-east-1:1234/5678example</KMSMasterKeyID>
</ApplyServerSideEncryptionByDefault>
</Rule>
</ServerSideEncryptionConfiguration>

URI request Parameters

Parameter Name Description Required
Bucket CHAF bucket & Yes
G|0]E{2| base64 Q1T 128H|E MD5 CIO[AHAE

Content-MD5 LICE. O] SIIHE CIIA|IZ| 22 HAIZ ALESH] 23
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Ofl et Cheh B2l AR 20| A IDYLICE ciet BiZlS ot
x-amz-expected-bucket-owner E AZoM £F5H= EF HTTP 403(UMA AHE) 2
Fot & 20| Aufct.

Request Body



<?xml version="1.0" encoding="UTF-8"7?>
<ServerSideEncryptionConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Rule>
<ApplyServerSideEncryptionByDefault>
<KMSMasterKeyID>string</KMSMasterKeyID>
<SSEAlgorithm>string</SSEAlgorithm>
</ApplyServerSideEncryptionByDefault>
<BucketKeyEnabled>boolean</BucketKeyEnabled>
</Rule>

</ServerSideEncryptionConfiguration>

Response Syntax

HTTP/1.1 200

Response Elements

Sample Response

HTTP Status Code

Status Code Description
204 (OK) 23 43
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e
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403 (Access Denied)
404 (No Such Bucket) bucketO| ZA5I2| %42

500 (Server Error)

Processing of requests
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PutBucketLifecycleConfiguration

Overview
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Request Syntax

PUT /Bucket/?lifecycle HTTP/1.1
Host: <KSAN GW IP:PORT>
X-amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<LifecycleConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Rule>
<AbortIncompleteMultipartUpload>
<DaysAfterInitiation>integer</DaysAfterInitiation>
</AbortIncompleteMultipartUpload>
<Expiration>
<Date>timestamp</Date>
<Days>integer</Days>
<ExpiredObjectDeleteMarker>boolean</ExpiredObjectDeleteMarker>
</Expiration>
<Filter>
<And>
<ObjectSizeGreaterThan>long</0ObjectSizeGreaterThan>
<0bjectSizelLessThan>long</ObjectSizeLessThan>
<Prefix>string</Prefix>
<Tag>
<Key>string</Key>
<Value>string</Value>
</Tag>
</And>
<0bjectSizeGreaterThan>long</0bjectSizeGreaterThan>
<ObjectSizelLessThan>long</0ObjectSizelLessThan>
<Prefix>string</Prefix>
<Tag>
<Key>string</Key>
<Value>string</Value>
</Tag>
</Filter>
<ID>string</ID>
<NoncurrentVersionExpiration>
<NewerNoncurrentVersions>integer</NewerNoncurrentVersions>
<NoncurrentDays>integer</NoncurrentDays>
</NoncurrentVersionExpiration>
<NoncurrentVersionTransition>
<NewerNoncurrentVersions>integer</NewerNoncurrentVersions>
<NoncurrentDays>integer</NoncurrentDays>
<StorageClass>string</StorageClass>
</NoncurrentVersionTransition>

<Prefix>string</Prefix>
<Status>string</Status>
<Transition>
<Date>timestamp</Date>
<Days>integer</Days>
<StorageClass>string</StorageClass>
</Transition>

</Rule>



</LifecycleConfiguration>

Sample Request

URI request Parameters

Parameter Name Description
Bucket CH4AF bucket ¥ Yes

Ofl et Chet B2l AR 20| A IDYLICE ciet BiZlS ot
x-amz-expected-bucket-owner E AN £F5t= EF HTTP 403(UMA AHE) 2
Fot & 20| Aufgct.

Request Body

<?xml version="1.0" encoding="UTF-8"7?>
<LifecycleConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Rule>
<AbortIncompleteMultipartUpload>
<DaysAfterInitiation>integer</DaysAfterInitiation>
</AbortIncompleteMultipartUpload>
<Expiration>
<Date>timestamp</Date>
<Days>integer</Days>
<ExpiredObjectDeleteMarker>boolean</ExpiredObjectDeleteMarker>
</Expiration>
<Filter>
<And>
<0bjectSizeGreaterThan>long</0bjectSizeGreaterThan>
<ObjectSizelLessThan>long</0ObjectSizelLessThan>
<Prefix>string</Prefix>
<Tag>
<Key>string</Key>
<Value>string</Value>
</Tag>
</And>
<0ObjectSizeGreaterThan>long</0ObjectSizeGreaterThan>
<0bjectSizelLessThan>long</ObjectSizelLessThan>
<Prefix>string</Prefix>
<Tag>
<Key>string</Key>
<Value>string</Value>
</Tag>
</Filter>
<ID>string</ID>
<NoncurrentVersionExpiration>
<NewerNoncurrentVersions>integer</NewerNoncurrentVersions>
<NoncurrentDays>integer</NoncurrentDays>
</NoncurrentVersionExpiration>
<NoncurrentVersionTransition>
<NewerNoncurrentVersions>integer</NewerNoncurrentVersions>
<NoncurrentDays>integer</NoncurrentDays>
<StorageClass>string</StorageClass>
</NoncurrentVersionTransition>

<Prefix>string</Prefix>
<Status>string</Status>
<Transition>

Required



</LifecycleConfiguration>

<Date>timestamp</Date>
<Days>integer</Days>
<StorageClass>string</StorageClass>

</Transition>

</Rule>

Response Syntax

HTTP/1.1 200

Response Elements

Sample Response

HTTP Status Code

Status Code
200 (OK)

403 (Access Denied)

404 (No Such Bucket)

500 (Server Error)

Description

o
=

[0
0x
oH

i
o
£Q
olo

bucketo| 2512 e

Processing of requests

Client

‘ Apache-tomcat

| GWMain |

‘ S3Singing || S3RequestFactory H PutBucketLifecycleConfiguration ‘ GWUtils H DataPutBucketLifecycleCenfiguration H ObjManager ‘

PUIBLCKSLITECYCIBCONNgUTBHON o
L4

hander

INVALID_ACCESS_KEY ID{$03)

waidation Al

INVALID_ACCESS KEY_ID{403
4

(HVALID_ACGESS KEY IOO3)

ACCESS DEMIED(03)

crealaS3Request

" retum PuBuckellilscycieConfiguration

process

ACCESS_DENIED(403)

EignorePuicActs

ACCESS DENIED(03)

F3

|¢—ACCESS DENIED|03)

ACCESS DEMIED(03)

ACCESS DI

‘checkGrantBucket Owner

ACCESS DENIED[403)

SC_OK (200)

SC_OK (200)

extrmct

gelLitecyele)

r v

5C_OK (200)

t
Client

‘ Apache-tomcat

| GWMain |

‘ §3Singing || S3RequestFactory H PutBucketLifecycleConfiguration ‘ GWUtils H DataPutBucketLifecycleConfiguration ‘

ObjManager

Wi websequencesagrams.com
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PutBucketPolicy

Request Syntax

PUT /Bucket/?policy HTTP/1.1
Host: <KSAN GW IP:PORT>
Content-MD5: ContentMD5

x-amz-confirm-remove-self-bucket-access: ConfirmRemoveSelfBucketAccess

X-amz-expected-bucket-owner: ExpectedBucketOwner

{ Policy in JSON format }

Sample Request

PUT /ExampleBucket/?policy HTTP/1.1
Host: 192.168.111.111:8080

Date: Tue, 04 Apr 2010 20:34:56 GMT
Authorization: authorization string

{

"Version":"2008-10-17",
"Id":"aaaa-bbbb-cccc-dddd",
"Statement" : [

{
"Effect":"Allow",
"Sid":"1",
"Principal” : {

"AWS":["111122223333","444455556666" ]

Ly
"Action":["s3:*"],
"Resource":"arn:aws:s3:::bucket/*"

}

URI request Parameters

Parameter Name

Bucket

Content-MD5
x-amz-confirm-remove-self-bucket-access

x-amz-expected-bucket-owner

Request Body

Description
CH4AF bucket ¥
Cl|l0|E{2] base64 QIZ T 128H|E MD5 CO|AAEQ]

LICL. O] SIHE BIA|IZ| 22 HAIZ ALESH] 2
0| UE S0l =R U/AE=A| =Helshof gL Ch

0| Bzl Y2S HFY A HetS |75t 0] Of7h
2

2L 2720 A IDYLICE Chef Bi2lS T
AR3HE FR HTTP 403(HMA HE) 2
=

Required

Yes



Parameter Name Description

Policy Response Syntax zt=&

Response Syntax

HTTP/1.1 200

Response Elements

Sample Response

HTTP Status Code

Status Code Description
204 (OK) LY 45

™
o
§Q
alo

403 (Access Denied)
404 (No Such Bucket) bucketO| ZA}i5t7| ot

500 (Server Error)

Processing of requests
@ ‘ Apache-tomeat ‘ ‘ GWMain

PutBucketPolic)

‘ S3Singing H S3RequestFactory H PutBucketPolicy ‘ ‘ GWUtils

‘ DataPutBucketPolicy H ObjManager

handier

validation

»

'\NVALID ACCESS_KEY_|D{403)

INVALID_ACCESS_KEY_ID(403)
Al

INVALID_ACCESS_KEY_ID{403)
+

createSIRequest

retum PutBucketPolicy

process »

isignorePublicAcls

ACCESS _DEMIED{403)

" ACCESS_DENIED(403)

4 ACCESS_DENIED(403]

l—ACCESS DENIED()

checkGrantBucketOwner ————

ACCESS DENIED{403)

F S

' ACCESS_DENIED(403)
ACCESS _DENIED{403)
mxtract Al
»
getPolicyJson N
y
SC_OK (200)
4
¢ 5C_OK (200)
SC_OK (200)
4
Client ‘ Apache-tomcat ‘ ‘ GWMain ‘ ‘ S3Singing H S3RequestFactory H PutBucketPolicy ‘ ‘ GWULtils ‘ DataPutBucketPolicy ObjManager

www websequencediagrams. com


http://192.168.11.240:8080/uploads/images/gallery/2021-12/image-1640828299419.png

PutBucketReplication

Overview

=A Fde BSHL 7IE =4 S BrEUL

[

Request Syntax

PUT /Bucket/?replication HTTP/1.1
Host: <KSAN GW IP:PORT>
Content-MD5: ContentMD5
x-amz-bucket-object-lock-token: Token
X-amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<ReplicationConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Role>string</Role>
<Rule>
<DeleteMarkerReplication>
<Status>string</Status>
</DeleteMarkerReplication>
<Destination>
<AccessControlTranslation>
<Owner>string</Owner>
</AccessControlTranslation>
<Account>string</Account>
<Bucket>string</Bucket>
<EncryptionConfiguration>
<ReplicaKmsKeyID>string</ReplicaKmsKeyID>
</EncryptionConfiguration>
<Metrics>
<EventThreshold>
<Minutes>integer</Minutes>
</EventThreshold>
<Status>string</Status>
</Metrics>
<ReplicationTime>
<Status>string</Status>
<Time>
<Minutes>integer</Minutes>
</Time>
</ReplicationTime>
<StorageClass>string</StorageClass>
</Destination>
<ExistingObjectReplication>
<Status>string</Status>
</ExistingObjectReplication>
<Filter>
<And>
<Prefix>string</Prefix>
<Tag>
<Key>string</Key>
<Value>string</Value>
</Tag>
</And>
<Prefix>string</Prefix>
<Tag>
<Key>string</Key>
<Value>string</Value>
</Tag>
</Filter>
<ID>string</ID>



<Prefix>string</Prefix>
<Priority>integer</Priority>
<SourceSelectionCriteria>
<ReplicaModifications>
<Status>string</Status>
</ReplicaModifications>
<SseKmsEncryptedObjects>
<Status>string</Status>
</SseKmsEncryptedObjects>
</SourceSelectionCriteria>
<Status>string</Status>
</Rule>

</ReplicationConfiguration>

Sample Request

URI request Parameters

Parameter Name

Bucket

Content-MD5
x-amz-bucket-object-lock-token

x-amz-expected-bucket-owner

Request Body

Description
CHAF bucket

Cl|0|E{2] base64 QITF T 128H|E MD5 CO|AAEQ]
LIt O] SIHE OAZ]| SEY AR AIESI0] 2 &
=0 d& S0l EH=|A| EU=A| 25 0F L ct.
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<ReplicationConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">

<Role>string</Role>
<Rule>
<DeleteMarkerReplication>
<Status>string</Status>
</DeleteMarkerReplication>
<Destination>
<AccessControlTranslation>
<Owner>string</Owner>
</AccessControlTranslation>
<Account>string</Account>
<Bucket>string</Bucket>
<EncryptionConfiguration>

<ReplicaKmsKeyID>string</ReplicaKmsKeyID>

</EncryptionConfiguration>
<Metrics>
<EventThreshold>

<Minutes>integer</Minutes>

</EventThreshold>
<Status>string</Status>
</Metrics>
<ReplicationTime>
<Status>string</Status>
<Time>

<Minutes>integer</Minutes>

</Time>
</ReplicationTime>

Required

Yes



<StorageClass>string</StorageClass>
</Destination>
<ExistingObjectReplication>
<Status>string</Status>
</ExistingObjectReplication>
<Filter>
<And>
<Prefix>string</Prefix>
<Tag>
<Key>string</Key>
<Value>string</Value>
</Tag>
</And>
<Prefix>string</Prefix>
<Tag>
<Key>string</Key>
<Value>string</Value>
</Tag>
</Filter>
<ID>string</ID>
<Prefix>string</Prefix>
<Priority>integer</Priority>
<SourceSelectionCriteria>
<ReplicaModifications>
<Status>string</Status>
</ReplicaModifications>
<SseKmsEncryptedObjects>
<Status>string</Status>
</SseKmsEncryptedObjects>
</SourceSelectionCriteria>
<Status>string</Status>

</Rule>

</ReplicationConfiguration>

Response Syntax

HTTP/1.1 200

Response Elements

Sample Response

HTTP Status Code

Status Code

200 (OK)

400 (Bad Request)
403 (Access Denied)
404 (No Such Bucket)

500 (Server Error)

Description

bucketo| Z45t2| ¢t5



Processing of requests

Client

Client

‘ Apache-tomcat ‘ ‘ GWMain ‘ ‘ S38inging H S3RequestFactory ‘ ‘ PutBucketReplication ‘ ‘ GWUtils ‘ ‘ DataPutBucketReplication ‘ ‘ ObjManager ‘
handier
validation
INVALID_ACCESS_KEY ID[-WB)'
I\NVALID ACCESS_KEY_ID(403) A
INVALID_ACCESS KEY_ID{403]
T
l raturmn
process
IslgnarePublicAcls
'AGCESS DENIED{403]
n ACCESS_DENIED{403]
ACCESS_DENIED(403)
' ACCESS _DENIED(403)
checkGranBucketOwnear :
¢ ACCESS DENIED(403)
4 ACCESS_DENIED(403)
' ACCESS DENIED;MD
exiract
I
checkBuckelReplication z
4 SC_BAD_REQUEST(400]
I SC_BAD_REQUEST(400) A
5C_BAD REQUEST{400)
4 SC_OK (200)
SC_OK (200)
SC_OK (200) X
‘ Apache-tomcat [ GWMain ‘ S53Singing [ S3RequestFactory ‘ ‘ PutBucketReplication GWUtils ‘ DataPutBucketReplication ObjManager
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PutBucketTagging

Overview

Bzl0| Ej0S HHFLICH

o
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Request Syntax

PUT /Bucket/?tagging HTTP/1.1
Host: <KSAN GW_IP:PORT>
Content-MD5: ContentMD5
x-amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"?7>
<Tagging xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<TagSet>
<Tag>
<Key>string</Key>
<Value>string</Value>
</Tag>
</TagSet>
</Tagging>

Sample Request

URI request Parameters

Parameter Name Description
Bucket CHAr bucket & Yes
Cl|l0|E{2] base64 QIE T 128H|E MD5 CO|AAEQ]
Content-MD5 LICE O] S| E DAIA| R84 HALZ ALESH0 2 &

=0| @& S0l &Y 2| ARUA=A| FHelstof gL Th

BT =

Ofl e Chief B2l ARA1| A IDYLICE i #izlS
x-amz-expected-bucket-owner 2 HHoM AR5Hs AR HTTP 403(UMA HE) =2
Fot g 2ol Hugct.

Request Body

<?xml version="1.0" encoding="UTF-8"7>
<Tagging xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<TagSet>
<Tag>
<Key>string</Key>
<Value>string</Value>
</Tag>
</TagSet>
</Tagging>

Response Syntax

Required



HTTP/1.1 200

Response Elements

Sample Response

HTTP Status Code

Status Code Description
200 (OK) 2" 845

Fo)
ek
£Q
ajo

403 (Access Denied)
404 (No Such Bucket) bucketO| Z2i512| 42

500 (Server Error)

Processing of requests

Client ‘ Apache-tomcat ‘ ‘ GWMain ‘ ‘ S3Singing H S3RequestFactory H PutBucketTagging ‘ ‘ GWUils H DataPutBucketTagging H ObjManager ‘

PutBucketTagging

handier

vasigation N

»
INVALID_AGCESS KEY_IDd03)
A

¢ INVALID_ACCESS_KEY_ID(403)

|4 INVALID_ACCESS_KEY_|D{403)
*

createS3Request

4 return PulBucketTagging

process

isignoraPublicAcls

¢ ACCESS DENIED{403)

ACCESS_DENIED{403)

Al
ACCESS_DENIED(403)

' ACCESS_DENIED{403;
checkGrantBucketOwner :
ACCESS DENIED{403)
' ACCESS_DENIED(403) )
1 ACCESS_DENIED{403)
exllmcl »
getTaggingXmi »
:C_BAD REQUEST{400)
5€_BAD_REQUEST400)
4 SC_BAD REQUEST(400)
{Tagging
5C_OK (200)
4 SC_OK (200) )
4 SC_OK {200)
Client ‘ Apache-tomcat ‘ l GWMain ‘ ‘ S$3Singing ‘ ‘ S3RequestFactory ‘ I PutBucketTagging ‘ l GWUtils ‘ ‘ DataPutBucketTagging || ObjManager
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PutBucketVersioning

Request Syntax

PUT /Bucket/?versioning HTTP/1.1
Host: <KSAN GW_IP:PORT>
Content-MD5: ContentMD5
x-amz-mfa: MFA

X-amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<VersioningConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">

<MfaDelete>string</MfaDelete>
<Status>string</Status>
</VersioningConfiguration>

Sample Request

URI request Parameters

Parameter Name

Bucket

Content-MD5

x-amz-expected-bucket-owner

x-amz-mfa

Request Body

Description
CH4AF bucket
Cl|l0|E{2| base64 QIZ T 128H|E MD5 CO|AAEQ]
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<?xml version="1.0" encoding="UTF-8"7?>
<VersioningConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">

<MfaDelete>string</MfaDelete>
<Status>string</Status>
</VersioningConfiguration>

Response Syntax

HTTP/1.1 200

Response Elements

Yes

Required



Sample Response

HTTP Status Code

Status Code Description
200 (OK) 2K MHE

[
e
§Q
olo

403 (Access Denied)
404 (No Such Bucket) bucketO| Z25t2| &

500 (Server Error)

Processing of requests
’iTel‘ ‘ Apache-tomcat ‘ ‘ GWMain

PutBucketVersioning

‘ S3Singing H S3RequestFactory H PutBucketVersioning ‘ ‘ GWUtils

‘ DataPutBucketVersioning H ObjManager

handler

validation

g INVALID_ACCESS KEY_ID(403)

(INVAUD ACCESS, KEY_ ID(403)

INVALID ACCESS KEY_ID(403)
*

cresteSIRequest N
" retum PUIBucksi\"Iﬁm
process »
IsignorePublicActs
ACCESS _DENIED(403)
¢ ACCESS_DEMIED(403)
" ACCESS_DENIED{403)
¢ ACCESS DENIED(03)
checkGrantBuckelOwner :
ACCESS_DENIED(403)
¢—CCESS DENIED(03) A
| ACCESS DENIED(403)
extract »
= = ¥
pulBucketversiening
4 SC_OK (200) !
" SC_OK (200)

SC_OK (200)
hJ

Client ‘ Apache-tomcat ‘ ‘ GWMain

‘ S53Singing H S3RequestFactory H PutBucketVersioning ‘ ‘ GWUtils ‘ DataPutBucketVersioning ‘ ObjManager
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PutBucketWebsite

Overview
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Request Syntax

PUT /Bucket/?website HTTP/1.1
Host: <KSAN GW IP:PORT>
Content-MD5: ContentMD5
x-amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"?7>
<WebsiteConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<ErrorDocument>
<Key>string</Key>
</ErrorDocument>
<IndexDocument>
<Suffix>string</Suffix>
</IndexDocument>
<RedirectAllRequestsTo>
<HostName>string</HostName>
<Protocol>string</Protocol>
</RedirectAllRequestsTo>
<RoutingRules>
<RoutingRule>
<Condition>
<HttpErrorCodeReturnedEquals>string</HttpErrorCodeReturnedEquals>
<KeyPrefixEquals>string</KeyPrefixEquals>
</Condition>
<Redirect>
<HostName>string</HostName>
<HttpRedirectCode>string</HttpRedirectCode>
<Protocol>string</Protocol>
<ReplaceKeyPrefixWith>string</ReplaceKeyPrefixWith>
<ReplaceKeyWith>string</ReplaceKeyWith>
</Redirect>
</RoutingRule>
</RoutingRules>
</WebsiteConfiguration>

Sample Request

PUT /ExampleBucket/?website HTTP/1.1
Host: 192.168.111.111:8080
Content-Length: 256

Date: Thu, 27 Jan 2011 12:00:00 GMT
Authorization: signatureValue

<WebsiteConfiguration xmlns='http://s3.amazonaws.com/doc/2006-03-01/"'>
<IndexDocument>
<Suffix>index.html</Suffix>
</IndexDocument>
<ErrorDocument>
<Key>SomeErrorDocument.html</Key>
</ErrorDocument>
</WebsiteConfiguration>



URI request Parameters

Parameter Name

Bucket

Content-MD5

X-amz-expected-bucket-owner

Request Body

Description
CH4AF bucket

Gf0JE{9| base64 Q12T 128H|E MD5 T
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<?xml version="1.0" encoding="UTF-8"?7>
<WebsiteConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">

<ErrorDocument>

<Key>string</Key>
</ErrorDocument>
<IndexDocument>

<Suffix>string</Suffix>
</IndexDocument>
<RedirectAllRequestsTo>

<HostName>string</HostName>

<Protocol>string</Protocol>
</RedirectAllRequestsTo>
<RoutingRules>

<RoutingRule>

<Condition>

Yes

<HttpErrorCodeReturnedEquals>string</HttpErrorCodeReturnedEquals>
<KeyPrefixEquals>string</KeyPrefixEquals>

</Condition>
<Redirect>

<HostName>string</HostName>
<HttpRedirectCode>string</HttpRedirectCode>
<Protocol>string</Protocol>
<ReplaceKeyPrefixWith>string</ReplaceKeyPrefixWith>
<ReplaceKeyWith>string</ReplaceKeyWith>

</Redirect>
</RoutingRule>
</RoutingRules>
</WebsiteConfiguration>

Response Syntax

HTTP/1.1 200

Response Elements

Sample Response

HTTP Status Code

Required



Status Code
200 (OK)

403 (Access Denied)

404 (No Such Bucket)

500 (Server Error)

Description

)
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[
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bucketO| Za5t2| e

Processing of requests

Client ‘ Apache-tomcat ‘ | GWMain ‘ ‘ S3Singing H S3RequestFactory H PutBucketWebsite ‘ ‘ GWUiils H DataPutBucketWebsite H ObjManager |
handier »
wvalidation »
INVALID_ACCESS KEY_ID(403)
'INVALID ACCESS_KEY 1D{403)
INVALID ACCESE KEY ID{403)
X createS IR t
4 retum PutBucketWebsiie
N p—
IslgnorePublicAcls
'ACCESS DENIED: dﬂ];
4 ACCESS _DEMIED[403)
' ACCESS DENIED{403]
¢ ACCESS_DENIED{403)
checkGrantBucketOwner :
4 ACCESS _DENIED{403
l ACCESS_DENIED{403)
' ACCESS_DENIED{403)
exl‘mct
petWeabsiisxm| »
SC_OK (200}
4 SC_OK (200) )
SC_OK (200) )
Client ‘ Apache-tomcat ‘ | GWMaIn‘ ‘ S53Singing H S3RequestFactory H PutBucketWebsite ‘ ‘ GWuUtils “ DataPutBucketWebsite ObjManager
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PutObject

Overview
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Request Syntax

PUT /Buckst/Key HTTP/1.1

Host: <KSAN GW IP:PORT>

x-amz-acl: ACL

Cache-Control: CacheControl

Content-Disposition: ContentDisposition

Content-Encoding: ContentEncoding

Content-Language: ContentLanguage

Content-Length: ContentLength

Content-MD5: ContentMD5

Content-Type: ContentType

Expires: Expires

Xx-amz-grant-full-control: GrantFullControl

Xx-amz-grant-read: GrantRead

X-amz-grant-read-acp: GrantReadACP

Xx-amz-grant-write-acp: GrantWriteACP
X-amz-server-side-encryption: ServerSideEncryption
x-amz-storage-class: StorageClass
X-amz-website-redirect-location: WebsiteRedirectLocation
Xx-amz-server-side-encryption-customer-algorithm: SSECustomerAlgorithm
X-amz-server-side-encryption-customer-key: SSECustomerKey
x-amz-server-side-encryption-customer-key-MD5: SSECustomerKeyMD5
X-amz-server-side-encryption-aws-kms-key-id: SSEKMSKeyId
x-amz-server-side-encryption-context: SSEKMSEncryptionContext
X-amz-server-side-encryption-bucket-key-enabled: BucketKeyEnabled
X-amz-request-payer: RequestPayer

X-amz-tagging: Tagging

x-amz-object-lock-mode: ObjectLockMode
X-amz-object-lock-retain-until-date: ObjectLockRetainUntilDate
x-amz-object-lock-legal-hold: ObjectLockLegalHoldStatus
X-amz-expected-bucket-owner: ExpectedBucketOwner

Body

Sample Request

PUT /ExampleBucket/my-image.jpg HTTP/1.1
Host: 192.168.111.111:8080

Date: Wed, 12 Oct 2009 17:50:00 GMT
Authorization: authorization string
Content-Type: text/plain

Content-Length: 11434

X-amz-meta-author: Janet

Expect: 100-continue

[11434 bytes of object datal]

URI request Parameters

Parameter Name Description

Required



Parameter Name
Bucket
Key
Cache-Control

Content-Disposition

Content-Encoding

Content-Language

Content-Type

Content-MD5

Content-Length
Expires

Xx-amz-acl

x-amz-expected-bucket-owner

x-amz-grant-full-control

X-amz-grant-read

X-amz-grant-read-acp
X-amz-grant-write

X-amz-grant-write-acp

x-amz-metadata-directive

x-amz-object-lock-legal-hold

X-amz-object-lock-mode

x-amz-request-payer

X-amz-server-side-encryption

X-amz-server-side-encryption-aws-kms-key-id

X-amz-server-side-encryption-bucket-key-
enabled

X-amz-server-side-encryption-context

x-amz-server-side-encryption-customer-
algorithm

X-amz-server-side-encryption-customer-key

X-amz-server-side-encryption-customer-key-
MD5

X-amz-source-expected-bucket-owner

x-amz-storage-class

X-amz-tagging

X-amz-website-redirect-location

Description
4t bucket ¥ Yes
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SSLE E5I7L} SigV4E AIRSIA| &2 AWS KMSZ2
Eo&|= 7HA0)l et 2 GET & PUT 20| AIig
Lich.

il |

AWS KMS(SSE-KMS)ZS AL25H MHZ 245510
AS310| Amazon S3 HiZ! 7| ArE3H0f SH=A
€ 2 yguct

WA L350 AFRE AWS KMS &35} HEIAEZ 2|
Jgct
WM E Loote wf AFRE L2|S(0: AES256)S 4|
Jgu

Ci|O|&f 2= 510l A2 S30i| Cjsl 1240| AS5h =5t
B

/ | ¢

RFC 13210 w2} =3}t 7|9 128H|E MD5 CHO|A|A
ES 2¥gUct

/ |»]

2

|4 a4 B2 AR2L0| AIY IDYU

7|22 o2 S3= STANDARD AE2|Z| 22AZ AL
Sto] M2 4 e IHHIE HFFLICH

JhA| cHe ZHAef Ef &EHe TaggingDirectiveQ} 5t
7| AtE3sHOF BrLCH Ef 1 A2 URL #2| oo 42
QIR E|0{0F BfLICt.

H210] & AIO|EZ FYE Z2 Of ZhA[of chet 2dS
S YT HZLO| CHE 73| = 9IF URLE 2|CdgL

Required



Request Body

e binary data

Response Syntax

HTTP/1.1 200
X-amz-expiration: Expiration
ETag: ETag

X-amz-server-side-encryption: ServerSideEncryption

X-amz-version-id: VersionId

X-amz-server-side-encryption-customer-
X-amz-server-side-encryption-customer-

algorithm: SSECustomerAlgorithm
key-MD5: SSECustomerKeyMD5

X-amz-server-side-encryption-aws-kms-key-id: SSEKMSKeyId

x-amz-server-side-encryption-context:

SSEKMSEncryptionContext

X-amz-server-side-encryption-bucket-key-enabled: BucketKeyEnabled

x-amz-request-charged: RequestCharged

Response Elements

Parameter Name
ETag

X-amz-expiration

x-amz-request-charged

x-amz-server-side-encryption

x-amz-server-side-encryption-aws-kms-key-id

x-amz-server-side-encryption-bucket-key-
enabled

x-amz-server-side-encryption-context

X-amz-server-side-encryption-customer-
algorithm

X-amz-server-side-encryption-customer-key-
MD5

Description

ETAGE 2 AH{7} URLOIA 22 2420 £ HiHO|
e gL

WA 227t E e SEOll o] st ZEELICH

Z35te A2 2337 230| el 432 H7E|
%8S LIEpLICY.

Values : requester

Amazon S30f| 0] 7HH|E A &et I} AFRE|= AH
S5t &2

Values : AES256 or aws:kms

e

of
a

A= B2 Mo AFZE AWS KMS(AWS Key
Management Service) Tz 120 22| 7|2| IDE A|
gLt

SAHEL 7HA|7F AWS KMS(SSE-KMS)2to| MbE &5
Stof| S3 H2 71§ ALEStEA| IFE LIEFELICE

{55101 A2 S AWS KMS 253}
f

20| M55 423 7|1E AFESI0 MBS eS8
o Z< SHOl Al8E 228t dhe|SS &elske b
Bt ZEgLCt

120| M55 23t 7|E AFESI0f MBS g2alE 2
Aot 22 SEO 0 5|57 Zete|of D2H0| A|SE AS
5t 7|0f chet &= OAIR] 224 =RlE AISELIC

X-amz-version-id

Zhx12] BH IDYLICE.

Sample Response

HTTP/1.1 1060 Continue

HTTP/1.1 200 OK

x-amz-id-2: LriYPLdmOdAiIfgSm/F1YsViT1LW94/xUQxMsF7xiEblaOwiIOIx1+zbwZ163pt7

x-amz-request-id: 0A49CE4060975EAC
Date: Wed, 12 Oct 2009 17:50:00 GMT

ETag: "1b2cf535f27731c974343645a3985328"

Content-Length: 0
Connection: close
Server: KSAN-GW

Required



HTTP Status Code

Status Code

200 (OK)

403 (Access Denied)

404 (No Such Bucket)

500 (Server Error)

Description

fo
o
0x
]

e
e
§Q
olo

Client

PutObject

¢ MVAID_ACCESS KEY ID{303)

bucket0| Zzist2| &g
Processi ng of req uests
Apache-tomcat | ‘ GWMain | | S3Singing H S3RequestFactory || PutObject | ‘ GWutils || DataPutObject H ObjManager || S30bjectOperation
handar
validation
'INVAI.ID ACCESS_KEY_ID{403)
INVALID_ACCESS KEY |ID(403)
MISQRMIBGE
return PutObject
process
islgnerePublicAcis
'ACGESS DEMIED(403)
ACCESS DENIED({403)

ACCESS DEMIED(403)

' ACCESS DENIED{403)
checkGrantBuckstOwrior :
ACCESS_DENIED(403)
ACCESS DENIED(403)
' ACCESS DENIED{403)
ediract
makeAciXm|
open
croto
InsertObject
SC_oK 200)
SC_OK (200}
SC_OK (200)
4
Client ‘ Apache-tomcat | ‘ GWMain | S$3Singing H S3RequestFactory || PutObject | ‘ GWUtils | DataPutObject H ObjManager | S30bjectOperation

www websequencediagrams com
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PutObjectAcl

Overview

S3 B Z19] iAo tist ACL(UM A A0 25) AetS Y ELc.

Request Syntax

PUT /Bucket/Key?acl&versionId=VersionId HTTP/1.1
Host: <KSAN GW IP:PORT>
x-amz-acl: ACL
Content-MD5: ContentMD5
X-amz-grant-full-control: GrantFullControl
x-amz-grant-read: GrantRead
X-amz-grant-read-acp: GrantReadACP
x-amz-grant-write: GrantWrite
X-amz-grant-write-acp: GrantWriteACP
X-amz-request-payer: RequestPayer
Xx-amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7>
<AccessControlPolicy xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<AccessControlList>
<Grant>
<Grantee>
<DisplayName>string</DisplayName>
<EmailAddress>string</EmailAddress>
<ID>string</ID>
<xsi:type>string</xsi:type>
<URI>string</URI>
</Grantee>
<Permission>string</Permission>
</Grant>
</AccessControllList>
<Owner>
<DisplayName>string</DisplayName>
<ID>string</ID>
</0Owner>
</AccessControlPolicy>

Sample Request

PUT /ExampleBucket/my-image.jpg?acl HTTP/1.1
Host: 192.168.111.111:8080

Date: Wed, 28 Oct 2009 22:32:00 GMT
Authorization: authorization string
Content-Length: 124

<AccessControlPolicy>
<Owner>
<ID>75aa57f09%aa0c8caeab4f8c24e99d10f8e7faeebf76c078efc7c6caea54babba</ID>
<DisplayName>CustomersName@amazon.com</DisplayName>
</0wner>
<AccessControlList>
<Grant>
<Grantee xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:type="CanonicalUser">
<ID>75aa57f09%aa0c8caeab4f8c24e99d10f8e7faeeExampleCanonicalUserID</ID>
<DisplayName>CustomerName@amazon.com</DisplayName>
</Grantee>
<Permission>FULL CONTROL</Permission>



</Grant>
</AccessControlList>
</AccessControlPolicy>

URI request Parameters

Parameter Name Description Required
Bucket CH4AF bucket ¥ Yes

Key PUT 2:20] Al2fE! 7H3| 7| LIct. Yes

Gf0|E{9| base64 12T 128H|E MD5 CIO[HAEY
Content-MD5 LIC}. O] SIHE HAIZ| REY HAIR ALESI0] 23 2
= ;

0| U S0l =R A/AE=A| 2Hlshof L T

=

WA|e] £ My S A25he Ol AFEEl= Versionldg

versionld Lich.
x-amz-acl iAol 48t 0j2] A3 € (canned) ACL.
x-amz-source-expected-bucket-owner Of|AF AA B2l AR212] A IDYLICE

-amz- full- 51 7FAL0l|2 2§|ofl tist READ, READ_ACL,
Xx-amz-grant-full-control WRITE_ACP #3tS SofgL|C}.

x-amz-grant-read L0127} 74 ClolEf2t 3T DIEIGIOIEIS 242 4 A%

Lc}.
x-amz-grant-read-acp SI7kAE7E 7HA| ACLE Sig 4+ A&
x-amz-grant-write SZEAE7 2100 A ZHAIE BHS 4 ASLICE
x-amz-grant-write-acp S{7kAE7t sl ZHA||of TSt ACLE & 4~ USLICH
LA ok CHSH H|=2 HIlEl Hol2 o) 0|2
x-amz-request-payer ibzolétﬁq o chalf Bl8Oo| FutE AUYS L ASS
SHQIFLICH

Request Body

<?xml version="1.0" encoding="UTF-8"7?>
<AccessControlPolicy xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<AccessControlList>
<Grant>
<Grantee>
<DisplayName>string</DisplayName>
<EmailAddress>string</EmailAddress>
<ID>string</ID>
<xsi:type>string</xsi:type>
<URI>string</URI>
</Grantee>
<Permission>string</Permission>
</Grant>
</AccessControlList>
<Owner>
<DisplayName>string</DisplayName>
<ID>string</ID>
</0Owner>
</AccessControlPolicy>

Response Syntax

HTTP/1.1 200
x-amz-request-charged: RequestCharged

Response Elements



Parameter Name Description Required

EMets 22 227 20l s 434 o2 Y7x|
x-amz-request-charged ASS LIEHHLICE

Values : requester

Sample Response

HTTP/1.1 200 OK

X-amz-id-2: eftixk72aD6Ap51T9AS1led40pIszj7UDNEHGran
x-amz-request-id: 318BC8BC148832E5

X-amz-version-id: 3/L4kqtJlcpXrof3vjVBH40Nr8X8gdRQBpUMLUO
Date: Wed, 28 Oct 2009 22:32:00 GMT

Last-Modified: Sun, 1 Jan 2006 12:00:00 GMT
Content-Length: 0

Connection: close

Server: KSAN-GW

HTTP Status Code

Status Code Description
200 (OK) 2 ME

H
o
§Q
ajo

403 (Access Denied)
404 (No Such Bucket) bucketO| 2512 ere

500 (Server Error)

Processing of requests

Client Apache-tomcat ‘ ‘ GWMain ‘ $3Singing H S3RequestFactory H PutObjectAcl ‘ GWUtils ‘ DataPutObjectAcl H ObjManager
PuUlOBjectAcl
‘handler
validation N
|4 INVALID_ACCESS_KEY_ID(403)
4 INVALID ACCESS _KEY_ID{403) )
INVALID_ACCESS_KEY_ID(403)
Creales IR equEs!
reiunPutDD]e(‘LN:l Y
) process
islgnorePublicAcls
'ACCESS DENIED(403]
n ACCESS_DENIEDE03)
ACCESS_DENIED{403) )
ACCESS DENIED(403)
exiract »
open b
makeOrginalXmigAc
checkGrantBucketOwner :
” ACCESS DENIED{403)
ACCESS_DENIED(403)
' ACCESS DENIED(403) )
makeAcXml
UpaatEOD|RctAC »
4 SC_OK (200)
' SC_OK (200
4 SC_OK (200)
Client ‘ Apache-tomcat ‘ ‘ GWMain ‘ 83Singing H S3RequestFactory H PutObjectAcl ‘ GWUtils ‘ DataPutObjectAcl ‘ ObjManager

www.websequencediagrams.com
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PutObjectLockConfiguration

Overview

A Gst A0 hA| e S BRI LI

Request Syntax

PUT /Bucket/?object-lock HTTP/1.1
Host: <KSAN GW IP:PORT>
X-amz-request-payer: RequestPayer

x-amz-bucket-object-lock-token: Token

Content-MD5: ContentMD5

x-amz-expected-bucket-owner: ExpectedBucketOwner

<?xml version="1.0" encoding="UTF-8"?7>

<ObjectLockConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<0bjectLockEnabled>string</0ObjectLockEnabled>

<Rule>
<DefaultRetention>
<Days>integer</Days>
<Mode>string</Mode>
<Years>integer</Years>
</DefaultRetention>
</Rule>
</0bjectLockConfiguration>

Sample Request

URI request Parameters

Parameter Name

Bucket

Content-MD5

x-amz-bucket-object-lock-token

Xx-amz-expected-bucket-owner

X-amz-request-payer

Request Body

Description
CHAr bucket &

Gf0JE{9] base64 ©1 7L 128H|E MD5 CHO|AAEQ
L|C}. O] Bl|CIE DA 227 HAIZ AHESH] 24 &

=0| H& S0l &Y 2| ARU=A| FHelstof gL Th

Z Hzlof ohisl Jil AEE AEY 4 e EEYY

0N

<?xml version="1.0" encoding="UTF-8"?7>
<0ObjectLockConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<0ObjectLockEnabled>string</0ObjectLockEnabled>

<Rule>
<DefaultRetention>
<Days>integer</Days>
<Mode>string</Mode>

Required

Yes



<Years>integer</Years>
</DefaultRetention>
</Rule>
</0bjectLockConfiguration>

Response Syntax

HTTP/1.1 200
X-amz-request-charged: RequestCharged

Response Elements

Parameter Name

Description

Required

ZAetE 29 2RI 20l tish 432 YL
o LIEFEH

X-amz-request-charged ASE
Values : requester

Sample Response

HTTP Status Code

Status Code

200 (OK)

403 (Access Denied)
404 (No Such Bucket)

500 (Server Error)

Description

0
ox
0x
op

[
e
£Q
tlo

bucketO| Z2fist2| %S

Processing of requests

Client | Apache-tomeat | ‘ GWMain | [ $3Singing || S3RequestFactory H PutObjectLockConfiguration H GWtils || DataPutObjectLockConfiguration H ObjManager |
PuADbjectLockConriguration
nender ¥
walidation N
g INVALID ACCESS KEY |D{403)
g 'NVALID_ACCESS KEY ID{403)
g MvALID_ACCESS KEY 10103 |
createSIRequest
retum PuiObjectl ook
process
IsignorePublicAcls
|¢fccess penEDjws) |
" ACCESS_DENIED(403)
‘ ACCESS_DEMNIED(403)
‘ ACCESS_DEMNIED{403)
chackGamMBwkel Owner 4':)
4 ACCESS DENIED#03Y
4 ACCESS DENIED{403
' ACCESS DEMIED{403)
axtrct
getonjectiockxmi
Stecilock L4
SC_OK (200)
SC_OK (200} )
M SC_OK (200)
Client | Apache-tomeat ‘ GWMain ‘ $3Singing || S3RequestFactory H PutObjectLockConfiguration ‘ GWuUtils | DataPutObjectLockConfiguration | | ObjManager

www websequencadiagrams.com
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PutObjectTagging

Overview

ASE B HEE 2HAof 4EFLC

Request Syntax

PUT /Bucket/Key?tagging&versionId=VersionId HTTP/1.1

Host: <KSAN GW IP:PORT>
Content-MD5: ContentMD5

x-amz-expected-bucket-owner: ExpectedBucketOwner

X-amz-request-payer: RequestPayer

<?xml version="1.0" encoding="UTF-8"7?>

<Tagging xmlns="http://s3.amazonaws.com/doc/2006-03-01/">

<TagSet>
<Tag>
<Key>string</Key>
<Value>string</Value>
</Tag>
</TagSet>
</Tagging>

Sample Request

PUT /ExampleBucket/object-key?tagging HTTP/1.1

Host: 192.168.111.111:8080
Content-Length: length

Content-MD5: pUNXr/BjKK5G2UKExample==

X-amz-date: 20160923T001956Z
Authorization: authorization string
<Tagging>
<TagSet>
<Tag>
<Key>tagl</Key>
<Value>vall</Value>
</Tag>
<Tag>
<Key>tag2</Key>
<Value>val2</Value>
</Tag>
</TagSet>
</Tagging>

URI request Parameters

Parameter Name
Bucket

Key

Content-MD5

versionld

Description
CHA bucket
PUT 2{40[ Al2fEl 713 7| LICt
G0|E{2| base64 Q1T T 128H|E MD5 CHO|HAEQ]

=]
LIt O] SIHE OAZ]| REY AR AIESI0] 28 &2

=0| U S0l =R §UA=A| 2HlshOF LT

WHel £ HuE ¥Zste ol AFElE Versionldg
ek

Yes

Yes

Required



Parameter Name
x-amz-bypass-governance-retention

x-amz-source-expected-bucket-owner

X-amz-request-payer

Request Body

Description

22 20| thaf B0 £ 2YS 2D AUSS
sfoigiLict.

<?xml version="1.0" encoding="UTF-8"7>
<Tagging xmlns="http://s3.amazonaws.com/doc/2006-03-01/">

<TagSet>
<Tag>
<Key>string</Key>
<Value>string</Value>
</Tag>
</TagSet>
</Tagging>

Response Syntax

HTTP/1.1 200
X-amz-version-id: VersionId

Response Elements

Parameter Name

x-amz-version-id

Description

Ef7 80| 2IbE J42] versionldQIL|C}

Sample Response

HTTP/1.1 200 OK

x-amz-id-2: YgIPIfBiKa2bjOKMgUAdQkf3ShJTOOpXUueF6QKo

x-amz-request-id: 236A8905248E5A01
Date: Fri, 23 Sep 2016 00:20:19 GMT

HTTP Status Code

Status Code

200 (OK)

403 (Access Denied)
404 (No Such Bucket)

500 (Server Error)

Processing of

Description

fo
ox
0x
ob

[
e
£Q
tlo

bucketo] Z45t2| ¢t5

requests

Required

Required



Client ‘ Apache-tomcat ‘ ‘ GWMain ‘ | S3Singing H S3RequestFactory H PutObjectTagging ‘ ‘ GWUrtils H DataPutObjectTagging ” ObjManager |

PutObjectTagaing »

validation

INVALID ACCESS KEY_ID{403)

INVALID_ACCESS_KEY_ID(#03)

lINVALID ACCESS_KEY_ID(403)

crealeS 3Request
retum Putl :
process
IsignorePublicActs
'ACCEES DENIED{403;

ACCESS_DEMIED(403)

ACCESS_DENIED#03)

' ACCESS_DENIED(403)
‘chack GrantBucketOwner :
ACCESS_DENIED(403)
‘ ACCESS DENIED(#03)
‘ ACCESS DENIED{403)
Elllm »
get »
open »
updateOtjectTagging N
SC_OK (200)
‘ SC_OK (200]
SC_OK (200)
Client ‘ Apache-tomcat ‘ ‘ GWMain ‘ | S38Singing H S3RequestFactory H PutObjectTagging ‘ ‘ GWULtils H DataPutObjectTagging ” ObjManager

www.websequencediagrams.com
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PutPublicAccessBlock

Overview

S3 20 Ch5t PublicAccessBlock 714 A5t 7{Lt 4= gLt

Request Syntax

PUT /Bucket/?publicAccessBlock HTTP/1.1

Host: <KSAN GW_IP:PORT>

Content-MD5: ContentMD5

x-amz-expected-bucket-owner: ExpectedBucketOwner

<?xml version="1.0" encoding="UTF-8"?7>

<PublicAccessBlockConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<BlockPublicAcls>boolean</BlockPublicAcls>
<IgnorePublicAcls>boolean</IgnorePublicAcls>
<BlockPublicPolicy>boolean</BlockPublicPolicy>
<RestrictPublicBuckets>boolean</RestrictPublicBuckets>

</PublicAccessBlockConfiguration>

Sample Request

URI request Parameters

Parameter Name Description Required
Bucket CiAt bucket & Yes

C0|E{2] base64 Q1L 128H|E MD5 CIO|HAES
Content-MD5 LCt. O] BICIE AR 224 ZALR Al23t0] 23 £

=0| H& S0l &Y 2| ARU=2| =Hlstor gL Th

Ofl e Chief B2l ARA1| A IDYUICE i Bizle
x-amz-expected-bucket-owner 2 HHoM AR5Hs AR HTTP 403(UMA HE) 2
Fot @M 2ol Hufgct.

Request Body

<?xml version="1.0" encoding="UTF-8"7?>

<PublicAccessBlockConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<BlockPublicAcls>boolean</BlockPublicAcls>
<IgnorePublicAcls>boolean</IgnorePublicAcls>
<BlockPublicPolicy>boolean</BlockPublicPolicy>
<RestrictPublicBuckets>boolean</RestrictPublicBuckets>

</PublicAccessBlockConfiguration>

Response Syntax

HTTP/1.1 200



Response Elements

Sample Response

HTTP Status Code

Status Code

200 (OK)

403 (Access Denied)
404 (No Such Bucket)

500 (Server Error)

Description

fo
o
0x
ob

[
o
§Q
tlo

bucketo| Z2H5}7| o4

Processing of requests

Client l Apache-tomcat ‘ ‘ GWMain ‘

‘ S3Singing H S3RequestFactory H PutPublicAccessBlock H DataPutPublicAccessBlock H ObjManager ‘

K

handles

wvaligation

.INVALID ACCESS KEY_ID{403]

'INVALID ACCESS _KEY_ID{403]

|4 INVALID_ACCESS KEY_ID(403)
Al

croateS3Request

retum PutPublicAy

process

SC_OK (200)

extract

getP:

Xmi

4 SC_OK (200)

SC_OK (200
Al

Client ‘ Apache-tomcat ‘ ‘ GWMain‘

‘ S3Singing H S3RequestFactory H PutPublicAccessBlock H DataPutPublicAccessBlock ‘

ObjManager ‘

www.websequencediagrams.com
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UploadPart

Overview

LE|DIE Y2E9| PartE PR2EFLICH

Request Syntax

PUT /Bucket//Key?partNumber=PartNumber&uploadId=UploadId HTTP/1.1

Host: <KSAN GW IP:PORT>
Content-Length: ContentLength
Content-MD5: ContentMD5

X-amz-server-side-encryption-customer-algorithm: SSECustomerAlgorithm
x-amz-server-side-encryption-customer-key: SSECustomerKey

X-amz-server-side-encryption-customer-key-MD5: SSECustomerKeyMD5

X-amz-request-payer: RequestPayer

X-amz-expected-bucket-owner: ExpectedBucketOwner

Body

Sample Request

PUT /ExampleBucket/my-movie.m2ts?partNumber=1&uploadId=VCVsb2FKIELEIGZvciBlbZZpbmcncyBteS1tb3ZpZS5tMnRzIHVwbGOhZR

HTTP/1.1

Host: 192.168.111.111:8080

Date: Mon, 1 Nov 2010 20:34:56 GMT
Content-Length: 10485760

Content-MD5: pUNXr/BjKK5G2UKvaRRrOA==
Authorization: authorization string

***kpart data omitted***

URI request Parameters

Parameter Name
Bucket

Key
partNumber

uploadld

Content-MD5

Content-Length

Xx-amz-expected-bucket-owner

x-amz-request-payer

x-amz-server-side-encryption-customer-
algorithm

x-amz-server-side-encryption-customer-key

Description
CH4f bucket & Yes
Multipart Upload7Z} A|2HEl 243 7| LTt Yes

2E 29| partNumberQIL|C}. 0|22 10jA
10,000 AfO|9| 2Fo| HaLCh

Multipart UploadS Al&85t= Y2 IDYLIC

GJ0|E{2] base64 QIR 128H|E MD5 CHO|HAES]
Lch. 0] IS BAIR S2Y HALR ALB50 23 &
20| Ha 20 £AE|R) =] Stolshof giLict.
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Required



Parameter Name

x-amz-server-side-encryption-customer-key-
MD5

Description

RFC 13210] w2t &S5t 7|2 128H|E MD5 CHO[A|A
EZ 2|AstLC).

/ [v]

Request Body

e binary data

Response Syntax

HTTP/1.1 200

X-amz-server-side-encryption: ServerSideEncryption

ETag: ETag

X-amz-server-side-encryption-customer-algorithm: SSECustomerAlgorithm
Xx-amz-server-side-encryption-customer-key-MD5: SSECustomerKeyMD5
X-amz-server-side-encryption-aws-kms-key-id: SSEKMSKeyId
x-amz-server-side-encryption-bucket-key-enabled: BucketKeyEnabled

X-amz-request-charged: RequestCharged

Response Elements

Parameter Name

ETag

X-amz-request-charged

x-amz-server-side-encryption

x-amz-server-side-encryption-aws-kms-key-id

x-amz-server-side-encryption-bucket-key-
enabled

x-amz-server-side-encryption-customer-
algorithm

X-amz-server-side-encryption-customer-key-
MD5

Description

Values : requester

Amazon S30 0] HA& H&E M ARZEl= MHS &
o e kb=

Values : AES256 or aws:kms

Ue B2 7HA0f AtEEl AWS KMS(AWS Key

Management Service) CH2Zl 1124 22| 7|9| IDE Z|
EECI=S

S ALEl 7H}|7F AWS KMS(SSE-KMS)2t2| A{HZ 2ts
0l S3 BiZ! 7|5 AtEst=2| O{FE LEFLICE

20| HZ AT} 7|S ALESIO] MHIE 2SS 2
25t 39 20| AlRE 255 YualZS Holsts 3
o7t ZareLct

20| HB AT 7|5 ABSHO| HHE BTS2
25t 29 290 of B|C{7t Eatelo] 10| A 25 4
5 7lof chst 2= ojAlx| £Z4 solg MBELICH

Sample Response

HTTP/1.1 200 OK

X-amz-id-2: VvaglLuByRx9e6j50nimru9p04ZVKnJ2Qz7/CINPcfTWAtRPfTaOFg==
x-amz-request-id: 656c76696e6727732072657175657374

Date: Mon, 1 Nov 2010 20:34:56 GMT

ETag: "b54357faf0632cce46e942fa68356b38"

Content-Length: 0
Connection: keep-alive
Server: KSAN-GW

HTTP Status C

ode

Required

Required



Status Code Description

)
o
[od
op

200 (OK)

i
ok
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403 (Access Denied)
404 (No Such Bucket) bucketO| Z215t2| %42
404 (No Suck uploadlid) uploadld7t Z24517| &S

500 (Server Error)
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Request Syntax

PUT /Bucket/Key?partNumber=PartNumber&uploadId=UploadId HTTP/1.1

Host: <KSAN GW IP:PORT>
X-amz-copy-source: CopySource

X-amz-copy-source-if-match: CopySourceIfMatch
X-amz-copy-source-if-modified-since: CopySourceIfModifiedSince

X-amz-copy-source-if-none-match: CopySourceIfNoneMatch

X-amz-copy-source-if-unmodified-since: CopySourceIfUnmodifiedSince

X-amz-copy-source-range: CopySourceRange
X-amz-server-side-encryption-customer-algorithm: SSECustomerAlgorithm
X-amz-server-side-encryption-customer-key: SSECustomerKey
X-amz-server-side-encryption-customer-key-MD5: SSECustomerKeyMD5
X-amz-copy-source-server-side-encryption-customer-algorithm: CopySourceSSECustomerAlgorithm
X-amz-copy-source-server-side-encryption-customer-key: CopySourceSSECustomerKey
X-amz-copy-source-server-side-encryption-customer-key-MD5: CopySourceSSECustomerKeyMD5

X-amz-request-payer: RequestPayer

X-amz-expected-bucket-owner: ExpectedBucketOwner
X-amz-source-expected-bucket-owner: ExpectedSourceBucketOwner

Sample Request

PUT /ExampleBucket/newobject?partNumber=2&uploadId=VCVsb2FkIELEIGZvciB1lbZZpbmcncyBteS1tb3ZpZS5tMnRzIHVwbGIhZR

HTTP/1.1
Host: 192.168.111.111:8080
Date: Mon, 11 Apr 2011 20:34:56 GMT

X-amz-copy-source: /source-bucket/sourceobject
X-amz-copy-source-range:bytes=500-6291456

Authorization: authorization string

URI request Parameters

Parameter Name
Bucket

Key
partNumber

uploadld

X-amz-copy-source

X-amz-copy-source-if-match

X-amz-copy-source-if-modified-since

X-amz-copy-source-if-none-match

X-amz-copy-source-if-unmodified-since
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Parameter Name
X-amz-copy-source-range

X-amz-copy-source-server-side-encryption-
customer-algorithm

X-amz-copy-source-server-side-encryption-
customer-key

X-amz-copy-source-server-side-encryption-
customer-key-MD5

x-amz-expected-bucket-owner

X-amz-request-payer

X-amz-server-side-encryption-customer-
algorithm

X-amz-server-side-encryption-customer-key

X-amz-server-side-encryption-customer-key-
MD5

Request Body

Description
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Response Syntax

HTTP/1.1 200

X-amz-copy-source-version-id: CopySourceVersionId
X-amz-server-side-encryption: ServerSideEncryption
X-amz-server-side-encryption-customer-algorithm: SSECustomerAlgorithm
x-amz-server-side-encryption-customer-key-MD5: SSECustomerKeyMD5
X-amz-server-side-encryption-aws-kms-key-id: SSEKMSKeyId
x-amz-server-side-encryption-bucket-key-enabled: BucketKeyEnabled

X-amz-request-charged: RequestCharged

<?xml version="1.0" encoding="UTF-8"7?>

<CopyPartResult>
<ETag>string</ETag>

<LastModified>timestamp</LastModified>

</CopyPartResult>

Response Elements

Parameter Name

X-amz-copy-source-version-id

x-amz-request-charged

Xx-amz-server-side-encryption

x-amz-server-side-encryption-aws-kms-key-id

X-amz-server-side-encryption-bucket-key-
enabled

Description
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Parameter Name

X-amz-server-side-encryption-customer-
algorithm

X-amz-server-side-encryption-customer-key-
MD5

X-amz-version-id

CopyPartResult

Description

M= RHE SAR2O| B IDY L CH

stringtimestamp

Sample Response

HTTP/1.1 200 OK

X-amz-id-2: VvaglLuByRx9e6j50nimru9p04ZVKnJ2Qz7/CINPcfTWAtRPfTaOFg==
X-amz-request-id: 656c76696e6727732072657175657374

Date:
Server:

Mon,
KSAN - GW

<CopyPartResult>

11 Apr 2011 20:34:56 GMT

<LastModified>2011-04-11T20:34:56.000Z</LastModified>
<ETag>"9b2cf535f27731c974343645a3985328"</ETag>

</CopyPartResult>

HTTP Status Code

Status Code

200 (OK)

403 (Access Denied)
404 (No Such Bucket)
404 (No Suck uploadlid)

500 (Server Error)
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Processing of requests
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