MikroTik RouterOS
Training Class

MTCNA



Schedule

Training day: 16AM - 22PM

15 minute Breaks: 16PM and 18PM

30 minute Breaks: 18:15PM and 20:30PM
15 minute Breaks: 21PM and 22PM



Course ODbjective

® Overview of RouterOS software and
RouterBoard capabillities

® Hands-on training for MikroTik router
configuration, maintenance and basic
troubleshooting



About MikroTik

® Router software and hardware manufacturer

® Products used by ISPs, companies and
iIndividuals

® Make Internet technologies faster, powerful
and affordable to wider range of users



MikroTik's History

1995: Established

1997: RouterOS software for x86 (PC)
2002: RouterBOARD is born

2006: First MUM



Where Is MikroTik?

® Riga, Latvia, Northern Europe,
EU


http://www.mikrotik.com
http://www.routerboard.com

Where I1s MikroTik ?

FarazNetwork.ir



Introduce Yourself

® Please, introduce yourself to the class

® Your name

® Your Company

® Your previous knowledge about RouterOS

(?)

Your previous knowledge about networking

(?)

What do you expect from this course? (?)

® Please, remember your class XY number.
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MikroTik RouterOS



What I1s RouterOS ?

® RouterOS is an operating system that
will make your device:

® a dedicated router
® a bandwidth shaper
® a (transparent) packet filter

® any 802.11a,b/g wireless device



What I1s RouterOS ?

® The operating system of
RouterBOARD

® Can be also installed on a PC



What Is Router BOARD?

® Hardware created by MikroTik

® Range from small home routers to
carrier-class access concentrators
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First Time Access

Null Modem
Cable

Ethernet
cable




WIinbox

® The application for configuring
RouterOS

® |t can be downloaded from


http://www.mikrotik.com

Download Winbox

& Routers & Wireless

nome | products | software | wireless | sitemap | si

Main Buy Our customers About us Press Download Jobs

L3 o3
“mikro™ " MikroTik everywhere:AP |CPE | Network Monitor |Us
MUM Poland 2008 RouterOS Software

J J\ [info] [docs] [wiki] [forum] [download

B+
W
all 1
SS . FEDUAN2G20S S - - [

ry

The first MikroTik User Meeting (MUM} of Major features:
2008 will take place in Poland.

e

Best wireless performance
Improved Nstreme performance
Powerful QoS5 control

P2P traffic filtering

High availability with VRRP
Bondinag of Tnterfares

s registration for MUM
» registration for training before MUM

MikroTik Training

- B B B B @

o

RouterQS Installation
Metinstall

Download the Netinstall utility to install
any Router0OS version. Netinstall uses
the packages you can download on the
left.

» Install Help
» LUpgrade Help

Full RouterQsS installation packages
(reqguires a Torrent client}:

« RouterQS 2.9.50 Torrent
o Router0s 3.0rcl3 Torrent

pols / Utilities

inbox configuration tool 2.2.13
The Dude network monitor

Trafr sniffer reader for linux
Bandwidth test tool for Windows
Meighbor viewer for Windows
Other tools in the Archive
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Connecting

Click on the [...] button to see your router

T T W]

| WinBox Loader v2.2.11

Connect To: IDD:DC:42:1C:E1:4E ‘ Connect I

| MAL Address IF Address l[dentity YErsIon
Login: | np.oc4z-1C:81-45 192.168.100.1 MikroTik 3.0rc13

Fassword:

o



Communication

® Process of communication is divided
Into seven layers

® Lowest is physical layer, highest is
application layer



~ Application
-~ Presentation
| Session |

.~ Transport |
| Network |

| Data Link |

Physical
. FarazNetwork.ir



MAC address

® It is the unique physical address of a
network device

® It's used for communication within LAN
® Example: 00:0C:42:20:97:68



1P

® Itis logical address of network device

® Itis used for communication over
networks

® Example: 159.148.60.20



Subnets

® Range of logical IP addresses that
divides network into segments

® Example: 255.255.255.0 or /24



Subnets

® Network address is the first IP address
of the subnet

® Broadcast address is the last IP
address of the subnet

® They are reserved and cannot be used



/132 255.255.255.255

/30 255.255.255.252 4-2
/129 255.255.255.248 8-2
/28 255.255.255.240 16-2
127 255.255.255.224 32-2
/26 255.255.255.192 64-2
/125 255.255.255.128 128-2
/24 255.255.255.0 256-2




Selecting IP address

® Select IP address from the same
subnet on local networks

® Especially for big network with multiple
subnets



Selecting IP address
Example

Clients use different subnet masks /25 and /26
A has 192.168.0.200/26 IP address

B use subnet mask /25, available addresses
192.168.0.129-192.168.0.254

B should not use 192.168.0.129-
192.168.0.192

B should use IP address from 192.168.0.193 -
192.168.0.254/25
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Connecting

&

Ethernet
Cable




Connecting Lab '

® Click on the Mac-Address in Winbox

® Default username “admin” and no
password



Diagram

E(our Laptop Your Router

Class AP
-



Laptop - Router

Disable any other interfaces (wireless)
In your laptop

Set 192.168.X.1 as IP address
Set 255.255.255.0 as Subnet Mask
Set 192.168.X.254 as Default Gateway



Laptop - Router

® Connect to router with MAC-Winbox

® Add 192.168.X.254/24 to Etherl

1P " amp
IPvh " Accourting o= v % O T
MPLS Address # |Mebwark, Broadcast Intetface -
LS DRCP Clen Newaddress 3|
Routing " DHCPRelay Address: |192.168.100.1/24 oK
Syskem I* DHCP Server Hebwark: - el
Queues LS
Eiles — Broadcast: B Apply
Log Hatspat Interface: |etherl * Disable
Radius IPsec iZarmment
Tools [ Meighbors
Copy

Mew Terminal Packing
MetaROLITER Pool Remave
Make Supoutk, rif Raoutes disabled |
Manual SHMP 2 ikems (1 selected)
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Laptop - Router

® Close Winbox and connect again using
|IP address

® MAC-address should only be used
when there 1s no IP access



Laptop Router

Diagram
Class AP
Your Laptop Your Router .

£

fJLqLth C 9 Internet
- — X Qh‘éﬁ]&;’ "j
192.168.X. 192.168.X.25 .
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Router Internet

Class AP
Your Laptop| Your Router .

e
| - C 9 Internet
- S i
192.168.X. 8.X.25 >

1 . A ' )




Router - Internet

® The Internet gateway of your class is
accessible over wireless - it Is an AP
(access point)

® To connect you have to configure the
wireless interface of your router as a
station



Router - Internet

ireless wireless Tables Interface <wlanl > Ed

Bridge Interfaces |N5treme Dual ¢ General ‘Wireless |'-.-'-.-'DS Mskreme Stakus  Traffic Ik
Mesh —
| = (]| %] O Mode: M + Cancel
FPF
- Mame Ty Band: |2.4GHz-B/G ¥ Apphy
o configure |= = FRE
Frequency: 2412 *  MHz
IPvi b . ¥ Enable
. S5ID: |abc -
wireless
YFLS Scan Lisk: -
. . Torch
I n te rface Routing k Security Profile: |default *
[ — Scan, ..
) i fntenna Made: |antenna a *
- Queles Freq. Usage...
— i Default &P Tx Rate: * h
double-click |== o |
Log Default Client Tx Rate: * b
.y efault Client Tx Rate ps =rif.
on It's name | ==
Togl N Defaulk Authenticate SnoopEr. ..
aols
1| Default Forward

News Terminal 1 ikem out of 5 (1 selecked) [ Hide 551D Reset Configuration

MetaROUTER.

Advanced Mode
Make Supout, rif

w




Router - Internet

To see available AP use scan button
Select class1 and click on connect
Close the scan window

You are now connected to AP!

Remember class SSID classl



Router - Internet

® The wireless interface also needs an IP
address

® The AP provides automatic IP
addresses over DHCP

® You need to enable DHCP client on
your router to get an IP address



Router - Internet

IF " aRp DHCP Client
e " Accounting ‘n’ @Bl New DHCP Client Ed
MPLS Addresses Interf. pHCP | Status ] atus
YPLS | DHCP Client —
_ Interface: |etherl * Cancel
Routing " DHCP Relay
' -
System " DHCP Server FHastname: Apply
Cueues DNS i o ¥ | | Disable
Files Firewall Use Peer DS -
DOy
Log Hotspiok Use Peer NTP
: Remove
Radius IPsec Add Defaulk Route
Toals " Meighbars Default Route Distance: |0 Release
MNew Terrninal Packing Renet
MetaROLTER Pool
Make Supout, rif Routes
Manual ShHMP 0 iterns disabled skopped

w




Router - Internet

Check Internet
connectivity by
traceroute

Tools

Mews Terrninal
MetaROLITER
Make Supout, rif
Manual

it

[ Tracerouke

w

BTest Server
Bandwidth Test
Ernail

Flood Ping
Graphing

IP Scan

MALC Server
Metwakch
Packet Sniffer
Fing

Fing Speed
Telnet

Torch

Traceroute E
Tracerouke To: [159.143.60.20 Tracerouke
Packet Size: |56 Stop
Timeaouk: |1 5 Clase
Protocol: |icmp ¥
Park: (65
Src, Address: -
CsiCP: -
Fouting Table: -
£ Hosk Time 1 Tirme 2 -
] o, .1 Ims Ims Im
1 159,148, . Ims Ims I
z 10, 105 Zms 2ms 2
e 11N 11 e Arme 2rn



Router Internet

7

Class AP
Your Laptop | Your Router .

_
‘EEERE o
"\/_E'finﬂ
2

DHCP-Client
Wireless
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Laptop - Internet

IF M Addresses i
Routing " Routes Static |E2ERE
Fuorts Paol
gp T Settings
Lueues Fy=]=
. , e M ame Bddress TTL [z]
Dirivers Firewall
System I Socks Bl DHS Settings
Filez LIPHP Frimary DHS: 11.1.1.1
Log Traffic: Flow Secoffigg DMS: (0.0.0.0
SHMP Accounting
, v Allow Bemote Requests
Uszers Services
. _ Max UDP Packet Size: 512
R adius Facking
Tools [ el Cache Size: | 2048 K.IB
Mew Terminal DM5 Cache Uzed: &
Telnet YWwieh Proxy
Fassword DHCP Client
Certificates DHCP Server
_ 0 ikerns
take Supoutnf DHCP Relay

Your router too can be a DNS server for
your local network (laptop)




Laptop - Internet

® Tell your Laptop to use your router as
the DNS server

® Enter your router IP (192.168.x.254) as
the DNS server In laptop network
settings



Laptop - Internet

® Laptop can access the router and the
router can access the internet, one
more step IS required

® Make a Masquerade rule to hide your
private network behind the router, make
Internet work In your laptop



Flrivale alfld FUupiiC
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® Masquerade is used for Public network access,
where private addresses are present

® Private networks include 10.0.0.0-
10.255.255.255, 172.16.0.0-172.31.255.255,
192.168.0.0-192.168.255.255



Laptop - Internet

IP

Fouting

Ports

Lueues
Drvers
Syztem

Files

Liog

SHNMF

Uszers

Fadius

Tonls

MNew Terrmninal
Telnet
Fazsword
Certificates

M ake Supout.rif
M arual

E it

[

Addresses
Routes
Foal
AHF
Socks

UPnP

Tratfic Flow
Accounting
SEMVICES

Facking

Meighbors

DNS

Wieb Proxy

DHCP Client

DHCP Server

DHCP Relay
Hotzpot

[Pzec

M Fire

General Advanced Ewxtra Achon

Achar;:

Il New MNAT Rule

masquerade

Statistics

k.

all

+l

Cancel

Out. Irt... E!_l,lt|""

I |rter...

Apply

Dizable

Cormment

Copy

Remove

Reszet Counters

Reszet All Counters




Check Connectivity

Ping from your laptop

® D @) Terminal — sh — 65x13

sh-2.2# ping www.mikrotik.com

PINh mikrotik.com (174.26.189.131): 56 data bytes

64 bytes from 174.26.189.131: icmp_seq=0 ttl1=49@ time=217.8"%
64 bytes from 174.26.189.131: icmp_seg=1 tt1=49 time=211.59¢
64 bytes from 174.26.189.131: icmp_seg=Z2 tt1=49 time=211.066.
64 bytes from 174.26.189.131: icmp_seg=3 ttl1=49 time=212.

64 bytes from 174.26.189.131: icmp_seg=4 tt1=4¢ time=211.¢

64 bytes from 174.36.189.131: icmp_seq=5 ttl=49 time=211.:

e

--- mikrotik.com ping statistics ---

6 packets transmitted, 6 packets received, % packet loss
Pnund—trip min/avg/max/stddev = 211.044/212.630/217.852/2.380 ms
sh-3.2#

» B~



http://www.mikrotik.com

What Can Be Wrong

Router cannot ping further than AP
Router cannot resolve names

Computer cannot ping further than
router

Computer cannot resolve names
IS masquerade rule working

Does the laptop use the router as
default gateway and DNS



Network Diagram

Class AP
Your Laptop Your Router 1

S C 9 Internet
) . __ N l’j
192.168.X. 192.168.X.25 e

1 4 _
DHCP-Client




User Management

® Access to the router can be controlled

® You can create different types of users

| 2yskern " Ak Upgrade User Liskt X
QueUEs Certificates Users |Gr|:||_||:|5 Active Users  55H kKeys
Files Clock, de | = &% |0 | T B
Log Console Narme ¢ roup | Al dagde | |
Radius Drivers 113 swskern default user BT <o X
Tools " Health & admin i Marne: |Your_Marne K,
Mew Terminal Hiskary G@roup: |Full ||; Cancel
SR OHTER | Identity Allowed Address: hd Apply
Make Supout, rif License
Manual Lol Disable
Exit MTP Client Comment
MTP Server Copy
Packages
Remaowve
Password
Parks Password, ..
Rebaoot 1 item (1 selected) disabled
Resources
Scheduler
Scripks
Shukdown
Stores

CED




User Management
Lab

Add new router user with full access
Make sure you remember user name
Make admin user as read-only

Login with your new user



Upgrading Router
Lab

Download packages from
ftp://192.168.200.254

Upload them to router with Winbox

Reboot the router

Newest packages are always available on


http://www.mikrotik.com

Upgrading Router

[ ] normis@10.7.0.115 (dema.tn

17:02:04 Memory:46.1 MiB CPLU:|5% Hide Passwords [

Interfaces
Wireless

Bridge

¢ Use ’EFiIEList

. =| | B Backup Restore
CO m b I n e d F%Ehmzz?ﬁk-ﬁﬂ'IE'I}I}_.-"-E'IE'I.bac:kup : gﬂ?{up
RouterOS

package

SNMP

sers

® Drag it to the s
Files window

Mew Teminal

Telnet

|Il" ||ri n BD I|I|'l::

Password i 299 MB of 60... |50% free
Cerificates

Malke Supout rf

0S )

Manual

Exit

Routert




RouterOS
functions
are enabled

by
packages

Package

Manhagement

Syskem
Jueues

Files

Log

Radius

Tools

Mews Terminal

MetaROUTER

Make Supout, rif

Manual

Exik

" Auto Upagrade
Certificates
Clock,
Console
Drivers

" Health
History
Identity
License
Logging
MTP Clientk
Password
Parts

Reboak

Package List

5Tl Enable Dizable Uninskall Unzchedule Dioangr ade:
rlarne £ |Wersion Build Time Scheduled
S rauteros-mipsbe 3,27 Julf16/2009 11:35:45
& advanced-... 3.27 Julf16/2009 12:33:56
& dhcp 3.27 Julf1a/2009 12:34:03
& hotspot: 3,27 Julf16/2009 12:34:25
“ 0 327 Julf1a/z009 12:34:21
& ppp 3,27 Julf16/2009 12:34:08
Srouterboard 3,27 Julf1a/2009 12:34:52
& rauting 3.27 Julf16/2009 12:34:10
b3 ¥ routing-test |3,27 Julfla/z009 12:34:12
& securiby 3.27 Julf16/2009 12:34:01
& system 327 Julf1a/2009 12:33:52
= wireless 3.27 Julfl6/2009 12:34:30
12 items
5




Package

ﬂ Name |

advanced-tools

dhcp

hotspot

ntp

Ppp

routerboard

routing

security

wireless

user-manager

ipvE

Information

E Functions |

Email client, ping, netwatch

DHCP Server and Client

HotSpot Gateway

NTP server

PPP, PPTP, L2TP, PPPOE

RouterBOARD specific
functions

RIP, OSPF, BGP

Secure Winbox, SSH,
IPSec

Wireless 802.11a/b/g

User-Manager
management system

IPvE
——— W
S

N




Package Lab '

Disable wireless
Reboot
Check Interface list

Enable wireless



Router ldentity

Option to set name for each router

Systenm " Auto Upgrade Mdentty B
Lugues Certificates Identity: |#Y_YourMame oK,

Files Clock Cancel

Log Console apply
Radius Drivers

Tools " Health

Mew Terminal Histor
MetaR JUTER. [ Idenkity

ol



P
Fouting
Forts
Queues
Drivers
Spzhern
Files
Log
SHMP
Uszers
Radius

T oals

Router ldentity

ldentity iInformation is shown In different places

Addreszes
Routes
Fiool

ARF
Firewall
Socks
LIPrF
Traffic: Flow
Accounting
Services
Facking
Meighbors

Il Meighbor List

Meighbors | Dizcovery Interfaces

5

T

Interface M AC Address |denbity 4 | Platform [ Wersion ity
A etherl OC0:0C:42:10:00:4E  MikroTik MikraTik,. 3.5

M etherl OC:0C: 42108574 MikroTik PikroTik, 3.5

A etherl O0:0C: 42032525 MikroTik MikraTik, 3.5

M etherl O0:0C:421C:858E  MikroTik PikraTik,. 3.3

A etherl O0:0C: 4203 44E7  MikroTik MikraTik, 3.3

A etherl Oc:0c:42:21:92:8E Ornigin-B MikroTik, 3.5

A etherd O0:0C:42:21:92:8C  Ongin-B MikraTik, 3.5

& etherl O0:0C:42:00058:34  RE1000_swatch, MikroTik 3.4



Router ldentity Lab '

Set your number + your name as router identity



N TP

® Network Time Protocol, to synchronize
time

® NTP Client and NTP Server support in
RouterOS



Why NTP

® To get correct clock on router

® For routers without internal memory to
save clock information

® For all RouterBOARDSs

»



NTP Client

NTP package Is not required

Swvskem

Queues

Files

Log

F.adius

Tools

Mew Terminal
MetaR OLUTER
Make Supout, rif
Manual

Excit

Auko Upgrade NTP Client Ed
Certificates Enabled e
Clock, Mode: ||_|ni;a5t *
Cancel
ey Clock Ed
. appl
Dirivar|  TIME |Manual Time Zone ok - PP
Healtk Diake: iZancel
Histar Time: |15:13:33 Apply
Idenkil : —
Time Zone Mame: |Europef/Riga || +
Licens
Logair @MT Offsek: [+03:00
MTP DST Active
Packa
Pass
Ports Last Bad Packet:
sizlooat Lask Bad Packet Reason:
Fesources




Configuration Backup

® You can backup and restore
configuration Iin the Files menu of
Winbox

® Backup file is not editable




Configuration Backup

® Additionally use export and import
commands in CLI

® Export files are editable

® Passwords are not saved with export

[export file=conf-august-2009

[ 1p firewall filter export file=firewall-aug-2009
[ file print

[ import [Tab]



Backup Lab

® Create Backup and Export files
® Download them to your laptop

® Open export file with text editor



Netinstall

Used for installing and reinstalling
RouterOS

Runs on Windows computers

Direct network connection to router Is
required or over switched LAN

Avallable at


http://www.mikrotik.com

Netinstall

.List of routers
.Net Booting

.Keep old
configuration

. Packages

Orh WD

.Install

@ Mikrotik Router Installer ¥3.3

=101 i

— Routers/Drives

Label AL address / Media | Status ~ Software |D: Help
F.ew: [| Bravaze,..
™ Keep old configuration Get kep..
IP address: ? I
Gateway:
| Baud rate: j
Make floppy |  Met booting | [ Frtall I Catizel I ™| Carfigure script: I J
— Packages
Cate j Save el I [relete et
From: |C:\Documentz and 5 ettings\Administrator\Des Browze. .. Selest all I Selest none
Mame W erzioh D escriphion -
# advanced-tools 3.3 email chient, pingers, netwatch and other utilities |
& calea 3.3 lawbully authorized electronic survelance
&, dhcp 3.3 DHCP client and server
&, dude 3.3 Metwark, maonitaring and management
& gpz 3.3 Frovides suppaort for GPS.
= ' Ca' m b | [ ' ll
|L|:|a|:lecl 24 packageis) o

»



Optional Lab '

Download Netinstall from ftp://192.168.100.254
Run Netinstall

Enable Net booting, set address 192.168.x.13
Use null modem cable and Putty to connect

Set router to boot from Ethernet



RouterOS License

All RouterBOARDSs shipped with license
Several levels available, no upgrades
Can be viewed In system license menu

License for PC can be purchased from
or from distributors


http://www.mikrotik.com

L Icense

Svskem

JUeUes

Files

Log

R.adius

Tools

Mew Terminal
MetaROUTER
Make Supout, rif

Manual

Auko Upgrade
Certificates
Clock,

Console
Drivers
Health
Hiskory
Identit

License

Logging

License E
Software 10 |[3H9Y-YEUS QK
W dable To: w4,
plremiERl= A Paste kKey
Level: |4
Impork Kew...
Features:
Expork Kev...
Expires In:
Euy Mew Fevy, ..

Update License Key

»




Obtaln License

WIIRIU T IR NMUULEID AU wWilEies>

; = . wr http: / /www.mikrotik.com/ Q- Inquisitor

%, Routers & Wireless =

\

home | products soﬁ:ware‘ wireless‘ sitemapi support | buy?

Main Buy Our customers About us Press Download Jobs New Account
#

¥, o
*-miko " MikroTik everywhere:AP |CPE |Network Monitor |User Manager |HotSpot Gz

MUM Poland 2008 RouterOS Software Mikr-~ _. News

J\J‘ \ J\J\ ' [info] [docs] [wiki] [forum] [download

Login to
YOUr aCCount e

3est wireless performance

| Core Router

MikroTik Newsletter this week:

New product

Winbox improvements
NASA/NOAA uses RouterQS
New package files

Issue No0.005

RouterBOARD 333: $180 USD

e registration for MUM ¢ Improved Nstreme performance
e registration for training before MUM + Powerful QoS control
e P2P traffic filtering
MikroTik Training e High availability with VRRP
¢ Bonding of Interfaces
February 5- Prague, Czech « Improved interface
6 Republic vFutureshop e Smaller and Less resource-hungry
Prague, Czech Jaromir e Tons of other new features
February 7 Rep%blic Cihak e Advanced Quality of Service
Febria Yogyakarta + Stateful firewall, tunnels
18-22 i AR t CitraWeb « STP bridging with filtering
e e High speed 802.11a/b/g wireless with
February  1padan, Nigeria (GDES WEP/WPA

19-22

« WDS and Virtual AP
February ] ; ; + HotSpot for Plug-and-Play access
19-22 Recife/PE, Brazil MD Brasil « RIP, OSPF, BGP routing
February Krakow, Mikrotik ¢ remote WinBox GUI and Web admin
25-27 Poland " + telnet/mac-telnet/ssh/console admin
| + real-time configuration and monitoring

February Cape Town, MIRO

2605 Soitakivca

Ratam Tcland

7
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upaate License 1or
802 11N

LLLLLL

QQQQQQQQQQQQQQQQQQQ

2ld Saftware IDy | J2T]-LTT

eeeeeeee

Upgradable To: |wd.x

eeeeeeeeeeeeeee

* 8-symbol software-ID  system IS
Introduced

* Update key on existing routers to get
full features support (802.11N, etc.)



Summary



Useful Links

- manage licenses,
documentation

- share experience
with other users

- tons of examples


http://www.mikrotik.com
http://forum.mikrotik.com
http://wiki.mikrotik.com

Firewall



Firewall

® Protects your router and clients from
unauthorized access

® This can be done by creating rules in
Firewall Filter and NAT facllities



Firewall Filter

® Consists of user defined rules that work
on the IF-Then principle

® These rules are ordered in Chains

® There are predefined Chains, and User
created Chains



Filter Chains

® Rules can be placed in three default
chains

® input (to router)
® output (from router)

® forward (trough the router)



Firewall Chains

Output
Input I Ping from I??_gter

Forward
WWW E-Mall



Firewall Chains

IF " aRp Firewall

IPv6 I Accounking ’ AT Mangle Service Ports  Connecktions  Address Lists  Layer? Proktocols

MPL3 Addresses | = | =] 52 T | & Reset Courters || 00 Reset All Counters all *
VPLS DHCF Client # action | Chain Src. Address |Dst, Address |Prot.., |(Src, Port  |Dsk, Pork |In. Ink... [Owk, I, | Bwkes
Routing " DHCFP Felay

Syskem I* DHCF Server

Queues DMS

Log Hokbspok

Radius IPzec

Tools I* Meighbars

Mew Terrinal Packing

MetaROUTER, Pool

Make Supout, rif Routes

Manual SNMP 1|

Exit SErviCes 0 items

\l



Input

® Chain contains filter rules that protect
the router Iitself

® Let’s block everyone except your laptop

00



Add an accept
rule for your
Laptop IP
address

Input

ilter Rules | MAT | td anigle | Semvice Ports | Connechions | dddrezz Lists | Layers Protocols |

=

I.'-' -'

M Firewall x|
Filter Rules | MAT | t angle | Service Ports | Connections  Address Listz | Layer? Protocols |
e = ||| 22 W | o= ResetCounters || 00 Reset All Counters Flnc all | *
# Achion  |Chain Src. Address |Dst Address |Protoc. | Src. Port (Dt Port [l Inter. Ot Ink.. | Byt
Il New Firewall Rule x|
General | B dvanced | Extra Action | Statizhics 0k
Action: |accept + Cancel
add dzt to addresz list Apply
add =rc to address list
drop Disable
jimp
log Comment
pazsthrough
reject Copy
retu_rn
Larpit Remove
1| Reset Counters LI
0 items Reszet All Counters
Packet Mark: -
Connection Marl:; -
R outing b arle: b
 _ _ _ N _ 1 _




Add a drop rule
INn Input chain
to drop
everyone else

Input

Filker Fules ‘H.ﬁ.T Mangle Service Portz  Connechionz:  Addreszz Lists La
S I | s T | | = Reset Counters

00 FHeset All Cour

Action:;

General Advanced Ext E atiztics

Action Chain Src. Address | Dst Address | Proto... |51 P
Il New Firewall Rule |

OE.

drop

*

Cancel

Apply

Dizable

Comment




Input Lab

® Change your laptop IP address,
192.168.X.y

® Try to connect. The firewall is working

® You can still connect with MAC-
address, Firewall Filter is only for IP



Input

Access to your router is blocked
Internet Is not working

Because we are blocking DNS reguests as
well

Change configuration to make Internet
working



® You can
disable MAC
access In the
MAGC SEIrVEr | oo el

Telnet Interfaces | WinBox Interfaces  Active Sessions
Telnet Bandwidth Test

menu Password BTed Server & T | MAC Ping Server

Certificates T raffic Monitor arlll SIAce
Make Supaut.iif Packet Sniffer

® Change the
Laptop IP ”'
address back
to
192.168.X.1,

and connect
with IP 8

00



Address-List

® Address-list allows you to filter group
of the addresses with one rule

® Automatically add addresses by
address-list and then block



Address-List

® Create different lists

® Subnets, separates ranges, one host
addresses are supported

ppppp

Disable

mmmmmmm

RRRRRR

disabled




Address-List

® Add specific
host to
address-list

® Specify
timeout for
temporary
service

New Firewall Rule

izeneral Advanced Exkra  Ackion | Skakiskics Ik
Action: |add src to address list ||; Cancel
&ddress Lisk: |Blocked ||; Apply
Tirmeouk: (00:10:00 . ;
Disable
Cammmen k
Copy
Remowve:
Reset Counters
Reset All Counters
disabled
8




Address-List in
Firewall

New Firewall Rule Ed
General Advanced | Extra acktion Statistics ok
Src, Address List: Allowed ¥ | A Cancel
D=k, address Lisk: bt Apply
Laver? Prokocol; - Disable
Carrmenk
Conkent: -
Copy
. ngs Cannection Bytes: -
Remove
I I y O O C Per Connection Classifier: -
Src. MAC Address: | - Reset Counters
by source and Reset Al Counters
ik, Bridge Paort: -
destination ’
Ingress Prioriky: -
addresses 05CP (T05); .
TCP MS5: -
Packet Size: b
Random: -
~w— TP Flags
- [_MP Options
IPw4 Oplions: b
disabled ~™ IA nNSE1 _ ¢« ___ __I_ -

8



Address-List Lab ‘

® Create address-list with allowed IP
addresses

® Add accept rule for the allowed addresses



Forward

® Chain contains rules that control
packets going trough the router

® Control traffic to and from the clients



Forward

® Create a rule\
that will block
TCP port 80
(web browsing)

® Must select
protocol to

block ports

Xl
Filter Rules | MAT  Mangle Service Portz: Connections  Address Liste Layer? Protocols
e = || 52 W | i Heset Counters || oo Reset All Counters Fing all |®
B dchon  |Chain Src. Address |Dst, Addresz | Proto... | Src. Port [Dst Port {In Inker... Ok, [nt.. | Byl
Il New Firewall Rule x|
General Advanced Extra  Achion |5tati$tin:3 QK
Action: |drop || * Cancel
accept
add dzt to address list Apply
add zrc bo address list
drop Dizable
jLImp
log Cornrnert
pazzthrough
reject Copy
return
barpt Remave
1| Feset Counters
0 iterns Reset All Counters

O




Forward

® Try to open
® Try to open

® Router web page works because drop
rule is for chain=forward traffic


http://www.mikrotik.com
http://192.168.X.1

LISt Ul VWCII-AI1UVVI |

DOItS

Port Protocol ﬂ Service i
80 TCP WWW, HTTP
22 TCP SSH
23 TCP Telnet
53 TCP/UDP DNS
21,20 TCP FTP
8291 TCP Winbox
123 UDP NTP
443 TCP HTTPS, SSL
5678 UDP MNDP
8080 TCP MikroTik Proxy
20561 UDP MAC-Winbox
" ICMP Pings
—:-ﬁ-lﬂ-ﬁ%

9

N




Forward

Il New Firewall Rule E|

EEEEEE

Dizable

nnnnnnn

eeeeee

Create a rule that

eeeeeeeeeeeee

eeeeeeeeeeeeeeee

will block client’s

pP2p traffic




Firewall Log

® Let’s log client |
plngs to the General Advanced Estra Achion | Statistics

router e N
® Log rule should

be added before

Feset Counters

Oth er aCt i O n Reset All Counters

Filter Rules |H.-'-HT Mangle Service Ports  Conneclions  Address Lists  Layer? Protocols

e (== & | 3 (| |7 |00 ResetCounterz || 00 Reset All Counters

# Achion Chain Protocal I, [nter... | Ot Int... | Bytes Fackets
- n & log InpLit 1 [icmp] 4 9 KB a0




N\

IF

R outing
Foarts
Hueues
Dirivers
Sypztem
Files
Log
SHMP
Users
Fadiuz

Tonols

Mew Terminal

Telnet
Fazsword

Certificates

b ak.e Supout rif

b anual

E =it

Firewall Log

all

¥
Jand024970 23:41:51  firewall info [CHP fonward: incethier! out:bridge?, gre-mac 0000 42:00:08:30, proto A
|CMP [bppe 0, code 0], 216.239.59.14 7192 168,700,253, len 24
Jand02A970 23:41:52  firewall info [CHP fonward: incbridgel outetherl, gre-mac 00172 35:02: ce, proto
|CMP [bppe 8, code 0], 192168100, 263> 216.239.59.147, len 24
Jand02A970 23:41:52  firewall info [CHP fonward: incethier! out:bridge?, gre-mac 0000 42:00:08:30, proto
|CMP [bppe 0, code 0], 216.239.59.14 7192 168,700,253, len 24
Jand02A970 23:41:53  firewall info [CHP fonward: incbridgel outetherl, gre-mac 00172 35:02: ce, proto
|CMP [bppe 8, code 0], 192168100, 263> 216.239.59.147, len 24
Jand02A970 23:41:53  firewall info [CHP fonward: incethier! out:bridge?, gre-mac 0000 42:00:08:30, proto
|CMP [bppe 0, code 0], 216.239.59.14 7192 168,700,253, len 24
Jand024970 23:41:54  firewall info [CHP fonward: incbridgel outetherl, gre-mac 00172 35:02: ce, proto
|CMP [bppe 8, code 0], 192168100, 263> 216.239.59.147, len 24
Jand024970 23:41:54  firewall info [CHP fonward: incethier! out:bridge?, gre-mac 0000 42:00:08:30, proto
ICMFP [tppe 0, code 0], 216.239.59.147-x192.168.100.253, len 84
Jand021970 23:41:55  firewall info [CHP forward: in:bridgel out:etherl, src-mac 00:17:f2: 35:02: ce. proto
|CMP [bppe 8, code 0], 192168100, 263> 216.239.59.147, len 24
Jand02A970 23:41:55  firewall info [CHP fonward: incethier! out:bridge?, gre-mac 0000 42:00:08:30, proto
|CMP [bppe 0, code 0], 216.239.59.14 7192 168,700,253, len 24
Jand02A970 23:41:56  firewall info [CHP fonward: incbridgel outetherl, gre-mac 00172 35:02: ce, proto
|CMP [bppe 8, code 0], 192168100, 263> 216.239.59.147, len 24
Jand02A970 23:41:56  firewall info [CHP fonward: incethier! out:bridge?, gre-mac 0000 42:00:08:30, proto
|CMP [bppe 0, code 0], 216.239.59.14 7192 168,700,253, len 24
Jand02A970 23:41:57  firewall info [CHP fonward: incbridgel outetherl, gre-mac 00172 35:02: ce, proto
|CMP [bppe 8, code 0], 192168100, 263> 216.239.59.147, len 24
Jand02A970 23:41:57  firewall info [CHP fonward: incethier! out:bridge?, gre-mac 0000 42:00:08:30, proto
w

ICMP [twpe O, code 0), 216.233.53.147->192.168.100.253, len 54

O




Firewall chains

® Except of the built-in chains (input,

forward, output), custom chains can be
Created

® Make firewall structure more simple

® Decrease load of the router



Flirevwall criains Ir
. o Action
guence

of the Forward

firewall
custom

viruses

Firewall rule
Firewall rule

chains | Firewall e
jump-target=viruses

* Custom |
chains can =
be for
V|ruses, firewall rule
TCP, UDP
protocols,
etc. 9



Firewall chain Lab‘

® Download viruses.rsc from router
(access by FTP)

® Export the configuration by import
command

® Check the firewall



Connections

Firewall




Connection State

® Advise, drop invalid connections

® Firewall should proceed only new
packets, it Is recommended to exclude
other types of states

® Filter rules have the “connection state”
matcher for this purpose



Connection State

Add rule to drop invalid packets
Add rule to accept established packets
Add rule to accept related packets

Let Firewall to work with new packets only



Summary



Network Address
Translation



NAT

® Router is able to change Source or
Destination address of packets flowing
trough It

® This process is called src-nat or dst-
nat

-



SRC-NAT

New
SRC-Address

M == [
Your Laptop Remote Server

SRC-Address
e

24dS




DST-NAT

Private Network

Public Host
Server _

— T

~1S0

Internet

3 —
New DST-Address DST-Address

o



NAT Chains

® To achieve these scenarios you have to
order your NAT rules Iin appropriate
chains: dstnat or srcnat

® NAT rules work on IF-THEN principle



DST-NAT

® DST-NAT changes packet’s destination
address and port

® It can be used to direct internet users to
a server in your private network



DST-NAT Example

Web Server Some Computer
192.168.1.1 I P— p

w

e —
New DST-Address DST-Address

192.168.1.1:80 207.141.27.45:80

150

1




DST-NAT Example

Create a rule to forward traffic to WEB server In

private network

Fiter Fulez MAT | Mangle Service Ports  Connection:  Address Lists Layer? Protocols

[X]

aallled m pew NAT Rule

General Advanced Extra  Achon | Statistics
Achon: | dst-nat *
TobAddresses: |132.168.1.1
To Parts: Elj

1
2 items [1

aE.

Cancel

Apply

Dizable

Carmment

Copy

Remove

Reszet Counters

Reset All Counters

all ¥

Fart I Inter.. Qut, Int|
etherT



Redirect

® Special type of DST-NAT

® This action redirects packets to the
router Iitself

® It can be used for proxying services
(DNS, HTTP)



Redirect example

DST-Address

Configured DNS_ Server:53
—

—w- ew DST-Address
Router:53

DNS Cache




Redirect Example

® Let's make
local users to
use Router
DNS cache

® Also make rule
for udp
protocol

Il Hew MAT Rule

Gereral  Advanced Extra  Action  Statistics

Chain: | dsthat
Src. Address:
Dist. Address:

Frotocol:
Sre. Port:
Dt Port:
A, Port:
In. Interface:

Out. Interface:

Facket Mark:

Caonnection Mark:

Routing b ark:

Connechion Type:

¥
-

w

Cancel

Apply

Dizable

Carnret

Copy

Remowve

Feset Counters

Reset Al Counters




SRC-NAT

® SRC-NAT changes packet’s source
address

® You can use it to connect private
network to the Internet through public IP
address

® Masquerade is one type of SRC-NAT



Masqguerade

Src Address Src Address
192.168.X.1 router address
—

L

192.168.X.1 Public Server

pelanbsepn

o



SRC-NAT Limitations

® Connecting to internal servers from
outside Is not possible (DST-NAT
needed)

® Some protocols require NAT helpers to
work correctly



NAT Helpers

Il Firewall

Fiter Fulez  MAT Mangle Service Ports  Connections:  Address Lists  Laper? Protocols

@ I
@ pptp
@ zip
@ ttp

B items




Firewall Tips

® Add comments to your rules

® Use Connection Tracking or Torch



Connection Tracking

® Connection tracking manages
Information about all active
connections.

® |1t should be enabled for Filter and NAT



Connection Tracking

Filter Fules Connections | Address Lists

T
Src. Address

MAT  Mangle Service Ports Layerd Protocolz

Tracking

F2F Timeout TCP State
00:00:19
00:0:22
00:00:19

00:01:17

Dzt Address Frato... | Connech...  Connecth...
192.168.1.2:85678 200 255, 200 2855678 17 [u...
192.168.100.200 192.168.100.207 47 [qg...
192.168.100.200:5678 255,205 206 255:6678 17 [u...
192.168.100.201 192.168.100.200 47 [g...

192.168.100.251:1043 192168.100.207:8291 B[t

Bl Connection Tracking

B items

TCP Syn Sent Timeout:
TCP Sun Recerved Timeout;
TCP Establizhed Timeout:
TCP Firn ‘W ait Tirneout:

TCP Cloze W ait Timeout:
TCF Last Ack Tirneout:

TCF Time "W ait:

TCF Cloge:

LDP Timeaout:

IDP Stream Timeot:

[CHP Timeout;

Generc Timeout:

kax Entries:

00: 0005
00: 0005
1d 00:00:00
000010
000010
00:00:10
00:00:10
00:00:10

0c: 0010
00 03:00

00:00:10
00:70:00




Tools

Mew Terminal
Telnet
Fazzwiord
Certificates

t ake Supout.nif
b anual

E =it

Detailed actual traffic report for interface

Fing
Traceroute
Bandwidth T est
ETest Server
Traffic Maonitor
Facket Sniffer
Tarch

MAL Server
Graphing

E rnail

IP Scan

Fing Speed
Flood Ping

M ebwatch

Torch

Bl Torch (running)

Bazic

|nterface: | ethera

Collect

v Sz Address

v Dzt Address
WVLAMN |d

Src. Address

132.168.100.251 132.168.100.201
132.168.100.200 132.168.100.201

Entry Timneout: | 00:00:03

Pratocal
Fort

Dzt Address

o

*

Filters

Sre. Address:
z  [Dst Address:

T+ Rate
247 kbps
0 bps

ary
ary!

any

F= Rate
b.7 kbps
184 bps

0.0.0.0/0
0.0.0.0/0

Tw Pack... B=Pack...

8
0

3
I




Firewall Actions

® Accept
® Drop
® Reject
® Tarpit
® log

® add-src-to-address-
list(dst)

® Jump, Return

® Passthrough



NAT Actions

Accept
DST-NAT/SRC-NAT
Redirect
Masquerade

Netmap



Summary



Bandwidth Limit



Simple Queue

® The easiest way to limit bandwidth:
® client download
® client upload

® client aggregate, download+upload



Simple Queue

® You must use Target-Address for
Simple Queue

® Rule order is important for queue rules



Simple Queue

. )
Let's -
Fiouting Simple Lueues | |pterface Queues  Queus Tree  Queus Types
create
i . . Llueues =
limitation o s
Syztem »

for your ™
laptop

B Queue

Partz

Il New Simple Queue EI

General | Advanced  Statistice  Traffic Total  Total Statistics

Mame: |Limnit Caricel

Apply

4b

Target Addrezs: | 19216851

SHMP

szers

v Targe@Upload v Target Download Dizable

kax Limit: | B4k

¥ | bitz/z Copy

® 64k
Upload,
128k
Downloa

d

Radius

T ool

MNew Terminal
Telnet
Faszword
Certificates

il ake Supout.rif
b anual

E it

0 items=

w  Burst

* Time

Client’Bimits

adaessnfigure

1

Femowve

Rezet Counters

Feset All Counters

Tarch




Simple Queue

® Check your limits

® Torch is showing bandwidth rate



Using Torch

I Torch

Baszic Filters

|nterface:; | etherl *  SmcoAddress (19216841

Ertry Timeout; | 00:00:03 g
Collect

o S I I I v Src. Address Pratacal
e eCt Oca Dzt Address Fort
network
. Src. Add Rat Tw Pack... |R= Pack...
Interface T 317 bps R

10.5.8.140 0 bps
10.5.8.51
132.168.1.10

‘ See aCtu a,I 84.215125.239
bandwidth

A berns Total Tw: 2.4 kbpz |Total Bw 2.2 kbpz |Total Te Packet: 2 Total R Packet: 1

1



o Let’S Create Bl New Simple Queue

General Advanced | Statistice  Traffic Total  Total Statistics

bandwidth

Facket Marks=:

I i m it to 192.158.\1&-"24
I\/I i krOTi k_ CO Interface: | all

T arget pload T arget Download
I I l Lirnit &t | unlirmited * | unlimited

Lueue Type: | default-zmall * | default-zmall
Reset All Counters

® DST‘ ' : * Torch
address is |
used for this

® Rules order
IS Important .



o P I ng Bl New Simple Queue

General Advanced | Statistice  Traffic  Total  Total Statistics

F2P:

Facket Marks:

Interface;  a

. PUt I\/I ikrOTik T arget Lploa

addreSS to DST' Queue Type: | default-smal
address : | T o

® MikroTik address MIKroTiK.com
can be used as Address
Target-address
too .



http://www.mikrotik.com

Specific Server LimN

® DST-address is useful to set
unlimited access to the local
network resources

® Target-address and DST-
addresses can be vice versa



Bandwidth Test Utillity

® Bandwidth test can be used to monitor
throughput to remote device

® Bandwidth test works between two
MikroTik routers

® Bandwidth test utility available for
Windows

® Bandwidth test is available on
MikroTik.com



Bandwidth Test on
Router

Set Test To as testing L -
address B
Direction: |receive I

Select protocol E
TCP supports multiple
ConneCtionS Tx/Rx 10s Average: |0 bps)0 bps
Authentication might be

. | RE%
required m-




Bandwidth Server

Eandwidth Test B

Set Test To as testing ] e

' Skop

address st 092 5
Direction: |receive || *

S e I e Ct p rOtO C O I TCP Connection Count: (20

Local Tx Speed: * bps
_ Femote Tx Speed: * bps
TCP supports multiple -
Passwar d: v

connections e 105 verage (DB

Txf/Rx Average: |0 bps/0 bps

Authentication might be
required -

=



Bandwidth Test

® Server should be enabled

® |t is advised to use enabled
Authenticate

0 items




® Let’s configure
higher priority
for queues

® Priority 1 is g
hlgher th an 8 Queus Type: | default-smal default-small ST

® There should
be at least two
priority

Lirrit &t | unlirmited +  unlimite
*




Simple Queue
Monitor

® It is possible to get graph for each
gueue simple rule

® Graphs show how much traffic is
passed trough queue



Simple Queue
Monitor

B8 Graphing Eq
Fezource Graphs Lueue Rules | |nterface Fules  Resource Fules
g W | Graphing Settings

Simple Cueue Allow Address Store on D, Allow Target |+
all 0.0.0.0/0 HEE YET

Bl New Queue Graphing Rule

Let’'s enable graphing il Quewe: T
Allowe Address: | 0.0.0.0/0

fOr Queues v Store on Digk

v Al Target




Simple Queue
Monitor

® Graph
ra.p S are -« | > i 4+ | A hitp://192.168.100.1/graphs /queue/Limit/

avallable on Queue Statistics
Limit
WWW SG:]II‘:::E.ddI‘ESS: 192.168.1.1/32

Destination-address: 0.0.0.0/0
Max-limit: unlimired/unlimited (Total: unilimited)

Limit-at: unlimited/unlimited (Total: unlimited)
TO VI eW Last update: Thu Jan 1 21:45:44 1970
graphs

"Daily" Graph (5 Minute Average)

I 4I::I . - . - . . . . . . . - . - . - . . . . . . - . - . - . - . .
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http://router

Advanced Queing



Mangle

Mangle Is used to mark packets
Separate different type of traffic

Marks are active within the router

Used for queue to set different limitation

Mangle do not change packet structure
(except DSCP, TTL specific actions)



vial lyIc
Actions

Mark-Connection

| connection Packet Packet
Marking Marked Marked

2 connection Packet Packet
Marking Marked Marked

Mark-Packet

| connection Packet Packet Packet
Marking Marking Marking

? connection Packet Packet Packet

Marking Marking Marking



vial lyIc
Actions

Mark-connection uses connection
tracking

Information about new connection added
to connection tracking table

Mark-packet works with packet directly

Router follows each packet to apply
mark-packet



Optimal Mangle

® Queues have packet-mark option only

Combine Mark-Connection
and Mark-Packet

| connection Packet Packet

mark-connection Marked Marked
mark-packet

2 connection ‘ Packet H Packet \

mark-connection Marked Marked
mark-packet




Optimal Mangle

® Mark new connection with mark-
connection

® Add mark-packet for every mark-
connection



Mangle Example

® Imagine you have second client on the
router network with 192.168.X.55 IP

address

® Let’s create two different marks (Gold,
Silver), one for your computer and
second for 192.168.X.55



Mark Connection

New Mangle Rule

zener al |.ﬁ.|:|~.=ann:ed Extra Action Skatistics

Zhain:
Src, Address:

Dsk, &ddress:

Protocol:

arc, Port:
Dsk, Port:
ary, Pork:
PzP:

In. Inketface:

ok, Interface:

Packet Mark.
iZonneckion Mark:

Rouking Mark:

Conneckion Tvpe:

_onneckion Skake:

Mew Mangle Rule

izeneral  Advanced Exkra  Ackion |Statistics

Farward

action: |mark connection

[

192,168, %1

L] [+]

Mew Connection Mark: BMark, User 1

Passthrough

Ik

Zancel

Apply

Disable

Carnmenkt

Copy

Rermave

Reset Counkters

Reset All Caunters

disabled | |disabled

o



New Mangle Rule

General |.ﬁ.|:|~.fan|:e::| Extra Action Statistics

Zhain:
Src, Address:

Dsk, Address:

Protocol

Src, Port:
Cisk, Port:
ary, Pork:
P2P:

In. Interface:

ok, Interface:

Packet Mark.:

Connection Mark:3_|

Fouting Mark:

Conneckion Type:

Cannection Skate:

Mark Packet

Mew Mangle Rule

General Advanced Extra  Action |Sl:al:i5I:i-:5

fckion: |mark packet

[+] [«]

Mew Packet Mark: iser 1|

Passthrough

Mark User 1

Ik,

Zancel

Apply

Disable

Zarnmenkt

Copy

Remove

Reset Counkters

Reset all Counters

disabled

| Idisabled

-~ _ ___ __ NI _ ¢ _

o




Mangle Example

® Add Marks for second user too

® There should be 4 mangle rules for two
groups



Advanced Queuing

® Replace hundreds of queues with just
few

® Set the same limit to any user

® Equalize available bandwidth between
USEers



PCQ

® PCQ is advanced Queue type

® PCQ uses classifier to divide traffic (from
client point of view; src-address Is
upload, dst-address is download)



PCQ, one limit to all

® PCQ allows to set one limit to all users
with one queue

Queue Type <PCQ_download> B

Simple Queues  Interface Queues  Queus Type Mame: | S e
*| = T Kind: |pcq ¥ Cancel
Type Mame ¢ |Kind
Appl
PCQ_download pcq pply
defaulk pfifo
def ault-small pfifa Copy
ethernet-default pfifo Takal Lirit: | 2000 Remove
hiokspok-defaulk =fq »
synchronaus-default red ~ Classifier
wireless-defaulk fq || src. Address Dk, Address

| sre. Port | Dst. Port

7 ikems (1 selected)

o



One limit to all

® Multiple queue rules are changed by one

Mew Simple Queue Ed
General Advanced |Stati5tics Traffic  Tokal Total Statiskics i
R B < Cancel
Packet Marks: = Apply
D=k, Address: bl Dicable
' ¥
Interface: |all || Comment
Target Upload Target Download Copy
Lirnit &t: | urlimited * | |unlimited * | bitsfs Remave
iJueue Type: PO Upload ||3 PCS Upload *
Feset Counters
Parent: none "; Reset All Counters
Priarity: |3 Torch
disabled |
—— —
1



PCQ, equalize
bandwidth

® Equally share bandwidth between
customers

Cueue List E
Simple Gueues  Interface Queues  Queue Tree WUEUE Types |
(=T
Type Marne 4 |Kind ! I"_
P _Upload gl Hew Queue Type E
PCQ_download P ———
default pfifo Type Mame: |EGIWBEN | ok
default-small pfiFo Kind: |pcq ¥ Cancel
ethernet-defaulk pfifo
hokspat-defaulk =fq apply
synchronous-default red
wireless-default =fq Copy
Tokal Lirit: | 2000 Remove
— Classifier
|| sSrc. Address Dk, Address
| Sre. Port | Drsk, Part
g items

o



Equalize bandwidth

® 1M upload/2M download is shared
between users

New Simple Queue E Simple Queue E
Gaeneral |.ﬁ.dvanced Statisktics  Traffic  Tokal Tokal Skatiskics I eral Advanced |Statistics Traffic Total Tokal Skatistics O
Mame: queuel Zancel PP bl Cancel
Target Address: B9z2,168.0.0/24 = Apply ket Marks: == Apply
Target Upload Target Download Disable > ddiiees: ¥ Disable
1M ¥ |m ¥ | bits)s PR Interface: |al ¥ ST
—w— Burst
Copy Target Upload Target Download Copy
—w - Time — —
— Limit At: |unlimited |#] |unlimited ¥ | bits/s S
Feset Counkers Reset Counters
Reset All Counters Farent: |none * Reset All Counkers
Tarch Priarity: |5 Torch
disabled lled
—_— —_— - - -
1




PCQ Lab

® Teacher is going to make PCQ lab on the
router

® Two PCQ scenarios are going to be used
with mangle



Summary



Wireless



What 1s Wireless

® RouterOS supports various radio
modules that allow communication over
the air (2.4GHz and 5GHz)

® MikroTik RouterOS provides a complete
support for IEEE 802.11a, 802.11b and
802.11g wireless networking standards



Wireless Standards

® IEEE 802.11b - 2.4GHz frequencies,
11Mbps

® IEEE 802.11g - 2.4GHz frequencies,
54Mbps

® IEEE 802.11a - 5GHz frequencies,
54Mbps

® IEEE 802.11n - draft, 2.4GHz - 5GHz



802.11 b/g Channels

1 2 3 5 ] 10 11

T e

—'\

4@&

2483

®* (11) 22 MHz wide channels (US)
® 3 non-overlapping channels

® 3 Access Points can occupy same area without
Interfering




802.11a Channels

36 40 42 =4 48 &0 52 iz 58 g0 i
5150 5180 5200 5220 5240 h260 5280 5300 5320 5350
149 152 153 157 160 161
gral 2800

5735 2745 5785 5785 HE8045 5815

® (12) 20 MHz wide channels
® (5) 40MHz wide turbo channels




Supported Bands

All 5GHz (802.11a) and 2.4GHz (802.11b/g),
iIncluding small channels



Supported
Freguencies

® Depending on your country regulations
wireless card might support

® 2.4GHz: 2312 - 2499 MHz
® 5GHz: 4920 - 6100 MHz



MMMEY UUT U

I B S . = | N
=ty = E erf ce <wl al

Wireless General  Wireless | Daka Rates  Advanced WDS .. O
Mesh —

- Band: |2.4GHz-BJ5 ¥ Apply
= I Frequency: 2412 +  MHz Erable
P [ 55ID: |abc - SE—
MPLS Radio Mame: (000C421EB4EES

¥FLS Scan Lisk: - Toreh
AU k Security Profile: |default ¥ Scan...

Set wireless oo 1 |

Queues Frequency Maode: B regulakory domain * align
Files Counkry: Bunited skates *
Interface to apply
Lag Antenna Mode: |antenna a *
4 Snooper...
yo ur count ry Radive antenna Gain: |0 i
Tools I* Reset Configuration
. Mew Terminal DF5 Mode: none * . S
regulations s] | NZmeleMade
MetaROLUTER FProprietary Extensions: posk-2.9.25 * : 4
Make Supout, rif WM Support: |disabled ¥
Manual
Exit Defaulk AP Tx Rate: w* bps
Default Client Tx Rate: * bps

Default Authenticate
Default Forward
| Hide 5510

|di55'3'£ f\__j-f\_ L k ¥y a nﬁhﬁll

o



RADIO Name

® We will use RADIO Name for the same
purposes as router identity

® Set RADIO Name as Number+Your
Name



Wireless Network

I’\
000303 L0300




Station Configuration

Set Interface Genera | Wireless  WDS  Mstreme
mode=station -

Select band

Set SSID, Wireless
N etWO rk I d e ntlty Diefault AP Tx Rate:

Crefault Client Tx Rate:

Frequency Is not
Important for client,
use scan-list




Connect List

Il Wireless Tables

Interffaces  Mztreme Dual  Access List Registration  Connect List |Se:::uritj,I Frofile=s

® Setofrules [+ @ 7

# Interface |h-1.-'-"n|: Address ||:|:|r'|r‘|E|:t|.-'1'-.rea Frefix |Signal Str... Secunty ...

u Se d by Il New Station Connect Rule
-

station to T e A R

Connect Apply
select
2t Disable
aC C e S S - Area Prefi: Cammant
. Signal Strength Range: |-120.120 Copy
p O I nt Secunty Profile; | default Femowve

dizabled

0 items

. FarazNetwork.ir



Connect List Lab '

® Currently your router is connected to
class access-point

® Let’s make rule to disallow connection
to class access-point

® Use connect-list matchers



Access Point

Config

Set Interface
mode=ap-bridge

Select band

Set SSID, Wireless
Network ldentity

Set Frequency

o

I Interface <wlan2 >

General ‘Wieless WwDS  MNstreme  Statuz .

b ode:
Band:

Frequency:

ap bridge
2 4GHz-B/G

2417
2422
- | 2427
L (243

- | 2437

2442

- 2447

2452

- 2457
| 2462
. | 2467
2472

Cancel

Apply

Dizable

Coarmment

Tarch

Scan...

Freq. Uzage...

Align...

v [efault Authenticate
v [efault Forward
Hide 5510

Compression

TLINAINGg

Smiff...

Snooper...

Reszet Configuration

Advanced Mode

rUnning ap




Snooper wireless
monitor

Bl Snooper =wlan1> (running)

Metworks | Stations

® Use Snooper

Frequenc...  Band
[

Address 551D Of Freq. (%] OFf Traf. [%] Bandwidth

2 a

to get total view |:
of the wireless
networks on

used band

® Wireless
Interface IS
disconnected
at this moment

2412 2 4GHz...
2412 2 AGHz...
2412 2 4GHz...
2412 2 AGHz...

@ 2427 2 4GHz..,
G 2452 2.4GHz..
@ 2447 2 4GHz..,
@ 2437 2 4GH=...
2 2 AGHz...
I 2 2 AGH=...
@ 2442 2 4GHz..,
b2 2 AGHz...
@ 2462 2 4GH=z...
2 2 AGHz...
G 2432 2 4GHz..
Il 2 2 4GHz...
@ 2457 2 4GHz..
I 2 2 AGH=...
I 2 2 4GHz...
I 2 2 AGHz...
G 2422 2.4GHz..,
@ 2417 2.4GHz..
I 2 2 AGH=...

1|”

00:0C:42:0...
00:0C:42:0...
00:0E:EE:4...
00:0C:42:1...

Q0:0C:42:0...

00:19:58:...

00:0B:66:3...
0010 7E:...

O0:0E:2E:F...
00:0C: 42:0...

Q0:0C:42:0...
00:0B:6E:3...

00:0C:42:0...

biotzpaot
K.nig

hiokzpot
biotzpaot

den
default

zela

linkzys SE...

b _MEW...

stend
stend
stend

0.0
0.0
0.5
0.8
0.0
1.8
1.4
4.0
0.5
0.7
2.8
1.0
25
0.9
4.7
1.1
2.0
1.0
1.0
1.0
7.5
3.2
0.0

0.0
0.0
.0
2.0

31 items

o

Settings...




Registration Table

Il Wireless Tables

Interfaces  Metreme Dual  Access List  Redistration | Connect List Security Profiles

'
Radio Mame + |MAC Address Interface Uptirne AP W Lazt Activit.. Signal Strengt... T/Rx Rate

® VIEW a” 00156090, 0015:60:900f 000851 yes o 26 48hbps/1hbps
connected
wireless
Interfaces

o



Security on Access Point

® Access-listis
used to set MAC-
address security

® Disable Default-
Authentication
to use only
Access-|ist

I Interface <wlan1 >

General ‘Wireless wWDS  Mstreme  Statuz .

Mode: | station

Band:  2.4GHz-B/G
Frequency: | 2412

SSI0:  REEOOUM

Scan List:
Secunty Profile: | default

Antenna Mode: | antenna a

Diefault AF Tx Hate:

Default Chent T= Rate:

Compreszion

dizabled

1

Ok

Cancel

Apply

Enable

Cormment

Tarch

Scan...

Freq. lzage. ..

Bligh...

Sniff...

Shooper...

Heszet Caonfiguratian

Advanced Mode

dizabled

Ok,

Cancel

Apply

Dlizable
Carmment

Copy

Remaowve




Default
Authentication

® Yes, Access-List rules are checked,
client i1s able to connect, If there IS no
deny rule

® No, only Access-List rule are checked



Access-List Lab '

® Since you have mode=station
configured we are going to make lab on
teacher’s router

® Disable connection for specific client

® Allow connection only for specific
clients



Security

® Let’s enable encryption on wireless
network

® You must use WPA or WPA2 encryption
protocols

® All devices on the network should have
the same security options



Security

* Let’s create WPA
encryption for our
wireless network

* WPA Pre-Shared
Key IS
mikrotiktraining

Wireless Tables

Interfaces Mstreme Dual  Access Lisk  Registration  Conneck Lise  Security F'F'I'Fi|l35|

X/

E

(= | Mew Security Profile
Name + g Seneral |Fl.ﬁ.DILIS EAP  Static Keys Ok
default el Mame: |praofilel Cancel
E Apply
Tvpes
Copy
| WPAZ EAP Remove
— Unicast Ciphers
tkip AE5 CCI
— Group Ciphers
tkip AE5 CCI

R b bk b b G i i i

WPA Pre-shared Key:

Bk b b b b b o

WPAZ Pre-Shared Key:

1

Supplicant Identiky:

aroup Key Update: |00:05:00

Management Protection: | allowed

Management Protection ey




Configuration Tip

03:14:52 Hide Pazswords B |

Bl New Security Profile

® To view hidden Pre-

General  RADIUS EAP  Static Keys oK
Shared Key, CIICk On Mame: | = I Cancel
- Mode: | denaric keyps oply
H I d e P a.S SWO rd S Buthentication Types ik
v WPA PSK v WPAZ PSK Capy
® |tis possible to view | . com e -
other hidden e
iInformation, except 2

ro u te r p aS SWO rd WHEA Fre-Shared Few: | mikrotiktraining

WRAZ Pre-Shared Fey: | mikrotiktraining

Group Fep Update: | 00:0%:00

o



Drop Connections
between clients

Default-Forwarding used

to disable
communications
between clients
connected to the same
access-point

M Interface =wlani =

General ‘wireless WDS  Mstreme  Status .

Mode: *

Band: 5GH= ¥

Frequency: 5180 +  MHz

SSI0:  MikraTik, e

Scarn List: hd

Security Prafile: | defalt *
Antenna Mode: | antenna a *
Default &F T FHate: * bps
Diefault Clhent T Rate: * bps

v [efault Authenticate

v [Default Farward

v Hide )

Compression

dizabled Ry ARV =

o

Ok,

Cancel

Apply

Enable

Comrment

Tarch

Scan...

Freq. Uzage...

Align...

Sniff...

Snooper...

Reset Configuration

Advanced Mode

(dizabled




Default Forwarding

® Access-List rules have higher priority

® Check your access-list if connection
between client is working



Nstreme

® MikroTik proprietary wireless protocol

® Improves wireless links, especially long-
range links

® To use it on your network, enable
protocol on all wireless devices of this
network



Nstreme Lab

M Interface <wlan1i >

wDS  MNstreme | Statuz  Adwvanced Statuz .

® Enable Nstreme

v Enable Polling

oNn your router
® Check the

connection

status

® Nstreme should
be enabled on
both routers

o




Summary



Briaging



Bridge Wireless Network

Class AP
Your Laptop Your Router 1 P

> s s s s s o : N
S, Internet
- [ l’W /_&\)
192.168.X.192.168.X.25 >

1 4 |
DHCP-Client

Let's get back to our configuration

1
o)



DIIUJLC VVIICICSS
Nletwork

We are going to create
one big network

. S
' Internet




Bridge

® We are going to bridge local Ethernet
Interface with Internet wireless interface

® Bridge unites different physical
Interfaces into one logical interface

® All your laptops will be in the same
network



Bridge

® To bridge you need to create
bridge interface

® Add interfaces to bridge ports

19
n



Create Bridge

® Bridge is configured from /interface

bridge menu
Bridee |newinterface ]

Eridge |F'|:|rt5 Fiters AT Hosts —Seneral |5TP Status  Traffic "
@:l e | e T I: MNare: Cancel
Marne /| Type Type: |Bridge Apply
MTL: (1500 ]
Disable
Lz MTLL:
Zarnmenkt
MAC Address:
Copy
ARP: |enabled ¥
Remove
admin, MaC Address: -
Torch

‘|

{items ot of 4 sl [l PNyt N PN




Add Bridge Port

® Interfaces are added to bridge via

ports
m New Eridge Port Ed E

Bridge Ports |Filkers MAT H General |Status o
I@- VxR |d T Interface; |etherl ¥ Cancel :|
Interface / |Bridge — E|
Bridge: |bridgel ¥
I ttetherz bridgel rege: [rcge Apply
I ftethers bridgel -
Prioriky: &0 e Disable
Path Cost: |10 Commenk
Harizon: - Copy
= Femove
Edge: |auto ¥
Point Ta Poink: | auko *
External FDBE: |auko ¥
2 items (1 selected) disabled

19

=



Bridge

® There are no problems to bridge
Ethernet interface

® Wireless Clients (mode=station) do not

support bridging due the limitation of
3802.11



Bridge Wireless

® WDS allows to add wireless client to
bridge

® WDS (Wireless Distribution System)
enables connection between Access
Point and Access Point



Set WDS Mode

Interface <wlanl = El
General Wireless |'-.-'-.-'DS Mskreme Skaktus ., QK
skation wds Zancel
Band: |Z.4GHz-B)iG ¥ Apply
Frequency: (2412 ¥ | MHz
. v " Enable
SSI0: |abc a
—armnmenkt
Scan Lisk: w

Tarch

@ St a.tl O n _Wd S I S Security Profile: |default =

|

Anktenna Mode: |antenna a ¥
= I = Freq. Usage...
Defaulk AP T Rake: * b
Specia station ol 4P T Rote & T
Default Client Tx Rate: * bps

d Ith Sniff ...
I I lO e WI Default Authenticate SnOopEt, ..

Default Forward

W D S S u p p O rt [] Hide 5510 Reset Configuration

Advanced Mode

o



Add Bridge Ports

Mew Eridge Port

Eridge Ports | Filkers MAT Hosts  General |5I:aI:u5 I,
@ = [ [ f s BT Cancel
S * [Bridge Apply
® Add publi d e
A p u I C a.n Priority: |50 h Dizabl
= Path Cosk: |10 Commen k
Iocal I nte rface to Harizon: R iZopy
- Remove
b d Edge: |auto *
r I g e Poink To Poink: |auko *
External FDE: |auto *
® Etherl (local
er OCal),
wlanl (public)
1tz disabled

o



Access Point WDS

Enable WDS on AP-bridge, use
mode=dynamic-mesh

WDS Interfaces are created on the fly
Use default bridge for WDS interfaces
Add Wireless Interface to Bridge



AP-bridge

Interface <wlanl > Ed
General ‘Wireless |'-.-'u'DS Mskreme Status  Traffic Ok
Mode: |ap bridge || + iZancel
Band: |2.4GHz-B/G |* Apply
Frequency: 2412 * | MHz
Enable
551D |abc N
Carrmenk
Scan Lisk: -
— Torch
Security Profile: |default || +
= SCan...
. - Antenna Mode: | antenna a || *
Set AP-bridge
Default 4P Tx Rate: * b
] efau % Fate ps alian...
Defaulk Client Tx Rake: * b
settings o | [
Defaulk Authenticate Snoopetr...
Defaulk Forward
® Add Wireless e
Advanced Mode

Interface to bridge

||:|isa|:||ec| Efﬁ' ? s 7 Ililz SI‘N|¥EiESI IE

N




WDS Conflguratlon

Interface <wlanl >

® Use dynamic-mesh
WDS mode

® WDS interfaces are
created on the fly

® Others AP should use
dynamic-mesh too

N

|| wDS Ignore SSID

disablad

AV amn,

&

disabled




I Wireless Tables

Interfaces  Mstreme Dual  Access List  Fegistration  Connect List  Security Profiles

o =T

o I k " -
WDS lInK IS I 7= TuPac.. [t Pas.. [MAC Address
established

® Dynamic
Interface Is
present

d

2 items out of 4 [1 zelected)

N



WDS Lab

Delete masquerade rule

Delete DHCP-client on router wireless
Interface

Use mode=station-wds on router
Enable DHCP on your laptop
Can you ping neighbor’s laptop



WDS Lab

® Your Router is Transparent Bridge
now

® You should be able to ping neighbor
router and computer now

® Just use correct IP address



Restore
Configuration

® To restore configuration manually

® change back to Station mode
® Add DHCP-Client on correct interface
® Add masquerade rule

® Set correct network configuration to
laptop



Summary



Routing



Route Networks

Configuration is back
Try to ping neighbor’s laptop
Neighbor’'s address 192.168.X.1

We are going to learn how to use route
rules to ping neighbor laptop



Route

® ip route rules define where packets
should be sent

® Let’s look at /ip route rules



® Destination:

networks
which can be
reached

® Gateway:

|IP of the next
router to reach
the
destination

Routes

IP
Fouting
Farts
Uueues
Dirivers
Sypzhem
Files

Log
SMMP
Users
Radius
Toals
Mew Terminal
Telnet
Fazswiord

Certificates

-

Addresses
Routes

Fooal

ARP

Firewall
aocks
LPHF
Traffic Flow
Accounting
SETYICES
Facking
Meighbors
DMS

"Wieb Prosy
DHCP Cliert
DHCP Server

Il Route List

Routez  Pules

= = | T al | ¥
D eztination Gateway Gateway ... Interface b

DAS P 0.0.0.0/0 192.168.100.1 ether

DAC P 192.168.2.0/24 wilan

DAC P 192.168.100.0/24 ether

3 itkermns




Default Gateway

Default gateway:
next hop router

where all (0.0.0.0)
traffic I1s sent

Houtes

o | =

Dreztination
DAS P 0.0.0.0/0
DAC P 192.168.2.0/24
DAC P 192168.100.0/24

Rules

J

=T

Il Route <0.0.0.0/0=

General | Attributes

Deztination:

[3 ateway
192.168.100.

G atewan:

Gateway Interface:

|ntertace:

Check Gateway:

Type:

Distance:
Scope:

Target Scope:
Routing M ark:

Pref. Source:

3 items [1 selected)

dynarnmic

0.0.0.0/1
132.165.100.1

ether]

unicast

active

Remove

static




Set Default Gateway Lab

® Currently you have default gateway
received from DHCP-Client

® Disable automatic receiving of default
gateway in DHCP-client settings

® Add default gateway manually



Dynamic Routes

® ook at the S hddress List

g | = v ¥ O T
th t SIS M etwark, Broadcast | ket
ONErroutes | Ao, Wieem

521681000 132168100255 ether

® Routes with
DAC are
added B .
automatically

® DAC route
comes from IP
address
configuration | e




Routes

A - active
D - dynamic
C - connected

S - static



Static Routes

® Our goal is to ping neighbor laptop

® Static route will help us to achieve this



Static Route

® Static route specifies how to reach
specific destination network

® Default gateway is also static route, it
sends all traffic (destination 0.0.0.0) to
host - the gateway



Static Route

® Additional static route is required to
reach your neighbor laptop

® Because gateway (teacher’s router)
does not have information about
student’s private network



Route to Your
Nelghbor

® Remember the network structure

® Neighbor’s local network is
192.168.x.0/24

® Ask your neighbor the IP address of
their wireless interface



Network Structure

- _l-__.-'_ _'-._\Hw- —

Vam'
. »




Route To Your
Nelghbor

® Add one route rule

® Set Destination, destination is
neighbor’s local network

® Set Gateway, address which is used to
reach destination - gateway is IP

address of neighbor’s router wireless
Interface



Route Your Neighbor

Il New Route

® Add static route | = =

or = | Destination: | LRI,

D estination G atew Gateway: | 192.168.%.254

® Set Destination 1% 52 0. ™ saeyimerce

DAC = 1592168.100.0...

and Gateway

Check, ateway:

® Try to ping
Neighbor’s .
Laptop it

3 itemsz

N

unicast

255
10

4»

*|

X %

Q.

Cancel

Apply

Dizable

Commetnt

Copy

Remove

|




Router To Your
Nelghbor

You should be able to ping neighbor’s laptop
now



Dynamic Routes

® The same configuration is possible with
dynamic routes

® Imagine you have to add static routes to
all neighbors networks

® Instead of adding tons of rules, dynamic
routing protocols can be used



Dynamic Routes

® Easy in configuration, difficult in
managing/troubleshooting

® Can use more router resources



Dynamic Routes

® We are going to use OSPF

® OSPF is very fast and optimal for
dynamic routing

® Easy in configuration



OSPF configuration

System " Filters Instances Areas  AreaRanges  Virtual Links ...

® Add correct o T T

Files .C'SPF Mebwork, 4 | Area

Log OSPFY3
network to s it

Tools " RIp

Mew Terminal RIPng

MetaR OLITER Areat | backbone E Cancel

Make Supout,rif Apply

. P F Manual
Disable
Exit
. Copy

protocol will
be enabled




OSPF LAB

® Check route table
® Try to ping other neighbor now

® Remember, additional knowledge
required to run OSPF on the big network



Summary



Local Network
Management



Access to Local
Network

® Plan network design carefully

® Take care of user’s local access to the
network

® Use RouterOS features to secure local
network resources



ARP

® Address Resolution Protocol

® ARP joins together client’s IP address
with MAC-address

® ARP operates dynamically, but can also
be manually configured



ARP Table

IF " Addiesses B ARP List
Routing " Routes + Al (¥
Fuorks Pool
P Address MAC Addrezz Interface
AR P tab I e Queues ARP 11058235 00:04:238EBE:B4 ether
Drivers Firemal E192 16810096 00A7F23502CE  ether?
. 192168100200 001C:42:.C3:26:57 etherd
provides: IP R
- Files LPHP
ad d re S S Log Traffic: Flaw
) SHMP Accounting
MAC-address =
R adiuz Facking
and Interface 0., o
Mew Terminal OME
T elnet Wieb Proxy
Fazzward DHCP Client :
3 itemnz
Marhifi- ztas | U T
2



Static ARP table

® To increase network security ARP
entries can be crated manually

® Router’s client will not be able to access
Internet with changed IP address



Static ARP
configuration i

Interface | Ethermet EolP Tunnel  IP Tunnel WLAM .

® Add Static Entry + | v|x 07

M arne Type T« b

to A R P t ab I e R eether Ethermet 0 bps

M Interface <ether1 >

| Ethermet Statuz  Traffic

® Set for interface
arp:reply_only tO Tupe: | Ethernet Apply

MTL: 1500

dlsable dynam|C MAC dddress: | 00:0C:42:20.97-68

ARP creation

® Disable/enable
Interface or
reboot router

N



Static ARP Lab '

Make your laptop ARP entry as static

Set arp=reply-only to Local Network
Interface

Try to change computer IP address

Test Internet connectivity



DHCP Server

® Dynamic Host Configuration Protocol

® Used for automatic |P address
distribution over local network

® Use DHCP only in secure networks



DHCP Server

® To setup DHCP server you should have IP
address on the interface

® Use setup command to enable DHCP
server

® It will ask you for necessary information



DHCP-Server Setup

Addresses
Routes

Fiool

ARF
Firewwall
Socks
LUPnF
Traffic: Flow
Acoounting
Services
Facking

M eighbors
DMS

wieb Proxy
DHLCF Client
DHCP Server
NHICP Relau

B DHCP Server

DHCF ‘Hetwnrks Leases Options  Alerts

¥+

— |« 20 | DHCP Config | DHCF Setup Find

M arme 2 nterfa... | Relay Leaze Time Address Pool

A dhecp [0:00:00 dhcp_pooll
DHCP Setup

We are done!

arazNetwork.ir

N



Important

® To configure DHCP server on bridge,
set server on bridge interface

® DHCP server will be invalid, when it is
configured on bridge port



DHCP Server Lab

Setup DHCP server on Ethernet
Interface where Laptop is connected

Change computer Network settings and
enable DHCP-client (Obtain an IP
address Automatically)

Check the Internet connectivity



DHCP Server
Information

Il DHCP Server
DHCP Metworks Leases  Options  Alerts

1 W Make Static || Check Status

Active Address | Achive MAC Addre... | Active Hos... Expires After Status | ¥ |
13216810096 00:17:F23502CE  Macintosh 2d 16:40:51 bound
192168.100.55 00:1C42: 03 26:57  nolb6f2 2d 19:45:20 bound

Leases provide
Information about
DHCP clients

J

2 itemsz [1 zelected)




Winbox Configuration
TIC

DHCP  Metworks Leaszes |I:I|:|ti|:|n3 Alerts

Il DHCP Server

| = | T | MakeStatic | Check Status

|.-'-‘-.|:||:|ress |.-'-‘-.|:tix-'e Address |.-'f-.|:tive MALC Addre... Active Hos... Expires After |Statu3 o
D & 192.168.100.96 001 7:F2:35:02CE  Macintozh 2d 16:35:28 boussy
o 4 1392168.100.55 00:1C:42C3:26:57  nolbE 2d 13:42:5 . gMlina

Show Cakegories
Detail Maode
Inline Comments

= Show Calurins 3 w Address
hide _
Find Chrl+F

Find hext Chrlc Use Src, MAC Address
e e ' Cliert 10

d i 'I-'f e re n t Select Al Chrl+-A f:;z:rﬂme
Winbox

Block Access
flways Broadcast
F.ate Limit

v Active Address

C O I u I I l n S « | v Active MAC Address
active Client ID

2 items [1 zelected)

v Gctive Hosk MName
Active Server

v Expires After
#igent Circuit Id
agent Remoke Id

v Sbatus

., FarazNetwork.ir



Static Lease

Il DHCP Server

DHCP Metworks Leases  Options  Alerts

=l Check Status

‘ Active Address | Achive MAC Addre... | Active Hos... Expires After Status | ¥ |
192.168.100.96 00:17:F2:35:02CE  Macintosh 2d 16:40:51 bound
We Can make 192168.100.55 00:1C:42:.C3:26:57 nu:uiﬂlﬁlr;;E 2d 19:45:20 I:EE::I
lease to be static

® Client will not get
other IP address

J

2 itemsz [1 zelected)




Static Lease

® DHCP-server could run without
dynamic leases

® Clients will receive only preconfigured
|IP address



Static Lease

Il DHCP Server E[

DHCP  Metworks Leaszes |I:I|:|ti|:|r'|3 Blerts

e || -] 2 | | MakeStatic | Check Status Find
Actve Adddress |Active MAC addre... | Active Hosz... | Expires After Status |

® Set Address-Poo| b 1s2isei0. 0317F23502CE Macintosh2 004412 bownd

to static-only

® Create Static
leases




HotSpot



HotSpot

® Tool for Instant Plug-and-Play Internet
access

® HotSpot provides authentication of
clients before access to public network

® It also provides User Accounting



HotSpot Usage

® Open Access Points, Internet Cafes,
Alrports, universities campuses, etc.

® Different ways of authorization

® Flexible accounting



HotSpot Requirements

® Valid IP addresses on Internet and
Local Interfaces

® DNS servers addresses added to ip
dns

® At least one HotSpot user



HotSpot Setup

® HotSpot setup is easy

® Setup is similar to DHCP Server setup



HotSpot Setup

Servers  Server Profiles  Users  User Profiles  Active  Hosts 1P Bindings  Service Ports ..

® Runip hotspot |+ ¥ pa St
Setup M arne

® Select Inteface

® Proceed to
answer the
guestions

Add first HotSpot user

0 tems

N



Important Notes

® Users connected to HotSpot interface
will be disconnected from the Internet

® Client will have to authorize in HotSpot
{0 get access to Internet



Important Notes

® HotSpot default setup creates additional
configuration:

® DHCP-Server on HotSpot Interface
® Pool for HotSpot Clients

® Dynamic Firewall rules (Filter and
NAT)



HotSpot Help

® HotSpot login page is provided when
user tries to access any web-page

® To logout from HotSpot you need to go
(0 |P or
" DNS


http://router
http://HotSpot

HotSpot Setup Lab '

® Let’s create HotSpot on local Interface

® Don'’t forget HotSpot login and
password or you will not be able to get
the Internet



HotSpot Network
HOStS

Il Hotspot

Uzers  User Profiles  Actiy F Bindings Service Portz “Walled Garden  “Walled Garden IP List  Cookies ...

T

AL Address Address ToAddress S erver [dle Time Hx Hate T=Hate
192.168.100.96 '

Information about clients connected to HotSpot
router

N



HotSpot Active Table

Bl Hotspot

Users  User Profiles Hostz  |P Bindings  Service Portz Walled Garden  “Walled Garden IF List Cookies ..
T

Information
about
authorized
HotSpot clients

N



User Management

Add/Edit/Remove
HotSpot users

SEMvEr F'ru:nfile ser Profles  Actve  Hostz  IP Binding:  Service Ports Walled Garden 'Walled Garden P List

= 1 Y| oo Reset All Counters
Server Mame Address MAC Address Profile
i all adrnin default

Il New Hotspot User
General | Limits  Statistics
Server: |El
Mame: | uszer

Fazsward:

Address:

MALC Address:
Profile: | default

R outes:

Ernail:

1 item

N

I plime
00:00:00
QE.
+ Cancel
Apply
Dizable
-y
Carnrment
-
Copy
*
Remaowve
-y
Rezet All Counters
-




HotSpot Walled-
Garden

® Tool to get access to specific resources
without HotSpot authorization

® Walled-Garden for HTTP and HTTPS

® Walled-Garden IP for other resources
(Telnet, SSH, Winbox, etc.)



HotSpot Walled-

Uszer Profiles  Active Hosts  IP Bindings  Service Porf W alled Garden B'walled Garden IP List  Cookies

= v % O T

Action Server kethod Dist. Host Dist. Part
i allow v rnikratile. com

Il Walled Garden Entry <www.mikroti... [z|

k.

Semnver Cancel

Src. Address: Apply

Dzt Address: Dizable

Allow access to
mikrotik.com

b ethiod: - Corrmzr

Dzt Host: wiw mikrotbik. com | Copy

Dzt Port: -

Remowve

Fath: -

1 itern (1 zelected)

N




Bypass HotSpot

® Bypass specific .
C||ents over .Lll.ser Profiles  Active I;:IstsSewice Ports | Walled Garden  Walled Garden P List  Cookies ..
H Ot S pot MAC Address Adhess T o Address Server | =
® VoIP phones,
printers,
superusers

® IP-binding is used
for that

N



HotSpot Bandwidth
Limits

® It is possible to set every HotSpot user
with automatic bandwidth limit

® Dynamic queue is created for every
client from profile



HotSpot User Profile

Il Hotspot User Profile <default =

General | Adwvertise  Scripts

Mame:  default Cancel

Addresz Poal | none Apply

i default

Sezzion Timeout: Copy

User PrOfIIe - Set Idle Timeout: | nore Remove

K.eepalive Timeout; | 00:02:00

Of O pti O n S u S e d Statuz Sutorefrezh: [ 00:01:00
for specific o

g ro u p Of In=oming Fiter
HOtS pot CllentS Outgaing Filter

Incoming Packet bark:

1 item [1 selected) Outgoing Packet Mark:

Open Statuz Page: |always

v Trangparent Prosy

default

N



HotSpot Advanced

Il Hotspot User Profile <default =

General | Adwvertise  Scripts

o | = Mame: | default

M ame [ [ Address Poal: | none
i default

Sezzion Timeout:

[dle Timeout: | none

TO g Ive eac h CI I € nt Keepalive Time-:uut; 00:02:00
64 k U p I 0O ad an d Status Autorefiesh: | 00:01:00

Shared Uzers:

128k down Ioad y Set Fate Limit [ret=]):
Rate Limit e

1 item [1 selected) Outgoing Packet Mark:

Open Status Page: |always

v Trangparent Prosy

default

N

Cancel

Apply

Copy

Remaove




HotSpot Lab '

® Add second user

® Allow access to
without HotSpot authentication for your
laptop

® Add Rate-limit 1M/1M for your laptop


http://www.mikrotik.com

Tunnels



PPPOE

® Point to Point Protocol over Ethernet is
often used to control client connections
for DSL, cable modems and plain
Ethernet networks

® MikroTik RouterOS supports PPPoE
client and PPPoOE server



PPPoE Client Setup

® Add
PPPoE
client

® You need
to set
Interace

® Set Login
and
Password

I Interface List
Interface | Ethernet

b v

B Mew Interface

Chal Ot

General Statuz  Traffic nl

bikroT ik -

Service: Cancel

AL Mame: Apply

EolIF Tunnel
IP Tunnel
YLAMN

YREP
Bonding
Bridge

PPP Server
PPP Client
PPTF Server
PPTP Client
LZTP Server
LZTP Clignt
OYPMN Server
CVPM Client
FFFoE Server
PPPoE Clien
Yirtualap

Dizable

Uzer: clazs1

s Comment

Copy

|

Eifile;

[hial On Demand
v'| Add Default Houte

Use Peer DHN5S

default

Remove

Torch

Bl

v pap
v mzchapl

v chap
v mzchapd

Status;




PPPoE Client Lab

Teachers are going to create PPPoE
server on their router

Disable DHCP-client on router’s
outgoing Interface

Set up PPPoE client on outgoing
Interface

Set Username class, password class



PPPoE Client Setup '

® Check PPP connection
® Disable PPPOE client

® Enable DHCP client to restore old
configuration



PPPoOE Server Setu

FFFoE Servers BSecret:  Profiles  Active Connections

T
Service ... [nterface Max MTU Max MBL MBREU Drefault Profile Authentication

I New PPPoE Service

‘ Service Marme: | EEREE Ok,
Select

f Max MTL: Apply
Interface

MERL: -
Copy

F.eepalive Timeout: -

. S e | e Ct P rOfi I e Default Profile: | default ¥ remove

Ore Sezzion Per Host

M ax Seszzions: -

Authentication

v pap v chap

v mzchapl v mzchapd

0 iterns

N



PPP Secret

U Se r ,S d atabase Interface  PPFokE SewersF‘rnfiles Active Connechions
= = [T PPP Authentication & Accounting

M ame FPas; N Remat: »

Bl New PPP Secret

Add login and
Pas Sword Password: | password —

SenvIce | pppoe Apply
] Caller [D: Dicable
Select service

Local Address: Copy

CO nf| g ur a'“ on |S Remate Addiess: =S

Routes:

takef frOm Lirrut Bytes ln:
profile

<

0 iterms

N



PPP Profiles

® Set of rules used for PPP clients

® The way to set same settings for
different clients



PPP Profile

Interface  PPPoE Servers  Secretz  Profiles |.-“-'-.|:ti~.fe Connechions

® |Local address -
Server address

® Remote Address -
Client address

(=3 |T

Mame

: ﬂ' default
) & default-encr..

2 itemsz [1 selected)

N

Il PPP Profile <default =

,  [eneal |Limit3

X

ak.
Marne: | default Cancel
Local Address: | Eiaa) " ¥ | A Apply
55, ¥
FHemote Address: |5.5.5.1 ||~lr - Comment
Bridge: - Copy
Remove
lnicaming Filker: -
utgoing Filker: b
OMNS Server: -
WINS Server: —
— Uze Compression
" default  no O pes
— Usze ) Compression
&+ default & po O 1%
— U=ze Encryption
¢ defaut © no O pez € required
— Change TCF M55
" default  no O pes
e N 1 1




PPPOE

® Important, PPPoOE server runs on the
Interface

® PPPOE interface can be without IP
address configured

® For security, leave PPPOE interface
without IP address configuration



Pools

® Pool defines the range of IP addresses for
PPP, DHCP and HotSpot clients

® We will use a pool, because there will be
more than one client

® Addresses are taken from pool
automatically



o |
rere %1~ [y |

|_cow |
Lo |

Qem(fssleotedy
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PPP Status

Interface  PPPoE Servers  Secrets Profile@  Active Connechions

= | Fing
I arne 4 5emvice |Caller [D Erncoding [&ddress L ptirne
L ﬂ' IO TS pppoe  O0:0C:421LC... F.5.51 0: 00: 30
Il PPP Active User <normisZ =
i ‘ ——
Mame: | normis
Hemove
Service: |pppoe
Fing
Caller 1Dv: | 00:0C: 4:2:1C:81:48
E ncoding:
Address; |BEBAT
Uptirme: | 00:00: 30
Sezzion [D: [871a00000 hex
=l Lirnit Butes [
2



PPTP

Point to Point Tunnel Protocol provides
encrypted tunnels over IP

MikroTik RouterOS includes support for
PPTP client and server

Used to secure link between Local
Networks over Internet

For mobile or remote clients to access
company Local network resources

2
Q



PPTP

[
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PPTP configuration

® PPTP configuration is very similar to
PPPOE

® L2TP configuration is very similar to
PPTP and PPPoE



PPTP client

® Add PPTP
Interface

® Specify
address of
PPTP server

® Set login and
password

N

Bl New Interface

General LDial Out | Status  Traffic

Connect To

Frofile: | default-encrpphion

&dd Default Route

Allowy
v| pap v| chap

v mzchapl v mzchaps

+*

Cancel

Apply

Dizable

Comrment

Copy

Rerove

Tarch




PPTP Client

® That’s all for PPTP client configuration

® Use Add Default Gateway to route all
router’s traffic to PPTP tunnel

® Use static routes to send specific traffic
to PPTP tunnel



PPTP Server

® PPTP

Server IS

IP I
able to T [
. t . Fortz Mame Tuoe
m a.l n a.l n Uueues Il PPTP Server
. Dirrvers
m u Itl ple i_’TStem : bl am M TL:
ez
" L bz MR
clients
zers K.eepalive Timeout:

Radius

® ltiseasyto|s
e n ab I e Mew Terminal pap
PPTP

server

Drefault Prafile:

Authentication

v mzchapl

Telnet

Pazsword

0 iterms out of 4
| s ) P R

N

Interface  PPPoE Servers  Secretz Profiles  Active Connections

= | T PPTP Server B L2TP Server || OWPMN Server

T= R

T# Pac... |R=Pac...

default-encrpphion | #

chap
v machapd




PPTP Server Clients

® PPTP client settings are stored in ppp
secret

® ppp secret is used for PPTP, L2TP,
PPPoOE clients

® ppp secret database is configured on
server



PPP Profile

® The same profile is used for PPTP,
PPPoE, L2TP and PPP clients



PPTP Lab

Teachers are going to create PPTP
server on Teacher’s router

Set up PPTP client on outgoing
Interface

Use username class password class
Disable PPTP interface



Proxy



What Is Proxy

® It can speed up WEB browsing by
caching data

® HTTP Firewall



Enable Proxy

IF [ Addresses
Web Proxy Setti X ]
el " Routes | Il ¥eb Proxy Settings |
Parts Pocl General | Statuz  Lookups  Inserts QK
ala]
Queues ARP Enabled Cancel aters || Web Prosy Settings Fing
Drivers Firewall Src. Address: - Ay Fath Method  |Action |FRedirect ToHits hd
System " Socks Part; | 5080 A ——
FilE-'S LUPHP edlr Lachne
Parent Promy: - -

Log Traffic Elow Format Drrve...
SMNMP Accaunting Farent Froxy Fort ¥ Check Drive...
LI a

ser.s Services Cache Drive: | systemn || ¥
R adius Facking .

Cache Administrator: | Teacher N

Toals I Meighbors
Wiz T DN Maw. Cache Size: | unlimited KiB
Telnet [ | Cache On Disk
Fassword DHCF Client Max. Client Connections: | GO0
Certiicates DHLF Server Max. Server Connections: | 600

The main option Is Enable, other settings are optional

N



Transparent Proxy

® User need to set additional
configuration to browser to use Proxy

® Transparent proxy allows to direct all
users to proxy automatically



Transparent Proxy

Bl NAT Rule <802 Il NAT Rule <80 x|
General | Advanced Extra Action  General Advanced Esxtra  Achion | Statiztics Ok
‘ dztna Achion: rE=|:|irEu::t Cancel
D S T- N AT ru I e S Src. Address: L= Apply
" Dzt Address: :
required for
E [tcp) Cornrnent
transpare Nt Proxy Sre. Port Copy
o
Aemave
‘ H TT P tr ff. Any. Fort Reset Counters
I
a C In. Intertace: Reset All Counters
S h O u I d b e Out. Interface:
. FPacket Mark:
redirected to -
onnection Marl:
ro u te r Rauting Mark:
Connection Type:
disabled drra—=2NIAhaArvl, ir

N




HTTP Firewall

® Proxy access list provides option to
filter DNS names

® You can make redirect to specific pages



HTTP Firewall

® Dst-Host, webpage
address

( )

® Path, anything
after

Il Y/eb Proxy

ccess Joa Il New Web Proxy Rule x|

e (| =

E Sre. Address:

#

Sri

0 tems

Dzt Address:
Crst, Part;

Local Port:
D=t Hostk:
Fath:

b ethiod:

Action:

Redirect Tao:

Hits:

..................................................................................................... | 0K
b Cancel
[ ] Apply
T -
Dizable
w
Comment
w
Copy
w
Remove
allow ¥
Hezet Counters
w
Reszet All Counters
1

| |

N



http://test.com
http://test.com/PATH

HTTP Firewall

® Create rule to drop access for
specific web-page

® Create rule to make redirect from
unwanted web-page to your
company page



Web-page logging

® Proxy can log visited Web-Pages by
users

® Make sure you have enough resources
for logs (it Is better to send them to
remote)



Web-Pages logging '

B Logging Pl

Rules ‘ Achions

o || == | 3T Fing
| Tooics ¢ | Prefis |.-5.|:Li|:|n d
2l
® Add logging :
Jan/021370 181344 spztem info log rule removed by admin - I
I Jan/0297018:47:43  apztem info log rule changed by admin
ru e Jan/02/1970158:41:44  web-proxy account 1058166 HEAD http: /4 action=allow cache=MI55

Jan/02M97018:4200  web-prowy account 192.168.100.263 GET hittp://google. v/ action=allow cache=kI55
Jan/02A970 184201 web-proxy account 132.168.100.253 GET http:/ Awww. google. v/ action=allow cache=t155
Jan/02M970 184201 web-prosy account 192.168.100.263 GET http:/Awaw google. v Alogoz/zpring 08, gif

‘ h k I action=allow cache=MI55
e C O g S Jan/02A1970 18:42:14  web-prosy account 1058166 HEAD hitp: /4 action=allow cache=MISS j

—m

Copy

Remove

dizabled

N



Cashing to External

® Cache can be stored on the external
drives

® Store manipulates all the external
drives

® Cache can be stored to IDE, SATA,
USB, CF, MicroSD drives



Store

® Manage all external disks

® Newly connected disk should be
formatted

| Syrskem " Auto Upgrade Store List
QueLes Certificates Stores @
Files Clock T | | CheckCrive || Clean Drive || Format Drive
Log Consale Name ¢ | Total Space Free Space Skatus b
Radius Drivers system 520.1 MB 463.7 MB ready
Tools " Health usbl 258 SO EE ready
Mew Terminal Hiskary
MetaROUTER Idenkity
Make Supout, rif License
Marual Logging
Exit MNTP Client
Packages
Password
Ports
Rebook
Resources 2 items
Scheduler
Scripks
Shukdown




\Uu

® Add store toSz;Q Er@y to external disk

® Store supports proxy, user-manager,
dude

2 ikems .—

w



Summary



Dude



Dude

Network monitor program

Automatic discovery of devices

Draw and Layout map of your networks
Services monitor and alerts

It IS Free

w



Dude

® Dude consists of two parts:

1 .Dude server - the actual monitor
program. It does not have a graphical
Interface. You can run Dude server
even on RouterOS

2.Dude client - connects to Dude
server and shows all the information it
receives

w



Dude Install

® Dude is available

© The Dude Setup

at iy Choosze Install Location
g d Zhoose the falder in which to install The Dude.

Setup will install The Dude in the following Folder. To install in a different Folder, click Browse
and select another folder, Click Install to skark the installakion,

® Install is very
easy

Space required:; 9.2MB
Space available: 25.3GE

® Read and use

next button
Install Dude Server on computer

| < Back. || Install | | Cancel

w


http://www.mikrotik.com

Dude

® Dude is translated to different
languages

® Available on wiki.mikrotik.com



Dude First Launch

® Discover _ [Ek

@ Preferences || @ Server Help [ FPUIRCUNIRULLERS == WWW)
O ptl O n IS 2= Device Discovery @ HNEE
e a® Layer
Contents General | Services Device Types  Advanced Discaver Took | | n|[AT] RS

Hiztory Achions

offered for e

~+Logs Scan Mebworks: |1 92.168.100.0/24 —

the first Qo o

50 Action [ Add Networks To Auto Scan

I au n C h —Heﬁriﬁ.:;s Elack List: | none ﬂ oo

- Local Device Mame Preference: |DMS, SMMP, NETBIOS. IP - -

L Prahas _

£

Dizcovem Mode: | fast [zcan by ping) -

® You can -
discover
local network

Connected Clhent: 1« 0 bps / t= 0 bpz Server: m 0bps At 0

w



Dude Lab

Download Dude from
ftp://192.168.100.254

Install Dude
Discover Network
Add laptop and router

Disconnect Laptop from Router



Dude Usage

31



Dude Usage

Local Server - The Dude v2.0beta7

5 @ ~Tools | Preferences | @ Sever | Help

0] @] [ setings | [0/ 12] MEESIEALTIN | |
(dpv | ==| (7| K | Settings | | Discover | ~Tools |

~History Actions
Tools
(% Files
-+Logs
[7Debuglog
=L PAction Log
L Event Log
=rNetwaotk Maps
“Local Map
+Probes
Devices
~Networks
£ Seivices
~Dutages
—& Admins
~Notifications
-Links
~Address Lists
i Charts
Mb Nodes
~Functions
= Panels
*— admin Panel ocis Settings
| Appearance |
NN
Reprobe h Traceroute
Ack 8 sompwalk
Unack Q Scan
ngwe 4 ol Winbox
Force Upgrade » & Tarminal
-] €1 Nates # Remote Cornection
= Remove ¢ Torch
» Select Adjacent 2 panduidth Test
N L2 — O Tekex
um 1 T web
: @ o
i g O pude
-' > <
L INA; ! 3
< ?
\Connected Chent: rx 0 bps 7 tx 0 bps ‘Server: 1% 58 kbps / tx 50.8 kbps

. FarazNetwork.ir



Troubleshooting



| ost Password

® The only solution to reset password is
to reinstall the router

31
"



RouterBOARD
License

® All purchased licenses are stored in the
MikroTik account server

® If your router loses the Key for some
reason - just log into mikrotik.com to get
It from keys list

® If the key is not in the list use Request
Key option

31
A



Bad Wireless Signal

® check that the antenna connector is
connected 'main' antenna connector

® check that there is no water or moisture
INn the cable

® check that the default settings for the
radio are being used

® Use interface wireless reset-
configuration

31
[y



No Connection

Try different Ethernet port or cable
Use reset jumper on Router BOARD

Use serial console to view any possible
messages

® Use netinstall if possible

® Contact support
(support@mikrotik.com)

31
o



Before Certification
Test

® Reset the router
® Restore backup or restore configuration

® Make sure you have access to the
Internet and to training.mikrotik.com



Certification Test



Certification test

Go to http://training.mikrotik.com
Login with your account
Look for Tehran/lran Training

Select Essential Training Test



Instructions





