TUTORIAL MIKROTIK STEP BY STEP

By: Anung Muhandanu
MikroTik Overview

Mikrotik now widely used by ISPs, hotspot prowisieor by the owner of the
cafe. Mikrotik OS router makes the computer inteleable network that is equipped
with various features and tools, for both wired anceless.

In this tutorial the author presents a discussamd a simple and simple
instructions on configuring the proxy for certaiarposes and the public is typically
collected in server / router cafe as well as ottiesues, such configuration for
example, for server NAT, Bridging, BW management MRTG.

Mikrotik version | use for this tutorial is MikraR RouterOS 2.9.27
Access MikroTik:

1. viaconsole

Mikrotik router board or PC can be accessed dyew the console / shell
and remote access using putty (www.putty.nl)

2. viaWinbox
Mikrotik can also be accessed / remotely usingnsok tools Winbox
3. viaweb

Mikrotik can also be accessed via web / port 8Qising a browser

* Naming MikroTik
[ropi Xx@ATG SOLQ > systemidentity print
nanme: "M krotik"

[ropi X@ATG SOLQ > systemidentity edit
val ue- name: name

Enter the editor type for example | change the &1 G-SOLO:

| ATG SCLO
C-c quit Co save&quit Cu undo Gk cut line Gy paste

Edit and then press CIrl-O to save and exit thoed



If using Winbox, it looks like this:

Interfaces

Bridge

IF [
R outing I*
Forts

Queues

Drivers

System I*

Files Identity: |47 G-50L0]
Log

SNIMP

zers

R adius

» Changing the name of theinterface:

[ropi x@ATG SOLQ > /interface print
Flags: X - disabled, D - dynamc, R - running

# NANVE TYPE RX- RATE TX- RATE MTU
0 Retherl et her 0 0 1500
1 Rether2 et her 0 0 1500

[ropix@ATG SOLQ > /interface edit O
val ue- nane: nane

The value 0 is the value etherl, if you want faee ethet2 value O replaced by 1.
Entrance to the editor, for example | replace thwiame local:

| ocal
Cc quit Co save&quit Cu undo Ck cut line Cy paste

Edit and then press Cltr-o to save and exit thiedo the same for interfaces ether
2, so that if seen again will appear like this:

[ropi x@ATG SOLQ > /interface print
Flags: X - disabled, D - dynamc, R - running

# NAME TYPE RX- RATE TX- RATE MIuU
0 R local et her 0 0 1500
1 Rpublic et her 0 0 1500



Via Winbox:

aace
Bicge [+ |=] [v]|%]

IF I |Name ¢ |T_l,lpe |MTL| |T:-C Rate |Fh-c Rate |TxPac.. |RzPac...
Fiouting [~ IR 4#local Ethemet 1500 24.8 kbps 1537 bps 4 3
Port A 4 public Ethemet 1500 59.2 kbps  59.5 kbps 43 a0
arks
AlueuEs M Interface <local= x|
Cirivers General | Ethemet = Statuz | Traffic
System I M arme: IIu:u:aI Cancel
Files
Type: |Ethernet Apply
on | | ey |
SHMP MTL: [1500 |—|Di$ahlE
- MaAC Address; |EIEI:ED:?D:EID:5?:1D Comment
Radius ARP: | enabled =l
Toolz ¥
Mew Terminal
Telnst |dizabled |runring [lir: b

Select the menu interface, click the name of tiherface that wants to be edited, so it
appears the edit window interface.

e  Setting IP Address:

[ropi x@ATG- SOLQ > /ip address add
address: 192.168.1.1/24

i nterface: |ocal

[ropi x@ATG- SOLQ > /ip address print

Flags: X - disabled, I - invalid, D - dynamc
#  ADDRESS NETVORK BROADCAST | NTERFACE
0 192.168.0.254/24 192.168.0.0 192. 168. 0. 255 | ocal

Enter the IP address value in the column addmegsiatmask, enter the name of the
interface that wants to be given an IP addresspéblic interface Interface 2,
namely, the same way as above, so that if seen agidbe 2
interfaced:r opi x@ATG-SOLQ > /ip address print

Flags: X - disabled, I - invalid, D - dynamc
#  ADDRESS NETWORK BROADCAST | NTERFACE
0 192.168.0.254/24 192.168.0.0 192. 168. 0. 255 | ocal

1 202.51.192. 42/ 29 202.51.192.40  202.51.192. 47 public



Via Winbox:

afaces
Bridge IEHEI IE'

IP k |.-’-'-.|:||:Iress El |Netwu:urk |Bru:uadu:ast |Interfau:e |
Riouting I+ P 192.168.0.254... 192168.0.0 1921680255  local
) B e e s aia e =
Farts T M Address <192.168.0.254 /2 x|
Queues Address: [[EERIEIETIE]
-
—— Network: ¥[192.768.0.0 fEmm—
Spstern F
Fis Broadcast: v/|152.166.0.255 Apply
Log Interface: [local =]
o
Copy
Fadius
Toalz 2
Mew Terminal |dizabled |

« MakeMikrotik NAT

Network Address Translation or more commonly neféto as NAT is a method to
connect more than one computer to the Internetar&twsing a single IP address.
Number of use of this method due to limited avalighof IP addresses, the need for
security , and the ease and flexibility in netwadministration.

Currently, the widely used IP protocol is IP vers#é (IPv4). With a length of the
address 4 bytes means that there are 2 to the B2ve#r,294,967,296 IP addresses
available. This amount is theoretically the numiiiecomputers that can directly
connect to the internet. Because of this limitatiwost of the ISPs (Internet Service
Provider) will only allocate one address for oneruend this address is dynamic,
meaning that a given IP address will be differamrg time the user connects to the
Internet. This will make it difficult for business to lower middle class. On the one
hand they need more computers are connected totdreet, but on the other hand
only one IP address which means there is only ongater that can connect to the
internet. This can be overcome by using NAT. ByNgateways that run on one
computer, one IP address can be shared with seatbieal computer and they can
connect to the internet simultaneously.

Suppose we want to hide the local network / LAK.188.0.0/24 202.51.192.42
behind one IP address provided by ISP, which wasuadeature of Mikrotik source
network address translation (masquerading). Masgugy changes the data packets
from the IP address and port from the network 1820.0/24 to 202.51.192.42
henceforth be forwarded to the global Internet oekw



To use masquerading, source NAT rule with actimmsquerade’ should be added to
the firewall configuration:

[ropix@ATGSOLQ > /ip firewall
acti on=nasquer ade out-interface=public

If using Winbox, will look like this:

nat add chai n=srcnat

-
Bioge Fle s NAT ‘Mangle Servce Porls Conmectiong - Aothess Liss
P } .
| SIS 00 Reset Counters | 00 Rleset N Caurtes
Rotng | . .
§ Achon Chan S bddess S Pot (I Inter.. Dif Addess Det Pt Oub It Profo.. Bytee  Packels
Pats o el ol puble N2ME a2
NARul 1 I il_ B [ il
General ‘ Advanced | Extiall Action S tatistics General  Advanced  Extra Action |Statistics
Chain: Is[cnad =l Eerie] Action: R
Sre. Address: | hd
Dist. Address: | b
Frotocal: | b
Sic. Port; | -
Dz, Part; | -
In. Interface: | b

Out. Interface; [ I public hd I -

Packet Mark: |

Cannection b ark: |

Routing Mark: |

Connection Type: |

|disabled |

|disabled |

* Asatransparent web proxy mikrotik

One function is to store the proxy cache. If d@\LAses a proxy to connect to the
Internet, it is done by the browser when a useess®s a web server URL is to take
these requests on a proxy server. Whereas ifdtseisl not contained in the proxy
server then proxies to pick up directly from thebveerver. Then the request is stored




in the cache proxy. Furthermore, if there arentievho make requests to the same
URL , it will be taken from the cache. This willake access to the Internet faster.

How to ensure that each user accessing the Intémoeigh a web proxy that we have
enabled? To this we can apply the transparentypktith transparent proxy, every
browser on computers that use this gateway autoatigtigoes through a proxy.

Enabling web proxy in mikrotik fiture:

[ropi x@ATG SOLQ > /ip proxy set enabl ed=yes
[ropi x@ATG SOLQ > /ip web-proxy set
cache-admi ni strator= ropi x. fauzi @ nf oasi a. net
[ropi x@ATG SOLQ > /ip web-proxy print

enabl ed: yes

src-address: 0.0.0.0

port: 3128

host nanme: "I ATG SOLO'
transparent - proxy: yes
parent-proxy: 0.0.0.0:0
cache-admi nistrator: "ropix.fauzi @nfoasia.net”
max- obj ect-si ze: 8192Ki B
cache-drive: system

max- cache-size: unlinmted

max- ram cache-size: unlinted
status: running
reserved-for-cache: 4733952Ki B
reserved-for-ramcache: 2048Ki B

Make a rule for transparent proxy on the fireW T, precisely there masquerading
under the rule for NAT:

[ropix@ATG-SOLQ > /ip firewall nat add chai n=dstnat in-
i nterface=local src-address=192.168.0.0/24 protocol =tcp dst-port=80
action=redirect to-ports=3128

[ropix@ATG-SOLQ > /ip firewall nat print

Flags: X - disabled, I - invalid, D - dynamc

0 chai n=srcnat out-interface=public action=nasquerade

1 chai n=dstnat in-interface=local src-address=192.168.0.0/24
protocol =tcp dst-port=80 action=redirect to-ports=3128

In Winbox:

1. Enable web proxy on the menu IP> Proxy> Aceé&sttings (check box enabled)



Interfaces
Bridge
IP
Rauting
Ports
[ueues
Drivers
Spstem
Files
Log
SHMP
Users
Radius

Tadls

I IP Proxy

Access | Direct ‘ Cornections ‘

Il Web Proxy Settings

¥ Enabled
Pt {3126

Patent Prosy: |-|

Parent Prawy Port: |-|
599

|—
|—

Mar. Client Connections:

Max. Server Connections; [939

Parameter settings on the IP menu> Web Préxygess Settings> General

IF
Fouting
Ports
Hueues
Drivers
Syztem
Files

Log
SHMP
sers

R adius
Tonls
Mew Termninal
Telnet
Pazsword

Certificate

Make Supout.rif

b anual

Exit

Il Yeb Proxy

Arccess ‘ Cache | Direct |

(=] []5¢] (] [[sotings |

Hozthame: FI 1ATG-50L0

¥ Tranzparent Prosy
T
T

Cache Adrministratar: Flmpix@infoasia.net

I aximum Dbject Size: |81 92 kiB
Iunlimited Vl KiE
Iunlimited "l FiB

Dizable

Clear Cache

Parent Proxw: ; r
ormat Drive

Farent Proxy Port:

NG

Check Drive

Cache Drive: Isystem
b &ximumn Cache Size:

b aximum Bakd Cache Size:

|di3abled |running

ttl |Slc. Address |D$t. Address |Dst. Port |L|F|L |p‘-‘-.cti|:|n |
H 2 block telnet & spam e-mail relaying
i ¥ 0.0.0.0/0 0.0.0.040 23-25 dery
; | o e
A e d.. | deny
i General |5tatu3| ok, Ltik... | deny
i Clic... |deny
5 S, Address: |_|| Cancel e | dery
H Pait: A bogl... | dery
k3128
H o I v sl e.d... [deny

EE @ Settings
11‘ ‘Methud |5rc:. Address |Dst.Host ‘Dsl. Address Dst Port Path |ﬁctiun
11 ;2 block telnet & spam e-mail relaying
n_ o B deny



3. Make a rule for transparent proxy on the mi&ruFirewall> NAT

e

Bridge Fiter Rules NAT ‘Mangle Service Ports Corvections  Addhess Lists

£ / EH @ 00 Reset Counters || 00 Reset Al Counters

' ¥
Fodng 11‘ ‘hetion ‘Ehain ‘Src. fddress ‘Src. Fart ‘In. Inter...‘Dst.Address |Dsl. Fart ‘Dut. Inl...‘Prntn...‘Bytes ‘F‘ackets ‘
A . Flns.. sone bl Q5N 5042
Muetes H 2| redr.. detnat 19276810, lncal Al Bliep)  15.3KR 7

o

Il NAT Rule <192.168.0.0/->any:80> x| Il NAT Rule <192.168.0.0/->any:80> =l
BT ‘.&dvanced Extra | Action | Statistics General | Advanced | Extra  Action |Statistics
Chair: |dstnat =l Cancel Action: Iredirect =l Cancel

Src. Address: [ [192.168.0.0/24 - Apply To Parts: [3128

Dst, Address: | hd

Pratacol: rIB[tCD] "I -

Src. Port: | i

Dst. Port: rIBD -
In. Interface: |_||cn::a| 'I -
Out. Interface: | b
Packet Mark: | hd
Connection Mark: | b
Rowting b ark: | A
Connection Type: | bt

|dizabled [ |dizabled [

* Transparent proxy with proxy serversseparate/ independent

MikroTik Web Proxy built in according to my obsations not so good compared to
the squid proxy in Linux, squid in Linux has molexibility to be modified and
diconfigure, eg for delay-pool feature and ACLdighat include files, not in the proxy
series 2.9.x.

Usually most people prefer to create their owrxprgervers, with PC Linux /
FreeBSD and live directing all clients to the PC.

Topology PC proxy can be in a local network onggpublic ip.

Configuration almost similar to the transparermtqyy the difference is in the action
NAT rule is as follows:



Il NAT Rule <192.168.0.0/->any:80> Il NAT Rule <192.168.0.0/->any:80> x|
General |Advanced Extra  Action  Statistics oK Gereral  Advanced  Ewta Action | Statistics
Chairy: Idstnat j Cancel Action: Idst-nat j Cancel

Sic. Address: |-|192.158.D.D£24 - Apply To Addreszes: |192.188.D.1DD

192.168.0.100
Dsh, Address: - Disabla To Parts: |8080 Disable

Pratocal: |_|B [tep] vl -
Sre. Part: l— v Copy
Dst. Part: rIBD - Remave

In. Interface: rllocal Yl -
Out. Interface: 7

Packet Mark: ,— -
Connection Mark: -
Routing b ark: ,— -

Connection Type: hd

[disabled [ [disabled |

Carmment Comment

Copy

Hefe Fiel,
elle

Remave

In the above example 192.168.0.100 is the IP psexyer port 8080
e Mikrotik asabandwidth limiter

Mikrotik can also be used for bandwidth limiteuéye). To control the data rate
allocation mechanism.

In general there are 2 types of bandwidth manageatehe proxy, the simple queue
and queue trees. Please use one only.

The next tutorial mikrotik all settings using Wt because it is more user friendly
and efficient.

Simple queue:

For example we will limit the bandwidth of theestit with ip 192.168.0.3 that is for
upstream and downstream 128kbps 64kbps

Settings on the menu Queues> Simple Queues

Interfaces Il Queue List

Bridge Simple Qusues | Irterface Queues  Queus Tree  Queue Types
I3 r EE |z| |l:ll:l Reset Counters || 00 Reset All Counters |
i [*
ovtig tl| |Name |Target Address |F‘acket ...|Max Upload...|MaH Doawnl... |Upl0ad Rate |Downl0ad |Queued Bytes |Uploaded B...|D0wnloade... |
Poits q Soclientd  152168.0.3 Bk 128k ElGEbps  189kbps DE/DB 2661 KiB 51 MiE
s n & clienti1  152168.0.111 128k 512k 96.8 kbps 33 kbps 74 KIB/E 17868KE  11.3ME
Queuetree

Click the ip> firewall> magle



Ineraces
Bridge Filter Rules  NAT Mangle |Service Ports | Connections | Address Lists
IP » |E||E| |l:ll] Reset Counters ||l:ll] Reset All Counters |

i [*
Routing #l |Acti0n |Chain |Src. Address |Src...|ln. I...|Dst...|Ds...|Dut....|F'r... |New Packet... | Mew Conne... |Bptes Packets
Parts A # mar... forward 192168.0.3 clingt3-com 0B
MvEiEs A # mar... fonward clinet3 0B

B Mangle Rule <192.168.0.3/>

Il Mangle Rule <192.168.0.3/>
General |Advanced Extra | Achion | Statistics oK - Gereral | Advanced | Extra Action |Statistics ok

Chain: IfDlW&ld d Cancel Actiorn: Imalk connection j Carcel
Sre. Address: |_|1 92.168.0.3 - Apply Mew Connection Mark: Iclinet3-con vl Apply
Dist. Address: hd Disable W' Passthough Disable

Protocol: l— - Comment

Src. Port: l— - Copy

Crst. Part: l— - Remove
S I ¢

In. Interface: hd
Out. Interface: hd

Packet Mark: l— -
Connection Mark: l— -
Riouting Mark: l— -

Connection State: -
Connection Type: -

[disabled [ [disabled |

Carmmnent

Copy

Ilfe ek,
el glel,

Femave

Make a rule (click the + red) with the followingqameters:
On the General tab:

Chain = forward,

Src.address = 192.168.0.3 (or ip who want thet)imi

On the Action tab:

Action = mark-connection,

New connection-mark = client3 con (or the naméefmark we created a
distinguished conection)

Click Apply and OK

10



H Il Mangle Rule

i General |.~’-‘-.dvanced Extra  Action  Statistics

B Mangle Rule <192.168.0.3/>

- General Advanced Estra Action |Stalistics

X X
Lo ||
Chair: Iforward LI Cancel Action: Imark connection j Cancel

Src. Address: | - Mew Connection b ark: ICIinetS-con ;I

Dist. Address: | - [ Passthrough

src. Port | -

Drgt. Plort: | -
P2F: | -
In. Interface: | -
Out. Interface: | -
Packet Mark: | -
Connection Mark: |-IC|inel3-cor'] vI 'y
Routing Mark: | -
Connection State: | -
Connection Type: | -

[disabled [ [dizabled [

Create another rule with the following parameters:

On the General tab: chain = forward,

Connection mark = client3-con (choose from dropalomenu)

On the Action tab:

Action = mark-packet,

New pcket Mark = client3 (or the name of the paeke created a distinguished

mark)

Click Apply and OK

Click the Queues> Queues Tree

11



Interfaces
Bridge Simple Queues | Interface Queues  Queue Tree | Queus Types
IP y EIEI @ |DD Reset Counters || 00 Reset All Counters |
i 2

Riouting |Name |F'arent |F'acket Mark, # |Limit.t'3.t |Max Lirnit |Hate ||§!ueued Bytes |Bytes
Parts & client111-in | public client111 0 1024k 127 kb... OB
s £ client111-up local client111 0 1024k 11.9kb... OB

= & client3-in public clinet3 0 Bk Obps OB
Dirivers & client3-up  local clinet3 0 32 Obps OB
Suzhem I

Make a rule (click the + red) with the followingqameters:

Il Queue <client3-in=

General | Statistics

Ok

Marne: Iclient3-in

Cancel

Parent: I public

Packet kark: Iclinet3

=

Queue Type: Idefault

Pricrity: IEH

mitat [ it
MaxLimic M[6ak  bitsds
Biurst Lirmit: |‘|— bits 'z
Burst Threshald: |'|— bitsds
Burst Tinne: |‘|— g

Apply
Dizable

Copy

FelilefEp,

Remaove

[dizabled |

Il Queue <client3-up=>

General | Statistics

0K

I anne: Iclient3-up

Cancel

Parent: I local

Packet Mark: Iclinet3

Queue Type: Idefault

Priarity: IS

tmeat [ bitsss
MaxLimit W[32 bits/s
Burst Limit: I‘|— bitz/z
Bust Thieshold: [ bits/s
Burst Time: I'|— 3

Apply
Dizable

Copy

elifslep,

Remaove

|disabled |

On the General tab:

Name = client3-in (eg),

Parent = public (which is the direction of outgpinterface),

Mark = client3 Package (choose from the dropdqust,that we make to magle)

Queue Type = default,

Priority = 8,

Max limit = 64k (for setting the bandwidth max dolead)

Click aplly and Ok




Create another rule with the following parameters:

On the General tab:

Name = client3-up (eg),

Parent = local (as an interface into which di@t}j

Mark = client3 Package (choose from the dropdqust,that we make to magle)

Queue Type = default,

Priority = 8,

Max limit = 64k (for setting max upload bandwidth)

Click aplly and Ok

Mikrotik asBridging

Bridge is a way to connect two separate netwogkmests together in a protocol
itself. Packages that are forwarded based on Eghaddresses, not IP addresses
(such as routers). Because the packet forwarding dt Layer 2, all protocols can be
via a bridge.

So the analogy is like this, you have a local mekni92.168.0.0/24 gateway to an
ADSL modem which also as a router with a local%2.168.0.254 and public ip
222.124.21.26.

You want to create a proxy server and proxy a¥\arBanagement for all clients.
Well want to put the location for the PC mikroti¥mong the hub / switch and
gateway / modem? Do not be like him as a NAT aradave to add 1 block io

private again different from the gateway modem?

The solution set as a bridging proxy, so seolah@rly bridge between UTP cable
only. Topology as follows:

Internet---------- Moderm/router----------- MikrotHe------ Switch/Hub-----Client
Setting bridging using Winbox
1. Add a bridge interface

Click the Interface menu and then click the + dmadd a red color interface, select
the Bridge

13



B

etes
Bridge
==

F EoIP Tunnel i |Type |MTL|
Riouting I IF Tunnel Ethermnet 1F
Ports Bonding Etherret 1E
Dueues YLAM

Bridge
Drivers
Sustem F

to name bridge interface, eg, we named bridgel

X
General | STP Status | Traffc
Marme: [bridgel] Cancel
Type: |Bridge Apply
MTU: [1500 | Disabie |
4RP: [enabled =~

[disabled ~ [running

2. adding ether interface on the local and pubtierface

Click the IP> Bridge> Ports, then click the + stgradd a new rule:

Make 2 rules, to local and public interface.

I Eridge Port <unknown

Il Bridge Port <unknown>

x| x|
General | Status General | Status
Interface: [local =l Cancel Interface: | public = Cancel
Bridge: | bridge1 =l Bridge: | bridge =]
Pririty: [128 Priority: [128
Path Cost: [10 Path Cost: [10
[disabled |dizabled |dizabled |disabled

3. Giving IP address to bridge interface

Click the IP menu and then click the + sign to addnterface IP, eg 192.168.0.100,
select bridgel interface (or the name of the bridtgrface that we created earlier)

14



x
Addiess: [192.168.0.100/24 oK
Network: | Cancel

Bioadeast: [~ | Apply
Iterface: [bidgel 7|
[disabled [

By giving the IP address on bridge interface,ghaxy can be either remote from the
network which is connected to a local interfacéher public.

Mikrotik asMRTG / Graphing

Graphing is a tool in mokrotik enabled to monitbanges in the parameters at any
time. Changes that change the form of graphs aptcghd can be accessed using a
browser.

Graphing can display the information in the form:

* Resource usage (CPU, Memory and Disk usage)

* Traffic passing through the interfaces

* Traffic through simple queues

Activating the function grapping

Click the Tools menu> Graphing> Resource Rules

Is to enable graphing for Mikrotik resource usayile allow address is anywhere

IP that can access these charts, 0.0.0.0 / Olfgr atidress.
Allow Address: [0.0.0.0/0 oK
v Stare on Disk

Cancel
Apply

Copy

Tl ),

Remave

Click the Tools menu> Graphing> Interface Rules

Is to enable graphing for monitoring traffic pagsthrough the interface, please
select which interface you want monitored, or gelait” for all.
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Il New Interface Graphing R x|

Interface: | al j Ok
Allows Address: |0.0.0.0/ Cancel
IV Stare on Disk Apply
Copy
Remove

Graphing consists of two parts, first to colledbrmation / data that both show in a
web format. To access the graphics, type the UR the formathttp://

[Router IP_address] / graphs/ and choose from the menus there, where you want to
display graphics.

Sample results graph for traffic public interface:

Interface Statistics

public
Lastupdate: Sat May 5 11:44:19 2007

"Daily” Graph (5 Minute Average)
300.00 Kb

E 2z5.00 ko
g

1
¢ 150.00 Kb
2

o
5 75.00 Ko
&

a1l fLic

4 6 & 1o 12 14 16 18 20 22 0 2 4 6 8 10
Mlaxn: 28700 Kb Average [n: 2345Kh  Current [n: 2722 Kh
Max Cut: 69 90 Kb Average Out: 16 26 Kh Current Out: 930 Kh

0.00 Kb

Similarly, the authors convey a little tutorial fast sharing the knowledge or
simplify for easy understanding of the tutorialattare already available on the
official site mikrotik.

Warmest Regards,

Anung Muhandanu
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