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Objective of the Manual

This laboratory manual is prepared to help and guide Network Administration trainees to understand
the general concepts of Computer Network and its practical application using Windows Server 2012
R2 operating system. This manual has been classified in to five (5) parts and seventeen (17) chapters.
After successfully completing the training session using this manual, trainees are expected to
understand and be able to implement the following topics:

e Computer Network

e Network Topologies

e Networking devices

e Making Straight-Through, Crossover and Rollover cables

e Network protocols

e OSI reference model and layers

e [P addressing and Subnetting

e Windows Server 2012 R2 installation and administration

e Adding Roles and Features

e Domain Name System (DNS)

e Active Directory and Active Directory Domain Name Service

e Fine-Grained password policies in Active Directory Domain Name Service

e Shared folder setup

e File server and Disk quota management

e Group Policy Management

e Audit policy

e Dynamic Host Configuration Protocol (DHCP)

e Configuration of File transfer protocol (FTP)

e Install and configure a print server

e Backup and Restore

¢ Removing roles and features from Windows Server 2012 R2



Required Hardware, Software and Network tools

Hardware, Software and Network tools required for the practical session are listed in the following

tables:
No. Required Hardware Description
Computer Used to as a main working area by running the virtual
machine workstation
Switch/Hub Used to interconnect the different network devices that
we have
Printer (if available) Used to work on the installed print server.
No. Required Software Version Description
1. | Virtual Machine Workstation 12 Pro Used to run Windows server 2012
and Windows seven operating
systems simultaneously.
2. | Windows Server 2012 R2 Data center | Used to working on it as a
Network Administrator
3. | Windows Operating System Any versions of | Serves us as a client machine
Windows 7
No. Required Network tool Description
1. | Cable (UTP Cat 5 and above) Used to make a Straight-through, Crossover and
Rollover cable arrangements.
2. Crimper Used to affix a connector to the end of a cable.
3. RJ 45 Used to connect to the network through cables
4. Tester Used to test the strength and connectivity of our
crimped cables.




Part I: Introduction to Computer Networks

Chapter One: Computer Network

1.1 Introduction

A computer network is a system in which multiple computers are connected to each other to share
information and resources.

A Computer Network

1.2 Characteristics of a Computer Network

e Share Resources from one computer to another.

e Create files and store them in one computer, access those files from the other computer(s)
connected over the network.

e Connect a printer, scanner, or a fax machine to one computer within the network and let other
computers of the network use the machines available over network.
1.3 Categories of Computer Networks

1. Based on size, ownership, the distance it covers:

1.3.1 Personal Area Network (PAN)

Personal area network is acomputer network used for data transmission amongst devices such
as computers, telephones, tablets and personal digital assistants. PANs can be used for

1



communication amongst the personal devices themselves (interpersonal communication), or for
connecting to a higher level network and the Internet (an uplink) where one "master" device takes up
the role as internet router.

» Wired Personal Area Network: The data cable is an example of the above PAN. This is also a
Personal Area Network because that connection is for the user’s personal use. PAN is used for
personal use only.

» Wireless Personal Area Network: - is a low-powered PAN carried over a short-
distance wireless network technology such as: INSTEON, IrDA, Wireless USB, Bluetooth, Z-Wave,
ZigBee, and Body Area Network.

1.3.2 Local Area Network (LAN)

LAN is a group of computers and associated devices that share a common communications line or
wireless link to a server. Typically, a LAN encompasses computers and peripherals connected to a
server within a distinct geographic area such as an office or a commercial establishment. Computers
and other mobile devices use a LAN connection to share resources such as a printer or network
storage. Ethernet and Wi-Fi are the two primary ways to enable LAN connections. Ethernet is a
specification that enables computers to communicate with each other. Wi-Fi uses radio waves to
connect computers to the LAN. Other LAN technologies, including Token Ring, Fiber Distributed
Data Interface and ARCNET, have lost favor as Ethernet and Wi-Fi speeds have increased. The rise
of virtualization has fueled the development of virtual LANSs, which allows network administrators to
logically group network nodes and partition their networks without the need for major infrastructure
changes.

Local Area Network



1.3.3 Metropolitan Area Network (MAN)

Metropolitan area network is designed to extend over an entire city; it may be a single network or
interconnected Local Area Networks.

Metropolitan Area Network

1.3.4 Wide Area Network (WAN)

Slightly more complex than a Local Area Network (LAN), a WAN connects computers together
across longer physical distances. This allows computers and low-voltage devices to be remotely
connected to each other over one large network to communicate even when they are miles apart. The
Internet is the most basic example of a WAN, connecting all computers together around the world.
Because of a WAN’s vast reach, it is typically owned and maintained by multiple administrators or
the public.

Wide Area Networ



Interprocessor Processors Example

distance located in same
1m Square meter Personal area network
10 m Room ]
100 m Building > Local area network
1 km Campus
10 km City Metropolitan area network
100 km Country )
1000 ki Continent ~ Wide area network
10,000 km Planet i The Internet

Distance coverage areas of Network categories summary

2. Based on Functional Relationship:

The functional relationship category of a computer network is also referred to as architecture of the
network; this includes the type of computers on the network and determines how network resources
are handled.

The two common types are:

e Peer-to-peer

e Client-Server

1.3.5 Peer to Peer Network (P2P)

It is a type of decentralized and distributed network architecture in which individual nodes in the
network (called "peers™) act as both suppliers and consumers of resources. In other words, Networks
in which all computers have equal status are called peer-to-peer or P2P networks. In a peer-to-peer
network, tasks (such as searching for files or streaming audio/video) are shared amongst multiple
interconnected peers who each make a portion of their resources (such as processing power, disk
storage or network bandwidth) directly available to other network participants, without the need for
centralized coordination by servers.
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Peer-to-Peer Network Model
Advantages:

e Easytosetup
e Less expensive
e Demands moderate level of skill to administer

e User is able to control their own resources

Disadvantages:

e Only works with less than ten nodes
e Very low level of security

e Performance suffers when a computer is accessed

Peer-to-peer networks are good choices for environments where:

e There are 10 users or fewer

e Users share resources, such as printers, but no specialised servers exist

e Security is not an issue

e The organization and the network will experience only limited growth within the foreseeable

future



1.3.6 Client-Server Model

The client-server model of computing is a distributed application structure that partitions tasks or
workloads between the providers of a resource or service, called servers, and service requesters,
called clients. A server host runs one or more server programs which share their resources with
clients. A client does not share any of its resources, but requests a server's content or service function.
Clients therefore initiate communication sessions with servers which await incoming requests.
Examples of computer applications that use the client—server model are Email, network printing, and
the World Wide Web.

Server: - is a computer designed to process requests and deliver data to other (client) computers over
a local network or the internet with more RAM, larger hard disk and more processing capability.

Some examples of servers in Networking Environment:

File and Print Servers: manage user access and use of file and printer resources.

Application Servers: make the server side of client/server applications, as well as the data,
available to clients. An application server differs from a file and print server. With a file and
print server, the data or file is downloaded to the computer making the request. With an
application server, the database stays on the server and only the results of a request are
downloaded to the computer making the request.

Web servers deliver (serves up) Web pages.

Mail Servers: operates like application servers in that there are separate server and client
applications, with data selectively downloaded from the server to the client.

Fax Servers: manage fax traffic into and out of the network by sharing one or more fax
modem boards.

Directory Services Server: enable users to locate, store, and secure information on the

network.

Advantages of client/server architecture

All files are stored in central location

Network peripherals are controlled centrally

Backups and network security is controlled centrally
Users can access shared data which is centrally controlled

A server-based network can support thousands of users



Disadvantages of client/server architecture

e A special network operating system is needed

e More complex to install, configure, and manage

e Specialist staff such as Network Administrator is needed
e The server is expensive to purchase

e If any part of the network fails a lot of disruption can occur

Network

Client-Server Relationship

Server

il




1.4 Network Topology

The topology of a network defines how the nodes of a network are connected through communication
links. A network can be defined by a physical topology and a logical topology.

1.4.1 Physical Topology: defines how the nodes of the network are physically connected; it is
the arrangement or physical layout of computers, cables, and other components on the network and
can be referred as Physical layout, Design, Diagram or Map of the network. Bus Topology, Star
Topology, Ring Topology, Mesh Topology, Tree Topology, Daisy chain Topology and Hybrid
Topology are the main types of physical topology.

1.4.1.1 Bus Topology

All devices share a single communication line or backbone cable. A network that uses a bus topology
is referred to as a "bus network™ which was the original form of Ethernet networks. Ethernet 10Base2
(also known as thinnet) is used for bus topology. This network can still work if one of the computers
malfunctions. Terminators are required at both ends of the backbone cable.

Advantages:

e Easy to wire and less expensive
e |tis easy to extend a network by adding cable with a repeater that boosts the signal and allows

it to travel a longer distance

Disadvantages:

e Becomes slow by heavy network traffic with a lot of computer because networks do not
coordinate with each other to reserve times to transmit
o |t is difficult to troubleshoot a bus because a cable break or loose connector will cause

reflections and bring down the whole network
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1.4.1.2 Star Topology

Links the computers by individual cables to a central unit called hub, multiport repeater or
concentrator. The central point may be “passive”, “active”, or “intelligent”. A passive hub simply
connects the arms of a star, no signal regeneration is performed. An active hub is like a passive hub,
except that it regenerates signals. Intelligent hubs are not only regenerate signals but also perform
activities such as intelligent path selection and network management. When a computer or other
networking component transmits a signal to the network, the signal travels to the hub. Then, the hub
forwards the signal simultaneously to all other components connected to the hub. Ethernet 10BaseT is
a network based on the star topology. Star topology is the most popular way to connect computers in
a workgroup network.

Advantages:

e The failure of a single computer or cable doesn't bring down the entire network.
e fault identification and isolation are easy

e less expensive than mesh topology (but more expensive than others)

Disadvantages:

« Failure of the central unit causes the whole network failure
e Requires more cable length than a linear topology

e More expensive than linear bus topologies because of the cost of the concentrators
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1.4.1.3 Ring Topology

The nodes are joined by point-to-point connection to form a closed loop or ring. The signal is passed
along the ring in one direction, from device to device, until it reaches its destination; each device
incorporates a repeater to regenerate received signal before passing it. Some form of access control is
needed to determine which node and when will transmit the signal. The ring topology is commonly
used in token ring networks that the ring of a token ring network is concentrated inside a device
called a Multi-station Access Unit (MAU) and fiber Distributed Data Interface (FDDI) networks that
the ring in this case is both a physical and logical ring and usually runs around a campus or collection
of buildings to form a high-speed backbone network.

Advantages:

e Equal access for all users

e Each workstation has full access speed to the ring

e As workstation numbers increase performance diminishes slightly
e One computer cannot monopolize the network

e Easy to insert and remove a node
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Disadvantages:

e Costly wiring

e The number of edges involved in each communication will be very high resulting in high
signal attenuation and network blocking probability

e Failure of one computer can affect the whole network.

e Itis difficult to troubleshoot

e Adding and removing computers disrupts the network

Ring Topology

1.4.1.4 Mesh Topology

Every node in the network has a connection to each of the other nodes in that network. Every
connected device must have n-1 1/0 ports. A mesh topology can be afull mesh topology or
a partially connected mesh topology.

Full Mesh Topology

Every computer in the network has a connection to each of the other computers in that network. The
number of connections in this network can be calculated using the following formula (n is the number
of computers in the network): n(n-1)/2.

Partially connected Mesh Topology

At least two of the nodes in the network have connections to multiple other computers in that
network. It is an inexpensive way to implement redundancy in a network. In the event that one of the
primary nodes or connections in the network fails, the rest of the network continues to operate
normally.

11



Advantages:

Can handle high amounts of traffic, because multiple devices can transmit data
simultaneously.

A failure of one device does not cause a break in the network or transmission of data.
Adding additional devices does not disrupt data transmission between other devices.
fault identification and isolation are easy

privacy or security guaranteed

provides fault tolerance-if a wire or other components fails, data can travel along an alternate
path

Disadvantages:

The cost to implement is higher than other network topologies, making it a less desirable
option (The amount of cabling and 1/O ports needed is very expensive)
Building and maintaining the topology is difficult and time consuming.
The chance of redundant connections is high, which adds to the high costs and potential for

reduced efficiency.

Mesh Topology
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1.4.1.5 Tree Topology

Tree topology is the most common form of network topology in use presently; imitates as extended
Star topology and inherits properties of Bus topology.

Tree topology divides the network in to multiple levels of network. Mainly in LANSs, a network is
divided into three types of network devices. The lowermost is access-layer where computers are
attached. The middle layer is known as distribution layer, which works as mediator between upper
layer and lower layer. The highest layer is known as core layer, and is central point of the network,
i.e. root of the tree from which all nodes divide.

Core [Layer

Tree Topology

1.4.1.6 Daisy Chain Topology

Connects all the hosts in a linear fashion; Similar to Ring topology, all hosts are connected to two
hosts only, except the end hosts, Means, if the end hosts in daisy chain are connected then it
represents Ring topology. Each link in daisy chain topology represents single point of failure. Every
link failure splits the network into two segments. Every intermediate host works as relay for its
immediate hosts.

Daisy Chain Topology
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1.4.1.7 Hybrid Topology

Contains more than one topology, inherits merits and demerits of all the incorporating topologies.

A8 5 AR

Hybrid Topology

1.4.2 Logical Topology: is bound to network protocols and describe how data is moved across

the network. In order to have an efficient system, the logical topology should be chosen. It is also an
important issue to select the logical topology for the simplicity of the routing.
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Chapter Two: Networking Devices

2.1 Introduction

All networks are made up of basic hardware building blocks to interconnect network nodes, such as
Network Interface Cards (NICs), Bridges, Hubs, Switches, and Routers etc. These devices also need
cables to connect them.so; we are going to discuss these important devices.

2.2 Network Cables

Network Cable is the medium through which information usually moves from one network device to
another. There are several types of cable which are commonly used with LANS. In some cases, a
network will utilize only one type of cable, other networks will use a variety of cable types. The type
of cable chosen for a network is related to the network's topology, protocol, and size. Understanding
the characteristics of different types of cable and how they relate to other aspects of a network is
necessary for the development of a successful network

The following are the types of cables used in networks and other related topics.

e Unshielded Twisted Pair (UTP) Cable
e Shielded Twisted Pair (STP) Cable

o Coaxial Cable

e Fiber Optic Cable

2.2.1 Unshielded Twisted Pair Vs Shielded Twisted Pair

Twisted pair cables are widely used in transmitting information, especially across great distances. The
twist in the wire cancels out any magnetic interference that may develop in the wiring. There are two
common types of twisted pair cabling, STP and UTP. The S stands for Shielded, the U stands for
Unshielded, and the TP stands for twisted pair for both. STP simply has additional shielding material
that is used to cancel any external interference that may be introduced at any point in the path of the
cable. UTP cables have no protection against such interference and its performance is often degraded
in its presence. Using STP cables ensure that you get the maximum bandwidth from your cabling
even if the external condition is less than ideal.

The biggest drawback to using STP cables is the higher cost. The shielding is an additional material
that goes into every meter of the cable, thereby raising its total cost. The shielding also makes the
cable heavier and a bit more difficult to bend or manipulate in any way. This is not a big issue but
something that users should know when choosing between STP and UTP.
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In terms of usage, UTP is the more prevalent and popular cabling that is used in most homes, offices,
and even in large scale businesses due to its lower cost. STP is commonly used by large scale
companies in high-end applications that require the maximum bandwidth. STP cables are also used in
outdoor environments where the cables are exposed to the elements.and manmade structures and
equipment that may introduce additional interference. Good examples of this would be the
telephone/internet cables that run from your home, to the junction box, down to the establishments of
your provider or ISP.

For most common uses, it does not really matter whether you use STP or UTP as both would
probably perform well. UTP is the more logical choice as it is cheaper and much_easier to find in the
majority of computer_ equipment retailers.

Summary:

STP cables are shielded while UTP cables are unshielded

STP cables are more immune to interference and noise than UTP cables
STP cables are better at maximizing bandwidth compared to UTP cables
STP cables cost more per meter compared to UTP cables

STP cables are heavier per meter compared to UTP cables

S o

UTP cables are more prevalent in SOHO networks while STP is used in more high-end

applications

Twisted Pair
Outer Jacket

O ,
W\/

W\/ Color-Coded
Plastic
' Insulation

Unshielded Twisted Pair

Shielded Twisted Pair (STP) Cable
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Table 1: UTP cable Categories

UTP Category

Data Rate

MAX-Length

Cable Type

Application

CAT1

Up to 1Mbps

Twisted pair

Old telephone
cable

CAT 2

Up to 4 Mbps

Twisted pair

Token ring
Networks

CAT 3

Up to 10Mbps

100m

Twisted pair

Token ring &
10BASE-T
Ethernet

CAT 4

Up to 16Mbps

100m

Twisted pair

Token ring
Networks

CATS5

Up to
100Mbps

100m

Twisted pair

Ethernet, Fast
Ethernet and
Token ring

CAT 5e

Up to 1Gbps

100m

Twisted pair

Ethernet, Fast
Ethernet and
Gigabit
Ethernet

CAT 6

Up to 10Gbps

100m

Twisted pair

Gigabit
Ethernet, 10G
Ethernet (55
meters)

CAT 6a

Up to 10Gbps

100m

Twisted pair

Gigabit
Ethernet, 10G
Ethernet (55
meters)

CAT7

Up to 10Gbps

100m

Twisted pair

Gigabit
Ethernet, 10G
Ethernet (100
meters)

v" The most commonly used Ethernet cable is Category 5 cable with a connector RJ-45.
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UTP Category 5 cable with a connector RJ-45

2.2.2 Coaxial Cable

A Coaxial cable is a cable used in the transmission of video, communications, and audio. This cable
has high bandwidths and greater transmission capacity. Most users relate to a coaxial or coax cable as
a cable used to connect their TVs to a cable TV service. However, these cables are also used in
networks and what allow a broadband cable Internet connection using a cable modem.

Outer Wrapper  Braided Shield ~ Dielectric

(Isolation)
l l l Main Conductor

Foil Sheild

Coaxial cable
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2.2.3 Fiber optic cable

A fiber optic cable defined in IEEE 802.8 is cable that contains optical fibers (usually glass) coated
in plastic that are used to send data by pulses of light. The coating helps protect the fibers from heat,
cold, electromagnetic interference from other types of wiring, as well as some protection from
ultraviolet rays from the sun. Fiber optics allow for a much faster data transmission than standard
copper wires, because they have a much higher bandwidth. They are common amongst corporate
networks or world-wide networks, such as Internet backbones, because of the capabilities of the
cable. In TV and stereo systems, an optical cable can be used to transmit sound from a DVD player
or TV to a sound system, such as a stereo receiver or sound bar. The optical cable can transmits high
quality of sound, ensuring little or no sound degradation.

Optical Fibers

Water Blocking
Binders
Flexible Buffer Tube
130 mm)
Aramid Strength Ripcord
Yarmns
Jacket
(polyethylene)

Fiber optic cable



2.3 Network interface card (NIC)

A network interface card is a piece of computer hardware designed to allow computers to
communicate over a computer network. It provides physical access to a networking medium and
often provides a low-level addressing system through the use of MAC addresses. It allows users to
connect to each other either by using cables or wirelessly. The NIC provides the transfer of data
in megabytes.

Network Interface Card (NIC)

Every device on a network that needs to transmit and receive data must have a network interface
card (NIC) installed. They are sometimes called network adapters, and are usually installed into one
of the computer's expansion slots in the same way as a sound or graphics card. The NIC includes
a transceiver, (a transmitter and receiver combined). The transceiver allows a network device to
transmit and receive data through the transmission medium. Each NIC has a unique 48-bit Media
Access Control (MAC) address burned in to its ROM during manufacture. The first 24 bits make up a
block code known as the Organizationally Unique Identifier (OUI) that is issued to manufacturers of
NICs, and identify the manufacturer. The issue of OUIs to organizations is administered by
the Institute of Electrical and Electronics Engineers (IEEE). The last 24 bits constitute a sequential
number issued by the manufacturer.

The Media Access Control (MAC) address is sometimes called a hardware address or physical
address, and uniquely identifies the network adapter. It is used by many data link layer
communications protocols, including Ethernet, the 802.11 wireless protocol and Bluetooth. The use
of a 48-hit address allows for 2*4(281,474,976,710,656) unique addresses. A MAC address is usually
shown in hexadecimal format, with each octet separated by a dash or colon,

For example: 00-60-55-93-R2-N7
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2.4 Repeater

A Repeater is an electronic device that receives a signal and retransmits it at a higher power level, or
to the other side of an obstruction, so that the signal can cover longer distances without degradation.
In most twisted pair Ethernet configurations, repeaters are required for cable runs longer than 100
meters away from the computer. As signals travel along a transmission medium there will be a loss of
signal strength i.e. attenuation. A repeater is a non-intelligent network device that receives a signal on
one of its ports, regenerates the signal, and then retransmits the signal on all of its remaining ports.
Repeaters can extend the length of a network (but not the capacity) by connecting two network
segments. Repeaters cannot be used to extend a network beyond the limitations of its underlying
architecture, or to connect network segments that use different network access methods. They can,
however, connect different media types, and may be able to link bridge segments with different data
rates.

Repeater

Repeaters are used to boost signals in coaxial and twisted pair cable and in optical fibre lines. An
electrical signal in a cable gets weaker the further it travels, due to energy dissipated in conductor
resistance and dielectric losses. Similarly a light signal traveling through an optical fiber suffers
attenuation due to scattering and absorption. In long cable runs, repeaters are used to periodically
regenerate and strengthen the signal.
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2.5 Hub

A Hub contains multiple ports. When a packet arrives at one port, it is copied to all the ports of the
hub for transmission. In a hub, a frame is passed along or "broadcast” to every one of its ports. It
doesn't matter that the frame is only destined for one port. The hub has no way of distinguishing
which port a frame should be sent to. Passing it along to every port ensures that it will reach its
intended destination. This places a lot of traffic on the network and can lead to poor network response
times. Additionally, a 10/100Mbps hub must share its bandwidth with each and every one of its ports.
So when only one PC is broadcasting, it will have access to the maximum available bandwidth. If,
however, multiple PCs are broadcasting, then that bandwidth will need to be divided among all of
those systems, which will degrade performance.

Network Hub

2.6 Bridge

A network Bridge connects multiple network segments at the data link layer (layer 2) of the OSI
model. Bridges do not copy traffic to all ports, as hubs do, but learn which MAC addresses are
reachable through specific ports. Once the bridge associates a port and an address, it will send traffic
for that address only to that port. Bridges do send broadcasts to all ports except the one on which the
broadcast was received.

Bridges learn the association of ports and addresses by examining the source address of frames that it
sees on various ports. Once a frame arrives through a port, its source address is stored and the bridge
assumes that MAC address is associated with that port. The first time that a previously unknown
destination address is seen, the bridge will forward the frame to all ports other than the one on which
the frame arrived.
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Bridges don't know anything about protocols, but just forward data depending on the destination
address in the data packet. This address is not the IP address, but the MAC (Media Access Control)
address that is unique to each network adapter card. The bridge is basically just to connect two local-
area networks (LANSs), or two segments of the same LAN that use the same protocol. Bridges can
extend the length of a network, but unlike repeaters they can also extend the capacity of a network,
since each port on a bridge has its own MAC address. When bridges are powered on in an Ethernet
network, they start to learn the network'’s topology by analyzing the source addresses of incoming
frames from all attached network segments (a process called backward learning). Over a period of
time, they build up a routing table.

The bridge monitors all traffic on the segments it connects, and checks the source and destination
address of each frame against its routing table. When the bridge first becomes operational, the routing
table is blank, but as data is transmitted back and forth, the bridge adds the source MAC address of
any incoming frame to the routing table and associates the address with the port on which the frame
arrives. In this way, the bridge quickly builds up a complete picture of the network topology. If the
bridge does not know the destination segment for an incoming frame, it will forward the frame to all
attached segments except the segment on which the frame was transmitted. Bridges reduce the
amount of traffic on individual segments by acting as a filter, isolating intra-segment traffic. This can
greatly improve response times.

23



2.7 Switch

The switch is a relatively new network device that has replaced both hubs and bridges in Local Area
Networks. A switch uses an internal address table to route incoming data frames via the port
associated with their destination MAC address. Switches can be used to connect together a number of
end-user devices such as workstations, or to interconnect multiple network segments. A switch that
interconnects end-user devices is often called a Workgroup Switch. Switches provide dedicated full-
duplex links for every possible pairing of ports; effectively giving each attached device its own
network segment, this significantly reduces the number of intra-segment and inter-segment
collisions. A switch normally has numerous ports, with the intention being that most or the entire
network is connected directly to the switch, or another switch that is in turn connected to a switch.

24 and 48 port Network Switches

2.8 Router

Router is a networking device that forward data packets between networks using headers and
forwarding tables to determine the best path to forward the packets. A network environment that
consists of several interconnected networks employing different network protocols and architectures
requires a sophisticated device to manage the flow of traffic between these diverse networks. Such a
device, sometimes referred to as an intermediate system, but more commonly called a Router, must
be able to determine how to get incoming packets (or datagrams) to the destination network by the
most efficient route. Routers gather information about the networks to which they are connected, and
can share this information with routers on other networks. The information gathered is stored in the
router's internal routing table, and includes both the routing information itself and the current status of
various network links. Routers exchange this routing information using special routing protocols.

A router is connected to at least two networks, commonly two LANs or WANSs or a LAN and its
Internet Service Provider's network. Routers are located at gateways, the places where two or more
networks connect, and are the critical device that keeps data flowing between networks and keeps the
networks connected to the Internet. When data is sent between locations on one network or from one
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network to a second network the data is always seen and directed to the correct location by the router.
The router accomplishes this by using headers and forwarding tables to determine the best path for
forwarding the data packets, and they also use protocols such as The Internet control message
protocol (ICMP) to communicate with each other and configure the best route between any two
hosts.

The Internet Control Message Protocol (ICMP) is a supporting protocol in the Internet protocol suite;
it is used by network devices, including routers, to send error messages and operational information
indicating, for example, that a requested service is not available or that a host or router could not be
reached

Router
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Chapter Three: Networking Cables Arrangement
3.1 Making Straight-Through, Crossover and Rollover Cables

3.1.1 Straight-Through cables

A straight through (Straight over) network cable acts as an extension enabling a device with a
network interface card to be attached to a network. A common form of network media is the UTP
Cat5 (Unshielded Twisted Pair Category 5) cable.

3 45 6 7 8 13455?3

h A I I
LI ange Elue Brown LI ange Elue
pair 2 pa|r1 pair4 pair 2 pa|r1

Straight-through

Emwn
pan 4

Ereen pair3 Ereen pair 3

The cables should have trimmed back at each end by approximately 13mm in order to expose the
wires for sorting. The wires should then be flattened out and sorted into the following order from left
to right; White/Orange, Orange, White/Green, Blue, White/Blue, Green, White/Brown, Brown.

At this point it is best to make sure that the wires are the same length and trim them as necessary. It’s
a good idea to check the order of the wires before moving onto the next stage to make sure that orange
and brown have not been mixed up as some white wires don’t have their markings colored clearly.
Once the wires are confirmed to be in the correct order then it is time to attach the RJ-45 connectors.
This is a simple case of pushing the wires in as far as they will go and then using a crimping tool to
secure them into place.

Once one end is done simply repeat the process for the second end, after that be sure to test the cable
with an appropriate device before using it in your network. RJ-45 connectors are the most common
form of connectors used on UTP Cat5 cables. The RJ simply means Registered Jack and the 45
designation specifies the pin numbering scheme. The cable itself contains four twisted pairs of wires
making a total of eight wires.
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3.1.2 Crossover cables

Crossover wired cables (commonly called crossover cables) are very much like Straight-Through
cables with the exception that TX and RX lines are crossed (they are at opposite positions on either
end of the cable. Using the 568-B standard as an example below you will see that Pin 1 on connector
A goes to Pin 3 on connector B. Pin 2 on connector A goes to Pin 6 on connector B etc. Crossover
cables are most commonly used to connect two hosts directly. Examples would be connecting a
computer directly to another computer, connecting a switch directly to another switch, or connecting
a router to a router.

Crossover Wiring Guide

0 NN R W N -

3.1.3 Rollover cables

Rollover cables have opposite Pin assignments on each end of the cable or in other words it is "rolled
over". Pin 1 of connector A would be connected to Pin 8 of connector B. Pin 2 of connector A would
be connected to Pin 7 of connector B and so on. Rollover cables, sometimes referred to as Yost
cables are most commonly used to connect to a devices console port to make programming changes
to the device. Unlike crossover and straight-wired cables, rollover cables are not intended to carry
data but instead create an interface with the device.

Rollover Wiring Guide




Table 2: The relationship among Network devices with cable arrangement

Hub Switch Router | Workstation
Hub Crossover | Crossover Straight Straight
Switch Crossover | Crossover Straight Straight
Router Straight Straight Crossover Crossover
Workstation | Straight Straight Crossover Crossover
Table 3: Cable Arrangement and RJ-45 Installation
PIN Color Pair Name
1 Orange-White 2 Transmit Data +
2 Orange 2 Transmit Data -
3 White-Green 3 Receive Data +
4 Blue 1 Not Used-POE
5 White-Blue 1 Not Used-POE
6 Green 3 Receive Data -
7 White-Brown 4 Not Used-POE
8 Brown 4 Not Used-POE
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3.2 Installation of Network cables practical steps:

1. Fit Boot - Expose 40mm Wires

2. Straighten Wires Put in Order
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3. Use Crimper to fit Wires

N.B. Fit to 13mm

5. Insert into RJ45 Connector

1

P
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7. Crimp Cable to RJ45 Connector

8. Completed Connection
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Chapter Four: Network Protocols

4.1 Introduction

A protocol is the special set of rules that end points in a Network connection use when they
communicate. Protocols specify interactions between the communicating entities; in other word it is a
set of rules that governs data communications.

A protocol defines what is communicated, how it is communicated, and when it is communicated
The TCP/IP Internet protocol is a common example protocol.

e Transmission Control Protocol (TCP), which uses a set of rules to exchange messages with
other Internet points at the information packet level

e Internet Protocol (IP), which uses a set of rules to send and receive messages at the Internet
address level

e Additional protocols that include the Hypertext Transfer Protocol (HTTP) and File
Transfer Protocol (FTP), each with defined sets of rules to use with corresponding programs

elsewhere on the Internet

The key elements of a protocol are:-

e Syntax: refers to the structure or format of the data.
e Semantics: refers to the meaning of each section of bits.

e Timing: refers to when data should be sent and how fast they can be sent.

> In a network environment each device must perform the same steps in the same way, so that the
data will arrive and reassemble properly; if one device uses a protocol with different steps, the
two devices will not be able to communicate with each other
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» Whether communication is one way or in both directions simultaneously.

% Such characteristics as voltage levels, timing of voltage changes, physical data rates,

maximum transmission distances, physical connectors, and other similar attributes are defined
by physical layer specifications.
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4.2 Change TCP/IP settings

TCP/IP defines how a computer communicates with other computers, to make it easier to manage
TCP/IP settings; the recommend one is using automated Dynamic Host Configuration Protocol
(DHCP). DHCP automatically assigns Internet Protocol (IP) addresses to the computers on your
network, if your network supports it. If you use DHCP, then you don't have to change your TCP/IP
settings if you move your computer to another location, and DHCP doesn't require you to manually
configure TCP/IP Settings, such as Domain Name System (DNS) and Windows Internet Name
Service (WINS). To enable DHCP or change other TCP/IP settings, follow these steps:

1. Open Network Connections by clicking the Start button, and then clicking Control Panel. In the
search box, type adapter, and then, under Network and Sharing Center, click View network
connections.

2. Right-click the connection that you want to change, and then click Properties. If you're prompted
for an administrator password or confirmation, type the password or provide confirmation.

3. Click the Networking tab. Under This connection uses the following items, click either
Internet Protocol Version 4 (TCP/1Pv4) or Internet Protocol Version 6 (TCP/IPv6), and then

click Properties.

= Local Area Connection Properties Seng Fesdback

”f'.’;':t?oﬁ(mg 1

Connect using:

w¥ Network Connection

This connection uses the following items:

[V o™ Client for Microsoft Networks

™ J8l QoS Packet Scheduler

v B File and Printer Sharing for Microsoft Networks
W & Intemet Protocol Version & {TCP/IPvE)
2B intemet Protocol Version 4 (TCP/IPv4)

W . Link-Layer Topology Discovery Mapper 1/0 Driver
W -2 Link-Layer Topology Discovery Responder

Install... Uninsta Properties
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

0K ] [ Cancel
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4. To specify IPv4 IP address settings, do one of the following:

4.1 To get IP settings automatically using DHCP, click Obtain an IP address automatically, and then
click OK.

4.2 To specify an IP address, click Use the following IP address, and then, in the IP address, Subnet
mask, and Default gateway boxes, type the IP address settings.

4.3 To specify IPv6 IP address settings, do one of the following:

4.5 To get IP settings automatically using DHCP, click Obtain an IPv6 address automatically and
then click OK.

4.4 To specify an IP address, click Use the following IPv6 address, and then, in the IPv6 address,
Subnet prefix length, and Default gateway boxes, type the IP address settings.

5. To specify DNS server address settings, do one of the following:

5.1 To get a DNS server address automatically using DHCP, click Obtain DNS server address
automatically, and then click OK.

5.2 To specify a DNS server address, click Use the following DNS server addresses, and then,
in the Preferred DNS server and Alternate DNS server boxes, type the addresses of the
primary and secondary DNS servers.

pe

Internet Protocol Version 4 (TCP/IPv4) Properties 7 ===
General ;Alternate Configuration |
You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

© Obtain an IP address automatically
Use the following IP address:

© Obtain DNS server address automatically

Use the following DNS server addresses:

6. To change advanced DNS, WINS, and IP settings, click Advanced.
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4.3 Open Systems Interconnection (OSI) Reference Model

Open System Interconnection (OSI) is the reference model for how applications can communicate
over a network. It was developed by the International Organisation for Standardisation (ISO) in 1984
and now days considered the primary Architectural model for inter-computer communications. A

reference model is a conceptual framework for understanding relationships.

Purposes of OSI reference model:
e To ensure greater compatibility and interoperability between various types of network

technologies.

e To describe how information or data makes its way from application programmes (such as
word processor) through a network medium (such as cable) to another application programme
located on another network.

e Todivide the problem of moving information between computers over a network medium into
SEVEN smaller and more manageable problems.

e To define how each layer communicates and works with the layers immediately above and
below it.

4.3.1 OSI Reference Model Layers

The main concept of OSI is that the process of communication between two endpoints in a network
can be divided into seven distinct groups of related functions, or layers. Each communicating user or
program is at a computer that can provide those seven layers of function. So in a given message
between users, there will be a flow of data down through the layers in the source computer, across the
network and then up through the layers in the receiving computer. The seven layers of function are
provided by a combination of Applications, Operating systems, Network card device drivers and
Networking hardware that enable a system to put a signal on a network cable or out over Wi-Fi or
other wireless protocol).

The Seven OSI Reference Model Layers:

v’ Each layer provides a service to the layer above it in the protocol specification.

v Each layer communicates with the same layer’s software or hardware on other computers.

v' The lower 4 layers (transport, network, data link and physical —Layers 4, 3, 2, and 1) are
concerned with the flow of data from end to end through the network.

v The upper three layers of the OSI model (application, presentation and session—Layers 7, 6

and 5) are orientated more toward services to the applications.
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v Data is encapsulated with the necessary protocol information as it moves down the layers

before network transit.

Application |=> Network Processes to Applications

' 6 |Presentation | = Data Representation

<
ﬂ Session - |[nterhost Communication

‘
4] Transport

-3 End-to-end Connections

—>» Address and Best Path

-3 Access to Media

2 | DataLink
' 1] Physical

—>» Binary Transmission

The seven OSI Reference Model Layers

Layer 7: Application

e The application layer is the OSI layer that is closest to the user.
e [t provides network services to the user’s applications.

e Contains all the higher level protocols that are commonly needed by users

Layer 6: Presentation

e The presentation layer ensures that the information that the application layer of one system
sends out is readable by the application layer of another system.

e If necessary, the presentation layer translates between multiple data formats by using a
common format.

e Provides encryption and compression of data.

Examples: - JPEG, MPEG, ASCII, EBCDIC, HTML.
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Layer 5: Session

e The session layer defines how to start, control and end conversations (called sessions)
between applications.

e This includes the control and management of multiple bi-directional messages using dialogue
control.

e keeping track of whose turn it is to transmit

e It also synchronizes dialogue between two hosts' presentation layers and manages their data
exchange.

e Preventing two parties from attempting the same critical operation at the same time.

e The session layer offers provisions for efficient data transfer.

e check pointing long transmissions to allow them to continue from where they were after a

crash

Examples: - SQL, ASP (AppleTalk Session Protocol).
Layer 4: Transport

e Accepts data from above, splits it up into smaller units if need be, passes them to the network
layer, and ensure that the pieces all arrive correctly at the other end
e The transport layer segments data from the sending host's system and reassembles the data
into a data stream on the receiving host's system.
e End-to-end error free delivery of entire message
e Services include:
v" Service port addressing
o Port number
v/ Segmentation /reassembly
v" Connection control
o Connectionless or connection oriented

v" Flow and error control
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Layer 3: Network

Defines end-to-end delivery of packets.

Defines logical addressing so that any endpoint can be identified.

Defines how routing works and how routes are learned so that the packets can be delivered.
The network layer also defines how to fragment a packet into smaller packets to accommodate

different media.

Examples: - IP, IPX, AppleTalk.

Layer 2: Data Link

Provides access to the networking media and physical transmission across the media and this
enables the data to locate its intended destination on a network.

Provides reliable transit of data across a physical link by using the Media Access Control
(MAC) addresses.

Uses the MAC address to define hardware or data link address in order for multiple stations to
share the same medium and still uniquely identify each other.

Concerned with network topology, network access, error notification, ordered delivery of
frames, and flow control.

Examples: - Ethernet, Frame Relay, FDDI.

Layer 1: Physical

The layer that actually interacts with the transmission media
The physical part of the network that connects network components together
Involved in physically carrying information from one node in the network to the next

The physical layer deals with the physical characteristics of the transmission medium.

Physical layer defines:

» Mechanical: the size and shape of the network connector, how many pins does the network

connector has and what each pin is used for.

» Electrical: how many volts represent a one (1) and how many a zero (0).

» Timing: how many nanoseconds a bit lasts.
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Part II: Internet Protocol (IP) Addressing & Sub-netting
Concepts

Chapter Five: Internet protocol (IP) Address

An Internet protocol address is an address used in order to uniquely identifies a device on an IP
network; in another word An IP address is the unique numerical address of a device in a computer
network that uses Internet Protocol for communication. The address is made up of 32 binary bits,
which can be divisible into a network portion and host portion with the help of a subnet mask. The 32
binary bits are broken into four octets (1 octet = 8 bits). Each octet is converted to decimal and
separated by a period (dot). For this reason, an IP address is said to be expressed in dotted decimal
format (for example, 172.16.81.100). The value in each octet ranges from 0 to 255 decimal, or
00000000 - 11111111 binary.

Here is how binary octets convert to decimal: The right most bit, or least significant bit, of an octet
holds a value of 2°. The bit just to the left of that holds a value of 2*. This continues until the left-
most bit, or most significant bit, which holds a value of 2”. So if all binary bits are a one, the decimal
equivalent would be 255 as shown here:

11111111
128 64 32 16 8 4 2 1 (128+64+32+16+8+4+2+1=255)
Here is a sample octet conversion when not all of the bits are set to 1.
01000001
064000001 (0+64+0+0+0+0+0+1=65)
And this sample shows an IP address represented in both binary and decimal.
10. 1. 23. 19 (decimal)

00001010.00000001.00010111.00010011 (binary)
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5.1 Types, Features and Classes of IP Address

5.1.1 Types of IP addresses

The IP addresses can be classified into two. They are listed below.
1) Static IP addresses

2) Dynamic IP addresses

5.1.1.1 Static IP Addresses

As the name indicates, the static IP addresses usually never change but they may be changed as a
result of network administration. They serve as a permanent Internet address and provide a simple
and reliable way for the communication. From the static IP address of a system, we can get many
details such as the continent, country, region and city in which a computer is located, The Internet
Service Provider (ISP) that serves that particular computer and non-technical information such as
precise latitude and longitude of the country, and the locale of the computer.

5.1.1.2 Dynamic IP Addresses

Dynamic IP addresses are the second category. These are temporary IP addresses. These IP addresses
are assigned to a computer when they get connected to the Internet each time. They are actually
borrowed from a pool of IP addresses, shared over various computers. Since limited numbers of static
IP addresses are available, ISPs usually reserve the portion of their assigned addresses for sharing
among their subscribers in this way.

» Static IP addresses are considered as less secure than dynamic IP addresses because they are
easier to track.

5.1.2 IP Version 4 and IP Version 6

The two versions of IP addresses currently running are IP versions 4 (IPv4) and IP versions 6 (IPv6).
There are many features with these two versions.

5.1.2.1 IP Version 6

The IPv6 is the most recent version of Internet Protocol. As the Internet is growing rapidly, there is a
global shortage for IPv4. IPv6 was developed by the Internet Engineering Task Force (IETF). IPV6 is
intended to replace the IPv4. IPv6 uses a 128-bit address and it allows 2128 i.e. approximately
3.4x1038 addresses. The actual number is slightly smaller as some ranges are reserved for special use
or not used. The IPv6 addresses are represented by 8 groups of four hexadecimal digits with the
groups being supported by colons. An example is given below:
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Eg: 2001:0db8:0000:0042:0000:8a2e:0370:7334

The features of IPv6

The main features of the IPv6 are :

v"IPv6 provides better end-to-end connectivity than IPv4.
Comparatively faster routing.

IPv6 offers ease of administration than IPv4.

More security for applications and networks.

It provides better Multicast and Anycast abilities.
Better mobility features than IPv4.

AN NN N NN

IPv6 follows the key design principles of IPv4 and so that the transition from IPv4 to IPV6 is

smoother.

These are the key features of the IPv6 when compared to the IPv4. However, IPv6 has not become
popular as IPv4.

5.1.2.2 IP Version 4

IP Version 4 (IPv4) was defined in 1981. It has not undergone many changes from that time.
Unfortunately, there is a need of IP addresses more than IPv4 could supply.

IPv4 uses 32-bit IP address. So the maximum number of IP address is 232—or 4,294,967,296.

This is a little more than four billion IP addresses. An IPv4 address is typically formatted as four 8-bit
fields. Each 8-bit field represents a byte of the IPv4 address. As we have seen earlier, each field will
be separated with dots. This method of representing the byte of an IPv4 address is referred to as the
dotted-decimal format. The bytes of the IPv4 are further classified into two parts, the Network part
and the Host part.

Network Part

This part specifies the unique number assigned to your network. It also identifies the class of network
assigned. The network part takes two bytes of the 1Pv4 address.

Host Part

This is the part of the IPv4 address that you can assign to each host. It uniquely identifies this
machine on your network. For all hosts on your network, the network part of the IP address will be
the same and host part will be changing.
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5.1.3 IP Address and Classes

The IP hierarchy contains many classes of the IP addresses. Broadly, the IPv4 addressing system is
divided into five classes of IP address. All the five classes are identified by the first octet of the IP
address.

The different classes of the IPv4 address are the following:
Class A address
Class B address
Class C address

Class D address

o ~ w0 N E

Class E address

5.1.3.1 Class A Address

The first bit of the first octet is always set to zero, so that the first octet ranges from 1 —> 127. The
class A address only include IP starting from 1.x.x.x to 126.x.x.x. The IP range 127.x.x.x is reserved
for loop back IP addresses. The default subnet mask for class A IP address is 255.0.0.0. This means it
can have 126 networks (27-2) and 16777214 hosts (224-2). Class A IP address format is
thus: ONNNNNNN.HHHHHHHH.HHHHHHHH.HHHHHHHH.

5.1.3.2 Class B Address

Here the first two bits in the first two bits are set to zero. Class B IP Addresses range from 128.0.x.x
to 191.255.x.x. The default subnet mask for Class B is 255.255.x.x. Class B has 16384 (2**) Network
addresses and 65534 (2'°-2) Host addresses. Class B IP  address format
is: LTONNNNNN.NNNNNNNN.HHHHHHHH.HHHHHHHH.

5.1.3.3 Class C Address

The first octet of this class has its first 3 bits set to 110. Class C IP addresses range from 192.0.0.x to
223.255.255.x. The default subnet mask for Class C is 255.255.255.x. Class C gives 2097152 (2%)
Network addresses and 254 (28-2) Host addresses. Class C IP address format
is: 1ZIONNNNN.NNNNNNNN.NNNNNNNN.HHHHHHHH

5.1.3.4 Class D Address

The first four bits of the first octet in class D IP address are set to 1110. Class D has IP address rage
from 224.0.0.0 to 239.255.255.255. Class D is reserved for Multicasting. In multicasting data is not
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intended for a particular host, but multiple ones. That is why there is no need to extract host address
from the class D IP addresses. The Class D does not have any subnet mask.

5.1.3.5 Class E Address

The class E IP addresses are reserved for experimental purpose only for R&D or study. IP addresses
in the class E ranges from 240.0.0.0 to 255.255.255.254. This class too is not equipped with any
subnet mask.

Given an IP address, its class can be determined from the three high-order bits (the three left-most
bits in the first octet), the below figure shows the significance in the three high order bits and the
range of addresses that fall into each class.

a 3 i 2 3 4 6§ & T @ 1 2 3 4 6 & T

AR AR RN RN A R

Class A [ 24 bits | Node id) ] 1.0.0.0 - 127.255.255.255

5 6 7T 0 1" 2 3 4 6 6 7T 0 8 2 3 46 8T 0123 466 T

AR R AN RN AR

Class® |1 o 18 bits (Nods 1D} | 128.0.0.0 - 191.255.255.255
L

3 1 9 [ S - 1 2 5 1 3 L1 r Y L 2 3 1 8 5 S 1 4 3 4
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Class C [« + « 21 bits 8 Bits (Node ID) ] 192.0.0.0 - 223.255.255.255
—'='- Net 1D -
1 2
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Class D 1 1 1 & I Muticast Group ID (2B bits) | 224.0.0.0 - 239 255 255 255
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5.2 Network Masks

A network mask helps you know which portion of the address identifies the network and which
portion of the address identifies the node. Class A, B, and C networks have default masks, also
known as natural masks, as shown here:

1. Class A: 255.0.0.0

2. Class B: 255.255.0.0

3. Class C: 255.255.255.0

4. We can’t have mix of 1s and Os in subnet mask. Only consecutive 1s is followed by consecutive 0s

Table 4: Default subnet masks for each Available TCP/IP network classes

Address Class Bits for Subnet Mask Subnet Mask
Class A 11111111 00000000 00000000 00000000 255.0.0.0
Class B 11111111 11111111 00000000 00000000 255.255.0.0
Class C 11111111 12112112 111121111 00000000 255.255.255.0

An IP address on a Class A network that has not been subnetted would have an address/mask pair
similar to: 8.20.15.1 255.0.0.0. In order to see how the mask helps you identify the network and node
parts of the address, convert the address and mask to binary numbers.

8.20.15.1 = 00001000.00010100.00001111.00000001
255.0.0.0=11111111.00000000.00000000.00000000

Once you have the address and the mask represented in binary, then identification of the network and
host ID is easier. Any address bits which have corresponding mask bits set to 1 represent the network
ID. Any address bits that have corresponding mask bits set to 0 represent the node ID.

45



8.20.15.1 = 00001000.00010100.00001111.00000001

255.0.0.0=11111111.00000000.00000000.00000000

netid | host id
netid = 00001000 =8

hostid = 00010100.00001111.00000001 = 20.15.1

Chapter Six: IPv4 — Subnetting

6.1 Introduction

A subnetwork or subnet is a logical subdivision of an IP network. The practice of dividing a network
into two or more networks is called subnetting. Subnetting an IP network is to separate a big network
into smaller multiple networks for reorganization and security purposes. All nodes (hosts) in a
subnetwork see all packets transmitted by any node in a network. Performance of a network is
adversely affected under heavy traffic load due to collisions and retransmissions.

6.2 Subnet Mask

A Subnet mask is a 32-bit number that masks an IP address, and divides the IP address into network
address and host address. Subnet Mask is made by setting network bits to all "1"s and setting host bits
to all "0"s. Within a given network, two host addresses are reserved for special purpose, and cannot
be assigned to hosts. The "0" address is assigned a network address and "255" is assigned to a
broadcast address, and they cannot be assigned to hosts.

In a Class A address, the first octet is the network portion, so the Class A has a major network
address of 1.0.0.0 - 127.255.255.255. Octets 2, 3, and 4 (the next 24 bits) are for the network manager
to divide into subnets and hosts as anyone sees fit. Class A addresses are used for networks that have
more than 65,536 hosts (actually, up to 16777214 hosts!).

In a Class B address, the first two octets are the network portion, so the Class B has a major network
address of 128.0.0.0 - 191.255.255.255. Octets 3 and 4 (16 bits) are for local subnets and hosts. Class
B addresses is used for networks that have between 256 and 65534 hosts.

In a Class C address, the first three octets are the network portion. The Class C has a major network
address of 192.0.0.0 - 223.255.255.255. Octet 4 (8 bits) is for local subnets and hosts - perfect for
networks with less than 254 hosts.

46



Table 5: Summary of IPV4 classes

Class A Networks

1.0.0.1to 126.255.255.254

Supports 16 million hosts on each of 127

Class B Networks

128.1.0.1 to 191.255.255.254

Supports 65,000 hosts on each of 16,000
networks

Class C Networks

192.0.1.1 to 223.255.254.254

Supports 254 hosts on each of 2 million

Class D Networks

224.0.0.0 to 239.255.255.255

Reserved for multicast groups.

Class E Networks

240.0.0.0 to 254.255.255.254

Reserved.

6.3 Understanding a Subnetting

Subnetting allows you to create multiple logical networks that exist within a single Class A, B, or C
network. If you do not subnet, you are only able to use one network from your Class A, B, or C
network, which is unrealistic.

Each data link on a network must have a unique network ID, with every node on that link being a
member of the same network. If you break a major network (Class A, B, or C) into smaller
subnetworks, it allows you to create a network of interconnecting subnetworks. Each data link on this
network would then have a unique network/subnetwork ID. Any device, or gateway, that
connects n networks/subnetworks has n distinct IP addresses, one for each network / subnetwork that

it interconnects.
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In order to subnet a network, extend the natural mask with some of the bits from the host ID portion
of the address in order to create a subnetwork ID. For example, given a Class C network of
204.17.5.0 which has a natural mask of 255.255.255.0, you can create subnets in this manner:

204.17.5.0- 11001100.00010001.00000101.00000000

255.255.255.224 - 11111111.11111111.11111111.11100000

By extending the mask to be 255.255.255.224, you have taken three bits (indicated by "sub") from
the original host portion of the address and used them to make subnets. With these three bits, it is
possible to create eight subnets. With the remaining five host ID bits, each subnet can have up to 32
host addresses, 30 of which can actually be assigned to a device since host ids of all zeros or all ones
are not allowed (it is very important to remember this). So, with this in mind, these subnets have been
created.

204.17.5.0 255.255.255.224  host address range 1 to 30
204.17.5.32 255.255.255.224  host address range 33 to 62
204.17.5.64 255.255.255.224  host address range 65 to 94
204.17.5.96 255.255.255.224  host address range 97 to 126
204.17.5.128 255.255.255.224 host address range 129 to 158
204.17.5.160 255.255.255.224 host address range 161 to 190
204.17.5.192 255.255.255.224 host address range 193 to 222
204.17.5.224 255.255.255.224 host address range 225 to 254
Example 1

Now that you have an understanding of subnetting, put this knowledge to use. In this example, you
are given two addresses / mask combinations, written with the prefix/length notation, which have
been assigned to two devices. Your task is to determine if these devices are on the same subnet or
different subnets. You can use the address and mask of each device in order to determine to which
subnet each address belongs.

DeviceA: 172.16.17.30/20
DeviceB: 172.16.28.15/20

Determine the Subnet for DeviceA:
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172.16.17.30 - 10101100.00010000.00010001.00011110

255.255.240.0 - 11111111.11111111.11110000.00000000

Subnet = 10101100.00010000.00010000.00000000 = 172.16.16.0

Looking at the address bits that have a corresponding mask bit set to one, and setting all the other
address bits to zero (this is equivalent to performing a logical "AND™" between the mask and address),
shows you to which subnet this address belongs. In this case, DeviceA belongs to subnet 172.16.16.0.

Determine the Subnet for DeviceB:
172.16.28.15- 10101100.00010000.00011100.00001111

255.255.240.0-11111111.11111111.11110000.00000000

Subnet = 10101100.00010000.00010000.00000000 = 172.16.16.0
From these determinations, DeviceA and DeviceB have addresses that are part of the same subnet.
Example 2

Given the Class C network of 204.15.5.0/24, subnet the network in order to create the network in the
below figure with the host requirements shown.

netd: 14 hosts netD: 7 hosts

netC: 2 hosts

netB: 28 hosts netE: 28 hosts

Looking at the network shown in the above figure, you can see that you are required to create five
subnets. The largest subnet must support 28 host addresses. Is this possible with a Class C network?
If so, then how?

You can start by looking at the subnet requirement. In order to create the five needed subnets you
would need to use three bits from the Class C host bits. Two bits would only allow you four subnets

(2%).
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Since you need three subnet bits that leaves you with five bits for the host portion of the address, how
many hosts do this support? 2° = 32 (30 usable). This meets the requirement.

Therefore you have determined that it is possible to create this network with a Class C network. An
example of how you might assign the subnetworks is:

netA: 204.15.5.0/27  host address range 1 to 30
netB: 204.15.5.32/27  host address range 33 to 62
netC: 204.15.5.64/27  host address range 65 to 94
netD: 204.15.5.96/27  host address range 97 to 126
netE: 204.15.5.128/27 host address range 129 to 158
Example 3

Here is a scenario where subnetting is needed. Pretend that a web host with a Class C network needs
to divide the network so that parts of the network can be leased to its customers. Let's assume that a
host has a network address of 216.3.128.0. Let's say that we're going to divide the network into 2 and
dedicate the first half to itself, and the other half to its customers.

216. 3.128. (0000 0000) (1st half assigned to the web host)
216. 3.128. (1000 0000) (2nd half assigned to the customers)

The web host will have the subnet mask of 216.3.128.128 (/25). Now, we'll further divide the 2nd
half into eight blocks of 16 IP addresses.

216. 3.128. (1000 0000) Customer 1 -- Gets 16 IPs (14 usable)
216. 3.128. (1001 0000) Customer 2 -- Gets 16 IPs (14 usable)
216. 3.128. (1010 0000) Customer 3 -- Gets 16 IPs (14 usable)
216. 3.128. (1011 0000) Customer 4 -- Gets 16 IPs (14 usable)
216. 3.128. (1100 0000) Customer 5 -- Gets 16 IPs (14 usable)
216. 3.128. (1101 0000) Customer 6 -- Gets 16 IPs (14 usable)
216. 3.128. (1110 0000) Customer 7 -- Gets 16 IPs (14 usable)

216. 3.128. (1111 0000) Customer 8 -- Gets 16 IPs (14 usable)

255. 255. 255. (1111 0000) (Subnet mask of 255.255.255.240)
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Part III: Administering Windows Server 2012 R2

Chapter Seven: Introduction to Windows Server 2012

Windows Server 2012 is the sixth release of Windows Server. It is the server version of Windows 8
and succeeds Windows Server 2008 R2. Two pre-release versions, a developer preview and a beta
version, were released during development. This software was generally available to the users starting
on September 4, 2012.

7.1 Installation of Windows server 2012

In this easy step by step guide, we will learn how to install and activate Windows Server 2012.

Before you start make sure you have the minimum requirements to install Windows Server on the
machine. The basic requirements are:-

Processor: minimum 1.4 GHZ
RAM: minimum 512 MB
Disk Space: 32 GB as a minimum disk space requirement

Other requirements:

e DVDdrive
e Super VGA (800 x 600) or higher-resolution monitor.

v" Now that we have everything we need, we can start:

» Insert the Windows Server 2012 DVD, and once you get the following message press Enter or
any key from your keyboard to boot from the setup.

Press any key to boot from CD or DUD
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1. Wait for a while till the setup loads all necessary files (Depending on your machine, it will take
couple of minutes)

2. Once the setup files are loaded, the setup will start with the following screen. You can change
these to meet your needs (the default values should be fine for now)

ER Windows Server2012

I
C——
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3. Once you click Next, you can start the installation, click “Install now”

&R Windows Server 2012

4. You will see the following screen, wait until it finishes loading

Setup is starting
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5. In the following setup screen, you will see four options. Select Windows Server 2012 Datacenter
Evaluation (Server With GUI) and click Next.

6. After you click Next from previous screen, Read the License terms, tick the “I accept the license
terms” and click Next.
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7. Now it will ask you for the drive (or partition) you want to install Windows on. Here the
installation is on the one partition. NOTE: This will remove the content of the partition. Either

you create a partition to install windows on, or you can test this on a testing machine.

8. Now once we picked our partition, clicking on next from previous screen will start the setup. This
process might take a while.

Getting (e ready for italation (45%)
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9. Once the setup is done, it will restart and start your Windows Server 2012 for the first time. It will
ask you then to set up a password for the Administrator user.

Settings

10. The setup will finalize your settings, might take a couple of minutes

. Finalizing your settings
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11. Once the setup is done, you can log in for the first time to your Windows Server, as the screen
says, press Ctrl+Alt+Delete to sign in, and use the password you set in the setup process.

Press Ctri+Alt+Delete to sign in

10:12

Thursday, March 5

12.0nce you Log in, Windows Server 2012 will show the Server Manager

[ Serwer Marer | = o

Congratulations! You have now Windows server 2012 Installed with Datacenter.
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7.2 Working as an Administrator on Windows server 2012

7.2.1 Rebooting the Server

To power down (or reboot) your server, move your mouse to the upper, right corner of the screen.
When you do, Windows will display a series of icons along the right side of the screen. Click the
Settings icon and you will be taken to the Settings page, which you can see in the below Figure. As
you can see in the figure, the bottom row of icons includes a Power button. You can use this icon to
shut down or to reboot the server.

Settings

7.2.2 Changing the name of the server

1. Click the Windows icon on the task bar.
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2. Right click on This PC and select Properties from the drop down options.

h =

Windows
Server Manager PowerShell

Unpin from Start

Manage

Properties
Map network drive
Disconnect network drive

Resize

Control Panel Internet Explorer

& M

Administrative
Tools File Explorer

Desktop
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3. On the right hand side of the System pop up window click Change settings.

+ |n¥| » Control Panel » Systermn and Security » Systern W G| | Search Control Panel » |

Control Panel Home . .. .
View basic information about your computer

@ Device Manager Windows edition
@ Remote settings Windows Server 2012 R2 Datacenter
#) Advanced system settings © 2013 Microsoft Corporation. All rights reserved. ==“Wi nd oOWwWSs Server°2012 R2
System
Processor: Intel(R) Core(TM) i7-3770 CPU @ 3.40GHz 3.40 GHz
Installed memory (RAM]):  1.00 GB
Systern type: 64-bit Operating Systern, x64-based processor
Pen and Touch: Mo Pen or Touch Input is available for this Display
Computer name, domain, and workgroup settings
Computer name: METUSER l@'Change settings
Full computer name: MNETUSER.aaucs.local
Computer description: Windows server 2012 R2
Workgroup: WORKGROUP

Windows activation

Windows is not activated. Read the Microsoft Software License Terms

Product ID: 00253-50000-00000-AA442 Activate Windows

See also
Action Center
Windows Update
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4. Next, to change the name of the server machine click Change.

Computer MName | Hardware | Advanced | Remote |

ml Windows uaes 'I-hi faollowing information te identify your computer
on the netwaork

Computer description: Wlindows server 2012 R2 |
For esmampls: 115 Production Server” or
“Accourting Server,

Waerkgroup: WORKGROUP

To rename this computer or change its domain or
workgreup, click Changs.

[ aK | [ cancel ||  Aeow |

5. To change the name of the server machine by our own need, delete the given name in the
Computer name field and write ours new name which we wants to give to the server, In this case,

The new name is “aaucsserver”.

"-'t"‘nuu-'lnd'whnm-'hd mmmbearship of this
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Computer Name/Domain Changes | X |

s £an changs the nama and the membership of this
computer. Changes might affect access to network nesources.

Computer name:

6. The restart operation is required to apply this change.

You must restart your computer to apply
these changes

Before restarting, save any open files and close all
programes,
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7.2.3 Accessing the Control Panel

The first way, Move your mouse to the upper, right corner of the screen and then click on Settings.
When the Settings page appears, click the Control Panel link.

Another way to access the Control Panel is to go into Desktop mode and then move your mouse
pointer to the lower left corner of the screen. When you do, the Start tile will appear. Right click on
this tile and a menu will appear. This menu contains an option to access the Control Panel.

Windows
PowerShell
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7.2.4 Accessing the Administrative Tools

There are a couple of different ways to access the administrative tools in Windows Server 2012. One
way involves using the Server Manager. As you can see in the below figure, the Server Manager’s
Tools menu contains all of the administrative tools that you are probably familiar with the other
previous versions of Windows Servers.

Server Manager * Dashboard @ F verage Toos

i Dachboard WELCOME TO SERVER MANAGER

B Local Server

?i All Servers o ~fiqure this local serve
B§ Filz and Storage Services B =

o us

B Print Services

WHAT'S NEW

LEARN MORE

ROLES AND SERVER GROUPS
. Security

i Fileand Storage

Services 1 e us 1 = Print Services 1

(® Manageability (®) Manageability (B Manageability

Events Events. Events

Services Services
Performance Performance Performance Performance

BPA results BPA results BPA results

The second way, make sure that you are looking at the Windows Start screen. This technique won’t
work if you are in Desktop mode. Now, move your mouse to the upper right corner of the screen
and then click on the Settings icon. When the Settings page appears, click on the Tiles link. As you
can see in the below Figure, there is a slide bar that you can use to control whether or not the
Administrative Tools are shown on the Start screen. You can see the Administrative Tools icon in
the lower left corner of the screen capture.
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7.2.5 Accessing Applications

To access all of the tiles that the Start screen is hiding, right click on an empty area of the Start
screen. When you do, a blue bar will appear at the bottom of the screen, as shown in the below

Figure, Click on the All Apps icon that appears on this bar.

Administrator g
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7.2.6 Creating a local user account in Windows server 2012

To create a local user account

e Open Computer Management.
e Inthe console tree, click Users.

Where?

e Server Manager\ Tools\ Computer Management\ Local Users and Groups

I Active Directory Module for Windows PowerShell

Component Services

| Computer Management
Defragment and Optimize Drives

Event Viewer

Internet Information Services (lIS) Manager
iISCSI Initiator

Local Security Policy

ODBC Data Sources (32-bit)

ODBC Data Sources (64-bit)

Performance Monitor

Print Management

Resource Monitor

Security Configuration Wizard

Services

System Configuration

System Information

Task Scheduler

Windows Firewall with Advanced Security
Windows Memory Diagnostic

Windows PowerShell

Windows PowerSheil (x85)

Windows PowerShell ISE

Windows PowerShell ISE (x86)

Windows Server Backup
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File Action View Help

< @ = B

E Computer Management (Local}] Mame
4 [} System Tools ik Systerm Tools
[ 9 Task Scheduler Bﬂuragg

i f& Event Viewer 7y Services and Applications
7 Shared Folders

Meore Actions

o= Device Manager
4 23 Storage
[ 5 Windows Server Backup
k5§ Disk Management
[ ﬂ; Senices and Apphcations

e Under Local Users and Groups select Users folder and on the Action menu, click New
User.

File | Action | View Help

4= -I Mew User... |@

& Refresh ) Mame Full Name | Actions

L oo e ——
E Help & Gus More Actions »

b [zl Shared Folders
4 3 Local Users and Groups
| Users
[] Groups
b @ Performance
&= Device Manager
4 23 Storage
[ ﬁ Windows Server Backup
i Disk Management
I+ ﬁ; Senaces and Applications £ | m >

Creates a new Local User account.
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Type the appropriate information in the dialog box.

MNew User _

User name: | |

Full name: | |

Descrption: | |

Password: | |

Confimn passwond: | |

User must change password at next logon
User cannot change password
Password never expires

[] Account is disabled

)
11}
o
i1}

Help

Select or clear the check boxes for:

YV V V

User must change password at next logon
User cannot change password

Password never expires

Account is disabled

Click Create, and then click Close.

Additional considerations:

To perform this procedure, you must provide credentials for the Administrator account on the
local computer (if you are prompted), or you must be a member of the Administrators group
on the local computer.

A user name cannot be identical to any other user name or group name on the computer that is
being administered. The user name can contain up to 20 uppercase characters or lowercase
characters, except for the following: <« « / \{}[]:;|=+,*?2< > @.
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> A user name cannot consist only of periods (.) Or spaces.

e InPassword and Confirm password, you can type a password containing up to
127 characters.

e The use of strong passwords and appropriate password policies can help protect your
computer from attack.

7.2.7 The Run Prompt and the Command Line

The Run prompt and the Command Prompt are both easily accessible. To reach these items, navigate
into Desktop mode. Upon doing so, move your mouse pointer to the lower, left corner of the screen.
When the Start tile appears, right click on it and you will see a menu listing options for Run,
Command Prompt and Command Prompt (Admin).

7.2.8 Configuring the Windows Firewall

It’s possible to control the Windows Firewall through group policy settings or manually. If you need
to access the Windows Firewall you can do so by opening the Server Manager and then choosing
the Windows Firewall with Advanced Security command from the Tools menu, as shown in the
below Figure.
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Computer Management

Defragment and Optimize Drives
Event Viewer

Hyper-V Manager

1SCS! Initiator

Local Secunty Policy

ODEC Data Sources (32-bit)
ODEC Data Sources (64-bat)
Performance Monitor
Resource Monitor

Security Configuration Wizard
Services

System Configuration

System Information

Windows Firewall with Advanced Security
¥ '\ N
Windows PowerShell
Windows PowerShell (x86)
1 Windows PowerShell ISE
Windows PowerShell ISE (x86)
Windows Server Backup

7.2.9 Adding Roles and Features

The easiest way to access the Add roles and features is to open the Server Manager and choose the
Add Roles and Features command from the Manage menu, as shown in the below Figure. This
causes Windows to launch the Add Roles and Features wizard. In many ways this wizard is similar to
what you might be used to in some of the previous versions of Windows Server, but there are a few
differences.

v @ l r Manage Tools View

Add Roles and Features

‘ Remove Roles and Features

Add Servers

Create Server Group

‘ Server Manager Properties
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When the wizard begins, click Next to bypass the Welcome screen. The next screen that you will see
asks you if you want to perform a Role based or a feature-based installation or if you would prefer
to perform a Remote Desktop Services installation. Unless you are configuring the server to run the
Remote Desktop Services, you should choose the Role Based or Feature Based Installation option.
Click Next to continue.

= Add Roles and Features Wizard [= =
S I e e s e R, DESTINATION SERVER
Select installation type el
Befors You Beain Select the installation type. You can install rofes and features on a running physical computer or virtual
- . - machine, or on an offline virtual hard disk (VHD).
Installation Type

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

_' Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

Cancel

The next screen that you will see is very different from anything that existed in previous versions of
Windows Server. This screen asks you where you would like to install the role or feature. Although
this is a seemingly simple question, the wizard gives you a few different options, as shown in the
below Figure.
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[ Add Roles and Features Wizard |;|i-

~t Aactimati;rm Ccor s s DESTINATION SERWER
S'S' 2CL destn .LJT on server BIUCITENET
. select a server or a virtual hard disk on which to install roles and features.

Installztion Type & Select a server from the senver pool

Server Roles Server Pool

Faztures

Filter: |

Mame IF Address Ciperating System

BAUCSSEVEr 192.168.0.1 Microsoft Windows Server 2012 R2 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline serverz and newly-added servers from which data
callection is still incomplete are not shown.

< Previous Mext > nska Cancel

In previous versions of Windows Server it was assumed that if you were installing a role or a feature
then you were performing the installation on the local server. Windows Server 2012 still allows you
to perform local installations of roles and features. As a matter of fact, this is the default behavior. If
you were to simply click Next on the screen above then the wizard would assume that the roles or
features that you choose later on will be installed on the local server. Although this is the default
behavior, it is not your only option.

If you look closely at the screen capture shown above, you will notice that the option that is selected
allows you to select a server from a server pool. In Windows Server 2012, a server pool is simply a
collection of servers that can be managed through Server Manager. As it stands right now, no
additional servers have been added to the server pool for the aaucsserver that was used to create the
figure above. If additional servers had been added to the server pool however, those servers would
appear directly beneath the server that is selected. We will show how to add a server to the server
pool on the next title.

The other option that appears on the screen capture is the option to select a virtual hard disk. Previous
versions of Windows Server required you to install roles and features on a running copy of Windows.
This is not the case in Windows Server 2012. It is actually possible to install a role or a feature on to a
virtual hard disk that contains a Windows Server installation that is not currently running.

When you click Next, you will see a screen displaying all of the various server roles that you can
install. The list of server roles really isn’t all that different from those found in Windows Server 2008.
When you make your selection you can click Next and you will be taken to the Features screen. Here
you can choose the features that you want to install.
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= Add Roles and Features Wizard = = -

DESTIMATION SERVER

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

ction - - ) A Active Directory Domain Services
] Actve Drector_',r Cer‘tlflate Ser\-'lces {AD DS} stores information about
[l tive Directory Domain Service objects on the network and makes
[[] Active Directory Federation Services this information available to users
and network administrators, AD DS

i . : . uses domain controllers to give
[] Active Directory Rights Management Services network users access to permitted

[] Application Server resources anywhere on the network
[] DHCP Server through a single logon process.

[] Active Directory Lightweight Directory Services

v| DNS Server (Installed)
[] Fax Server
i [®] File and Storage Services (1 of 12 installed)
[] Hyper-v
[] Metwork Policy and Access Services
[] Print and Daocument Services
[] Remote Access
[] Remote Desktop Services

| < Previous | | Mext > | nsta Cancel

When you click Next once again, you will see a confirmation screen that provides information about
the roles were features that are about to be installed. It is a good idea to take just a moment to read
this screen and verify that the roles or features that are about to be installed are the ones that you
intended. Assuming that all is well, you can click the Install button to perform the installation.

7.2.10 Adding Servers to the Server Pool

The advantage to populating the server pool is that doing so allows you to manage multiple Windows
servers through a single pane of glass.

If you want to add additional servers to the server pool, open Server Manager and choose the Add
Servers command from the Manage menu as shown in below figures.

-~ @ I l Manage Tools View Help

Add Roles and Features

Remove Roles and Features

[
Add Servers ‘

Create Server Group

Server Manager Properties
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2 Add Servers | = o .
Active Directory ous | import | Selected
= = Compute

Location: Bl zzucs » -\.E.')l

Operating System:| All T|

Mame (CN): |

Find Maw |
Mams Operating System
L

0 Computer(s) found 0 Com puter(s) selected
Help Ok Cancel

As you can see in the above figure, Windows provides three different methods for adding servers to
the server pool. In most cases, you will probably want to use the Active Directory tab. This tab
allows you to specify the names of computers that are registered in the Active Directory database.
You will notice in the figure above that Windows gives you the option of specifying the computer’s
location, and you can even filter the search results by operating system.

Another option is to specify computers by their fully qualified domain names or by IP address. This
can be accomplished through the DNS tab. The DNS tab is useful for adding computers that exist on
your network, but that are not members of an Active Directory domain. For example, edge servers are
almost never domain members.

Finally, the Import tab is used for importing large numbers of computers. This method allows you to

add all of the computers to a file, and then import that file rather than having to import each computer
individually. Once added, the servers in the pool will be accessible through the Server Manager.
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7.2.11 Working with Roles and Features

In the previous article | walked you through the process of installing roles and features onto Windows
Server 2012. | want to wrap up this series by showing you what to do after the roles and features have
been installed. If you look the figure in below, you will see the Server Manager dashboard. There
are several items on this screen that are worth paying attention to.

= Server Manager [-To =l
Server Manager * Dashboard
B Dashboard WELCOME TO SERVER MANAGER
i Local Server
s AnServers o g e T
i@ ADDS Ll TN ‘
& DNS QUICK START | Quick Start
&8 File and Storage Services P < Add rofes and features
T WHAT'S NEW
[Click aline itom to soloct
{an "Operational Focus™
| Each installed Role has it's own Tile "
LEASN MOSE 3 ;

ROLES AND SERVER GROUPS

P - File and Storage
i@ ApDs 1 2 DNS 1 ig 2 1
- — Services
1 A ity Manageabilty Manageability
Each Tile has several @ Manageability @ Manageability @ Manageability
entnes which present Events £

immediate red/green
visual feedback from o B

vents Events

Services Services Services

the Role such as - porformance Performance Performance
E vent Logs warning or \
errors, Serviceos that BPA results BPA results BPA results

are slopped, BPA
1ssues, olc
L

The first thing that you will probably notice is the big, orange section near the center of the screen.
This section is designed to help you to quickly get the server configured. As you can see in the figure,
this section contains links that you can click to add roles and features, add other servers to
manage, or to create server groups. As you have seen throughout this series, all of these tasks can be
performed manually, but if you forget how to do so then you can simply click on one of these links to
get the ball rolling.

The next most important thing is the column on the left. This column lists a number of different
Server Manager Views. At the moment the Dashboard view is selected, but you can switch to a
different view by clicking on the view.

Some of the views that are listed are standard for Windows Server 2012. The Dashboard, Local
Server, All Servers, and File and Storage Services views are created by default. There are also views
that may exist as a result of the way that you have configured your server. For example, in the figure
above the AD DS and DNS exist as a direct result of installing the corresponding roles and features.
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Part IV: Installation and configuration of several server
roles in Windows Server 2012 R2

Chapter Eight: Installation and Configuration of Domain Name
System (DNS)

8.1 What is DNS?

Domain Name System (DNS) is a hierarchical naming system for computer systems, services or for
that matter any resource participating in the internet. Much information with domain name is assigned
to each of the participants. DNS translates the names of domain into meaningful to humans into
binary identifiers that are associated with the equipment of network to locate and address these
devices.

= Setting up a Domain Name System (DNS) on Windows Server involves installing the DNS
Server Role.

8.2 Installation of Domain Name System (DNS) Role

Steps:

To add a new role to Windows Server 2012, you use Server Manager. Start Server Manager, click the
Manage menu, and then select Add Roles and Features.

[ Server Manager

Server Manager * Dashboard

2 Dashboard WELCOME TO SERVER MANAGER

i Local Server
lli Al Servers A g :
v Configure this local server
Wy File and Storage Services b i
QUICK START

2s and features

WHAT'S NEW

LEARN MORE
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» Click Next on the Add Roles and Features Wizard Before you begin window that pops up. If you
checked Skip this page by default sometime in the past, that page will, of course, not appear.

DESTINATION SERVER

Before you begin aaucssarvar

- 5 This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or

Instaliation Type hosting a website.
Server Selection

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Adminstrator account has 3 strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[(Prevrous [ Next > J l Install l[ Cancel J
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» Now, it's time to select the installation type. For DNS servers, you will be selecting the Role-
based or feature-based installation.

DESTINATION SERVER

Select installation type —

Select the installation type. You can install roles and features on a running physical computer or virtual

efors You B=gin
: s 2 machine. or on an offline virtual hard disk (VHD).

‘® Role-based or feature-based installation

Server Selection 3 3 s
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.
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» Next, you will choose which server you want to install the DNS server role on from the server
pool. Select the server you want, in our case there is one server named “aaucsserver” with IP
address 192.168.0.1 and the operating System is Microsoft Windows Server 2012 R2 Datacenter

and click Next.

DESTINATION SERVER

Select destination server Baueaseryer

Before You Begin Select a server or a virtual hard disk on which 10 install roles and features,

Installation Type @ Select a server from the server pool
DT o<+ it v

Server Roles Server Pool

Features

Filter: |

1P Address Operating System

192.168.0.1 Microsoft Windows Server 2012 R2 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection s still incomplete are not shown.
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> Next, Select “DNS Server” from “Add Roles and features Wizard” popup window

DESTINATION SEAVER

Select server roles =

Before You Begin Select one or more roles to install on the selected server.

Install atan T‘:,-",}E Mﬁ Mﬂpﬂgﬂ
Server selection [ . ) . Domain Name System (DNS) Server
e I o ottt s P
[ Active Directory Domain Services networks. DNS Server it easier to
Features [ Active Directory Federation Services manage when it i3 installed on the

- : , same server a3 Active Directory
[] Active Directory Lightweight Directory Services Doersbin Services. If you select the

[C] Active Directory Rights Management Services Active Directory Domain Sendices

[ Application Server role, you can install and cenfigure
DHCP Se DNS Server and Active Directory
- i Domain Services to work together.

] Fax Server

[®] File and Storage Senvices (1 of 12 installed)
D Hyper-V

[ Network Policy and Access Services

[C] Print and Document Services

] Remote Access

[] Remate Desktop Services

At this point, you will see a pop-up window informing you that some additional tools are required to
manage the DNS Server. These tools do not necessarily have to be installed on the same server you
are installing the DNS role on.

N.B If your working environment only does remote administration; you do not have to install the
DNS Server Tools.
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[ Add Roles and Features Wizard == e

DESTINATION SERVER

Select server roles

. AFJCERECSET
|JE|
x
Add features that are required for DNS Server?
The following teols are required to manage this feature, but do not Marne Systern (DMS) S

h&ve to be installed on the same sérver. name resolstion for TCR/P

. ) 5. DMNS Server is casier ta
4 Remote Server Administration Tocls wihaes it it ingtalied on the
4 Raole Administration Tools r a5 Active Directory

[Tools] DNS Server Tools Services, If you select the

irectory Domain Services

can install and configure
and Active Directory

[ inchsde management tocis (if appiicable

[<Previous | [ Nex> | [ instan | [ Cameet |

. . DEETINATION STRVER
Sclecl server roles awcaaer
Refare Yimi Ragin Gelect ore or more roles t= install on the selected server
Instalauon Iypc Rebes Cescrption
Server Sslecdon . S Twrnins Marme= Sysdem [CRE) S
_ [T Actree Wirectary Lerihcate Services Lo arcvides narme ti=n for TCP
[ Active Divectary Domais Servizes metwerke. DNS Server iz eazierto
Faatures L A i Pice: oy Frecderal oo S es marags when it 13 nstalize on the
CNS Server Active Di-ectary Lightwsight Direciory Se same server 83 Active Directory
55 O . ." ary 9 ght Diirectary 'j'rc“ U R | ST Y B
Lo~firmanon [ Active Divectary Rights Managemant Services Activa Diractory Damain Services
[ Appication Screer a rele, wou can inctall ard configure
[ DIICP Sever :'N‘.'v 5:crvcra-_n= HAcive Dhirectorny
o Sommn ervices to work together,
[] Fax Server
I+ [®] Filz and Ste-age Services (1 cf 12 inctalled)
[T Hyper ¥

[J Hetwerk Policy and Access Servces
[J Print and Cocarment Services

L] R=rrmsie &t ess

[] Remote Deskiop 3erizes

[ <rencus Bl meet> || | mean | Comca
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Next you should see the Features window. No need to make any changes here; just click Next, and
now there is an informational window about DNS Server and what it does, although one would
assume that if you've gotten this far, you are already aware of what it is. Click Next to move on.

DESTINATION SERVER

DNS Server s

Before You Begin Domain Name System (DNS) prowides a standard method for associating names with numeric Internet
addresses. This makes it possible for users to refer to network computers by using easy-to-remember

instaliation Type names instead of & long series of numbers, In addition, DNS provides & hierarchical namespace,

ensuring that each host name will be unique across a local or wide-area network. Windows DNS services

Server Selection

can be integrated with Dynamic Host Configuration Protocol (DHCP) services on Windows, eliminating
Sarver Roles the need to add DNS records as computers are added to the network.
Feaures

[ onssenver [

Confirmazion * DNS server inugn_tion with Actﬁw Directory _Domain §0~i¢0¢ automatically replicates DNS data
along with other Directory Service data, making it easier to manage DNS,
* Active Directory Domain Services requires a DNS server to be installed on the network, If you are
installing » domain controller, you can also install the DNS Server role using Active Directory Domain
Services Installation Wizard by selecting the Active Directory Domain Services role.

pr ] T e
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» This is the final confirmation screen before installation completes. You can check the box
to “Restart the destination server automatically”, if you like. Installing the DNS Server does not
require a restart, but unless you've planned for the downtime, keep that box unchecked, just in
case.

X ; g A DESTINATION SERVER
Confirm installation selections saucsienvar
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Insaliation Type [V] Restart the destination server automatically if required
Server Selection Optional features (such as administration tools) might be displayed on this page because they have
o fioke been selected automatically. If you do not want to install these optional features, click Previous to clear
DRV Sones their check boxes.
Featuras B
DNS Server DNS Server
Remote Server Administration Tools
Role Administration Tools
DNS Server Tools
Export configuration settings
Speafy an alternate source path
[Ereiem] [ ne> [ iestot_||_Goncel |
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» After you clicked “Install” button from the previous step; the installation process is staring and
click Close button when it finishes the installation process.

DESTINATION SERVER

Installation progress ssucssener

View installation progress

© Sstorting instaliation
C )

DNS Server
Remote Server Administration Tools
Role Administration Tools

=T i

You can close this wizard without interrupting running tasks. View task progress or open this
B} page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings
< Previous Next> | Ins?oil‘ ' Can(eﬂl
=
. OESTINATION SERVER
Installation progress sxcsener
View installation progress

o Feature installation
_—_——nn
Instaliation succeeded on saucsserver.

DNS Server
Remote Server Administration Tools
Role Administration Tools

. s i,

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

[,,< Previous | |  Next> | Cancel
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» Finally, The DNS Server role should be installed on your server. There should be a new DNS
Role tile in your Server Manager.

Server Manager

Server Manager * Dashboard @ |V anage oo
Dashboard
i Local Server 0 Configure this local server
ii All Servers
—
DNS o qr £ -
= 2 Add roles and features
WE File and Storage Services P
3 Add other servers to manage
WHAT'S NEW
4 Create a server group
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 2 | Server groups: 1 | Servers total: 1
® NS 1 i File and Storage 1
== B Services
@ Manageability @ Manageability .
Events Events
Services Performance
Performance BPA results
BPA results

=0 T = E A
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8.3 Configuration of a DNS Server

Within Server Manager, to configure the DNS Server, click the Tools menu and select DNS. This
brings up the DNS Manager window.

:]l I I'_l Manage Tools View Help

Component Services

Computer Management

Defragment and Optimize Drives

DNS |

The “DNS Manager” window looks like as shown below

& DNS Manager |;|E- |

File Action View Help

e E ez Hm i B
; DM MName
P AAUCSSERVER | AAUCSSERVER
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» Select your server on the left side of DNS Manager Window to open zone list.

File Action View Help
e z1EXEc= H= § E

& DNS Name

b | | AAUCSSERVER i Global Logs
[l Forward Lookup Zones
[ Reverse Lookup Zones
[ Trust Points

[] Conditional Forwarders
Root Hints

Forwarders
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> Right click on Forward Lookup Zones and click on New Zone from context menu to bring up
the New Zone Wizard.

File Action View Help
e nEcBeE § 8
£ DNS

4 F AAUCSSERVER @ Add a New Zone
b [f] Global Logs

Domain Mame Systemn (DM5) allows a DNS namespace to be divided into zones. Each zone
es information about one or more contiguous DMNS domains.

dd a new zone, on the Action menu, click New Zone.

Create a new zone.

v' A forward lookup zone is used for DNS clients to obtain such information as Internet Protocol
(IP) addresses that correspond to DNS domain names or services that is stored in the zone.
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> In the next window click Next.

Welcome to the New Zone
Wizard

 This wizard helps you create a new zone for your DMS

A zone franslates DMS names to related data, such as IP
addresses or network services,

To continue, dick Mext,
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> In the next step you can select the type of DNS you want to use. The primary zone will be located
on your server; the secondary zone will be located on another server. The secondary zone is used
in large networks for load balancing. Choose Primary zone and click on Next to continue.

Mew Zone Wizard -

Zone Type
The DMS server supports various types of zones and storage. j

Select the type of zone you want to areate;

(®) Primary zone

Creates a copy of a zone that can be updated directly on this server.

() Secondary zone
Creates a copy of a zone that exists on another server, This option helps balance
the processing load of primary servers and provides fault tolerance.

() Stub zone
Creates a copy of a zone containing only Name Server (MS), Start of Autharity
(504), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.

Store the zone in Active Directory (available only if DMNS server is a writeable domain

controller)
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» Enter a name for the new zone and click on Next button.

Zone Name
What is the name of the new zone?

The zone name spedfies the portion of the DNS namespace for which this server is
authoritative, It might be your organization's domain name (for example, microsoft.com)
or a portion of the domain name (for example, newzone. microsoft.com). The zone name is
not the name of the DNS server.

Zone name:

| aaucs. local

» Enter the new zone file name and click Next.

Zone File
‘fou can create a new zone file or use a file copied from another DNS server.

Do you want to create a new zone file or use an existing file that you have copied
fram another DNS server?

(®) Create a new file with this file name:

| aaucs.local.dns

() Use this existing file:

To use this existing file, ensure that it has been copied to the folder
2uSystemRoot3e\system32\dns an this server, and then dick Next.
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> Select “don’t allow dynamic updates”, Dynamic updates allows to DNS clients to register their
resource records in DNS database automatically, but if the network is small we can make updates
of DNS database manually.

Dynamic Update
You can specify that this DMS zone accepts secure, nonsecure, or no dynamic
updates,

Diynamic updates enable DMS dient computers to register and dynamically update their
resource records with a DMNS server whenever changes occour,

Select the type of dynamic updates you want to allow:

() Allow only secure dynamic updates {recommended for Active Directory)
This option is available only for Active Directory-integrated zones.

() Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.
ﬁl This option is a significant security vulnerability because updates can be
accepted from untrusted sources,

(#®) Do not allow dynamic updates
Diynamic updates of resource records are not accepted by this zone. You must update
these records manually.

o e

» Next click on Finish

Completing the New Zone Wizard

You have successfully completed the New Zone Wizard. You
specified the following settings:

Name: aaucs.local

Type: Standard Primary

Lookup type: Forward

File name: aaucs.local.dns v

Note: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To close this wizard and create the new zone, dick Finish.

[ <Back N Fnsn | [ cCancel |
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> In earlier step we have chosen “Do not to allow dynamic updates”’; so we should add records to
zone manually. First, add record of the server itself. To do this right click on zone name and click
on New Host (A or AAAA).

File Action View Help
s 2EXEBc=z HE § 84

é DMS Mame Type Data
4 ﬂ AAUCSSERVER g {same as parent folder) Start of Authonty (S04) [1], aaucsserver, hostmast...

b [ Global Logs g (same as parent folder) Mame Server (M5) 3aUCSSErVEr,
4 [ 7] Forward Lookup Zones

aaucs.
[ Reverse Lg Update Server Data File

B [ Trust Poin Reload

b [ Condition New Host (A or AAAA)...
Mew Alias (CMNAME)...

Mew Mail Exchanger (MX)...

Mew Domain...

Mew Delegation...
Other Mew Records...
DMSSEC

All Tasks

Yiew

Delete
Refrezh
Export List...

Properties

Create a new host resg

Help
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» Then the enter name and IP-address of the DNS Server in appropriate fields and then click Add
Host.

Mame (uses parent domain name if blank):

| EEUCSSET"U'Efl

Fully qualified domain name (FQDM):
| aaucsserver.aaucs.local,

IP address:
| 192.168.0.1

[ | Create assodated pointer (FTR) record

o The host record aaucsserver.aaucs.local was successfully created,

]
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» As you can see on the right side of the DNS Manager window, the new host is now created and
it’s possible to create records for client computers in exactly the same way.

File Action View Help
e 2EXEc=z He § 86

2 DNS Mame Type Data
A ﬂ AAUCSSERVER ] (same as parent folder) Start of Authority (SOA) [1], aaucsserver., hostrast...

4 [ Forward Lookup Zones
] Reverse Lookup Zones

[ Trust Points

p [0 Conditional Forwarders

I+ |&l] Global Logs {same as parent folder) Mame Server (NS) 3AUCSSENVET,
aaucssenver Host (A) 192.168.0.1 I
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> Next we have to add Reverse Lookup Zone. To do this right click on Reverse Lookup Zone and
click on New Zone to bring up the New Zone Wizard.

File Action View Help
I E REI T

£, DNS

4 3 AAUCSSERVER @ Add 2 NewZ
1 [z Global Logs
4 [ 7] Forward Lookup Zones

local The Domain Narme System (DMNS) allows a DMNS namespace to be divided into zones. Each zone
(2] saucsloca stores information about one or more contiguous DMS domains.

| Reverse Loskun T |

b [ Trust Poi New Zone...
» [ Conditio View .

new zone, on the Action menu, click Mew Zone.

Create a new zone.

Welcome to the New Zone
Wizard

This wizard helps you create a new zone for your DNS
server,

A zone translates DNS names to related data, such as IP
addresses or network services.

To continue, dick Next.

o
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v" Reverse lookup zone provides mapping from Internet Protocol (IP) addresses back to DNS
domain names.

» Choose Primary zone and click on Next to continue.

Zone Type
The DMS server supports various types of zones and storage.

Select the type of zone you want to areate:

(®) Primary zone
Creates a copy of a zone that can be updated directly on this server.

() Secondary zone
Creates a copy of a zone that exists on another server, This option helps balance
the processing load of primary servers and provides fault tolerance.

() Stub zone

Creates a copy of a zone containing only Name Server (MS), Start of Autharity
(504}, and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone,

[ | Store the zone in Active Directory (available only if DNS server is a writeable domain

controller)

S o [

> Select the type of IP-address, check on 1Pv4 and click on Next to continue.
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Reverse Lookup Zone Name
A reverse lookup zone translates IF addresses into DNS names.

Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPvG
addresses

(®) [Pv4 Reverse Lookup Zone

() IPvE Reverse Lockup Zone

» In Network ID field enter the first three octets of your DNS Server IP address.

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.

To identify the reverse lookup zone, type the network ID or the name of the zone.
(®) MNetwork ID:
|132 168 0

The network ID is the portion of the IP addresses that belongs to this zone. Enter the
network ID in its normal (not reversed) order.

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10.0 would create
zone 0. 10.in-addr.arpa.

) Reverse lookup zone name:
0.168. 192.in-addr.arpa
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» Just click on Next.

Zone File
You can create a new zone file or use a file copied from another DNS server,

Do you want to create a new zone file or use an existing file that you have copied
from another DMS server?

(®) Create a new file with this file name:

| 0.168. 192.in-addr.arpa.dns

() Use this existing file:

To use this existing file, ensure that it has been copied to the folder
eSystemRoot%\system32\dns on this server, and then dick Mext,
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» Check “Do not allow dynamic updates” and press Next.

Dynamic Update
You can specify that this DNS zone accepts secure, nonsecure, ar no dynamic
updates.,

Dynamic updates enable DMS dient computers to register and dynamically update their
resource records with a DNS server whenever changes ocour,

Select the type of dynamic updates you want to allow:

() Allow only secure dynamic updates (recommended for Active Directory)
This option is available only for Active Directory-integrated zones.

() allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.
& This option is a significant security wulnerability because updates can be
accepted from untrusted sources.

(®) Do not allow dynamic updates

Dynamic updates of resource records are not accepted by this zone, You must update
these records manually.

e [

» Click on Finish button and the DNS server is now configured and ready for use.

- Completing the New Zone Wizard
|
You have successfully completed the New Zone Wizard, You

> spedified the following settings:
Name: 0.168.192.in-addr.arpa A |
Type: Standard Primary
Lookup type: Reverse
File name: 0.168.192.in-addr.arpa.dns

Note: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Finish.
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» As you can see on the right side of DNS Manager Window, Reverse Lookup Zone is now
created.

5 DNS Manager == -

File Action View Help
= EEICEIEIEE

5 DNS Mame Type Status DMSSEC Satus
4 5 AALCSSERVER =] 0.168.192.in-addr.arpa Standard Primary Running Mot Signed
[ Global Logs

4 || Forward Lookup Zones

-/ aaucs.local
I+ || Reverse Lookup Zones
I [ Trust Points
b || Conditional Forwarders

8.3.1 Nslookup

Nslookup is a command line driven utility supplied as part of most Windows operating systems that

can reveal information related to domain names and the Internet Protocol (IP) addresses associated
with them.

Open your Administrator: windows PowerShell on your server or CMD on your windows client
machine and type Nslookup command.

c:\nslookup (Press enter)

Default Server: aaucsserver.aaucs.local (The default DNS Server)
Address: 192.168.0.1 (IP address of the default DNS Server)
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» Here for the first time when we are trying to run Nslookup command on powershell our server

name will be definitely expressed as an unknown.

W1ndows Powershe

Server:

Address: 192.168.0.1

Administrator: Windows PowerShell

opyright (C) 2013 Microsoft Corporation. All rights reserved.

The reason for this is the DNS server does not possess a record for the server itself. Or simply it does
not know what its own name is. By creating a New Pointer (PTR) static entry we can fix this and let

DNS server know its own name.

Follow the following Steps:

1. Open the DNS management console, go to your reverse lookup zone and right click on it and

select “New Pointer (PTR)”.

sl DMNS Manager -] -

File Action View Help

= HEXE = HmE 8 8=

=, DMS Mame Type Data

4 F AAUCSSERVER §—| (same as parent folder) Start of Authority (SOA) [1], saucsserver., hostmast...
[ | Forward Lockup Zones §—|(same as parent folder) Mame Server (MNS) @AUCSSENVET,
a || Reverse Lookup Zones

T R e m—

> Trust P Update Server Data File
I | Conditi Reload
B Global MNew Pointer (PTR)...

Mew Alias (CHNAME]...

Mew Delegation...

Cther Mew Records...

DMSSEC >
All Tasks 3
View 3
Delete

Refresh

Export List...

Properties

< m hislE

Create a new pointer rescurce record.
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2. In the New Pointer (PTR) window enter the IP address of DNS server and click Browse button
to select the host name of the server

Pointer (FTR)

Host IP Address:
| 192.168.0.]

Fully qualified domain name (FQDM):
| 0.168.192.in-addr.arpa

Host name:

Timestamp

Selection: | AAUCSSERVER

Record types:  [Hosts (A or AAAA Records)
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v|(Z]

Timestamp
Forward Lo...

Selection: |

Record types:  [Hosts (A or AAAA Records)

Look in: ||ﬁ Forward Lookup Zones
Records:

Type Data Timestamp
aaucs.local Standard ...  Running Mot Signed

Selection: | aaucs. local

Record types:  |Hosts (A or AAAA Records)

[ =
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Look in: | aaucs.local

v|[E]

Records:

Mame Type Data
g aaucsserver [glvEdl:Y] 192.168.0.1

Timestamp
static

Selection: | aaucsserver.aaucs. local

Record types:  [Hosts (A or AAAA Records)

Pointer (PTR) |

Host IP Address:

| 192,168.0.1

Fully qualified domain name (FQDM):

| 1.0.168. 192.in-addr.arpa

Host name:

| aaucsserver,aaucs. local
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3. Finally, go to Server Manager Tools menu and select Services option and find the DNS Server
service and right click on it and select Restart.

) | r Manage Tools View

"-|_|-'"l

Compaonent Services
Computer Management
Defragment and Optimize Drives
] DNS

Event Viewer

i5CSI Initiator

Local Security Policy

QDBC Data Sources (32-bit)
QDBC Data Sources (64-hif)
Performance Monitor
Resource Monitor

Security Configuration Wizard

Senvices

La Services \_l_- =

File  Action View Help
N EEEE N NN

.. Services (Local)

.. Services {Local)

DNS Server Mame - Description Status Startup Type  Log ~
. COM+ Event System Supports Sy.. Running  Automatic Loc
Step the SEWiC_E . COM+ System Application Manages th... Running  Manual Loc
Pause the SEfvice . Computer Browser Maintains a... Disabled Loc
Restart the service ) . . =
£ Credential Manager Provides se... Manual Loc
4 Cryptographic Services Provides thr.. Running  Autematic Met
Description: L DCOM Server Process Laun.,  The DCOM...  Running  Automatic Loc
Enables DNS clients to resolve DNS ¥ - - . . -
. - £ Device Association Service Enables pair... Manual (Trig.. Loc
names by answering DNS queries and ’ . ) .
dynamic DNS update requests. If this o Device Install Service Enables a c... Manual (Trig.. Loc
service is stopped, DNS updates will £ Device Setup Manager Enablesthe.. Running Manual (Trig.. Loc
not occur. If t:'s ser‘]'_c?l" glsablzd, . DHCP Client Registers an... Running  Automatic Loc
iatnii;efr:lcteos:taa; explicitly depend on : Diagnostic Policy Service The Diagno... Running  Autematic (0. Loc
% Diagnostic Service Host The Diagno... Manual Loc
‘. Diagnostic System Host The Diagno... Manual Loc
. Distributed Link Tracking Cl... Maintains li... Running  Automatic Loc
‘. Distributed Transaction Co... Coordinates.. Running  Automatic (D.. Met
5 DNS Client The DNS Cli...  Running  Autematic (T... MNet
':«; DMS Server Docesss Mutomatic
‘. Encrypting File System (EF5) Start Manual (Trig.. Loc
£ Bxtensible Authentication P, Stop Manual Loc
L Function Discovery Provide., Pause Manual Loc
i Function Discovery Resourc., Eiime Manual Loc .
\ < Restart ! ’
Extended A Standard
/( / All Tasks »
Stop and Start service DNS Server on Local Computer
Refrach
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» Now let’s run the Nslookup command on our server machine Administrator: Windows
PowerShell to check our DNS server able to know its own server name.

kY Administrator; Windows PowerShell M

Windows Powersne ) ) ) )
opyright (C) 2013 Microsoft Corporation. A1l rights reserved.

dministrator> nslookup

aaucsserver.aaucs. local
Address: 192.168.0.1

As you can see in the above figure our Default Server is recognized by the DNS server as
aaucsserver.aaucs.local (which is the name of the DNS server), so that we have successfully
installed The DNS Server on our windows server 2012 R2.
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Chapter Nine: Active Directory

9.1 Introduction

Active directory is a centralized and standardized system that automates network management of user
data, security, and distributed resources; Enables interoperation with other directories. Active
Directory is designed especially for distributed networking environments.

Active Directory features:

e Support for the X.500 standard for global directories.

e The capability for secure extension of network operations to the Web.

e A hierarchical organization that provides a single point of access for system administration.
(Management of user accounts, clients, servers, and applications, for example) to reduce
redundancy and errors.

e An object-oriented storage organization, which allows easier access to information.

e Support for the Lightweight Directory Access Protocol (LDAP) to enable inter-directory
operability.

» X.500 Directory Service is a standard way to develop an electronic directory of people in an
organization so that it can be part of a global directory available to anyone in the world with
Internet access. Such a directory is sometimes called a global White Pages directory. The idea
is to be able to look up people in a user-friendly way by name, department, or organization.

» LDAP (Lightweight Directory Access Protocol) is a software protocol for enabling anyone

to locate organizations, individuals, and other resources such as files and devices in a network,
whether on the public Internet or on a corporate Intranet.
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9.2 Active Directory Domain (AD Domain)

An Active Directory domain is a collection of objects within a Microsoft Active Directory network.
An object can be a single user or a group or it can be a hardware component, such as a computer or
printer. Each domain holds a database containing object identity information.

Active Directory domains are grouped in a tree structure; a group of Active Directory trees is known
as a forest, which is the highest level of organization within Active Directory. Active Directory
domains can have multiple child domains, which in turn can have their own child domains.
Authentication within Active Directory works through a transitive trust relationship.

Active Directory domains can be identified using a DNS name, which can be the same as an
organization's public domain name, a sub-domain or an alternate version (which may end in
Jocal). While Group Policy can be applied to an entire domain, it is typical to apply policies to sub-
groups of objects known as organizational units (OUs). All object attributes, such as usernames, must
be unique within a single domain and, by extension, an OU.

9.2.1 Microsoft Active Directory Domain Services (AD DS)

Active Directory Domain Services (AD DS) is a server role in Active Directory that allows
administrators to manage and store information about resources from a network, as well as
application data, in a distributed database. AD DS can also help Administrators manage a network's
elements (computers and end users) and reorder them into a custom hierarchy.

The structure of the hierarchy includes an Active Directory forest, the forest's domains
and organizational units in those domains. AD DS integrates security by authenticating logons and
controlling who has access to directory resources.

» An Active Directory forest is the highest level of organization within Active Directory. Each
forest shares a single database, a single global address list and a security boundary. By
default, a user or administrator in one forest cannot access another forest.

» An organizational unit (OU) is a container within a Microsoft Active Directory domain
which can hold users, groups and computers. It is the smallest unit to which an administrator
can assign Group Policy settings or account permissions. An organizational unit can have
multiple OUs within it, but all attributes within the containing OU must be unique. Active
Directory organizational units cannot contain objects from other domains.
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9.2.2 Installation of Active Directory Domain Services role

Requirements:

Minimum: 1.4 GHz 64-bit processor
Minimum: 512 MB RAM
Minimum: 32 GB or greater

Active directory Domain Name service installation in Windows Server 2012 is divided into the
following two parts:

1. Install Active directory Domain Services
2. Promote server as Domain controller

» Install Active Directory Domain Service

1. Add Roles and Features

First, Open server manager-> Select Add roles and features from Dashboard/Mange options.

* {S} | r Manage Tools View

Add Roles and Features

Remove Roles and Features

Add Servers

Create Server Group

Server Manager Properties

» Select Next on Add Roles and Features Wizard page.
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2. Installation Type

Select Role-based or feature-based installation option in Add Roles and Features Wizard page.

DESTINATION SERVER

Select installation type p——

Select the installation type. You can install roles and features on a running physical computer or virtual

gefore You Begin
g machine, or on an offfine virtual hard disk (VHD).

® Role-based or feature-based installation

Seryer Selection
= Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create 2 virtual machine-based
or session-based desktop deployment.

[ | B
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3. Select Server and Server Role

Select the server from the server pool. It will automatically show the server in the list. Typically,

you’ll see only your server in this list.

. . DESTINATION SERVER
Select destination server R
Before You Begin Select & server or a virtual hard disk on which to install roles and features.
Installation Type ® Select a server from the server pool
I O e o o
Server Roles Server Pool
Features
Filter: I
Name IP Address Operating System

2012 B2 Datacenter

19216801 Elicrosoft Windows Senver

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offling servers and newly-added sérvers from which data
gollection is still incomplete are not shown.

< Previous | Install | Cancel

112



= Select Active Directory Domain services in Role lists as shown below.

DESTIMATION SERVER
Select server roles e
Before You Begin Select one or more roles to install on the selected server.
Installaticn Type Roles Description
Server Selection — . . [~]  Active Directary Domain Services
e | I e
Active Directory Domain Serices obix on the and makes
Faatures [[] Active Directory Federation Services this information available to users
. . . . : . and network administrators. AD DS
Active Directory Ligh rectory
O i D! U_g tweight Di Smm uses domain controllers to ge
[ Active Directory Rights Management Services network users access to permitted
[ Application Server g|  resources anywhere on the network
(] DHCPS through a single logon process.
[w] DMS Server (Installed)
[[] Fax Server
b [®] File and Storage Services (1 of 12 installed)
O Hyper-v

[[] Metwork Policy and Access Services
[ Print and Document Services
[ Remate Access

[[] Remote Desktop Services

| <Previous | | Nea> | | instel || Concel |
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4. Add Features

After selecting Role it will pop up a window to install additional services, Choose add features from
popup window.

Add features that are required for Active Directory
Domain Services?

The following tocls are required to manage this feature, but do not
hawve to be installed on the same server.

[Tocls] Groeup Policy Management

4 Remote Server Administration Tools
4  Rele Administration Tools
4 AD DS and AD LDS Tools
4 AD DS Tools
[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools

Include management tools (if applicable)

Add Features

DESTINATION SERVER

Select server roles St

Before You Bzgin Select one ar more roles to install on the selected server.

Installation Typs Roles Description
—— [ Actve Directory Certificate Services 2] Active Direciory Domain Senices
f ony Dhom chjects on the network and makes
Featres [[] Active Directory Federation Services this information available to users
AD DS [] Active Directory Lightweight Directary Services fm"f’ﬁ':o‘;‘:ﬁ “D‘;:t”r’::;‘f;‘:: 23
Carfirmation [] Active Directory Rights Management Services network users access to permitted
[ Application Server p- FESOUTCEsS aW{ an the network
[] DHCP Server through a single logon process.
[¥] DNS Server (Installed)
[[] Fax Server
I [M] File and Storage Services (1 of 12 installed)
[ Hyper-v
[ Metwark Pelicy and Access Senvices |
[] Print and Docurnent Services
[] Remote Access
[] Remote Desktop Services 1
<Previous | | Mewt> | | insta Cancel
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» If you want to install any other additional features you can select from this page.

Select features

Before You Bagin
Insiallation Type
Server Selection
Server Roles

AD DS

Confirmation

Select one or more features to install on the selected server.

Features

(]

00RO000000O0OO

JMNET Framework 4.5 Features (2 of 7 installed)
Backgrownd Intelligent Transfer Service (BITS)
BitLocker Dirive Encrypticn

BitLocker Metwork Unlock

BranchCache

Chent for NFS

Data Center Bridging

Diirect Play

Enhanced Storage

Failowver Clustering

Group Policy Management

IS Hostable Web Core

Ink and Handwriting Services

DESTINATION SERVER
aaucsservar

Description

JNET Framework 3.5 combines the
power of the NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
yeur custamers’ personal identity
information, enable seamless and
secure commumnication, and provide
the ability to model a range of
business processes.
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» The next window is “AD DS” which describes about the AD DS and its functions.

Active Directory Domain Services W o
Before You Begin Active Directory Domain Services (AD DS) stores information about users, computers, and other devices

on the network. AD DS helps administrators securely manage this information and facilitates resource

Instzllation Typa sharing and collaboration between users. AD DS is also required for directory-enabled applications

Server Selection such as Microsoft Exchange Server and for other Windows Server technologies such as Group Policy.
Server Reles Things to note:
Features

* To help ensure that users can still log on to the network in the case of a server outage, install a
minimum of two domain controllers for a domain.

Confirmation * AD DS requires a DNS server to be installed on the network. If you do not have 3 DNS server
installed, you will be prompted to install the DNS Server role on this machine.

* Installing AD DS will also install the DFS Namespaces, DFS Replication, and File Replication services
which are reguired by AD DS,

e hets | [ e | [Coea]

116



5. Installation of Active Directory Domain Name Service

» Select Next in Add Roles and Features Wizard page.

» Confirm the installation selections. Check the Restart check box to restart server automatically
after installation and click “Install”

. i * DESTIMATION SERVER
Confirm installation selections ssucesarier
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type Restart the destination server automatically if required
Server S5alection Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear

server Roles their check boxes.

Features
AD DS Active Directery Domain Services
e e Group Policy Management

Remate Server Administration Tools
Rele Administration Teols
AD DS and AD LDS Tocls
AD DS Tools
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tocls

Export configuration settings
Specify an alternate source path

< Previous | | Mext = | Cancel
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> The installation starts and it takes some minutes to finish; after the installation is finished click
Close button.

Installation progress

DESTINATION SERVER

asucssenver

View installation progress

0 Feature installation
==

Instaliation started on aaucsserver

Active Directory Domain Services

Group Policy Management

Remote Server Administration Tools

Role Administration Tools
AD DS and AD LDS Tools
AD DS Tools

Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous ‘ ‘ Next > Close | ‘ Cancel
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9.2.3 Promote the Server as a Domain Controller

9.2.3.1 Server Notification to Promote

After installing Active directory services, select Promote server to a domain controller from the
server manager notification page.

Post-deployment Configuration

Configuration required for Active Directory Domain
Services at AAUCSSERVER

Promaote this server to a domain controller

o Feature installation
——
Configuration required. Installation succeeded on
A3UCSSErVer,

Add Roles and Features

Task Details

9.2.3.2 Deployment Configuration

Select Deployment option as per your requirement. Here we are installing our first Active directory in
our server, so we have to select “Add a New Forest”.

Active Directory Domain Services Configuration Wizard = | = _
- - - TARGET SERVER
Deployment Configuration S esmever
Deployment Configuration .
Select the deployment cperation
2 Add a domain controller to an existing domain
0 Add a new domain to an existing forest
® Add a new forest
Specify the domain information for this operation
Root domain name:
More about deployment configurations
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» Next, Give the root domain name, in our case as you can see in the below figure the root domain
is “aaucs.local”.

TARGET SERVER

Deployment Configuration i

Domain Controller Options

Select the deployment operation
) Add & domain controller 1o an existing domain

Additional Cptions ) Add a new domain to an existing forest
Fathsg % Add & new forest
Review Options

Specify the domain information for this operation
Prerequisites Check
Foot domain name: saucslocal

More about deployment configurations

e e e
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9.2.3.3 Domain Controller Options

Select forest and domain functional level. You have to also set your DSRM password here.

Next screen is DNS delegation; if you have any other DNS in your network you can delegate the
DNS options. This screen might display this message: “A delegation for this DNS server cannot be
created because the authoritative parent zone cannot be found”.

TARGET SERVER

Domain Controller Options

Select functional level of the new forest and root domain

Deployment Configuration

— Forest functional level: | Windows Server 2012 R2 |~
DNS Options
Additional Options Domain functional level: l Windows Server 2012 R2 l - I
Paths

Specify domain controller capabilities

Review Options [v] Domain Name System (DNS) server

Prerequisites Check [V Global Catalog (GC)

[] Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password
Password: oy

Confirm password: sssessene

More about domain controller options

— W=
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9.2.3.4 NetBIOS and Directory Path

> Enter NetBIOS name in the next screen.

TARGET SERVER

Additional Options i

Deployment Configuration

oy fo Verify the NetBIOS name assigned to the domain and change it if necessary
Domain Controller Opticns

DNS Options The NetBIOS domain name: AAUCS
Paths

Review Options

Prereguisites Check

Maore about additional options

=] [ | e
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» Next, select the folder path for Active directory database files; by default it will be stored in
“C:\Windows\NTDS” folder.

TARGET SERVER
Paths
2t Specify the location of the AD DS database, log files, and SYSVOL
Domain Controller Options
DNS Options Database folder: CAWindows\NTDS El
Additional Options Log files folder: CAWindows\NTDS ]
N CAWindows\SYSVOL H

Review Opticns

Prereguisites Check

Maore about Active Directory paths

<Previous | | Net> | | dnstal | [ Cancel
_______________________________________________________________________________________________________|
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> Next, review all your options and click on Next button.

Review Options TARGET SERVER

AUCEEETVET

Tl

Deployment Configuration Review your selections:

Domain Contralier Optians Canfigure this server as the first Active Directory domain controller in a new forest.
DNS Options

Additional Options

The new domain name is “aaucs.local”. This is also the name of the new forest.

The MNetBIOS name of the domain: AAUCS

Paths =
m Forest Functional Level: Windews Server 2012 R2
Prerequisites Check Domain Functional Level: Windows Server 2012 R2

Additional Options:
Global catalog: Yes
DNG Server: Yes

Create DNS Delegation: No

These settings can be exported to a Windows PowerShell script to automate
additional installations

More about installation options

[t [T
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» Finally Prerequisties check window will appear and if the prerequisite check passed successfully
click Install buuton to start the installation process.

. . TARGET SERVER
Prerequisites Check saucsserver

| ® All prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show more b4

Deployment Configuration - ; N . N .
Prerequisites need to be validated before Active Directory Domain Services is installed on this

Domain Controller Cptions computer

DNS Options Rerun prerequisites check
Additional Options
Paths A View results

WeaKer Cryprograpny algoriinms wWhnen estaniisning Secunty Cnannel sessions,

Review Options
For mare information about this setting, see Knowledge Base article 942564 (hitp:/f
go.microsoft.com/fwlink/?Linkld=104751).
A delegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DNS server. If you are integrating
with an existing DM5 infrastructure, you should manually create a delegation to this
DINS server in the parent zone to ensure reliable name resolution from outside the
dornain “aaucs.local”. Otherwise, no action is reguired.

o Prerequisites Check Completed
a All prerequisite checks passed successfully. Click ‘Install’ to begin installation.

Prerequis

1. Hyou click Install, the server automatically reboots at the end of the promotion operation.

Maore about prerequisites

| | Cancel

125



9.3 Active Directory Console

Before prompting server as Domain controller it will check the entire prerequisite, if any prerequisite
is not installed means it will not start the installation until to complete the prerequisite installation.
After completing installation reboot the server, if you checked the reboot automatically option means
it will get restart automatically,

» Finally, after the installation, you can launch the Active directory console as shown below.

Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell

Active Directory Sites and Services

Active Directory Users and Computers I
ADSI Edit

Component Services
Computer Management
Defragment and Optimize Drives
DMNS

Ewvent Viewer

Group Policy Management
iISCSIl Initiator

Local Security Policy

CDBEC Data Sources (32-bit)
CDBEC Data Sources (B4-bit)
Performance Monitor
Resource Monitor

Security Configuration Wizard
Services

System Configuration

System Information

Task Scheduler

Windows Firewall with Adwvanced Security
Windows Memorny Diagnostic
Windows PowerShell
Windows PowerShell {x86)
Windows PowerShell ISE
Windows PowerShell ISE (x86)

Windows Server Backup
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= Active Directory Users and Computers I;li-
File Action View Help

e oz BHm 225 TE%

| Active Directory Users and Com|| Marme Type Description
b [ Saved Queries 1| Saved Queries Folder to store your fave...
- & aaucs.local j-fjaaucs.local Damain

0,

% After installing an Active directory Domain Name service on your server and restarting it, the
Windows startup log on as shown below.

AAUCS\AdmMinistrator
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Chapter Ten: Creating of Users, Computers and Groups
Account in Active Directory Domain Services

10.1 User Account creation in a Domain controller

Step 1: Open Active Directory Users and Computers

Open AD Users and Computers snap-in from Server Manager. You can also open AD Users and
Computers snap-ins by typing dsa.msc on RUN program. You can open RUN application pressing
Windows Key + ‘R’ on your keyboard.

Manage Tools View Help

Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell

Active Directory Sites and Services

Active Directory Users and Computers

ADS| Edit

Step 2: Create an Organizational Unit

Organizational Unit or simply OU is a container object of Active Directory Domain which can hold
users, computers, and other objects. Basically, you create user accounts and computers inside an OU.
We will create an OU named “Staff”. Right-click on the domain in AD (aaucs.local)
chooses New and click Organizational Unit.
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File Action Wiews

Help

dmep| HE B = 6= Heal 2 e tET SR

O Active Directory Users and Com|| MName

Type

Description

builtinDomain

B [ Sawved Queries 7 Builtin
E E aaucs.lo
b ] Builtin Delegate Control...
5] Comp Find...
B [Z] Doma Change Domain...
[ g Foreig Change Domain Controller...
L
E = U:er:: Raise domain functional level...

Operations Masters...

er

er
er

er

Default container for up...

aticnal... Default container for do...

Default container for sec...
Default container for ma...

Default container for up...

Mew

All Tasks

WView

Refresh
Export List...

Properties

Computer

Contact

Group
InetOrgPerson
mslmaging-P5Ps
PMSMC Queue Alias

Help

Organizational Unit

<1 m [

Printer
User
Shared Folder

Create a new ohbject...

Type the name Staff on the name field of the Organizational Unit. Check the Protect container from
accidental deletion option. This option will protect this object from accidental deletion.

Z

Createin:  aaucs local/

oy puters -

Mame:

ntainer for up...

‘Staﬁl

ntainer for da...

/] Protect container from accidental delstion

ntainer for sec..,
ntainer for ma...

ntainer for up...
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Step 3: Create a New domain user account under the organizational unit

Right-click the Staff Organizational Unit (OU), click New and click User.

File Action View Help
e pnE FaXEd= BHm dataTah

3 Active Directory Users and Com || Mame Type Description

b 2] Saved Queries L, Surafiel Habi.. User
4 3 asucs.local
¢ [ Builtin
p ] Comouters
b 2] Domain Controllers
b [ | ForeignSecurityPrincipal:
| Managed Service Accour

[] Users

Delegate Control...

Mowe...

Find..

Mew » Compuzer

All Tasks Zontact

View » Sroup

Cut netOrgPerson
Delete mslmacing-P5Ps
Rename WMSMO Queue Alias
Refresh Jrganizational Unit

Export List... rinter
Create a new Properties | User |
| Shared Folder
Help

| e | |
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» Now type the user information. Type the first name and last name. Here user logon name is the
name that the user will use to actually log in the computer in the network. So when user tries to
log in, he will type surafiel@aaucs.local or surafiel\aaucs on username field. Then, click Next.

= pUters -

& Createin:  aaucs local/Staff

n

¢ to show in this view.

Last name: |.Hsefa

First name: |S|.||E|ﬁel | Initials: I:I
|
|

Ful name: |5|.||E|ﬁel Habib Asefa

User logon name:
|5U'E|ﬁﬁ-'|| | | @aaucs local

User logon name (pre-Windows 2000):
|MUCS\ | |5u|E|ﬁeI

| < Back
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» Now type the password. Check user must change password at next logon. The user will be
forced to change the password when user logs in. Click Next.

— = >
'& Create in: aaucs local  Staff
Password:
Corfirm password
[&#] User must change password at next logon
[] User cannct change password
[] Password never explires
[ ] Account is disabled
- 0O| X

& Creafein:  aaucslocal/Staff

When you chck Finish, the following object will be created:
Full name: Surafiel Habib Asefa

User logon name: sursfiel@zaucs Jocal

The user must change the passwaond at nead logon.
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» You have successfully created a user account. You can open the properties of the user account to
configure settings.

=

File

e 2@ f8(XEB =z B 2

Action  View Help

Active Directory Users and Computers

& T

_I:I-

[-
F]

v T o ow v Hil

€

1 Active Directory Users and Com

=|

Saved Queries

aaucs.local

| Builtin

| Computers

= | Domain Controllers

~| ForeignSecurityPrincipal:
~| Managed Service Accour
g Staff

~| Users

m >

Mame Type Description

 Ysurafic! Hpupp———— |
” C

82, Tas =

b

Add to a group...
Disable Account
Rezet Passwoard...

Move...

Send Mail
All Tasks

Cut
Delete

Rename

Open Home Page

Properties

Help

Opens the properties dialeg box for the current selection,

v" Summary of creating a Domain user account in Active Directory Domain name service:

1.

w

Click Start, point to Programs, point to Administrative Tools, and then click Active
Directory Users and Computers.
In the Active Directory Users and Computers window, expand <domain name>.com.
Right-click Users, point to New, and then click User.

In the New Object - User dialog box, do the following:

Use this

To do this

First name

Type a first name for the account.

User logon name

Type the appropriate account name from the

previous list.
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5. Click Next.

6. In the Password box, type a password for the account, and then in the Confirm
password box, type the password again.

7. Select User must change password at next logon then click Next.

Click Finish.

9. Repeat steps 3 through 8 for all your remaining accounts.

«©

10.2 Creating steps of users group account

To create a group of users account in Active Directory on the Domain Controller you have to follow
the following steps

1. Click Start, point to Programs, point to Administrative Tools, and then click Active
Directory Users and Computers.

2. In Active Directory Users and Computers window, expand <domain name>.com

In the console tree, right-click the folder in which you want to add a new group.

4. Click New, and then click Group.

w

= Active Directory Users and Computers - =] _

File Action Wiew Help

== FHE F O XE G HER 2 aitsw B2 .
] Active Directory Users and Com || Mame Type Description
r [l Sawed Queries 2, surafiel Habi... User

= EEE saucs.docal

| Builtin

Computers

Domain Contrellers
ForeignSecurityPrincipal:
MPManaged Service Accour)

vTwvwvww
o

Users

"
Delegate Control...
Mowe...

Find...

Mew [ Computer

All Tasks > Contact

Wiew [ Group

InetCrgPerson

Cut
mslmaging-P5Ps

MSMCQ Queue Alias

COrganizaticnal Unit

Delete

Refresh

< Ll Export List... Printer

Create a new User
Properties

5. Type the name of the new group. Use a name that you can easily associate with the role or
service for which you are creating.
6. Inthe New Object - Group dialog box, do the following:
a. In Group scope, click Global scope.
b. In Group type, click Security.
7. Click Ok.
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g Createin:  aaucs.local/Staff

Group name:
| Tas

Group name (pre-Windows 2000):
| Ths

Group scope Group type
) Domain local ®) Security
®) Global ) Distribution
() Universal

8. Repeat steps 3 through 7 for all your remaining groups.
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» Here we are created “TAs” Group which is associated to Technical Assistants of our aaucs.local
domain.

File Action View Help

e 20 {0 XD = Hm 2T d R

]| Active Directory Users and Com|| Mame Type Description
b [ Saved Queries 2 Surafiel Habi... User
+ 55 ssvcsioco —
b ] Builtin Add to a group...
- [ Computers Mowve...
I (2] Domain Controllers Send Mail
I [ | ForeignSecurityPrincipal
L4
> 5 Managed Service Accour =llE=E
2] Staff Cut
B[] Users Delete
Rename
| Properties
| Help
[<] m [>]
= Active Directory Users and Computers = |[= =2
File Action View Help
== = & |
] Active Directory Users and General | s ETIEE I o Er i I SETETEL S |
- [o] Sawved Queries
a 3 aaucs.local a Ths
b | Builtin
[ Computers _
I 2] Doemain Controllers Group name: (pre-Windows 2000): |Tﬂ5
B [ ForeignSecurityPrin Description: |Techr1ical Assistants
[ Managed Service Adg
(2| Staff E-mail: |temicalassistarlt5@aaucs.edu.et
b o] Users

Group scope Group type

) Domain local () Security
) Global () Distribution
3 Universal

Motes:
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10.3 Adding a Domain user account in to a Domain group account

> Right click on your user account which you want to add in a group account.

File Action View Help

o= [ s RXE S HrmE @aEvTE

] Active Directory Users and Com|| Mame Type Description
B [ Sawved Queries ‘
a 3 aaucs.local %TA.; Security |Cop'_|,r...
= [ Builtin | Add to a group... |
r [0 Computers Disable Account
I (2] Domain Controllers N n
I [ 1 ForeignSecurityPrincipal: == oreh.
I [ 71 Managed Service Accour Mowe...
71 Users Jpen Home Page
=] Staff Send Mail
All Tasks 3
Cut
Delete
Rename
Properties
Help
3 T — 5]

Allows you to add the selected objects to a group you select.

» Enter your group name which you want to adding a user in it in the place of text area and click
ok.

Select this object type:
|E‘:murEh.i—'nmﬂﬂ:itim
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> Finally, you have to get a message for the operation successfulness.

=

Active Directory Users and Computers

File Action View Help

e 2nE 0| XECE BHE P aarvda

] Active Directory Users and Com
B[] Saved Queries
4 53 asucs.local
b -] Builtin
p Computers
I [2] Domain Controllers
I || ForeignSecurityPrincipalt
r Managed Service Accout
] Users
|5 Staff

Name Type Description
2 Surafiel Habi... User
B2 TAs Security Group..,

o The Add to Group cperation was successfully completed.
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10.4 Deleting a Domain User Account

Go to your domain user account through Server manager -> Tools -> Active Directory Users and
Computers -> domain (In our case the domain is aaucs.local) -> Organizational unit (Staff) and
then from the given list of user accounts right click on a single user account which you want to
remove and click Delete.

File Action View Help
o nE 0 XEBo:E HE PeETIh

] Active Directory Users and Com|| Name Type Description
b (] Saved Queries 82 Students Security Group...

4 F3 aaucs.local ‘W
Copy...

b [ Builtin 82, Tecnical Ass... Security Grg
[ Computers Add to a group..

b 21 Domain Controllers Disable &ccount

t- [ ForeignSecurityPrincipal:

b Managed Service Accour
(2] Staff

b ] Users Open Home Page

Send Mail

Reset Password...

Move...

All Tasks

Cut

£ 1]

Deletes the current selection.
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10.5 Deleting a Domain Group Account

Go to your domain user account through Server manager -> Tools -> Active Directory Users and
Computers -> domain (In our case the domain is aaucs.local) -> Organizational unit (Staff) and
then from the given list of group accounts right click on a group account which you want to remove
and click Delete.

File Action View Help
e 2E {0/ XEBz BHE P eaTER

] Active Directory Users and Com|| Name Type Description
b [ | Saved Queries Security Group...
4 [ aaucs.local 2, Surafiel Habi... User

b [ Builtin %Tecnicalﬁ.ss... Security Group... Move...
7] Computers Send Mail

i 2] Domain Contrellers

I [ ForeignSecurityPrincipald

b - Managed Service Accour Cut
(2] Staff

p [0 Users

Add to a group...

All Tasks

2]

Deletes the current selection.
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10.6 Creating a Client machine (Computer) Account in a domain
controller

» Go to the server manager on the Tools menu click Active Directory Users and Computers

Manage Tools View

Active Directory Administrative Center

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell
— Active Directory Sites and Services

Active Directory Users and Computers
ADSI Edit

> Right click on your domain and from the drop down options select New -> Computer

E Active Directory Users and Computers I;lﬂ-
File Action View Help
e nE 0B BmAeETEa%
| Active Directory Users and Com|| Mame Type Description
p [0 Saved Queries 71 Builtin BuiltinDarmain
D -’ aauc 1 a - . . . .
= Delegate Control... 'tt-:-lrt:rl Default co nta!n:r for up
i janizational... Default container for do...
Find... ataimer Default container for sec..
Change Domain... atainer Default container for ma...
Change Domain Controller... janizational..
Raize domain functional level... ntainer Default container for up...
Operations Masters...
Mew r | Computer
All Tasks * Contact
View » Group
[ [ P
Refresh netOrgPerson
Export List... mislmaging-P5Ps
PASMC Queus Alias
Properties . .
Organizational Unit
A= Primter
User
Shared Folder
<] 1 H
Create a new object...
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» The “New Object-Computer” window will pop up and write the name of the client machine on
the Computer name: field, if you want to assign the client machine to a specific user or group
other than to a Domain Administrator click the Change button in the right side of User or group:
field.

New Object - Computer -

| !u' Createin: aaucs.local/

Computer name (pre-Windows 2000):

| SURAFIEL |

The following user or group can join this computer to a domain.

User or group:

| Default: Domain Admins | | Change.™™

[ ] Assign this computer account as a pre-Windows 2000 computer

QK | | Cancel | | Help
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> In our case we are assigned the surafiel pc to the user Surafiel Habib Asefa in a aaucs.local
domain.

Select this object type:
|User, Group, or Builtin security principal

From this location:

|aau::sJucaI

Enter the object name to select (z@mples):
Suratiel Habib Asefa (sursfiel @aaucs local)

@' Createin:  aaucs.local/

Computer name:

| surafiel

Computer name (pre-Windows 2000):
| SURAFIEL

The following user or group can join this computer to a domain.

User or group:
| saucs.local/Staff/Surafiel Habib Asefa | | Change...

[ ] Assign this computer account as a pre-Windows 2000 computer

[ o= | [
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10.7 Joining a Client Machine to a Domain controller server from the
client side

» First you have to set up a static IP address for the client.

Internet Protocol Version 4 (TCP/IPw) Properties @

General

‘fou can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(7 Obtain an IP address automatically
i@ Use the following IF address:

IF address: 192 . 168 . 0 . 11
Subnet mask: 255,255,255, 0
Default gateway: 192 . 168, 0 ., 1

Obtain DM5 server address automatically

i@ Use the following DNS server addresses:

Preferred DMS server: 192 . 168, 0 ., 1

Alternate DMS server;

[] validate settings upon exit

[ oK ][ Cancel ]
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Steps:

1. Open your client machine “Computer” and click on the System Properties button. In our case
the client machine is Windows 7.

Open

¥ Manage

Map network drive..
Disconnect network drive...
Create shortcut

Delete

Properties

Department of Computer Science

‘S Cho°TTet+C Aag70 TI°UCT heA
N\

\ ) ‘. S » T4 | 52 1t Ce e o
e 1t » Computer v | +y »
Organize « Uninstall or change a program Map network drive » Si= v 1 0

Favorites « Hard Disk Drives (1
Bl Desktop Local Disk (C:)

& Downloads é-' ~ )
1.0 GB

| Recent Places
+ Devices with Removable Storage (1)

~4 Libraries

= Documents m DVD RW Drive (D:)
2 =V
@' Music

= Pictures

8 Videos

1% Computer
&, Local Disk (C2)

€M Network

L SURAFIEL Workgroup: WORKGROUP Memeory: 1.00 GB
= — surafiel’'s computer  Processor: Intel(R) Core(TM) i7-37...
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2. Now click on the advanced system settings link on the left hand side.

[E=H So8 =5
I |
@vv!: » Control Panel » System and Security » System - ] 4,‘ | Search Controt Pane o | |
-
Control Panel Home - % a - g ‘
View basic information about your computer
¥ Device Manager Windows edition
#¢ Remote settings Windows 7 Ultimate
B _System protection Copyright © 2009 Microsoft Corporation. All rights reserved.
|% Advanced system settings || S —
System
Manufacturer: VMware®™
Rating: System rating is not available
Processor: Intel(R) Core(TM) i7-3770 CPU @ 3.40GHz
3.40 GHz
Installed memory (RAM): 1.00 GB
System type: 64-bit Operating System
Pen and Touch: No Pen or Touch Input is available for this
See als Display
Action Center VMwrare® support
R ndns Website: Online support
Performance Information and
Tools Computer name, domain, and workgroup settings
b e crreaEinl [ P T pa el

3. When the advanced system settings open, switch to the computer name tab.

Systermn Properties

IComerter MName IHardware I Advanced I System Protection I Remote

Il}’ | Windows uses the following information to identify your computer
— on the networlc.

Computer description:

For example: "Kitchen Computer” or "Many's

Computer™.
Full computer name: surafiel
Workagroup: WORKGROUP

Ta use a wizard to join a domain or worcgroup, click Metwark 1D
Network 1D
To rename this computer or change its domain or I I

workgroup, click Change.

[ oK || cancel | Apply
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4. Click on the change button, from here you can change your Computers Name to a more friendly
name.

Computer Mame/Dormain Changes @

You can change the name and the membership of this
Cha

Computer name:
surafiel

Full computer name:
surafiel

Member of

() Domain:

@ Workgroup:
WORKGROUP

5. Now type in the name of your domain, ours is aaucs.local, but yours will be whatever you made it
when you set up Active Directory.

Cemputer Mame/Domain Changes @

You can change the name and the membership of this
computer. Changes might affect access to network resources.
More infomation

Computer name:

surafiel
Full computer name:
surafiel
Member of
@) Domain:
Ascs|
) Workgroup :

WORKGROUP

[ ok ][ cance |
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6. When you hit enter, or click OK, you will be asked for the user name and password of a Domain
Administrator user account.

Windows Security ﬁ

Computer Name/Domain Changes

Enter the name and password of an account with permission to join the
domain,

I -i “.Jsername ]
|D |F'aEEW|:-rI:I |

Deomain: howtogeek.local

[ OK ] [ Cancel

Windows Security @

Computer Name/Domain Changes

Enter the name and password of an account with permission to join the
domain.

|Adr‘r1inistratn:-r |

[censencee |

Domain: aaucs

[ OK ] ’ Cancel
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7. If you specify the correct credentials you will be welcomed to the Domain.

R —

Computer Name/Domain Changes ﬁ

-

: Welcome to the AAUCS domain.

8. Finally, you must restart the client machine to apply these changes.

r
Computer Name/Domain Changes

You must restart your computer to apply
these changes

Before restarting, save any open files and close all
programs,
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¢ After restarting the client machine the window log on status changed like as shown below

r Swnch User 7

%. Windows 7 Ultimate

= By clicking Switch User tab you can log on to the domain
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[E] []

SURAFIEL\surafiel Other User

| Cancel

= By clicking other user you can log on to AAUCS domain using an already domain member user

account

oot ]
I

Log on to: AAUCS
How do 1 log on to another domain?

| Switch User o
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> Next, you have to change the already given password for your domain member account by yours
own new one, and be able to log on, Click “OK”

® The user's password must be changed before logging on the first time.

Cancel

> Next, enter your old password and the new one with confirmation and go on.

Log on to: AAUCS
Howr do 1 log on to ancother domain?

Cancel
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=3

-

Log on to: AAUCS
How do 1 log on to another domain?

Cancel

» If your new password meets the password policy of the domain password policy, you have to get
a message that says “Your password has been changed” and click “OK” then “Welcome” and
“Preparing your desktop” screens will appear successively.

@ Your password has been changed.
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O Preparing your desktop...

‘\' Getting Started

m Windows Media Center Surafiel Habib Asefa

3 Documents
‘ Calculator

Pictures
Sticky Notes
Music
"35% Snipping Tool
> Games
a4 ) Paint

Computer

l‘;(-‘ Remote Desktop Connection
x Magnifier
w

'.‘ Solitaire

bl

Control Panel
Devices and Printers
Default Programs

Help and Support
All Programs

 1219PM
SO Gy
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10.3 Enabling and Using Fine-Grained Password Policies in Active
Directory Domain Services

Fine-grained password policies are used to specify multiple password policies in a single domain and
apply different restrictions for password and account lockout policies to different sets of users in a
domain. Fine-grained password policies apply only to global security groups and user objects and
also they cannot be applied to an organizational unit directly.

Other considerations are:

e Only members of the Domain Admins group can set fine-grained password policies, but this
can be delegated.
e Managing the policies is done through Active Directory Administrative Center and/or

Windows PowerShell.

To enable the Fine-grained password policies (FGPP) the following steps will be satisfied:-

1. Open the Active Directory Administrative Center (ADAC) from the Server Manger Tools

menu,

IActxve slrector:,' Administrative Eer\ter I

Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell

Active Directory Sites and Services
Active Directory Users and Computers
ADSI Edit
Component Services
Computer Management
Defragment and Optimize Drives
DNS
Event Viewer
Group Policy Management
iSCSI Initiator
Local Security Policy
ODEBC Data Sources (32-bit)
ODBC Data Sources (64-bit)
Performance Monitor
Resource Monitor
Security Configuration Wizard
Services
System Configuration
System Information
Task Scheduler
Windows Firewall with Advanced Security
Windows Memory Diagnostic
Windows PowerShell
Windows PowerShell (x86)
Windows PowerShell ISE
Windows PowerShell ISE (x86)
Windows Server Backup
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2. Switch to the Tree View and navigate to the System, Password Settings Container.

B Active Directory Administrative Center

I Manage Help

HE Active Directory... ¢  System (25) Tasks
= = | Filter Jel ) (]
Password Settings Container ~
4 gl aaucs (local) MName Type Description New L4
= LT i DomainUpdates Container ~ Delete
S Conipu e B Fil= Replication Service FRS Settings Search under this node
e 8 Domain Controllers i Filelinks filaLinkTrac... Properties
= [l ForeignSecurityPrincipals 1P Security Container System ~
> Ml LostAndFound ] Meetings Container Mew
Sk abiacediSevicel Scoour M MicrosoftDNS Container Delete
> B NTDS Quotas | Password Settings Contain... msDS-Pass... Search under this nade
" : brogamliata M Policies Container Properties
> M Staft M Pep: mslmaging...
" Bl RAS and IAS Servers Acces... Container -
= i i . :
] B Password Settings Container v
= il Users
~ i Object class: msDS-PasswordSettingsContaii  Maodified:  9/4/2017 5:44 PM
> Ml Dynamic Access Control o
_ Description:
= |l Authentication
O Global Search
a 5| Summen |
WINDOWS POWERSHELL HISTORY ()
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3. Right-click the Password Settings Container object and select “New”, “Password Settings”

2] Active Directory Administrative Center \;‘i-

= (5\3 | Manage Help

Ei Active Directory... ¢ System (25) Tasks

E = | Filter jel ::;ﬁ;l - v [:]
— Password Settings Container ~
188 Cverview —

4 g aaucs (local) Name Type Description New 4
ElEuith i ComainUpdates Container - belete
= L Emyis M File Replication Service FRS Settings Search under this node
= 8 Domain Controllers i Filelinks filaLinkTrac... Properties
> jill ForeignSecurityPrincipals 1P Security Container System ~
& Bl LostAndFound M Meetings Container New
© Bl Managed Service Accoun M MicrosoftDNS Container Delete
> B NTDS Quotas F| Password Settings Contail nder this node

Mew >

= Password Settings
& [l Program Data i
- ] M Policies E— Properties
o jlim Staff o
PSP
— - s Search under this node
[ B RAS and IAS Servers Acce Properties -
= i . .
— ] e Password Settings Container hd
= il Users
- . Object class:  msDS-PasswordSettingsContai Maodified: 9/4/2017 5:44 PM
>l Dynamic Access Control o
B Description:
= [l Authentication
L Global Search
a [ 15[ Summar ]
WINDOWS POWERSHELL HISTORY )

157



4. In the “Create Password Policy” Ul, fill all the fields that are appropriate.

Create Password Settings: Students

Password Settings | pascword Settings

Directly Applies To
EE Mame: * Students

Precedence: % 100

Enforce minimum password length
Minimum password length (characters): %* |5

Enforce password history
Mumber of passwords remembered: % | 1000

[[] Password must meet complexity requirements

[[] Store password using reversible encryption

Protect from accidental deletion

Description:

Directly Applies To

Mame . Mail

£ -
() More Information

TAsks v | [sEcTions ¥

@DE@

Password age options:
Enforce minimum password age
User cannot change the password within (days): %* |1
Enforce maximum password age
User must change the password after (days): %* |42
[[] Enforce account lockout policy:
Number of failed logon attempts allowed: #*
Reset failed logon attempts count after (mins): * |20
Account will be locked out
(@ For a duration of (mins): % (30
O Until an administrator manually unlocks the account

@@

Remaove —
W

» It’s suggested a descriptive name and description of why you create a new policy, how this
policy differ from the default Password policy. And what group it will apply to.
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Chapter Eleven: File and Storage Services

11.1 Shared folder setup

There are different ways to share a folder in Server 2012. Most efficient way is to use the Server
Manager. Here, we will configure some shared folder from domain controller named aaucs.local. So,
let’s setup some shared folders. To do so, open Server Manager. Click File and Storage Services on
the left pane. Then click Shares from the list. You will see the list of shared folders on this server. As
you can see below there are two folders, netlogon and sysvol shared by default. This is because the
server is Active Directory Domain Control.

= Server Manager

Server Manager * Dashboard © Tools  View

WELCOME TO SERVER MANAGER

0 Configure this local server

QUICK START

ﬁ File and Storage Services DI Add roles and features

3 Add other servers to manage

WHAT'S NEW o )
4 Create a server group

Hide
LEARN MORE
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Server Manager * File and Storage Services * Shares @1 F Monage  Took  View

=% SHARES VOLUME
Semvers X/ Al shares | 2 total TASKS W NETLOGON on aaucsserve- TASKS
Volumes Filter p \_Ejl - |:;@.jl ) (C:] . ~
Disks Capacity: 60.0 GB
Storage Pools Share Local Path Protog
16.1% Used B 968 GB Us=d Space
4 aaucsserver (2) - 303 GB Free Space
isCsl NETLOGON CAWindows\SYSVO \sysvol\aaucs... §
Work Folders SYSVOL CAWindows\SYSVO \sysvol SME
Go to Volumes Overview >

Now let’s have a scenario, we want to share a folder named Academic Materials to Students users
group. We want only the Students group of users to view and execute the contents of the folder. We
already have Students users group set up and assigned users into the group. So, let’s create the shared
folder. To create a new shared folder, click Tasks and click New Share in Server Manager Console.

Server Manager * File and Storage Services * Shares

= SHARES VOLUMI
Seners All shares | 2 total m NETLOGO
Volumes _ . | Mew Share... |
Filter p -_:_= | -
Disks Refresh t
Storage Pools Share Local Path Proto
16.1% L
b c
4 agucsserver (2) ||
| I5C5I NETLOGON CAWindows\SYSVOL\sysvol\aaucs... SMB
Work Folders SYSVOL CA\Windows\SYSVOL\sysvol SMB

160



New Share wizard pops up. There are number of share profiles by default. You can choose any of
these share profiles as you can see below. In our case we will choose SMB Share — Quick and

click Next.
2 New Share Wizard [= o =

[

Select the profile for this share

File share profile: Description:

This basic profile represents the fastest way to create an
SME file share, typically used to share files with
Windows-based computers,

Select Profile

SME Share - Quick

SME Share - Advanced
SME Share - Applications
MFS Share - Quick * Suitable for general file sharing

MFS Share - Advanead * Advanced options can be configured later by
using the Properties dialog

Shars Location

Previous | [RRHEEE Create Cancel
_ |

Now you are asked to provide the share location of the folder that you want to share. Here the chosen
custom location is as C:\Acadamic Materials. Then click Next.

E MNew Share Wizard = = -

Select the server and path for this share

Server:

elact Profila

5

Share Location aiati Clisicr Bole Quwpar Node

— BaUCSIErVer Online Mot Clustered I
5

re Name

ol

Share location:

() Select by volume:
Volume Free Space Capacity File System
C: 503 GE 60.0GE NTFS

The location of the file share will be a new folder in the “Shares directory on the selected
wolume,
(@ Type a custom path:

k,:\,&cadamic Materials Browse...

(o]
o

=
m

Cancel

| < Previous | | Mext >
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Type the Share name and description of the shared folder. Then click Next. Click OK to create the
new directory on path doesn’t exist warning will pop up.

Specify share name

Select Profile Share name: Acadamic Materials

Share Location - - -
Share description: This felder is sharing to Students group cmlﬂ

Share Mame

Other Setlings

Local path to share:

ChAcadamic Materials

Remote path to share:
Waaucsserver\Acadamic Materials

< Previous || Mext = | | Create || Cancel
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Now configure other settings. Here, you will check to Enable access-based enumeration. This
option makes the folder visible for users that have permission to access the folder otherwise the folder
will be hidden. Allow caching of share option makes the folder to be accessed even when the user is
offline. Click Next.

= New Share Wizard = | = -

Configure share settings

Enable access-based enumeration

Access-based enumeration displays conly the files and folders that a user has permissions to
access. If a user does not have Read (or equivalent) permissions for a folder, Windows hides the
folder from the user's view.

Allow caching of share

Caching makes the contents of the share available to offline users. If the BranchCache for
Metwork Files role service is installed, you can enable BranchCache on the share.

Enable BranchCache on the file share

BranchCache enables computers in a branch office to cache files downloaded from this

share, and then allows the files to be securely available to other computers in the branch.
[ Encrypt data access

When enabled, remote file access to this share will be encrypted. This secures the data against
unauthorized access while the data is transferred to and from the share. If this box is checked
and grayed out, an administrator has turned on encryption for the entire server,

< Previous | | Mext = Create Cancel
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Then, configure the folder permission. The shared folder has shared folder permission and NTFS
permission. These both permission works together to allow/deny users to access the shared folder.
Microsoft recommends allowing full control for share permission and using NTFS permission to
restrict and configure folder access. As you can see below, Share permissions: Everyone Full Control.
The permission shown here is the inherited NTFS permission from drive NTFS permission. To
change the permission, click Customize permission.

= Mew Share Wizard == -

Specify permissions to control access

Select Profile Permissions to access the files on a share are set using a combination of folder permissions, share
Share Location permissions, and, optionally, a central access policy.
Share Name Fhare permissions: Everyone Full Control I
Other Setlings Folder perrmissions:
Permissions Type Principal Access Applies To
Confirmation Allow CREATOR CWMNER Full Control Subfolders and files only
Allow BUILTINYUsers Special This folder and subfolders
Allow BUILTIMYUsers Read 8 execute  This folder, subfolders, and files
Allow BUILTINYAdministrators  Full Control This folder, subfolders, and files
Allow NT AUTHORITY\SYSTEM  Full Control This folder, subfolders, and files

I Customize permissions... I

< Previous | | Mext = Create
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Click Disable inheritance. Then select Convert inherited permission into explicit permissions on
this object.

) Advanced Security Settings for Acadamic Materials =0 X

Mame: Chlcadamic Materials

Permissions

A What would you like to do with the current inherited permissions?
(if awailable).

¥ou are about to block inhentance to this object, which means that permissions

inherted from & parent object will no lenger be applied to this abject.

8 Allow S % Convert inherited permissions into explicit permissions on ubfolders and file

R Aow A this object. bfolders and filg

% Allow  Us bfolders and file
All Us . . . d subfeld

% MI: - <% Remove all inherited permissions from this object. oo

files only

. Remove | View
Disable inhertance

[T] Replace all child object permission entries with inheritable permission entries from this object

| ok || Cancel | Apply
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You can see the changes below. Remove both User groups from the permission. This Users group
contains all the users of the domain. We don’t want all the users of the domain to access this shared
folder so remove it. Click Addto add the Students group. Click Select a principal and
add Students group. Select the basic permissions and click OK.

Permission Entry for Acadamic Materials [=T=
Prnncipal: Select a primcipal
T}'F'E'- Allow
Applieste: | This folder, subfolders and files
Basic permissions: il ed permission
Full contral
Modify
Read 8 execute
List folder contents
Read
Wite
Special permissions
Only apply these permissions to objects and/or containers within this container
Add a condition to limit access, The principal will be granted the specified permissions enly if conditions are met.
Add a condition
Ok Cancel
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Select this object type:
|User.5m.p.orEhj-h securty principal
From this location:

|aaucsloc:€-.i

Enterthe object name to select (=2@mples):
Studerts

P‘rinc'lpal: Students (AAUCT Students)  Select a principal

Type: | Allow vl

Applies to: |Thi;fclder, subfelders and files vI

Basgic permizcions: Show advanced permissions
] Full contrel
[ Madify
[ Read & execute
[ List folder contents
Read
[ Write

|| Special permissicns

[_] Only apphy these permissions to objects and/or containers within this container

Add a condition to limit access. The principal will be granted the specified permissions only if conditions are met.

Add a condition

[ ok || canca |
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Now the overall permission for the Academic Materials folder looks like this. Users of Students
group can only read the files of Academic Materials folder.

N Advanced Security Settings for Acadamic Materials [- [= =
Mame: ChAcadamic Matenals
Ownen Administrators (AAUCS Administrators) Change
Permissions Share Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit {if available).

Permission entries:

Type Principal Access Inherited from Applies to
il_i Allew  SYSTEM Full zontral Mone This folder, subfolders and file
J'i!‘, Allow  Administrators (RAUCE\Administ..  Full contral MNane This falder, subfolders and file
B Allow  Users (BAUCS\Users) Read & execute Mone This folder, subfolders and filg

B Allow  Users (AAUCS\Users) Special Mane This folder and subfolders

hfolde i EL B

This folder, subfolders and file

| Add Remove | |  Edit |

| Enable inheritance |

[ Replace all child ohject permission entries with inheritable permission entries from this object

OK || camcal || apply
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Now let’s come back to the wizard and Click Next.

Specify permissions to control access

Select Profile Parmigsions to access the files an a share are g8t using & combination of folder permissions, share
Share Location permissions, and, optionally, a central access policy.
Share Mame Share permissions: Everyone Full Contradl
Other Settings Folder permissions:
Type Principal Access Applies Ta
Confirmation Alkaw AAUCE Students Read & execute This folder, subfclders, and files
Allaw BUILTINWUsers Read 8 execute  This folder, subfolders, and files
Albowr BUILTINWUsers Special This folder and subfolders
Allow BUILTINMVAdministrators  Full Contrgd This folder, subfolders, and files
Allowr NT AUTHORITYWSYSTEM  Full Controd This folder, subfolders, and files
Allow CREATOR CWMER Full Contrad Subfolders and files only

<Previous | | Mext> | | Create Cancel
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Review the settings and click Create.

Confirm selections

Select Profile Confirm that the following are the correct settings, and then click Create.

Share Location
SHARE LOCATION
Share Name

Server: aaucsserver
Other Sextings Cluster role: Not Clustered
Permissions Local path: C:\Acadamic Materials
Conismtia SHARE PROPERTIES
Share name: Acadamic Matenials
Description: This folder is sharing to Students group only
Protocol: SMB
Access-based enumeration: Enabled
Caching: Enabled
BranchCache: Disabled
Encrypt data: Disabled
[<Previous | | mext> | creste || concel |

View results

The share was successfully created.

Tasik Progress Status
Create SME shane I Completed
Set SMB permissions I Completed
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The shared folder is now created. You can view the shared folder in Server Manager Console.

Server Manager * File and Storage Services » Shares

= SHARES
Servers L/ All shares | 3 total TASKS -
Volumes
Filter o) )« (R w Wt
Disks
Storag... Share Local Path Protocal  Availability Type
< ]
4 aaucsserver (3)
iSCSI CAWindows\SYSVOL\sysvol\aaucs... SMB Not Clustered
Work Fal... SYSVOL CAWindows\SYSYOL\sysvol SME Mot Clustered
i\cadamic Materials ChAcadamic Maternials SME Mot Clustered I

In this way you can configure shared folder using Server Manager. Remember, NTFS permissions
and shared folder permissions are different. If NTFS permission and shared folder permission are
conflicting, then the most restrictive permission is applied. For example, if you configure NTFS
permission to Full Control and shared permission to Read on a folder then the permission applied will
be Read only. Best practice to manage permissions for shared folder is, configure full control
permission for everyone and restrict the folder access using NTFS permission.

You can see the details of the shared folder by right clicking on it and select properties from the
given options.

=

(__ﬁ) v Server Manager * File and Storage Services * Shares

_ =3 SHARES

= Servers TR i shares | 4 tot

i lum

_I Volumes e P S e () v

[ [ Disks

Iri-i Storage Pools Share Local Path Protocol  Availability Type

2

— e 4 aaucsserver (4]

ﬂ i3C3l Acadamic Materials ChAcadamic Materials A :

[ Work Folders NETLOGON CAWindows\SYSVOL\sys: Configure Quota... g

é prln:’i (_':‘..'L'-'lndo'.\s'.,i:r'sxm}:".5;: S'MF EHarng b
SYSVOL CAWiNdows\SYSVOLsys, | Open Share id

Properties
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In the properties of a shared folder window there are four options that you are going to see and
configure, these are permissions, settings and management properties.

Acadamic Materials

Show All

Genera

Permissions +
Server Name: AaUCssENer

Settings +
Management Prop... + Share name: Acadamic Materials
Share description:  This folder is sharing to Students group only
Folder path: CihAcadamic Materials
Protocol: SME

Availability type: Mot Clustered
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To configure the disk quota for a shared folder first select your shared folder, right click on it and
select the configure quota option.

=3 SHARES
All shares | 4 total TASKS =
Filter p | :E_:l - "E_:' - w
Share Local Path Protocol  Availability Type

4 gaucsserver (4)

Acadamic Materials ChAcadamic Matenals

Configure Quota...

MNETLOGON CAWindows\SYSVOL\sysw
] ] Stop Sharing
print$ CAWindows\system32\spg
SYSVOL CAWindows\SYSVOL\sysve Open Share
Properties

In the pop up disk quota configuration window you can assign any of quotas that you want from the
given list of quota template. (We will see in detail about disk quota in the next topic)

= Configure quota H
Configure quota

Server Mame:  zaucsserver
Share name:  Acadamic Materials

Folder path:  C\Acadamic Matenials

[] Automatically create and apply quotas for all users

Select a quota template:
100 MB Limit -
200 MEB Limit Reports to User
200 MB Limit with 50 MB Extensian
250 MEB Extended Limit
Monitar 200 GBE Volume Usage v

Summary of template:

Template name: 100 MB Limit
Limit: 100 ME Hard
Motification thresholds: 3

85% - Email

95% - Event, Email
100% - Event, Email

QK | | Cancel
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Clients can now access the shared folder by typing the Universal Naming Convention (UNC) path of
the shared folder in windows explorer.

In our case the UNC path is \\aaucsserver.aaucs.local\AcadamicMaterials. In this way we can
access the shared folder contents.

Home Share Wiew v @

T |j <« gaucsserveraaucslocal ¥ Acadamic Matenals w l:;l | Search Acadamic Matenals 2 |

-

Marme Date madified Type Size

r Favorites

- Desktop This falder is empty.
& Downloads

% Recent places

/& This PC

€ Network

174



11.2 Disk quota management

Disk quota management is a permission specified by administrators that set limits on the user,
workgroups, or other groups of storage space. By setting a quota, this helps prevents a server or share

from becoming full of data, but still allows users to save files.

Before to set or enable a disk quota the File Server Resource Manager (FSRM) role must be

installed in your server, to install it follow the next steps:

Go to the Server manager and click on Add Roles and features from the Manage menu.

Select your destination server from the server selection window and click Next.

4
5. Select role- based or feature based installation and click Next in the next pop up window.
6
7

Select file and storage services -> File and ISCSI services -> File server resource manager

roles from server roles window

Fﬁ

Select server roles

Installztion Type

Server Selection

server Roles

Select one or more roles to install on the selected server,

Roles

Add Roles and Features Wizard

] Application Server
] DHCP Server

W

U] Fax Server

4 [W] File and Storage Services (2 of 12 installed)

4

[m] File and i5CSI Senvices (1 of 11 installed)

| File Server (Installec

[] BranchCache for Metwork Files
[ Data Deduplication

[ DFS Mamespaces

[] DFS Replication

O

[] File Server VS5 Agent Service

[] i5CSl Target Server

< Previous | | Next >
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DESTINATION SERVER
saucssenveraaucs.local

Description

File Server Resource Manager helps
you manage and understand the
files and folders on a file server by
scheduling file management tasks
and storage reports, classifying files
and folders, configuring folder
quotas, and defining file screening
policies,

nstal Cancel




» Click on Add Features.

e Add Roles and Features Wizard == =
DESTINATEOM SERVER
Select server ro et
X
Add features that are required for File Server Resource
Manager? ion
The following tocls are required to manage this feature, but do not 2t Resource Manager helps

have to be installed on the same server,

4 Remate Server Administration Toaols
4 Role Administration Teals
4 File Services Tools
[Tocls] File Server Resource Manager Tools

[# Include management tools (if applicable)

age and understand the
folders an a file server by
g file management tasks

age reports, classifying files
13, eonfiguring folder

prd defining file screening

» Click Next.

Select server roles

Before You Begin
Installation Typa

Server Salection

Features
Confirmation

Select one or more roles to install on the selected server.

Application Server
DHCP Server
DMS Serwver (Installed)

[»

Fax Server
File and Storage Services (2 of 12 installed)
4 [®] File and iISCSI Services {1 of 11 installed)
[#] File Server (Installed)

BranchCache for Metwork Files
Data Deduplication

DFS Namespaces

DFS Replication

ce e

File Server W55 Agent Service

O
]
]
]
[w]
O
(]

i3SI Target Server

[<T

m | »

DESTINATION SERVER
BBscsserverssucs local

Description

File Server Resource Manager helps
wou manage and understand the
files and folders on a file server by
scheduling file management tasks
and storage reports, dassifying files
and folders, configuring folder
quotas, and defining file screening
palicies.
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8. In the confirmation window click Install button and the installation takes few minutes to
complete.

DESTINATION SERVER

Confirm installation selections v el

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Instaliation Type ] Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayad on this page because they have
o been selected automatically. If you do not want to install these optional features, click Previous to clear
Server Roles their check boxes.

Features
~onfirmation File and Storage Services
File and iSCSI Services
File Server Resource Manager

Remote Server Administration Tools
Role Administration Tools
File Services Tools
File Server Resource Manager Tools

Export confiquration settings
Specify an alternate source path

I<Pmnous| Next > l

i@

Installation progress vt ront st

View imstallation progress

@ Festure installation
—_— s
Instaliat:on succeeded 00 aaucsterverasucsiocal

You can dose this d without uptnNg g tasks. View task progress or open thes
o page again by clicking Notdfications in the command bar, and then Task Details.

Export configuration tettings

< Previous | Nest » Cancel
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11.2.1 Creating a quota

1. Open Server Manager using the icon on the desktop Taskbar or from the Start screen as usual.

2. Select File Server Resource Manager from the Tools menu in Server Manager.

- {S:} I r Ma nage

ADSI Edit
Component Services

Computer Management

DNS

Event Viewer

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell
Active Directory Sites and Services

Active Directory Users and Computers

Defragment and Optimize Drives

Tools View

Active Directory Administrative Center

File Server Resource Manager

Group Pelicy Management

Internet Information Services (I15) Manager

3. In the left pane of File Server Resource Manager, expand Quota Management

click Quotas

and

e

File Action View Help

e« 5F

File Server Resource Manager

3-5 File Server Resource Manager (Local)
4 ;"59 CQuota Management
% Quotas
E‘ Cuota Templates

[ éE? File Screening Management

@ Storage Reports Management
b (& Classification Management

% File Management Tasks

Fiter: Show all: 5 items

Quota Path | %...| L... | Quo... | Source T... | Match ... | Descr...

=| Source Template: 200 MB Limit with 50 MB Extension (5 ite...

ChAcada.. 0% 2. Hard 200MBLi.. Yes
Ch\Acada.. 0% 2.. Hard 200MBLi.. Yes
ChAcada.. 0% Hard 200 MB Li... Yes
ChAcada.. 0% Hard 200 MB Li... Yes
ChAcada.. 0% Hard 200 MB Li... Yes

o | Gl | @ | G | @
[ B
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Actions
Quotas
4 Create Quota...
|G| Refresh
View

Help



4.

In the Actions menu click Create Quota.

2
File View Help

L - E| Create Quota...

File Server Resource Manager

Fs

BN Refresh ) |
28 E.I! res 2l || Fiter: Show al: 5 tems
4
b . L: Eleas Cuota Path

E Quota Templates

L..

Quo...

Source T...

Match ... | Descr...

=l Source Template: 200 MB Limit with 50 MB Extension (5 ite...

[ a? File Screening Management

ﬂ Storage Reports Management @ ClAcada.
b [ Classification Management % ChAcada..
4 File Management Tasks 3 CiAcada..

% ClAcada...

& C\Acada..

% 2.

2
% 2.

2

2

Hard

. Hard

Hard

. Hard
. Hard

200 MB Li...
200 MB Li...
200 MB Li...
200 MB Li...
200 MB Li...

Yes
Yes
Yes
Yes
Yes

Actions

Quotas

@ Refresh
View

H Help

5.

Create a new quota to limit the disk space that a folder can use,

4 Create Quota...

In the Create Quota dialog, click Browse to select the folder to which you want to apply the

quota. In this example, c:\Acadamic Materials and then selected Auto apply template and
create quotas on existing and new subfolders to make certain that any folders added for new
users are also included in the quota policy.
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Create Quota 2%

Quota path:

| =

() Create quota on path
(® Auto apply template and create quotas on existing and new subfolders

Quota properties

You can either use properties from a guota te
quota properties.

Select a folder

How do you want to configure quota propertig
(®) Derive properties from this quota temp

b E Videos
[100 Mg L 4y Local Disk (C)
O Define custom quota properties A| . Acadamic Matelials|
| Custom Properties ... . Fundamentals of Programming | &I

o Intreduction to Computer Science

e | Metwork Administration

=- J‘\!.rto Apply Quota:

.- Source template: 100 MB Limt . Object oriented programming
-+ Limit: 100 MB {Hard)
= Motffication: 4 Folder: | Acadamic Materials

Waming(85%): Email

Waming(357%). Email, Evert Make New Folder I oK I Cancel

6. Derive properties from this quota template (recommended), Select the quota template you’d like
to apply and click Create.

Quota path:

|C:\ﬁcadamic Materials | | Browse ...

() Create quota on path
(®) Auto apply template and create quotas on existing and new subfolders
Cucta properties

‘You can etther use properties from a quota template or define custom
quota properties.

How dao you want to configure guota properties?

I@ Derive Eroeerties from this Huota temelate !@mmeﬂded!: I

[100 ME Limt v

(O Define custom quota properties

Custom Properties ...

Summary of quota properties:
[=- Auto Apply Quota: C:\Acadamic Materials ~

‘. Source template: 100 MBE Limit

i Limit: 100 MB (Hard)

=) Notfication: 4

i Waming(85%): Email

i~ Waming(95%): Email, Event log

b
ICredeﬂlCa’x:d
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v Your quota has been created successfully.

File Action View Help

&9 2[5

& File Server Resource Manager (Local) || Fjier Show al: 1items
4 ﬂ Quota Management

[ a Quotas
3] Quota Templates H Source Template: 100 MB Limit (1 item)

I =7 File Screening Management
E Storage Reports Management

b [ Classification Management
4 File Management Tasks Help

Create Template from Quota..,

| Quota.. | %.| L..| Q.. | Sour.. | M..| D..

Q Create Quota...
& CAca. -w 1 Ho 100..  Yes G Refresh
View

View Quotas Affecting Folder
Edit Quota Properties...

Reset Peak Usage

Enable Quotas
Disable Quotas

x Delete

Help
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11.3 File Screening Management

On the File Screening Management node of the File Server Resource Manager, you can perform the

following tasks:

Create file screens to control the types of files that users can save, and generate notifications
when users attempt to save unauthorized files.
Define file screening templates that can be applied to new volumes or folders and that can be
used across an organization.

Create file screening exceptions that extend the flexibility of the file screening rules.

For example, you can:

Ensure that no music files are stored on personal folders on a server—yet you could allow
storage of specific types of media files that support legal rights management or comply with
company policies. In the same scenario, you might want to give a boss in the company special
privileges to store any type of files in his personal folder.

Implement a screening process to notify you by e-mail when an executable file is stored on a
shared folder, including information about the user who stored the file and the exact location

of the file, so that you can take the appropriate precautionary steps.

Steps of file screening management

1. Go to Tools select File Server resource manager.

|-|ﬂ-

Active Directory Administrative Center

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell
Active Directory Sites and Services

Active Directory Users and Computers

ADSI Edit

Component Services

Computer Management

Defragment and Optimize Drives

DNS

Event Viewer

File Server Resource Manager
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2. In the Create File Group Properties window, in the File group name box, you can see the

available included and excluded file groups and create your own file group by right click on File

group.

File Action View Help

= z[m @

&3 File Server Resource Manager (Local)
I ﬂ Quota Management
Fl ﬂ File 5creening Management
& File Sereens

Backup... *.bak, *.bck, *.bkf, *.0ld

| Actions

[F| Creste File Group...

2] File Screen Templates

Compr.. “.ace "arc, “ar *.bhe, *..

6] Refresh

E-mail .. *.eml, *.idx, ".mbox, “.m...

Wiew 3

& Storage Reports Management
p (| Classification Management

Executa.. “.bat, “.cmd, *.com, .cpl..

H Hele

& File Management Tasks

Image .. *“bmp, ".dib, “eps, *.qf ..

Office F..  *.accdb, *.acode ®accdr,..

Edit File Group Properties...

Systerm .. “acm, “dll, ook sys, ta.

K Delete

Tempo.., “temg, “tmg, ~*

Test Files  *.asc, ".test, "t

H Hep

£\ 5)52|0|0|0|0)10|0|0

Web Pa.. *.asp, ".aspy, *.cgi, *.css, ..

File Action View Help

e z[m

&9 File Server Resource Manages (Local)
v 48 Quota Management
2 27 File Screening Management
|| File Screens

 File Gr.., | Include Files Exclude Files

| Backup.. “.bak, bck "bkf, "old

| Compr.. “.ace *.arc, "arf, "bhy *.

2] File Screen Templates

L-F"G"[ Create File Group...

= ||i| w Teml "idx “.mbox, “.m...

& Storage R
b Classfficat  Refresh

& File Mana ‘1,,,,,

| Help

uta.. “bat, ".cmd, ".com, ".cpl...

» Je..  “bmp, “dib, ".eps, ".gif, ..

eF.. ".accdb, ".accde, ".accds,..

L iﬂ?f!&m w  Tacm, “dil, *.ocx, "sys, "..

L] Tempo.. “temp,”tmp, ~*
-u Text Files 'ax: '.M ot
L] WebPa.. *asp, "aspx "cgh "es8, -
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¥ CreateFile Group...

(G Refresh
View »

Edit File Group Properties...
K Delete
Help




3. In the Create File Group Properties window, in the File screen template name box, you can

see the available file templates with screening type and file group groups and also you can create

your own file templates by right clicking on File screen template and select Create file

template.

File Action View Help

o= 2@ =

,ﬁ File Server Resource Manager [Local)
p B9 Cuets Management

| File screen Template | Screening Type | File Groups

Bl Block Audic and Vid... Active Block: Audio and Vid...
4 g File Screening Management — - -
h& File Screens E Black E-mail Files Active Block: E-mail Files E Create File Screen Template...
| File Screen Templates E Block Executable Files  Active Block: Executable Files o Refresh
) File Groups BlockImage Files  Active Block: Image Files -
&} Storage Reports Management = * - 4 View ’
b [ Classification Management E Meonitor Executable ... Passive Warn: Executakble File.. ﬂ Help

& File Management Tazks

File Action View Help

«o #[m B=

Ha File Serves Resource Manager (Local)
b 43 Quota Management

| File sereen Template | Sereening Type | File Groups
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E Block Audio and Vid... Active Block: Audio and Vid..
4 .? Fila Sereaning Managemant
| File Screens E Block E-mail Files Active Black: E-mail Files
;5 File 9:{'7 — leFiles  Active Block: Executable Files
e Create File Screen Template... |
B?ﬁllﬂgl Re Refrech £z Actree Block: Image Files
b GF Classificatl | View , Bble.. Pessive Warn: Executable File...
_i& File Manag
& File Mana Help

E Create File Screen Template..,
| Refresh
View 3

H Help



4. You can create a file screen option for your shared folder on file screens name box by right
clicking and selecting Create File Screen option.

File Action View Help

+ = n[m BHE

g'g File Server Resource Manager (Local)

Fitter: Show all: 0 tems
b 45 Quota Management - - .
. . | File Screen ... | Screeni... | File Groups | Source Te... | Ma...
A h? File Screening Management
& Files = ]
; | Create File Screen... |
@ File S @
Ll:l File G Create File Screen Exception... o
Storage Rl Refresh
b (2 Classifica View N
ﬁ File Mana
Help

Ii

Create File Screen...

Create File Screen Exception...

Refresh
View »
Help

5. On the File screen window the first step is click the Browse button under file screen path option
and select your shared folder directory or the file screen path.

File screen path:

|| | [ Bowse. |

File screen properties

fou can either use properties from a file screen template or define custom

file screen properties.

How do you want to configure file screen properties?

(® Derive properties from this file screen template recommended);

| Block Audio and Video Files v

() Define custom file screen properties:

| Custom Properties ...

Summary of file screen properties:

[=|- File screen:
Source template: Block Audio and Video Files
Screening type: Active
- File groups: Audio and Video Files
Muotifications: Email, Evert log
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Select a folder

4 15 Local Disk (C:)
4 | Acadamic Materials |
. Fundamentals of Programming | & |l
| Introduction to Computer Science
| Metwoark Administration
| Object oriented programming
I | Complexity Theory

Folder: | Acadamic Materials

File screen path:
ChAcadamic Materals | Browse. .

File screen properties

fou can either use properties from a file screen template or define custom
file screen properties.

How do you want to configure file screen properties?
(® Derive properties from this file screen template recommended):
| Block Audio and Video Files v

) Define custom file screen properties:

| Custom Properties ...

Summary of file screen properties:

[=]- File screen:
- Source template: Block Audio and Video Files
Screening type: Active
- File groups: Audio and Video Files
Motifications: Email, Event log
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6. For file screen properties you can either use properties from a file screen template (recommended)
or define your custom file screen properties.

File screen path:

|| | [ Bowse |

File screen properties

fou can either use properties from a file screen template or define custom
file screen properties.

How do you want to configure file screen properties?

(® Derive properties from this file screen template recommended);
| Block Audio and Video Files v

() Define custom file screen properties:

| Custom Properties ...

Summary of file screen properties:

[=|- File screen:
Source template: Block Audio and Video Files
Screening type: Active
- File groups: Audio and Video Files
Muotifications: Email, Evert log
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» In this example the selected file screen property is “Block Executable Files” under derive
property of the file screen template

File screen path:

CMAcadamic Materals | Browse. ..

File screen properties

fou can either use properties from a file screen template or define custom
file screen properties.

How do you want to configure file screen properties?

(® Derive properties from this file screen template recommended);

Block Audio and Video Files W
Block Audio and Video Files

@8 Eioch Executable Files

Block Image Files

Block E-mail Files

Monitor Executable and System Files
Summary of file screen properties:

[=]- File screen:
Source template: Block Audio and Video Files
Screening type: Active
‘. File groups: Audio and Video Files
Muotifications: Email, Evert log
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7. Finally, after you select the file screen path and the file screen property you can create your file
screen by clicking the button Create.

File screen path:

C:Acadamic Materals | Browse...

File screen properties

fou can either use properties from a file screen template or define custom
file screen properties.

How do you want to corfigure file screen properties?

(®) Derive properties from this file screen template (recommended):
| Block Executable Files vl

) Define custom file screen properties:

| Custom Properties ..

Summary of file screen properties:

[=I- File screen: C:hAcadamic Materals
Source template: Block Executable Files
Screening type: Active
. File groups: Bxecutable Files
Motfications: Email, Evert log
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» You have successfully created a file screen for the
below.

folder Acadamic Materials as shown as

File Action View Help

| =

g'g File Server Resource Manager (Local)
b &9 Quota Management
4 File Screening Management
|B File Screens
@ File Screen Templates
File Groups
Storage Reports Management
b [ Classification Management
[ File Management Tasks

Fitter: Show all: 1 tems

| File Screen Path £ | Screening Type | File Groups | Source T... | M...

= File Screen Path: C:\Acadamic Materials (1 item)

Active Block: Executable Files Block Ex... Yes

[=)- File screen details: C:'\Acadamic Materals (W AAUCSSERVER Acadamic Materals)
Screen type: Active

File groups (Block): Executable Files

[ Screening hierarchy details: C:\Acadamic Materials

Effectively blocked: Executable Files

Exceptions on subfolders: 0
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@ Create File Scr...

@ Refresh
View 4
ﬂ Help
fSelegied RileSauta|

Create a Tem...

Edit File Scree...

x Delete
n Help




11.4 Disk partition

A partition is a logical division of a hard disk that is treated as a separate unit by operating systems
and file systems. The operating systems and file systems can manage information on each partition as
if it were a distinct hard drive. This allows the drive to operate as several smaller sections to improve
efficiency, although it reduces usable space on the hard disk.

» To make a hard disk partition on your Windows server 2012 with your installed file and storage
services role you have to track the following steps:

1.Go to Tools menu on the Server manager.

v {,"_,’:'}l r Manage Tooks View  Help

Active Directory Administrative Center

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell
Active Directory Sites and Services

Active Directory Users and Computers

ADSI Edit

Companent Services

Computer Management

Defragment and Optimize Drives
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2. Inthe left side of Computer Management window select Disk Management option, then right
click on your (C:) drive and select Shrink volume option from the drop down lists.

File Action View Help
e AE HE RDXS S E

& Computer Management (Local | Volume | Layout | Type | File System | Status
a |[} System Tools ww (G} Simple Basic NTFS Healthy (System, Boot, Page File, Active, Crash Durnp, Primary Partition
1 (5 Task Scheduler
[ Event Viewer
I+ @@l Shared Folders
+ (%) Perfarmance
=) Device Manager
4 %5 Storage
v i Windows Server Backug
= Disk Management
3 5; Services and Applications

<] " >
|
C4Disk 0 . :
Basic (C'.}//,jf/ ’/;;/ ’/;;/ /;5/ - £ o o £ £ ///
§0.00 GE §0.00 GB NTFS /1 j Open 7
Online Healthy (System, Boot, Page File, Acti ¢ %
L (I 7
Mark Partition as Active —
<icp-rRomo Change Drive Letter and Paths...
DVD (D)
Format...
Ne Media Extend Volume...
| Shrink Velume... L
Add Mirror...
Delete Volume...
Properties
(<] ] | > | M Unallocated I Primary partition Help J

3. Set up the amount of the new disk size in Megabyte, here the new disk size is set as 22244 MB
and click Shrink.

Total size before shrink in MB: F1433
Size of available shrink space in MB: FZZ“
Enter the amount of space to shrink in MB: |22244
Total size after shrink in MB: 39154

CE'} ouw cannot shrink a wolume beyond the point where amy unmovable files are located.
See the "defrag” event in the Application log for detailed irformation about the
operation when it has completed.

See "Shrnk a basic volume" in Disk Management help for more information

Shirink. | | cancel
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4. The new disk partition will be appeared in Disk management window as an Unallocated disk as

shown below.

&

Computer Management

= | = I

File Action Wiew Help

G R ISR AN

& Computer Management (Local 'u'o!urne| LayOull Type | File System | Status

| Capacity | Fr

4 |1} System Tools
B C—_) Task Scheduler
b (@] Event Viewer
b oan Shared Folders

= (C) Simple Basic NTFS

b '@J Performance
o=y Device Manager
a 25 Storage
B Es Windows Server Backuf
g-' Disk Manzgement
b Ty Services and Applications

| [T

Healthy {System, Boot, Page File, Active, Crash Durnp, Primary Partition)

3B2EGB 28

=Disk 0
Basic
60,00 GB
Onlime

38.28 GB NTFS

Healthy (System, Boot, Page File, Active, Crash Durny

£iCD-ROM 0
DWD (D)

Ne Media

21.72GB
Unallocated

W Unallocated W Primary partition

Actions

Disk Man... ~
More &.. ¥

5. To get a new allocated disk go to the server manager dashboard and click File and Storage

Services.

Server

IZ2 Dashboard

Local Server

All Servers
AD DS
DMNS

s

%k

Print Services
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5.1 In the Disk list right click on the disk 0 and select New volume.

= Server Manager
“Volumes * Disks &) Manage  Tools  View
= DISKS —
[H Servers (=) All disks | 1 total TASKS
[ | Volumes _ o . @) -
- Filter E) - (A} - )
Inl Storage Pools MNumber Virtual Disk  Status Capacity Unallocated Pal‘.i;on Read Only Clustered Subsy
[+]
— Shares 4 gaucsserver (1)
ﬂ iSCsI Online  600GB 217GB

New Volume...

Bring Online

Work Folders

] B

5.2 Pass the “Before you begin” window by clicking Next.
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5.3 Select your Server and Disk from the next window and click Next.

Select the server and disk

Server

Befcre You Begin

r and Disk

Prowvision to

dauUCsseENver

Disk:
Disk
Disk 0

Status Cluster Rele

Online Mot Clustered

Destination
Local

Refresh | | Rescan

Wirtual Disk = Capacity Free Space  Subsystem

60.0 GB 21.7 GB

< Previous | | Mext > |

| Create || Cancel

195




5.4 Specify the size of your new volume and click Next.

Specify the size of the volume

Before You Begin Available Capacity:  21.7 GB

Server and Disk Minimum size: 8.00 MB

Veolume size: 20

Drive Letter or Folder

< Previous | | Mext > | | Create | | Cancel
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5.5 Assign a derive letter or folder to your new disk volume and click Next. In this example the letter
E is assigned for the new disk volume.

Assign to a drive letter or folder

Before You Begin Select whether to assign the volume to a drive letter or a folder, When you assign a volume to a
folder, the volume appears as a folder within a drive, such as D:\UserData.

Server and Disk

Size Aszign to

Drive Letter or Folder I ® Drive letter: |E = I

File System Settings ) The following folder:

) Don't assign to a drive letter or folder.

< Previous || Mext = | | Create || Cancel
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5.6 Select file system settings depends on your need and click Next.

Select file system settings

Before You Begin File system: | NTFS [+|
Server and Disk . o

Allocation unit size: | Default | - |
Size

Volume label: MNew Valume

Drive Letter or Folder

[] Generate short file names (not recommended)

Confirmation Short file names (8 characters with 3-character extensions) are required for some 16-bit
applications running on client computers, but make file operations slower.

< Previous || Mext » | | Create || Cancel
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5.7 Confirm your selections and click Create.

Confirm selections

Before You Begin Confirm that the following are the correct settings, and then click Create.
Server and Disk
VOLUME LOCATION
Size Server: BAUCSSENVEr
Drive Letter or Folder Dizk: Disk 0
File System Settings Free space: 21.7 GB
Confirm VOLUME PROPERTIES
Volume size; 200 GB
Dirive letter or folder: EM
Vaolume label: Local Disk
FILE SYSTEM SETTINGS
File system: NTFS
Short file name creation: Disabled
Allocation unit size: Default

FE] [ nee> |
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5.8 You have success fully got the new disk volume and click Close.

Completion

You have successfully completed the New Volume Wizard.

Task Progress Status

Gather informaticon I Completed
Create new partition I  Completed
Format volume I  Completed
Add access path I Completed
Update cache I Completed

< Previous | | Mext = |
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v Finally your New Volume (E:) appears in your file explorer as shown below.

Drive Tools
Computer View Manage hd 0
1%y ThisPC » v & [ Search This pC o]

ﬁ Favorites 4 Folders (6)

B Desktop
|l Downloads h Desktop F_I Documents \k Downloads

(E Recent places
Pictures l Videos

M

n!J This pc b USIC k
- Local Disk (c.) NEW VOLUME (E:)
[ - @

4 Devices and drives (3)
. DVD RW Drive (D:) @ [
W‘ 28.8 GB free of 38.2 GB 19.9 GB free of 19.9 GB

f, Metwork

9items  1item selected = =
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Chapter Twelve: Group policy Management

12.1 Introduction

Group Policyis a hierarchical infrastructure that allows a network administrator in charge of
Microsoft's Active Directory to implement specific configurations for users and computers. Group
Policy can also be used to define user, security and networking policies at the machine level.

12.2 Configuration of a Group policy

As usual we used our aaucs.local domain and our windows seven client, in this group policy our aim
will be restrict few applications such as Notepad.exe, calculator.exe and paint.exe for the group called
students that we already created earlier.

Steps:

1. on the server manager go to Tools, find and click Group policy Management

Manzge iTools Yicw Help _

ctive Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Medule for Windows PowerShell
Active Directory Sites and Services
Active Directory Users and Computers
ADSI Edit
Component Services
Computer Management
Defragment and Cptimize Drives
DNS

Event Viewer

IGroup Policy Management I
[ ntiator

Local Security Policy
ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)

Performance Monitor
Resource Monitor

Security Configuration Wizard

Services
System Configuration
System Information
Task Scheduler
Windows Firewall with Advanced Secunty
Windows Memory Diagnostic
Windows PowerShell
Windows PowerShell (x86)

Windows PowerShell ISE
Windows PowerShell ISE (x86)

Windows Server Backup
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2. As usual on the domain server, create a new GPO, in our case the new GPO will be Technical

Support.

& File Action View Window Help

F I EREIR EREN

J__ﬂ Group Policy Management

4 A% Forest: asucslocal
4 [54 Domains

4 [ asucs.local
a1/ Defautt Domain Policy
& [2] Dormain Controllers

« |5 s
G | Create a GPO in this domain, and Link it here...

Link an Existing GPO...
Block Inheritance
Group Paolicy Update...

b [ 5t Group Policy Maodeling Wizard...

b (g Sites New Organizational Unit
a' Group Po| i
(%) Group Pa e

Mew Window from Here

Delete
Fename
Refresh

Properties

Help

GPO Status

‘Create a GPO in this domain and link it to this container

Mame:

|Tec:hr1ical Support

Source Starter GPO:

| {nong)
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Next, right click on Technical Support GPO and click Edit

_# File Action

Wiew Window Help

= #m X & HE

| Growp Policy Management

4 A% Forest: asucs.locsl Scope | Detl

Technical Support

Sattings | Delegation |

[ Domains
A i aaucs.local
&t/ Default Demain Policy
b (2] Domain Centrollers
a 51 Staff

Limkcs
Display finkes in &

his bacation: [amucaloca

The folowing stes. domains. and Olls sre bnked to this GPO!

=7 Techni ! [ Locaticn Erforced | Link Ensbled Path
4 [ Group Poli | Edit... No Yes 2aucs Jocal/Staff
[Z[ Default Enforced
Lo Default Link Enakled
LI Techmi Save Report...
L Techni
b 05 WMI Filkers View L
v [El Starter GPC Mew Window from Here
b [ Sites Filteving
4 Group Palicy Mod g5 irithis GPO can only apply to the following oroups. users. and computers:
|2, Group Policy Resu Rename -
Refresh ticated Uses
Help
Add... | [ Remove Properties
"
WMI Filtering
This GPO is linked to the following WM fiter:
|-\huna) Vl | Open

Open the GPO editor

3. Next, on the Group Policy Management Editor, expand User Configuration, Policies, and
Administrative Templates, and then click System, next double click Don’t run specified
Windows applications, click Enabled and click Show

File

Actiom  VWiew Help
o === BeE T

.5/ Technical Support [AAUCSSERVER.AALICS.LOCA
4 i Computer Configuration
B | Palicies
I 2] Preferences
a gl User Configuration
4 | Palicies
I ] Software Settings
b ] Windows Settings
4 ] Administrative Templates: Policy defi
I ] Control Panel
p [ Desktop
I [T Metwork
7] Shared Folders
b L7 Start Menw and Taskbar
B[] System
b ] Windows Components
O Al Settings
b | Preferences

Drom't run specified Windows
applications

Edit policy setting

Requirements:
At least Windows 2000

Description:

Prevents Windows from running
the programs youw specify in this
policy setting.

I you enable this policy setting,
users cannot run pregrams that
you add to the list of disallowed
applications.

If you disable this policy setting or
do not configure it, users cam run
any programs.

This policy setting only prevents
users from running programs that
are started by the File Explorer

Setting

7] Folder Redirection

7] Growp Palicy

] Imternet Communication Management

m Locale Services

[ Logon

7] Power Management

[ 7] Removable Storage Access

[ Scripts

] User Profiles

| Dewmnlead missing COM components
Century interpretation fior Year 2000

Restrict these programs from being launched £
i3] Do not display the Getting Starbed welcome sci
2] Custermn User Interface

| Prevent access to the command promipt
Prevent access bo régistry editing tools

i2] Run enly specified Windows applications
2] Windows Automatic Updates

Dron't run specified W

applications

process. it does not prevent users e . e
from runninag proarams. such as < iN »
< | i > | Extended /& Standard /
10 settings)
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4. In the Show Contents box, in the Value list, type notepad.exe, Calc.exe, and Paint.exe then
click OK

List of disallowed applications

Value

MNotepad exe

Calc exe

paint exe

5. Next, click Control Panel, on the right pane, double click Prohibit access to Control Panel
and PC Settings, then click Enabled and click OK...

File Action View Help

= =@ = Bl T

L] Technical Support [aaUCSsERVER.AsUCS.LocA [ ER s R —
A Computer Configuration -
ﬁ;,_ﬂ leiciu 9 Prohibit access to Control Paneland  Setting
PC
b 7 Prefere settings g ;I:;id or Remove Programs
a §l, User Configuration Edit policy setting A~ e =play lizati
a [T Policies : el":.o. nalization
B[] Software Settings Requirements: [ Printers
b [T Windows Settings At least Windews 2000 [ Programs
4 [0 Administrative Templates: Policy defi o [ Regional and Language Options
| Centrol Panel Description: 1] Hide specified Control Panel items
- SnEolipse Disables all Control Panel = i
77 #dd or Remove Programs programs and the PC settings app. 25 Ahweays open All Contral Panel lterms when openin
1 Display . . ES] Prohibit access to Control Panel and PC settings
7| Personalization This setting prevents Control.exe 2] Show only specified Control Panel items
&1 Printers and SystemSettings.exe, the
B program files for Control Panel
: Pn:n__;rams . and PC settings, from starting. As
i+ | Regional and Language Optict | a result, users cannot start Control
0 Desktop Pamnel or PC settings, or run any of
b T Mebwork their tems.
[ Shared Folders This setting remowes Control
I j Start Menu and Taskbar Pamel from:
b System The Start screen
b L Windows Compeonents File Explorer
T2y Al Settings . . .
L
b [ Preferences ;I'::::Eﬂmg rermowves PC settings . 'ﬁ S
<| L) | | > % Extended /A Standard //
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m Prohibit access to Control Panel and PC settings

Previous Setting | | Next Setting

) Not Configured ~ Comment:

) Disabled

Help:

Dicables all Contrel Pansl programe and the PO cettings app-

Thig setting prevents Control exe and SystemSettings.exe, the
program files for Control Panel and PC settings, from starting. As
& result, wsers cannet start Contrel Panel or PC settings, o run
any of their items,

This setting remeves Central Panel from:
The Start screen
File Explorer

This setting removes PC settings from:
The Start screen

Settings charm

Account picture

Search results

If users try to select a Contral Panel itemn from the Propersties
itern on 3 context mienu, a message appears explaining that a
setting prevents the action.

Next, let’s Link the Technical support GPO to our domain, right click aaucs.local and click
Link an Existing GPO...

g File Action \View Window Help -5 =
es e 0B Bm
&, Group Policy Management aaucs.local
4 A% Forest asucs.local Status | Linked Group Palicy Ok Group Folk D
4 4 Domains - | I |
“ ﬂ E.u:;; Create 2 GPO in this domain, and Link it here... Lia of Active Directory and SYSVOL {DFSR) replication for this domain as it relates to Group Policy.
b ] Der| Linkan Eisting GPO... |
a 3] Staf| Block Inheritance
P L\.jr:iﬂ Greup Pelicy Modeling Wizard... ) ) ) )
g New Organizational Unit -maucs Jocal is the baseline domain controler for this domain. Change
; Eear i firfarmation exists for this domain,
= Change Demain Controller...
g . fton below to gather infrastructure status from al of the domain cortrolless in this domain.
b Wi Ve
p [ Star Active Directory Users and Computers...
b L Sites . View v
a Group Pulf MNew Window from Here
| Group Peli |
Refresh
Properties
Help.

ISeIect an existing GPO and link it to this container

206



7. On the Select GPO box, under Group Policy Object, click Technical Support and then click

OK to proceed...

MName

Default Domain Controllers Policy
Default Domain Policy

Select GPO
Look in this domain:
agucs.local W |
Group Policy objects:
-

| o

Cancel

8. Next, you can open Command prompt (CMD) and type gpupdate /boot /force

=
= Fle Action View Window Help
&= aFH B B HE

=, Group Policy Management
a 44 Forest aaucs.local
4 [z Domains
4 3 aaucslocal
Default Domain Policy
51 Techmical Support
I (2. Domain Controllers
4 |3 Staff
s Technical Support
4 [ 5 Group Policy Objects
Default Domain Controllers Policy
Default Domain Pelicy
Techmical Support
Technical Support
I L WMI Filters
I L] Starter GPOs
I L[ Sites
s Group Policy Modeling
«| Group Policy Results

Group Policy Management

aaucs.local

Status | Linked Group Policy Objects Delegation

Group Policy Inheritance

This page shows the status of Active Directory and 5YSVOL (DFSR) replication for this domain as it relates to Group Policy.

Status Details

¥} aaucsserver.aaucs.local is the baseline domain controller for this domain.

No Infrastructure Status information exdsts for this domain.

=X Administrator: Command Prompt - gpupdate /boot /force

icrosoft Windows [Wersion 6.3.968081
(c> 2813 Microsoft Corporation. All rights reserved.

SUsersSAdninistrator . AAUCSSERVER>gpupdate ~hoot /force
pdating policy...

omputer Policy update has completed successfully.

BE- |

m|>

Change
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9. Next, log in to your Windows client PC, in our case the clent machine operating system is
Windows 7 ultimate and log in as a surafiel AAUCS domain user account.

Log on to: AAUCS
Heow do [ log on to ancother domain?

Switch User

10. Once you successfully log on, try open notepad and Control Panel and you will be presented
with Restrictions warning box

Restrictions

| This operation has been cancelled due to restrictions in effect on this computer. Please
contact your system administrator.

208



11. Next, back to your Domain Server and open Control Panel (remember that our Domain
Server is longed in as Domain Administrator)

]

Windows
Server Manager PowerShell

3 o

Task Manager

- 8

Control Panel

& -

Administrative
Tools File Explorer

Desktop

12. Once you click Control Panel, you will be presented with Restrictions warning box, but
you are a Domain Administrator, why you had this Restriction??

) Restrictions .

| This operation has been cancelled due to restrictions in effect on this computer, Please
' contact your system administrator.
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13. What you need to do to solve the above small issue just a simple step where as in the Group
Policy Management, click Technical Support GPO, on the right pane, under Security
Filtering, click Authenticated Users and then click Remove and click OK to confirm
remove the Authenticated Users group.

s File Action View Window Help - || *®
e 2 c B
=L Group Policy Management Techmical Support
4 & Forest: aaucs.local Scope | Details | Settings | Delegation
4 [£ Domains
Links
4 [ aaucs.local ) o _
i/ Default Doemain Palicy Display links in this location: |aauc5.local v
EEI Techmical Support The following stes, domains, and Ols are linked to this GPO:
Location - Enforced Link Enabled Fath

I 2] Demain Controllers
b (3] Staff
I .E Group Policy Objects
I ,:; WM Filters
I .:E Starter GPOs
I I_—E Sites
ﬁdﬁ Group Palicy Modeling
,__E Group Policy Results

£ saucs Jocal No Yes aaucs local

Security Fltering
The settings in this GPO can only apply to the following groups. users, and computers:

s

Name:
Autherticated Users

| Add... |I Remove I| Properties |

WMI Filtering
This GPO ig linked to the following WMI fiter:

‘ <nong> ] | | Open |
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14. Next, still in the Security Filtering, we can “Add” Students group so that only this group will
effected with this GPO.

(& File Action  View Window Help = EE
e z[E & HE
[ Group Policy Management Technical Support
A _ﬂl‘ Ferest: aaucs.local
4 [F Domains
4 3 seucslocal o )
i) Default Domain Policy Display liic in this location: Iaaucslocal v
s/ Techmical Support The folowing stes, domaina, and Ols are inked to this GPO:
i/ Technical & rt —
, Eﬁ% D:‘m:i':‘cb::’r;"lm Location Evforced | Link Enabled | Path
& Staff [ amucs bocal No es saucs local
= o o S Nos Yes zaucs ocal Sttt
p (5 Group Policy Objects
b (5 WMIFilters
1 [ Starter GPOs
b (i Sites
i Group Policy Modeling
(%, Group Policy Results
i Brovp TRty Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers:
Mame -

1 Add... 1 Remove Propesties

WMI Filtesing

This GPO'is linkced to the following W) fiter:

|q1:ne: v| | Open

Select this object type:
|Us&r. Group, or Builtdn security principal
From this location:

|aauchocaI

Ernter the object name to select (examples):
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12.3 Audit policy

Audit policy is an important side of security. Monitoring the creation or modification of objects gives
an administrator a way to track potential security problems, helps to ensure user accountability, and
provides evidence in the event of a security crack.

There are nine different kinds of events the administrator can audit. If you audit any of these kinds of
events, Windows records the events in the Security log, which you can find in Event Viewer.

>

Account logon events. Audit this to see each instance of a user logging on to or logging off from
another computer in which this computer is used to validate the account. Account logon events
are generated in the domain controller's Security log when a domain user account is authenticated
on a domain controller. These events are separate from Logon events, which are generated in the
local Security log when a local user is authenticated on a local computer. Account logoff events
are not tracked on the domain controller.

Account management. Audit this to see when someone has changed an account name, enabled
or disabled an account, created or deleted an account, changed a password, or changed a user
group.

Directory service access. Audit this to see when someone accesses an Active Directory Service
object that has its own system access control list (SACL).

Logon events. Audit this to see when someone has logged on or off your computer (either while
physically at your computer or by trying to log on over a network).

Object access. Audit this to see when someone has used a file, folder, printer, or other object.
While you can also audit registry keys, we don't recommend that unless you have advanced
computer knowledge and know how to use the registry.

Policy change. Audit this to see attempts to change local security policies and to see if someone
has changed user rights assignments, auditing policies, or trust policies.

Privilege use. Audit this to see when someone performs a user right.

Process tracking. Audit this to see when events such as program activation or a process exiting
occur.

System events. Audit this to see when someone has shut down or restarted the computer, or when
a process or program tries to do something that it does not have permission to do. For example, if
malicious software tried to change a setting on your computer without your permission, system
event auditing would record it.
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When an administrator implement audit policy:

» Specify the categories of events that you want to audit. The event categories that you select
constitute your audit policy.
» Set the size and behavior of the Security log. You can view the Security log with Event Viewer.

> If you want to audit directory service access or object access, determine which objects you want
to audit access of and what type of access you want to audit. For example, if you want to audit
any attempts by users to open a particular file, you can configure auditing policy settings in the
object access event category so that both successful and failed attempts to read a file are
recorded.

The Security log records an audit event whenever users perform certain specified actions. For
example, the modification of a file or a policy can trigger an event that shows the action that was
performed, the associated user account, and the date and time of the action. These events can be both
successful and failed attempts to perform actions.

12.3.1 Audit policy settings

The vulnerabilities, countermeasures, and potential impacts of all the audit settings are identical. The
options for each of the audit settings are also identical:

» Success: An audit event is generated when the requested action succeeds.
» Failure: An audit event is generated when the requested action fails.

» No Auditing: No audit event is generated for the associated action.
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12.3.2 Implementation of an Audit policy

1. Go to Server Manager-> Tools-> Group policy Management.

Tools

View

I.-"""\
@1 F

Active Directory Administrative Center

ELET

Active Directory Domains and Trusts
Active Directory Module for Windows
Active Directory Sites and Services

ADSI Edit

Component Services

Computer Management
Defragment and Optimize Drives
DNS

Event Viewer

File Server Resource Manager

Active Directory Users and Computers

PowerShell

| Group Policy Management

2. Right click on your created GPO (Technical Support) under the domain ad select Edit.

= Group Policy Management = [ = -
5 File Action View Window Help x
e HE X
= Group Policy Management Technical support
4 £ Forest: saucslocal Scope | Details | Settings | Delegation |
a [ 24 Domains
Links
4 _fj aaucs.local ] o )
s/ Default Domain Policy Display links in this location: |aaucs.local v
Al Te‘-| = Edit | The following sites, domains, and OUs are linked to this GPO:
b &l Do .
- Location Enforced L ~
4 (B o Enforced fjaaucs local No Yi
& Link Enabled 3 St o v~
b S5 Gra Save Report... < n >
I L WM
r [F] Sta View i’ Security Filtering
b L7 Sites Mew Window from Here The settings in this GPO can only apply to the following groups, users, and ¢

s Group Poli

= Poli Delete Mame -
15 Broup Fol Rename 2 Authenticated Users
Refresh < mn >
Help | Add... | | Remove Properties
i
WMI Filtering
This GPQ is linked to the following WM fiter:
<none: W COpe

Open the GPO editor
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3. Expand the computer configuration -> policies -> Windows settings -> Security Settings ->
Local policies then select Audit policy.

File Action View Help

e HF X2

=] Technical support [AAUCSSERVER.AAUCS.LOCAL] Poli :

4 & Computer Configuration
4 [ Policies
b | Software Settings
4 [7] Windows Settings
i [ Mame Resolution Policy
Scripts (Startup/Shutdown)
[» =0 Deployed Printers
4 é Security Settings
[ gﬁ Account Policies
A é Local Policies

b |5 AudtPolicy
é User Rights Assignment
j Security Options
Event Log
Restricted Groups
System Services

Registry
File System
=of Wired Metwork (IEEE 202.3) Policies
[ Windows Firewall with Advanced Sec
[ 7] Metwork List Manager Policies
s ;@ Wireless Network (IEEE 802.11) Polici
p ] Public Key Policies

-

Policy

2] Audit account logon events
5| Audit account management
5] Audit directory service access
Audi‘tlogon events

] Audit object access

5] Audit pelicy change

5] Audit privilege use

Audi‘t process tracking
Audi‘t system events

Policy Setting
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined

m [ ]
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4. Now you can implement the audit policy for what you want in the given lists of audit policies. For
example here the “Audit account logon events” is implemented from the given list of Audit

policy.

File Action View Help
= 2@E X= H

a [ Policies ~ ||| Palicy Palicy Setting
b [°] Software Settings %Audlt account logon events || Mot Defined
4[] Windows Settings Audit account management Mot Defined

b [] Name Resolution Pelicy 5 Audit directory service access Mot Defined

|2 Scripts (Startup/Shutdown 15 Audit logon events Mot Defined
i e Deployed Printers 1] Audit object access Mot Defined
4 F Security Settings 1] Audit pelicy change Mot Defined

b o4 Account F'n_)hoes ] Audit privilege use Mot Defined
P g
P _j Local Policies

s

b E Audit Policy ] Audit process tracking Mot Defined

I> é User Rights Assign -

4] Audit system events Mot Defined
sy’

1> j Security Options

] Event Log

"4 Restricted Groups

[ System Services

4 Registry

"4 File System

i Wired Network (IEEE 8

1 Windows Firewall with

7] Metwork List Manager
b Zaf Wireless Network (IEEE
B[] Public Key Policies
b [ Software Restriction P
B [ Metwork Access Protec

| Bl
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Security Policy Setting | Explain

Audit account logon events

[#] Define these policy settings

Audit these attempts:
[w] Success

[+ Failure

| Security Policy Setting | Explain |

Audit account logon events ~

This security setting detemmines whether the 05 audits each time
this computer validates an account's credentials.

Account logon events are generated whenever a computer
validates the credentials of an account for which it is
authortative. Domain members and non-domainjeined machines
are authoritative for their local accounts; domain controllers are
all authoritative for accounts in the domain. Credential validation
may be in support of a local logon, or, in the case of an Active
Directory domain account on a domain controller, may be in
support of a logon to another computer. Credential validation is
stateless so there is no comesponding logoff event for account
logon evernts.

if thiz policy setting iz defined, the administrator can specify
whether to audit anly successes, only failures, both successes
and failures, or to not audit these events at all {i.e. nether
successes nor failures).

Default walues on Client editions:

Credential Validation: No Auditing —

W
For mare information about securty policy and related Windows
features, gee the Microsoft website
| ok || Caneed || epy |
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File Action View Help

" EEEEELE

a4 ] Policies
b [ Software Settings
4 [7] Windows Settings
b 7] Name Resolution Policy
Scripts (Startup/Shutdown
|- = Deployed Printers
E i Security Settings
[+ E‘:ﬂ Account Policies
A L-i Local Policies
b Audit Policy _
[ ﬁ User Rights Assigne -
[ ﬁ Security Options
L-i Event Log
ﬁ Restricted Groups
ﬁ System Services
ﬁ Registry
ﬁ File System
b fof Wired Network (IEEE 80—
B o] Windows Firewall with
7] Metwork List Manager
b Caf Wireless Network (IEEE
b [7] Public Key Policies
B[] Software Restriction Pc
B[] Metwork Access Protec

].ﬂ.udit account logon events

2o Audit account management
Audit directory service access
Audi‘t logon events

Audi‘t object access

5] Audit policy change

5] Audit privilege use

5] Audit process tracking

5] Audit systemn events

Success, Failure
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined

I >
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» You can also configure the advanced audit policies under computer configuration -> policies ->
Windows settings -> Security Settings -> Advanced Audit Policy Configuration -> Audit
Policy.

File Action View Help
= 2= H

e Ei Local Policies

B ..::i Event Log
[ Restricted Groups
3 Systemn Services

3 Registry Advanced Audit Policy Configuration settings can be used to provide detailed contro
3 File Svetem policies, identify attempted or successful attacks on your network and resources, ani
E&T W :N k (IEEE 202.3) Polici compliance with rules goveming the management of critical organizational assets.

d ired Metwor . clicies

[ Windows Firewall with Advanced Securil

- - | When Advanced Audit Policy Corfiguration settings are used, the "Audit: F
'_,j Nv._etwork List Manager Policies o i policy subcategory settings (Windows Vista or later) to overide audit policy
b gl Wireless Network (IEEE 802.11) Policies seftings" policy setting under Local Policies®\Security Options must also be

p ] Public Key Policies

p || Software Restriction Policies

p | Metwork Access Protection

b ] Application Control Pelicies Which editions of
B, P Security Policies on Active Directo

Mare about

A summary
Advanced Audit Policy Configuration e Corfiguration

4 ﬂ'g Audit Policies Account Logon Mot configured

m Account Logon Account Management Mot corfigured
4 Account Management Detailed Tracking Not configured
55 Detailed Tracking D5 fAccess Mot configured
55 DS Access Logon/Logoff Not configured
:H Legon/Logeff Object Access Not corfigured
55 Ohbject Access Palicy Change Mot configured
- Policy Change Friviege Use Mot configured
5 Privilege Use System Mot corfigured
5 System Global Object Access Audting Mot configured

5 Global Object Access Auditing |~
| |

A A A v
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» To see the audit log you can go to through Server Manager -> Tools -> Event Viewer.

Manage Tools View

File Action View Help

Active Directory Administrative Center

Active Directory Domains and Trusts

Active Directory Moedule for Windows PowerShell
Active Directory Sites and Services

Active Directory Users and Computers

ADSI Edit

Component Services

Computer Management

Defragment and Optimize Drives

DNS

Event Viewer

&« 77 HE

g Event Viewer (Local)
5 Custom Views
B | ServerRoles
T Administrative Events
I .:qy Windows Logs
Application
Security
] Setup
% System
% Forwarded Events
| [ Applications and Services Le
f5] Active Directory Web Sel
f5] DFS Replication
f5] Directory Service
DNS Server
Hardware Events
Internet Explorer
f5] Key Management Servic
4 | Microsoft
4 ] Windows
b [ All-User-Install-A
b ] AppHost
b [ ApplD

AN HPSE ] A e

m >

Mame Description
ServerRoles

Administrative Events Critical, Errer and Warning events fi

]
7

| Custom Views 4

Open Saved Log...
Create Custom View...
Import Custom View...
View

Refresh

Help

| ServerRoles 4

Open
Help
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5. Click the Add button in the “Directly Applies To” section and select the Global Group you want

to target.

Create Password Settings: Students

Password Settings | password Settings

Directly Applies To
Mame: * Students

Precedence: % 100

Enforce minimum password length
Minimum password length (characters): * |5

Enforce password history
Mumber of passwords remembered: #1000

[[] Password must meet complexity requirements

[[] Store password using reversible encryption

Protect from accidental deletion

Description:

Directly Applies To

FS
MName Mail

e~

() More Information

TAsks v | [sEcTions ¥

Password age options:

Enforce minimum password age

(20 () ()

User cannot change the password within (days): 5¢ 1

Enforce maximum password age
User must change the password after (days):
[[] Enforce account lockout policy:
Number of failed logon attempts allowed:
Reset failed logon attempts count after (mins):

Account will be locked out
(® For a duration of (mins):

& a2

*
% [30

% 30

) Until an administrator ma nually unlocks the account

[>]

v" In our case “Students” Group and click OK

Select this object type:

| |sers or Groups

From this location:

|aaucsjncal

Enter the object names to select (zxamples):

Students
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We have successfully configured a password policy for the “Students” domain group of users.

Create Password Settings: Students Tasks v | [secrions v

ey —

Password Settings .
MName: % students Password age options:

Directly Applies To Pretetene % [100 Enforce minimum password age
Enforce minimum password length User cannot change the password within (days): ¢ |1
Minimum passwerd length (characters): ¥ 5 Enfarce maximum password age
Enforce password history User must change the password after (days): ¢ |42
Number of passwords remembered: % 1000 [] Enforce account lockout policy:
Number of failed logon attempts allowed: ES
Reset failed logon attempts count after (mins): % |20
Account will be locked out
®) For a duration of (mins): %* 30
Protect from accidental deletion _) Until an administrator manually unlocks the account

[[] Password must meet complexity requirements

[[] Store password using reversible encryption

Description:

Directly Applies To

Name - Mail

~

(~) Mare Information

<« System * ssword Settin ( | Manage
E Active Directory... <« | Password Settings Container (2) Tasks
= = Filter y=l bt @ et '@;‘ &
Students

BE Overview Kal =
4 Tl aaucs (local) MName Precedence Type Description Delete

= [l Builtin Properties

t il Computers Passwor: Password Settings Container

> @ Domain Controllers MNew

= il ForeignSecurityPrincip| = Delete

> [ LostAndFound Search under this node

> il Managed Service Acc: Properties

= il NTDS Quotas
= [ Program Data
> 8 Staff

4 il System

< | m [ >
= il AdminSDHolder

Students A
= [l ComPartitions
il ComPartitionSets Precedence: 100 Modified: 9/13/2017 7:37 PM

Description:

© il Default Domain Pq
= il Dfs-Configuration
= [l DFSR-GlobalSettin
© il DomainUpdates o
< wm ] > Summary
WINDOWS POWERSHELL HISTORY

222



Chapter Thirteen: Installation and Configuration of DHCP role

13.1 Introduction

Dynamic Host Configuration Protocol (DHCP) is a client/server protocol that automatically
provides an Internet Protocol (IP) host with its IP address and other related configuration information
such as the subnet mask and default gateway.

Benefits of DHCP

o Safe and reliable configuration. DHCP minimizes configuration errors caused by manual IP
address configuration, such as typographical errors, as well as address conflicts caused by a
currently assigned IP address accidentally being reissued to another computer.

« Reduced network administration.

v TCP/IP configuration is centralized and automated.

v Network administrators can centrally define global and subnet-specific TCP/IP
configurations.

v Clients can be automatically assigned a full range of additional TCP/IP configuration
values by using DHCP options.

v Address changes for client configurations that must be updated frequently, such as
remote access clients that move around constantly, can be made efficiently and
automatically when the client restarts in its new location.

v Most routers can forward DHCP configuration requests, eliminating the requirement
of setting up a DHCP server on every subnet, unless there is another reason to do so.
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13.2 Steps of the installation of DHCP role

e Be Ensure the computer has at least one static IP address assigned before starting the role
installation.

1. Start the Server Manager

[ |
Server Manager

Copyright @ 2012 Microsoft Corporation. All rights reserved.

2. Click Add Roles and Features from the Manage Menu

Manage Tools View

Add Roles and Features

Remove Roles and Features

Add Servers

Create Server Group

Server Manager Properties
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3. On Add Roles and Features wizard begins and click Next.

Before you begin

Installation Type
Server Selaction

DESTINATION SERVER
SYS0100MO2 sysadsjocal

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[C] Skip this page by default

<o o] [t | [ ]
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4. Select the Role-based or feature-based installation option and click Next.

DESTINATION SERVER

Select installation type $¥50100Ma2 ysaesoca

machine, or on an offline virtual hard disk (VHD).

Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

‘@ Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selacticn

) Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VD) to create 3 virtual machine-based
or session-based desktop deployment.

| ot ]
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5. If you have more than one server managed through the server manager console, select the
desired server you’d like to install DHCP on.

Select destination server S

Bafors You Segin Select a server or a virtual hard disk on which to install roles and features.

Installation Type ®) Select a server from the server pool
EECEN s e
Server Roles Sarver Pool
Features
Filter: |
Name IP Address Operating System

aaucsserveraaucslocal 192.168.0.1 Microsoft Windows Server 2012 R2 Datacenter

1 Computer(s) found

This page shows sarvers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplate are not shown.

| (o]
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6. From the Roles lists, check the DHCP Server role, click Add Features on the popup window.

Add features that are required for DHCP Server?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Administration Tools
4 Role Administration Tools

[Tools] DHCP Server Toaols

Include management tocls (if applicable)

Add Features ‘ Cancel
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7. Just Click Next.

Select server roles

Before You Begin
Installation Type
Server Selection

| serverfoles |
Features
DHCF Server
Confirmation

Select one or more roles to install on the selected server.

Roles

[ Active Directory Certificate Services

[w] Active Directory Domain Services (Installed)
[ Active Directory Federation Services

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[[] Application Server

v

[w] DNS Server (Installed)

[] Fax Server

[ File And Storage Services (Installed)

[J Hyper-V

[] Metwork Policy and Access Services

[] Print and Document Services

[ Remote Access

[] Remote Desktop Services

Description

Dynamic Host Configuration
Protocol (DHCP) Server enables you
to centrally configure, manage, and
provide temporary IP addresses and
related information for client
computers.
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8. Select additional features you desire or leave as default and click Next.

Select features

Before You Begin Select one or more features to install on the selected server,

Installation Type Description

Server Selection T ———r—— NET Framework 3.5 combines the
Server Roles = power of the NET Framework 2.0

[®] NET Framework 4.5 Features (Installed) APz with new tech ies for
I oo cient Tonsie Senice TS kng ppctions that offe
DHCF Sarver [ BitLocker Drive Encryption appealing user interfaces, p-mtect
’ . your customers’ personal identity
Corfirmation [] BitLocker Metwork Unlock i somy, enable seamiess and
[[] BranchCache segure communication, and provide
[] ciient for NFS the ability to model 2 range of
L business processes.
[ Data Center Bridging
[ Enhanced Storage
] Failover Clustering
[ Group Policy Management (Installed)
[] Ink and Handwriting Services
[ Intemet Printing Client
[ 1P Address Management (IPAM) Server

e
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9. Keep in mind ‘Things to note’ and click Next.

DESTINATION SERVER

DHCP Server $YS0100MO2 sysacs ocal

Before You Begin The Dynamic Host Configuration Protocol anm_fvs servers to assgn. or lease, IP addresses to computers
and other devices that are enabled as DHCP clients. Deploying a DHCP server on the network provides
Installation Type computers and other TCP/IP-based network devices with valid IP addresses and the additional
Server Selection configuration parameters these devices need, called DHCP options. This allows computers and devices
& ok to connect to other network resources, such as DNS servers, WINS servers, and routers.
rver es

Features Things to note:

_ * You should configure at least one static IP address on this computer.

Confirmation * Before you install DHCP Server, you should plan your subnets, scopes and exclusions. Store the plan
in a safe place for later reference.

More information about DHCP Server

| Instal [ Concet |
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10. Confirm information on summary page and click Install.

DESTINATION SERVER

Confirm installation selections SYS0100MO2sysaesiocal

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Instaliation Type

Server Selection Optional features (such as administration tools) might be displayed on this page because they have

se ok been selected automatically. If you do not want to install these optional features, click Previous to clear
i their check boxes.

Features e

DHCP Server DHCP Server

ik
Role Administration Tools

DHCP Server Tools

Export configuration settings
Specify an alternate source path
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11. After installation process is completed, click Close.

DESTINATION SERVER

Installation progress SYS01DOMO2 sysacs local

View installation progress

o Feature installation
| —
Configuration required. Installation succeeded on 5YS01DOMO2.sysads.local.

DHCP Server
Launch the DHCP post-install wizard

Complete DHCP configuration

Remote Server Administration Tools
Role Administration Tools
DHCP Server Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings

< Previous | | Next = | | Close | | Cancel
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13.3 Configuration of DHCP role after installation

1. Post Deployment: open the Server Manager Click on the warning (Notification) icon and then
click on ‘Complete DHCP Configuration’

- ':. .,:' I FA Manage

M

I Post-deployment Configura... |

— Configuration required for DHCP Server at
S¥YS01DOMOZ
Complete DHCP configuration

o Feature installation

|
Configuration required. Installation succeeded on
SYS01DOMO2.sysads.local.

Add Roles and Features

Taszk Details

2. On DHCP Post-Install wizard, click Next.

= DHCP Post-Install configuration wizard [= ==

Description

The following steps will be performed to complete the configuration of the DHCP Server on the
target computer

Authorization
Create the following security groups for delegation of DHCP Server Administration,

= DHCP Administratorns
- DHCP Uszers

Authorize DHCP server on target computer (if domain joined).

Commit_| (DRG]
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3. On Authorization, select a domain user account that has permissions to create objects in the Net
Services container in Active directory (For security lock-down) or simply use a domain admin
account and click Next.

Authorization

Specify the credentials to be used to authorize this DHCP server in AD D5,

Description

(@) Use the following user's credentials
User Name: AAUCS\Administrator

) Use alternate credentials

UserMame:

() Skip AD authorization
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4. Confirm on summary page that the security groups had been created and Authorizing DHCP
server role done. Close the screen

Summary

The status of the post install configuration steps are indicated below:

T | oo

Please restart the DHCP server senvice on the target computer for the secunty groups 1o be
effective.

Authorizing DHCP server

< Previous | Mext > | - Cancel

+»+ For the security groups to come into effect, we need to restart the DHCP Server service
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5. Click on Tools on Server Manager menu and click on Services

- {qu:} | r,] Manage Toals View

Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell
Active Directory Sites and Services
Active Directory Users and Computers
ADSI Edit

Component Services

Computer Management

Defragment and Optimize Drives
DHCP

DS

Event Viewer

Group Policy Management

iSCSl Initiator

Local Security Policy

QODBC Data Sources (32-bit)

ODBC Data Sources (b4-bit)
Performance Monitor

Resource Monitor

. Security Configuration Wizard

Services

System Configuration
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6. Finally Locate “DHCP Server” service, click on the Restart Service icon to restart the service.

File Action View Help
NI EEE

Qﬁ Services (Local)

Bl » mou

DHCF Server Marme - Description Status Startup Type Log ~
% Device Install Service Enables a c... Manual (Trig... Loc
%Eth: service }; Device Setup Manager Enables the.. Running Manual (Trig.. Loc
Pauset & SEnvIce i%DFS MNamespace Enables you.. Running  Automatic Loc
Hestart the service % DFS Replication Enables you... Running  Autemnatic Loc
C..sﬂ DHCP Client Registers an... Running  Autematic Loc =
Description: ) _ ; RS E s T... FRunning Automatic
Eﬂfggrg“s;f;ﬁpdcuodr}f_:gudr;::rr;r:r C-‘Sﬂ D?ag e ne D?agno... Running  Automatic (0. Loc
assignments of IP addresses, '%’ID'EQ step ne Diagno... Manual Loc
specification of the WINS and DNS i Diag Pause ne Diagno... Manual Loc
SErVErs, and.conngctipn—speciﬁc DS i'f..%Distr Recume aintains li... Manual Loc
B:EES;;:Z:'SU:;T:: : ;I:eiz?rﬁe'?tg}‘lap C-‘Sﬂ Distr Restart cordinates... Running  Automatic (0. Net
cenfiguration for clients. If this . DNS ne DN5 Cli.. Running  Automatic (T.. Net
service is disabled, any services that 2 DNS Al * hablesDN.. Running Automatic Loc
explicitly depend on it will fail to start. i'f..%DSR Refresh his service ... Manual Loc
E%Er‘lcﬂ PWPGT ovidesth... Manual (Trig... Loc
o Exter - ne Extensi. Manual Loc
i FileF Help nchronize.., Disabled Loc
i'f..%Function Discovery Provide.. The FDPHO... Manual Loc
i'f..'s'?x',Function Discovery Resourc... Publishes th... Manual Loc
i%ﬁroup Policy Client Theservice... Running  Autornatic (T.. Loc
C-‘Sﬂ Health Key and Certificate ...  Provides X.5... Manual Loc .|

<] i [ B

Extended /, Standard /
Stop and Start service DHCP Server on Local Computer
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10.3.1 Creating a new IPv4 DHCP scope

A scope is needed so we can define a range of IP addresses that can be handed out to clients.
Steps:-

1. From Server Manager Tools menu chooses DHCP.

I'z Manage Tools View

Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell

Active Directory Sites and Services
Active Directory Users and Computers
ADSI Edit

Component Services

Computer Management

Defragment and Optimize Drives
DHCP

DNS

Event Viewer

Group Policy Management
iSC5l Initiator

Local Security Policy

QODBC Data Sources (32-bit)
QODBC Data Sources (64-bit)

Performance Monitor

Resource Monitor
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2. Right click 1Pv4 and choose new Scope.

File Action View Help
e« #2F 5 6|

& DHCP
w ﬁ adatumserver.adatum.local @ Addas

A |Pred

| Display Statistics... More Actions
nge of IP addresses assigned to computers requesting

Mew Scope.. address. You must create and configure a scope
ic IP addresses can be assigned.

MNew Multicast Scope...

Configure Failover... scope, on the Action menu, click New Scope.

Replicate Failover Scopes... rmatien about setting up a DHCP server, see online
Define User Classes...
Define Vendor Classes...

Reconcile All Scopes...

Set Predefined Options...

View

Refresh

Properties

Help

Create a new scope
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3. Click Next

Mew Scope Wizard

Welcome to the New Scope
Wizard
This wizard helps you set up a scope for distributing IP

addresses to computers on your networkc.

To cortinue, click MNesxdt.

]
|2
%
W

Cancel

4. Give the scope a meaningful name that you want in addition to the description about it and click
Next.

Mew Scope Wizard

Scope Mame o —
ou hawe to provide an identifying scope name. You also hawve the option of prowviding

a description.

Type a name and descrption for this scope. This irfomation helps you quickhyr identify
how the scope is to be used on your network.

MName: ||

Description : |
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5. In this case the scope starts at .20 and let it end at .254. You may wish to change this to

your needs.

IP Address Range g
You define the scope address range by identifying a set of consecutive |P addresses.

— Configuration settings for DHCP Server
Enter the range of addresses that the scope distributes.

Start IP address: [ 192 . 168 . 160 . 20 !

End IP address: |152.163.1ﬁu.2544

— Configuration settings that propagate to DHCP Cliert

Length: I 24 _I?

Subnet mask: |255255255 0

6. In this our IPV4 scope we do not set exclusions or delays but you may need them and can

exclude some range of IP address here.

Add Exclusions and Delay
Exclusions are addresses or a range of addresses that are not distibuted by the
server. A delay is the time duration by which the server will delay the transmission of a

DHCPOFFER message.

Twpe the IP address range that you want to exclude . F you want to exclude a single
address, type an address in Start |P address onby.

Start IP address: End IP address:
—

Excluded address range:

Subnet delay in milli second:

<Back || ﬂextl) Cancel
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7. Accept the defaults and click Next

Mew Scope Wizard

Lease Duration )
The lease duration specifies how long a client can use an |IP address from this scope.

Lease durations should typically be equal to the average time the computer is
connected to the same physical network. For mobile networks that consist mainky of
portable computers or dialup clients. shorter lease durations can be useful.
Likewise, for a stable networs that consists mainly of desktop computers at foced
locations, longer lease durations are more appropriate .

Set the duration for scope leases when distributed by this server.

Limited to:

Days: Howurs: Minutes:
[ | | =1
1 | D;I D;I

<Back || T | Canicel

8. Yes, we will configure DHCP options. Click Next.

Mew Scope Wizard
Configure DHCFP Options —
You have to configure the most common DHCP options before clients can use the
sCOpE.

When clients obtain an address, they are given DHCF options such as the IP
addresses of routers (default gateways). DMNS servers, and WINS settings for that

sCope.

The settings you select here are for this scope and ovemide settings configured in the
Server Options folder for this server.

Do you want to configure the DHCP options for this scope now?

'f: Mes, | want to configure these options now;
" Mo, | will configure these options later

<Back || Mext Cancel
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9. In our case the router is at 192.168.160.2 and Click Next.

Router (Default Gateway)
You can specify the routers, or default gateways. to be distibuted by this scope.

To add an |P address for a router used by clients, enter the address below.

IP address:
| [ dd

152 168.160.2 Bemove

<Back || Ned> Cancel
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10. Under normal circumstances the wizard will detect the DNS server that is installed during the
installation of the DNS server role or a domain. Click Next.

Demain Name and DNS Servers e
The Domain Mame System (DMS) maps and translates domain names used by clients

an your netwark.

You can specify the parent domain you want the client computers on your netwark to use for
DMNS name resolution.

Parent domain: Iaaucs_lucaﬂ

To configure scope clients to use DNS servers on your networle, enter the |P addresses for those
SErVErs.
Server name: IF address:

| . . . Add

Fezolve | 152.163.01 Femowve |
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11. Here we do not support any WINS servers so just Click Next.

Mew Scope Wizard

WINS Servers gt
Computers unning Windows can use WINS servers to convert NetBIOS computer

names to [P addresses.

Entering server IP addresses here enables Windows clients to queny WINS before they use
broadcasts to register and resolve NetBIOS names.

Server name: IP address:

aaucsserver.aaucs local [EE. 162, 0 .1 Add
Resolve 152.168.0.1

il

To change this behavior for Windows DHCP clients modify option 046, WINS/MNEBT Node
Type. in Scope Options.

<Back || MNet> | | Canesl

» Windows Internet Name Service (WINS) is Microsoft's implementation of NetBIOS Name
Service (NBNS), a name server and service for NetBIOS computer names. Effectively, WINS is
to NetBIOS names what DNS is to domain names — a central mapping of host names to network

addresses.
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12. Click Next

Activate Scope

Clients can obtain address leases only if a scope is activated.

Do you want to activate this scope now?

* Yes |want to activate this scope nowi
™ Na, | wil activate this scope later
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13. Just Click Finish

Mew Scope Wizard

Completing the New Scope
Wizard

You have successfully completed the New Scope wizard.

To provide high availability for this scope, corfigure failover for
the newly added scope by right clicking on the scope and
clicking on configure failover.

To close this wizard, click Finish.

Cancel

< Back || Finish
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14. Here is our IPv4 DHCP scope.

File Action View Help

N EEEEN I EEE:

G DHCP Contents of DHCP Server
4 5 aaucsserveraz|| [ | Scope [192.168.160.0] aaucs
e Sewer Opticns
b [ Scope || @& Policies
Server || ] Fifters
[ Policie

i [# Filters
b g IPvE

Mare Actions
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Chapter Fourteen: Installation and configuration of FTP server

14.1 Enable Web Server (11S) role and FTP Server role service:

© 0o N o gk~ w D

=
o

11.
12.
13.
14.
15.
16.
17.
18.

Log in to the server by using an administrative account
Open Server Manager

Go to Manage > Add Roles and Features

Click Next

Select Role-based or feature-based installation

Click Next

Select a server from the server pool, and select your server
Click Next.

Scroll down and put a check mark in Web Server (11S)

. An Add features window pops up. Put a check mark in the Include management tools (if

applicable) option

Click Add Features button

Click Next

Click Next

Click Next

Scroll down and put a check mark in: FTP server, FTP Service and FTP Extensibility.
Click Next

Click Install

When installation is finished, click Close

14.2 Create FTP users:

You need to create users in Windows in order to be able to use FTP services. You can use either local
or domain users. In this case, you will create some local users. The only thing that changes if you use
domain users is, when you log in to FTP, you must use the domain/account format.

1
2
3.
4

In Server Manager go to Tools

. Click Computer Management

Click Local Users and Groups

. Click Users
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In the center pane, right-click a blank area and then select New User...
Enter the username information and click the Create button

Create as many usernames you need here.

Optionally, you can create a group that contains all the FTP users in the Groups folder and

add the users you created above.

14.3 Configuring FTP global I1S settings:

You need to configure some global settings for your IIS server before creating your FTP site.
It is very easy, follow the steps below:

1
2
3.
4

o

10.
11.

12.
13.
14.

15.
16.

In Server Manager go to Tools

. Click Internet Information Services (11S) manager.

In the left pane, double-click the server icon (in the tree below the option Start Page)

If a window pops up asking about Microsoft Web Platform, select Do not show this message,
and click the No button

In the center pane, double-click the FTP Authentication icon

If you want to allow anonymous users, right-click Anonymous Authentication and set it to
Enable.

To allow access to the windows users you created in Part Two above, right-click
Basic Authentication and set it to Enable.

In the left pane, double-click the server icon.

Double click the FTP Authorization Rules option

Delete all rules in the center pane.

After all rules have been deleted, right-click a blank area in the center pane and select the
option Add Allow Rule...

Click the option Specified users.

In the text box type the usernames (separated by commas) you created in Part Two above.
Check either the boxes Read or Write depending the access you want to grant to the user or
group of users you are adding.

Click the OK button

Repeat steps 8 to 15 if you want to add more users with different Read / Write permissions.
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14.4 Creating FTP site:

© 0 N o g bk~ wDhPE

e o o =
A W N L O

15.
16.
17.

18.
19.

20.
21.
22.
23.
24,
25.

Open Windows Explorer

Navigate to C:\inetpub\ftproot

This is the default local folder where the FTP directory tree will be saved

You can create your own folder in another directory or hard drive if you want.
Create your own folder at this point if it is desired.

Open Server Manager

Go to Tools

Click on Internet Information Services (11S) Manager

In the left pane, right-click the server icon (in the tree below the option Start Page)

. Click Add FTP Site

. In FTP site name type a friendly name for your site. (My FTP Site for example)
. In Physical path browse to the folder you creates in steps 2 to 5

. Click Next

.In TP Address, click the drop down menu, and select the server’s IP address you want to

assign to the site

Port remains as 21 by default. You can change it if you want.

Ensure the option Start FTP site automatically is checked

Select the No SSL option if you are not required to use certificates. Otherwise, select one of
the other options.

Click Next

In the Authentication section, put a check mark in Anonymous If you want to allow
anonymous users.

Put a check mark also in Basic to allow access to users created in Part Two.

In the Allow access to: drop down menu, select: Specified Users

In the text box type the usernames of the users you created in Part Two.

Check the box Read to grant read access to users.

Check the box Write to grant write access to users.

Click Finish
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14.5 11S Firewall setup:

In Server Manager go to Tools

Click Internet Information Services (I1S) manager.

In the left pane, double-click the server icon (in the tree below the option Start
Page)

In the center pane, double-click the FTP Firewall Support icon

In the Data Channel Port Range box, make sure the value is 0-0 to use the default port
range.

Or, you can change it if you want by your own set of ports.

Click Apply

Close Internet Information Services (11S) Manager

14.6 Windows Firewall setup:

By default, all exceptions needed for FTP are added to the Windows Firewall at the time you enable
the FTP Server role. Anyway, for troubleshooting purposes, the next steps show the configuration
that needs to be in place in order to allow FTP traffic in your server.

1.
2.
3.

6
;
8.
9

. Go to the Protocols and Ports tab.

Open Server Manager

In the left pane, click Local Server

In the right pane, click the hyperlink beside the Windows Firewall option. It should say
Public: On (or off).

The Windows firewall window opens. In the left pane click Advanced Settings

The Windows Firewall with Advanced Security window opens. In the left pane click Inbound

Rules.

. In the right pane, verify there’s a rule called FTP Server (FTP Traffic-In)

Double click this rule.
In the General tab, verify the option Enabled is checked.

10. Verify the Protocol type is TCP and the Local port value is 21.
11. Go to the Advanced tab
12. Make sure the profiles: Domain, Private and Public are checked.
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13.
14.

15.

16.
17.

18.

19.

Click OK button

Execute the same validation in steps 7-13 for the FTP Server Passive (FTP Passive Traffic-
In) rule. Except that the local port value in this rule should be 1024-65535

Execute the same validation in steps 7-13 for the FTP Server Secure (FTP SSL Traffic-
In) rule. Except that the local port value in this rule should be 990

In the left pane, click Outbound Rules

Execute the same validation in steps 7-13 for the FTP Server (FTP Traffic-Out) rule. Except
that the local port value in this rule should be 20

Execute the same validation in steps 7-13 for the FTP Server Secure (FTP SSL Traffic-
Out) rule. Except that the local port value in this rule should be 989

Close all windows.

14.7 Testing:

The last part is to test your work.
Make sure you can connect to the FTP service, first from the local machine and
then form a remote computer.

Try to log in, put files, get files, show folder contents, etc.
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Chapter Fifteen: Installation and Configuration of a Print Server

15.1 Print and Document Services role installation

1. Open the Server Manager console.

[ Server Manager

Server Manager * Dashboard @ Manage  Tools

i# Dashboard

B Local Server

ii All Servers

WELCOME TO SERVER MANAGER

0 Configure this local server

QUICK START

Add roles and features

M

3 Add other servers to manage

WHAT'S NEW — .
4 Create a server group
Hide
LEARMN MORE
ROLES AND SERVER GROUPS
Roles: 0 | Servergroups: 1 | Servers total: 1 ~

2. To install and configure the print server in Windows Server, you must install Print and

Documents Services role. Go to Server Manager Dashboard click Manage tab then click Add
roles and features.

255



Server Manager * Dashboard @) Manage  Tools  View Help

Add Roles and Features

Remove Roles and Features

WELCOME TO SERVER MAMNAGER

Dashboard Add Servers

Local Server Create Server Group

Etze”ers o Configure this local Sz (MEREger P T

File and Storage Services P QUICK START

2 Add roles and features
3 Add other servers to manage

4  Create a server group

ROLES AND SERVER GROUPS

Roles: 2 Server groups: 1 Servers total: 1

3. On the Before You Begin page click Next and select Role-based or feature based installation then
click Next.

DESTINATION SERVER

Select installation type ssucsserver

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin
— machine, or on an offine virtual hard disk (VHD).

nstaliation iype

‘@ Role-based or feature-based installation

Server Selection
" Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

E oot _| DG
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4. On the Server Selection page, choose the server you want then click Next.

DESTINATIOMN SERVER

Select destination server i —

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (®) Select a server from the server pool
ction ) Select a virtual hard disk
Server Roles Server Pool

Features

Filter: |

MName IP Address Operating System

aaucsserver.aaucs.local .168.0. Microsoft Windows Server 2012 R2 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

| Install | | Cancel
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5. Select and tick the check box of “Print and Document Services” on the Server Roles page.

DESTIMATION SERVER

Select server roles i —————

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Server Selection o Print and Document Services

L] Application Server enables you to centralize print server
[] CHCP Server and network printer management
Features DNS Server (Installed) tasks_;. With this role, you can also
receive scanned documents from
network scanners and route the

Role Services [B] Fil= and Storage Services (2 of 12 installed) documents to a shared network

Confirmation ] Hyper-¥ resource, Windows SharePoint
Services site, or e-mail addresses.

Print and Document Servi... ] Fax Server

[] Network Policy and Access Services
Print and Document Services

] Remote Access

[] Remaote Desktop Services

[ Volume Activation Services

] Web Server {II5)

[] Windows Deployment Services

[] Windows Server Essentials Experience

[] Windows Server Update Services

Install | [ Cancel

» Now the component and features want to be installed; just click Add Featuresand then
click Next.
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> Leave the Features page by default and click Next. You don’t need to install any features for print

and document services, so do nothing on this page.

Select features

Before You Begin
Installaticn Type
Server selection

Server Roles

Print and Document Servi_

Role Services

Confirmation

Select one or more features to install on the selected server.

Features

PR NET Framework 3.5 Features

[ [m] .NET Framewaork 4.5 Features (2 of 7 installed)
t [[] Background Intelligent Transfer Service (BITS)

[] BitLocker Drive Encryption

[] BitLocker Network Unlock

[] BranchCache

[] Client for NFS

[[] Data Center Bridging

[] Direct Play

[[] Enhanced Storage

[] Failover Clustering

[] Group Policy Management

[] 115 Hostable Web Core

[] Ink and Handwriting Services

—, . - -

<]
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DESTINATION SERVER
aaucsserver.aaucs.local

Description

NET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customners’ personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.




» On the Print and Document Services page read all notification and click Next. It is necessary
once to read this page carefully.

DESTINATION SERVER

Print and Document Services saucsserver asucslocal

Before You Begin Print and Document Services enables you to centralize print server and network printer management
tasks. With this role, you can also receive scanned documents from network scanners and route the
Installation Type documents to a shared network resource, Windows SharePoint Services site, or e-mail addresses,

Server selection

Things to Note
Server Roles

Features Windows Server 2012 supports print queues using either Type 3 or Type 4 printer drivers.

Microsoft recommends using Type 4 printer drivers where possible. With Type 4 printer drivers users
whao are not members of the local administrators group can connect to the printer by default and
Role Services users an 32-bit clients can connect without a 32-bit driver on the print server.

Print and D

Confirmation To enable clients to connect to shared print queues supported using Type 3 printer drivers on the
print server, you should use signed, package aware drivers. If signed or package aware drivers are
unavailable, client users must either be local administrators or you must have already set the
"ComputerAdministrative Templates\Printers\Point and Print Restrictions® group pelicy to configure
security prompts.

If you are using Type 3 printer drivers and have any 32-bit clients, you must install the matching 32-
bit version of the printer driver on the print server. If you no not install the 32-bit drivers, clients may
not be able to successfully connect to the printer.

Learn more about the Printer Server Role

install | [ Cancel
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6. Select the Print Server and Internet Printing options from Role Services.

DESTINATIOMN SERVER

Select role services i —

Before You Begin Select the role services to install for Print and Document Services

Installation Type Role services Description

Server Selection Print Server Internet Printing creates a ‘u'!i’eb. site

where users can manage print jobs
[ Distributed Scan Server on the server. It also enables users
Features Internet Printing who have Internet Printing Client
installed to use a Web browser to
connect and print to shared printers
on this server by using the Internet
Web Server Role {15} Printing Protecol (IPP).

Server Roles

Print and Document Servi... [] LPD Service

Role Services

Confirmation

| install || Cancel
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> Click Add Feature to install 11S web server with components and features.

FI

Add Roles and Features Wizard -

Addd features that are required for Intermnet Printing?

You cannot install Intermnet Printing unless the following role services
or features are also installed.
- -MET Framework 4.5 Features -
ASP.NMET 4.5
- Web Server (I5)

=] MManagement Tools

] s 6 Management Compatibility
IS5 & Metabase Compatikility
[Tools] IS Management Conscole
- Web Server

a4  Application Deweloprment

Include management tools (if applicable)

I Add Features I | Cancel

Print and Document Role Services:

e Print Server: is the core print management and services.
e Distributed Scan: Server is for Document Scanner if you have it.
e Internet Printing: will let you manage your printers through the browser.

e LDP Services: will share printers between Linux and UNIX base OS.
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» Don’t change anything Web Server, just click Next on Web Server Roles (11S), Role Services and
Confirmation page to finish the 11S Web Server options.

DESTINATION SERVER

Select role services e

Before You Begin Select the role services to install for Web Server (I15)

Installation Type Role services Description

Server Selection o Web Server provides support for

4 HTML Web sites and optional
4 Common HTTP Features support for ASP.NET, ASP, and Web
Features Default Document server extensions. You can use the
Web Server to host an internal or
external Web site or to provide an
Role Services HTTP Errors environment for developers to

Web Server Role {1IS) Static Content create Web-based applications.
HTTP Redirection
[[] WebDAV Publishing
4 Health and Diagnostics
HTTP Logging
[] Custom Logging
Logging Tools
[] ODBC Logging
Request Monitor

— —

Server Roles

Print and Document Servi... Directory Browsing

Confirmation

Install | [ Cancel
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7. Click Install on the Confirmation page to finish the 1IS Web Server options.

DESTIMATION SERVER

Confirm installation selections e ———

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [] Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
la been selected automatically. If you do not want to install these optional features, click Previous to clear
fdr el =2 their check boxes.

Features

NET Framewark 4.5 Features
ASP.MET 4.5

Print and Document Servi_..

Role Services

Print and D t Servi
Web server Role (I15) rint and ocument Services
Internet Printing

Role Services )
Print Server

Remote Server Administration Tools
Role Administration Tools

Print and Document Services Toals

Web Server (II5)

Management Tools

Export configuration settings
Specify an alternate source path
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» Finally click Close due to the installation of Print and document services successful
completion.

DESTINATION SERVER

Installation progress T

View installation progress

o Feature installation
. __________________________________________________________________|

Installation succeeded on aaucsserver.aaucs.local.

NET Framework 4.5 Features
ASPMET 4.5
Print and Document Services
Internet Printing
Print Server
Remote Server Administration Tools
Role Administration Tools
Print and Document Services Tools

Web Server (115)

Management Tools
IS & Mananement Comnatihilitv

You can close this wizard without interrupting running tasks. View task progress or cpen this
page again by clicking Metifications in the command bar, and then Task Details.

Export configuration settings

< Previous | | MNext = |
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15.2 Installation of a Printer

1. Open the print management console from Tools tab on Server Manager.

View

Active Directory Module for Windows PowerShe
Component Services

Computer Management

Defragment and Optimize Drives

DNS

Event Viewer

Internet Information Services (11S) Manager
iSCSl Initiator

Local Security Policy

ODBC Data Sources (32-hit)

ODBC Data Sources (64-bit)

(K]

Performance Monitor

Print Management

Resource Monitor

Security Configuration Wizard
Services

System Configuration

System Information

Task Scheduler
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2. There is no installed printer on a print management without the default one.

File Action View Help
@ 2z[E 6B

% Print Management Printer Name Cueue Status | Actions
4 7| Custom Filters

=1 Microsoft XP5S Document Writer  Ready _
b [ All Printers (1)
b [ All Drivers (51 More Actions
p [ Printers Mot Ready
b [Fl Printers With Jobs
A ﬁ Print Servers

A ﬁ aaucsserver (local)

I+ @ Drivers

I @ Forms

I @Porls

I = Deployed Printers

3. Let’s add a printer; expand the Print Servers to Printers then right click Printers and click Add
printer.

File Action Wiews Help

== =@ ¢ =

A= Print Management Printer Mame
4 77| Customn Filters

Cueue Status I Actions

R Micrasore XpS Docament winter Ready | printers .~

More Actions »>

B [ All Printers (1)

- (52| All Drivers (5}

I = Printers Mot Ready

I [# Printers With Jobs
4 = Print Servers

A

= =aucsserver (local}

I [#] Drivers

b oy Forms

- 0 Ports

= Printe
- == Dreployed Prir Add Printer...

Show Extended Wiew
Wiews (3
Refresh
Export List...
Help

Invokes the add printer wizard against the selected server.

267



4. On Printer installation page select “Add a new printer using and existing port” and click Next.

Printer Installation
Pick an installation method.

() Search the network for printers

() Add a TCP/IP or Web Services Printer by IP address or hostnarme

® Add a new printer using an existing port: | LPT1: (Printer Port)

() Create a new port and add a new printer: | Local Port v |
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5. Select “Install a new driver” on Printer Driver page and click Next.

Printer Driver
Fick a driver for the new printer.

() Use the printer driver that the wizard selected

| Compatible driver cannot be found.

() Use an existing printer driver on the computer

| Microsoft XPS Docurment Writer wd

(® Inztall a new driver
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6. Select a proper printer then click Next. In this case, the selected printer is HP Color LaserJet
2550 PCLS6.

Printer Installation
Select the manufacturer and model of your printer.

{ .Lr Choose your printer from the list, Click Windows Update to see more models.

To install the driver from an installation CD, click Have Disk.

Manufacturer Printers

Fuji Xerox ELIHP Color Laserlet 2500 PS Class Driver
Generic B HP Color Laser)et 2550 PCLE Class Driver
Gestetner 53 HP Color Laserlet 2550 PS Class Driver

HP ﬁ HP Color Laserlet 2600n Class Driver
InfoPrint < il

5] This driver is digtally signed. Windows Update

Tell me why driver signing is important
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Fill the information and tick the check box of Share this printer and click Next twice.

Printer Name and Sharing Settings
You can give the printer a fiendly name and specify whether other people can use the printer.

Printer Name: | HP Color Laser)et 2550 PCLE Class Driver
[#] Share this printer
Share Mame: | Technical Assistants Printer |
Location: | Freshman Building, Office Mumber 201 |
Comment:

Printer Found

The printer is ready to be installed. Please review the printer settings below, and then click Next to

install the printer.

Mame:
Share Mame:

Model:

Port Type:

Port Mame:
Location:

Comment:

HP Color Laserlet 2550 PCLE& Class Driver
Technical Assistants Printer

HP Color Laserlet 2550 PCLG Class Driver
Printer Port

LPT1:

Freshman Building, Office Mumber 201
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8. Finally, click Finish to accomplish the installation task.

o Metwork Printer Installation Wizard -

Completing the Network Printer
Installation Wizard

Status:

Driver installation succeeded.
Printer installation succeeded.

Your printer has been installed successfully,

To test the printer, select Print test page, and then click Finish.

To install ancther printer, select Add ancther printer, and then
click finish,

[ ] Print test page
[ ] Add another printer
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» Go to the print management console and see the new printer (HP Color LaserJet 2550 PCLS6).
We have installed another printer, and now we have two printers.

File Action View Help
e 2[5 X

E Print Management Printer Name
iy YT s AN | Privcers -
b [Fl All Printers (2) Wi S Document Writer  Ready
I [ All Drivers (6) § Meore Actions
b [F| Printers Mot Ready
B [ Printers With Jobs _
4 ﬁ Print Servers Mare Actions

4 ﬁ aaucsserver (local)

I+ @ Drivers

Queue Status | Actions

I ﬂ] Forms
I lﬂ] Ports
= Printers
[+ @ Deployed Printers

273



15.3 Sharing a printer to clients

When we are installing a printer, we select the sharing checkbox of first print to share the printer in
the network. The sharing occurs, but it is not accessible to network directory for client PCs while you
have not ticked the check box of “share this printer” of the installed printer going through
properties -> sharing Tab.

File Action View Help
e z[E X/ H

'@ Print Management Printer Mame Queue Status | Actions
4 [F| Custom Filters :
b [l All Printers (2) = Microsoft XPS Document

b [ All Drivers (5) Pause Printing
[ Printers Not Ready

> [ Printers With Jobs

] i Print Servers Set Printing Defaults...
A i aaucsserver (local)

I @ Drivers
[+ @ Forms Print Test Page

Open Printer Queue...

Deploy with Group Policy...

Manage Sharing...

4 @ :o_rts Enable Branch Office Direct Printing
== Printers

| = Deployed Printers Properties...

<[ m

Displays properties for the selected printers.

General I Sharing IF‘orts I Advanced | Color Management | Security | Device Settings

B

. If you share this printer, only users on your network with a username
ﬁ and password for this cormputer can print to it. The printer will not
be available when the computer sleeps. Te change these settings,
use the Metwork and Sharing Center.

1

Share this printer

Share name: | Technical Assistants Printer

[[]Render print jobs on client computers

Drivers
If this printer is shared with users running different versions of
Weindowes, you may want to install additional drivers, so that the
users do not have to find the print driver when they connect to the

shared printer,
Additional Drivers...
— =
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Chapter Sixteen: Backup

16.1 Introduction

A backup, or the process of backing up, refers to the copying and archiving of computer data so it
may be used to restore the original after a data loss event.

Backup causes:
» Software bugs routinely corrupt documents.
» Users accidentally delete data files.
» Hackers and disgruntled employees erase disks.
» Hardware problems and natural disasters take out entire machine rooms

If executed correctly, backups allow an administrator to restore a filesystem to the condition it was in
at the time of the last backup.

Backups must be done carefully and on a strict schedule.

The backup system and backup media must also be tested regularly to verify that they are working
correctly.

Backups Recommendations:

» Perform all backups from a central location
» Label your media

» Pick areasonable backup interval

» Choose filesystems carefully

» Make daily dumps fit on one piece of media
» Keep media off-site

» Protect your backups

» Limit activity during backups — use snapshots
» Verify your media

» Develop a media life cycle

» Design your data for backups

»

Prepare for the worst
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16.1.2 Types of Backups

16.1.2.1 Full Backup

A full backup is exactly what the name implies. It is a full copy of your entire data set. Although full
backups arguably provide the best protection, most organizations only use them on a periodic basis
because they are time consuming, and often require a large number of tapes or disk.

16.1.2.2 Incremental Backup

Because full backups are so time consuming, incremental backups were introduced as a way of
decreasing the amount of time that it takes to do a backup. Incremental backups only backup the data
that has changed since the previous backup. For example, suppose that you created a full backup on
Monday, and used incremental backups for the rest of the week. Tuesday's backup would only
contain the data that has changed since Monday. Wednesday's backup would only contain the data
that has changed since Tuesday.

The primary disadvantage to incremental backups is that they can be time-consuming to restore.
Going back to the above example, suppose that you wanted to restore the backup from Wednesday.
To do so, you would have to first restore Monday's full backup. After that, you would have to restore
Tuesday's backup disk, followed by Wednesday's. If any of the disks happen to be missing or

damaged, then you will not be able to perform the full restoration.

16.1.2.3 Differential Backup

A differential backup is similar to an incremental backup in that it starts with a full backup, and
subsequent backups only contain data that has changed. The difference is that while an incremental
backup only includes the data that has changed since the previous backup, a differential backup
contains all of the data that has changed since the last full backup.

Suppose for example that you wanted to create a full backup on Monday and differential backups for
the rest of the week. Tuesday's backup would contain all of the data that has changed since Monday.
It would therefore be identical to an incremental backup at this point. On Wednesday, however, the
differential backup would backup any data that had changed since Monday.

The advantage that differential backups have over incremental is shorter restore times. Restoring a
differential backup never requires more than two disk sets. Incremental backups on the other hand,
may require a great number of disk sets. Of course the tradeoff is that as time progresses, a
differential backup disk can grow to contain much more data than an incremental backup tape.
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16.1.2.4 Synthetic Full Backup

A synthetic full backup is a variation of an incremental backup. Like any other incremental backup,
the actual backup process involves taking a full backup, followed by a series of incremental backups.
But synthetic backups take things one step further.

What makes a synthetic backup different from an incremental backup is that the backup server
actually produces full backups. It does this by combining the existing full backup with the data from
the incremental backups. The end result is a full backup that is indistinguishable from a full backup
that has been created in the traditional way.

As you can imagine, the primary advantage to synthetic full backups is greatly reduced restore times.
Restoring a synthetic full backup doesn't require the backup operator to restore multiple tape sets as
an incremental backup does. Synthetic full backups provide all of the advantages of a true full
backup, but offer the decreased backup times and decrease bandwidth usage of an incremental
backup.

16.1.2.5 Incremental-Forever Backup

Incremental-forever backups are often used by disk-to-disk-to-tape backup systems. The basic
idea is that like an incremental backup, and incremental-forever backup begins by taking a full
backup of the data set. After that point, only incremental backups are taken.

What makes an incremental-forever backup different from a normal incremental backup is the
availability of data. As you will recall, restoring an incremental backup requires the tape containing
the full backup, and every subsequent backup up to the backup that you want to restore. While this is
also true for an incremental-forever backup, the backup server typically stores all of the backup sets
on either a large disk array or in a tape library. It automates the restoration process so that you don't
have to figure out which tape sets need to be restored. In essence, the process of restoring the
incremental data becomes completely transparent and mimics the process of restoring a full backup.
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16.2 Installation of Windows server 2012 Backup components

v" Log on to the domain controller (DC) with a domain admin account and open a PowerShell
prompt using the blue icon on the desktop taskbar or from the Start screen.

v"In the PowerShell console, type add-windowsfeature windows-server-backup and press Enter.

ey Administrator. Windows PowerShell I;‘i-

soft Corporation. All rights reserved.
AAUCSSERVER. 000> add-windowsTeature windc server-backup
Code Feature Result

angeMeeded {}

PS C:yUsers'\Administrator. AAUCSSERVER. 000>

» Or you can follow the GUI procedure to install the Windows Server Backup feature from the

Server manager window Add roles and Features option.
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1. Open Server Manager from the desktop taskbar (or from the Start screen if it’s not already open)
and select Windows Server Backup from the Tools menu.

Active Directory Adminsstrative Center

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell
Active Directory Sites and Services

Active Directory Users and Computers
ADSI Edit
Component Senvices
Computer Management
Defragment and Optimize Drives
DNS
Event Viewer
File Server Resource Manager
Group Policy Management
Internet Information Services (IIS) Manager
iSCSI Initiator
Local Security Policy
ODBC Data Sources {(32-bit)
ODBC Data Sources (64-bit)
Performance Monitor
Print Management
Serv Resource Monitor
Securnity Configuration Wizard
jeab Services
System Configuration
System Information
Task Scheduler
man Windows Firewall with Advanced Security
Windows Memory Diagnostic
Windows PowerShell
Windows PowerShell (x86)
Windows PowerShell ISE
Windows PowerShell ISE (x86)
| Windows Server Backup
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2.

In the webadmin console, click Local Backup in the left pane.

i
o 2507
'I-bu!uluhpl ll“’ al {".Nkuzp " ‘&
Iwi i 1 waldl ULAMY i gy I
& You can perform a single backup or sched.de a reqular backp using this applcation. b Backip Schedde..
Once..
L Mo backup has been confiqured ot compute. Use e Bacp Schedie Wizwd o he Backu Once Wizmed 1 pedom 1 gl e see-dme bac. 5 :z
Messages ctivity from Lt weck, double cick on the message 1o see deta) Configue Pedomance Semnge..
T " ey tecgn s :
(e
St
Lt Buckp Next Eac MBackogs -
JEEEE i< " ! 24 )
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3. Now select Backup Schedule under Actions in the far right pane.

File | Action | View Help

* #‘ Backup Schedule...

Recover...

n Backup Once...

Configure Performance Settings...

Help

form & single backup or schedule a reqular backup using this application.

Messages (Activity from last week, double click on the message to see details)

Time

Message Description

| Actions
l@ Backup Schedule..
b Backup Once..,

m Recover...

Configure Performance Settings...

View 4

Help

whbadmin - [Windows Server Backup (Local)\Local Backup]

File Action View Help

&9 nE

@ You can perform a single backup or schedule a regular backup using this application.

A Mo backup has been configured for this computer, Use the Backup Schedule Wizard or the Backup Once Wizard to perform a regular or one-time backup.

Windows 5 Backup (|
DD'"L::;I’E:;; ! | ocal Backup =

-

Time Message Please wat...
Status
Last Backup Next Backup All Backups

b Backup Schedule...

W Backup Once..

m Recover...

Configure Performance Settings...

View 3

Help
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4. On the Select Backup Configuration screen, select Full server (recommended) and click Next.

%@ Select Backup Configuration

Getting Started What type of configuration do you want to schedule?

® Full server (recommended)
| want to back up all my server data, applications and system state.
Backup size: 9.99 GB

Specify Backup Time

Specify Destination Type
) Custom

| want to choose custom volumes, files for backup.

Confirmation

Summary
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5. On the specify Backup time select the time when do you want to run a backup in this example
once in a day at 9:00 is selected because usually most of the backup in the organizations was done
in the night due to the server goes very slow when making the backup.

Getting Started

Select Backup Configurat...

Specify Backup Time
Specify Destination Type
Confirmation

Summary

&3 Specify Backup Time

How often and when do you want to run backups?

® Oncea day
Select time of day: |9:Dﬂl PM

) More than once a day
Click an available time and then click Add to add it to the backup schedule.
Available time: Scheduled time:

12:00 AM 9:00 PM
12:30 AM
1:00 AM

1:30 AM .
200 AW
2:30 AM
300 AM
330 AM
4:00 AM
4:30 AM
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6. On the Specify Backup Destination Type screen, select your dedicated backup destination type in
this case Backup to a volume is selected.

Getting Started

Select Backup Configurat...

Specify Backup Time
Specify Destination Type
Select Destination Volume
Confirmation

Summary

% Specify Destination Type

Where do you want to store the backups?
() Back up to a hard disk that is dedicated for backups (recommended)

Choose this option for the safest way to store backups, The hard disk that you use
will be formatted and then dedicated to only store backups.

® Back up to a volume

Choose this option if you cannot dedicate an entire disk for backups. Mote that the
performance of the volume may be reduced by up to 200 percent while it is used
to store backups, We recommend that you do not store other server data on the
same volume,

() Back up to a shared network folder

Choose this option if you do not want to store backups locally on the server, Mote
that you will only have cne backup at a time because when you create a new
backup it overwrites the previous backup.
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7. On the Select Destination volume screen click Add button and add your dedicated backup volume
in the Backup destination menu.

g}@ Select Destination Volume

Getting Started Select one or more volumes to store your backups. Use multiple velumes in different

e e T T disks if you want to store backups offsite,

Specify Backup Time Velume Disk Capacity Free Space

Specify Destination Type
Select Destination Volume
Confirmation

Summary

| Add | |REH'|I:I‘.‘E|
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8. Select your backup destination volume and click OK.

o Backup Schedule Wizard x

gﬁ Select Destination Volume

Getting Started Select one or more volumes to store your backups. Use multiple velumes in different

QISKES |1 W di O STOMS DgCRUEDS Q7T

Select Backup
Specify Backug

Specify Desting Valume
Select Dectinat Mew Valume (E:) ViMware, Viware Vitual ...  21.72GE 2115GE

Confirmation

Summary

Remove
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Backup Schedule Wizard £

Select Destination Volume

Getting Started Select one or more volumes to store your backups. Use multiple velumes in different
Seles Barkup disks if vou mnumuhammn:—lz[
Add volumes
Specify Backug =
Specify Destinz Volume Disk Capacity Free Space
ST New Volume (E:) VMware, VMware Vitual ..  21.72GE 2115GE
Confirmation

Summary

The selected volume is included in the list of items to be backed up.
Adding this volume as a backup storage destination will remove the
volume from the list of items to be backed up. Do you want to exclude

this volume from the backup?

e H Next > H Ench || — ‘

Backup Schedule Wizard o

Select Destination Volume

Getting Started Select ene or more volumes to store your backups. Use multiple volumes in different

Seled Backup QISKS 1] Qo ANan d I.- .S DS OTTSIT
volumes

Specify Backuy

Specify Desting

Volume Disk Capacity Free Space
Mew Volume {E3)} VMware, VMware Virtual ...  21.72 GB 21.15GB

Select Destinat|

Confirmation

Summary

The backup destination specified is on the same physical hard disk as
your operating system. In case of a hardware failure on the hard disk,
you may lose both your server data and backup data.

Are you sure you want to stere your backup on the same hard disk?




9. Just Click Next.

3

- @3) Select Destination Volume

—

Getting Started Select one or more volumes to store your backups. Use multiple velurmes in different
I disks if you want to store backups offsite,

Specify Backup Time Volume Disk Capacity Free Space
i o Mew Volume (E:) Vivtware, Viware... 21.72 GB 21.15 GB
Specify Destination Type
Select Destination Volume

Confirmation

Summary

Next » || Finish
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10. Click Finish on the confirmation screen.

f}) Confirmation

Getting Started You are about to create the following backup schedule.
Select Backup Configurat... Backup times: 9:00 PM

Files excluded: Mone

Advanced option: W55 Full Backup

Specify Backup Time
Specify Destination Type
Backup destinations

Mame Size Used Space
Mew Velume ... 21.72 GB 581.21 MB

Select Destination Yolume

Confirmation

Backup itermns
Marne
(&) Bare metal recovery
S Local disk (C:)
9 Systemn state
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11. After successfully created the backup schedule close the backup schedule wizard.

Summary

Getting Started Status:  You have successfully created the backup schedule,
Select Backup Configurat... Your first scheduled backup will happen at 9/28/2017 9:00 PM.
Specify Backup Time

Specify Destination Type

Select Destination Volurne

Confirmation

Cancel
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12. Finally, the webadmin window looks like as shown as below.

File Action View Help
T |
Jindows Server Backup (Local) = ~ |m I
b Local Backup Time Message Description | | I
kz) Backup Schedule...
b Backup Once..
] b Recover...
Configure Performan...
View
Help
Status
Last Backup Next Backup All Backups
Status: Status:  Scheduled Total backups: 0 copies
Time: Time:  9/28/2017 9:00 PM Latest copy:
View details B View details Oldest copy:
B View details H
Scheduled Backup
A regular scheduled backup is configured for this server
Settings Destination usage
Backup items: Bare metal recovery, System state, Local disk (C) MName: Mew Volume (E)
File excluded: Nene i
Capacity: 21.72GB
Advanced option: V55 Full Backup Used space 0GE
Destination: MNew Volume (E:) Backups available: 0 copies
Backup time: Every day $:00 PM L
B View details
Refresh information
v
< i

r(| | i [>
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16.3 How to Restore a Windows Server 2012 Domain Controller from a
Backup

To restore a Domain Controller running Windows Server 2012 from a backup, perform the following

steps:

= Boot the server with the OS media in the DVD drive or bootable USB flash or a hard disk and
press any key when prompted.

= Choose the appropriate language options, time and currency format, and keyboard layout, and
click Next.

Language to install: 5 Engﬁsh (Unit;d States) 7 1

Time and currency format: English (United States) v

= Click Repair your computer

= Click Troubleshoot.

Troubleshoot

_ ' i Refresh or reset your PC, or use
' advanced tools

= Click System Image Recovery.

System Image
Recovery

Recover Windows using a specific
system image file
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= Select the operating system you wish to recover.

Choose a target operating system.

Windows Server 2012

= Locate the backup image you wish to restore and click Next.

a

Select a system image backup

This computer will be restored using the system image.
Everything on this computer will be replaced with the
information in the system image,

Troubleshooting informztion for BMR:
http://go.microsoft.com/fnlink/p/2LinkId=22503%

(®) Use the latest available system image(recommendad)

Location: g” Velume (E) 1
Dateand ime: | 3/5/20138:47:01 AM (GMT-8:00) |
Computer: aaucsserver aaucs Jocal [

() Select a system image

5
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= The most recent image is selected by default, but you may choose an older one if you wish.

W

If the system image is on an external device, attach the device to this computer,
and then dick Refresh.

Select the location of the backup for the computer you want to restore ﬁ

If the system image is on a DVD, insert the last DVD from the system image backup. Click
Advanced to add a network location or install a driver for a backup device if it does not show

up in the list below.
Current time zone: GMT-8:00
Location Most recent system image Computer
Hew Velume (E:) 8/6/20138:47:01 AM & AERAT !

e If necessary, click the Advanced button to install a driver or search for an image on the
network.

2 Search for a system image on the network
Connect to the network to find a system image that you want to restore,

= Install a driver
Locate and install a driver for & device that is sttached to the computer but is not in the list
of available system images,

| Cancel |
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= If you wish to recreate the disk partition scheme and reformat disks that Windows can access, select
the Format and repartition disks checkbox.

Format and repartition disks

Select this to delete any existing partitions and reformat all disks Exdude disks...
on this computer to match the layout of the system image. -

« If you wish to prevent certain disks from being reformatted, click Exclude Disks and select the
disks that you don't wish to reformat. Click OK.

@ «

Re-image Your Computer (=53]

Select disks to exclude from the restore process. These disks will not be
formatted or repartitioned.

Disks:

Name Capacity
VMware Virtual disk (Disk 0) 64.00 GB

The disk "VMware Virtual disk (Disk 1)'is already exduded as it contains the
system image to be restored.

= Click Next, review the summary, and then click Finish.

Date and time: [ 5/2013 8:47:01 AM (GMT-8:00
Computer: gAncsserver aancs lecal
Drives to restore: WiWolume{aebd426e-0793-11e2-
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= . Confirm that you wish to start the restore by clicking Yes.

Re-image Your Computer &

_ All data on the drives to be restored will be replaced with the data in the
;L\ system image.
Are you sure you want to continue?

= The restore will begin.

Re-image your computer

Windows is restoring your computer from the system image. This might take
from a few minutes to a few hours.

Restoring disk (\\?\Volume{aebd426e-0793-11e2-93e8-806e66e6963})...

Stop restore

> After the server boots, it is a good idea to review its event logs to verify that everything is
functioning properly. Note that some errors can be ignored if they only occur during or shortly
after the boot process.
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Part V: Removing Roles and Features in Windows Server 2012

Chapter Seventeen: Removal process of Roles

If for any reasons you will need to remove or uninstall server Roles and Features, it is a simple
process, From the Server Manager’s Dashboard click on Manage then select Remove Roles and

Features.

Manage Tools View

Add Roles and Features

Remove Roles and Features

Add Servers

Create Server Group

Server Manager Properties

> In the Before you begin page in Remove Roles and Features Wizard page click on Next to

Continue

=

Before you begin

Before You Begin

Remove Roles and Features Wizard |;|£-

DESTINATION SERVER
BECLIErvEr Abuct locsl

This wizard helps you rermowve roles, role services, or featuras.

To add roles, role services, or features:
Start the Add Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* Deade if you want to save or delete role data

* Migrate role settings and data to ancther server
* Schedule downtime for affected senvices

* Motify users of potential service interruptions

Ta continue, click Mext.

| Skip this page by default
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» In the Select destination server page select a server from the server pool, click on Next to
continue.

DESTINATION SERVER

Select destination server e

Before You Begin Select a server or a virtual hard disk from which to remove roles and features.

®) Select a server from the server pool

Server Roles () Select a virtual hard disk

Features Server Pool

Filter:

Name IP Address Operating System

aaucsserver.aaucs.local 192.168.0.1 Microsoft Windows Server 2012 R2 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newlhy-added servers from which data
collection is still incomplete are not shown.
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» Let’s remove the Active Directory Domain Services (AD DS) role including Domain Name
Systems (DNS), so that in the Remove server roles page click on Active Directory Domain
Services to uncheck and click on Remove Features button, In the Confirm removal
selections page click on Remove.

WI

Remove Roles and Features Wizard =l

DESTINATION SERVER

Remove server [l

aaucsserver.aaucs.local
X
Remove features that require Active Directory Domain check boxes.
i 7
Services? on
23n You can remave management tools, or leave them installed en this irectory Domain Services
server to manage other servers. stores information about
pn the network and makes
[Tools] Group Policy Management ation available to users

ork administrators, AD DS
ain controllers to give
users access to permitted
4 AD DS and AD LDS Tools s anywhere on the network

4 AD DS Tools a single logon process.

4 Remote Server Administration Tools

4 Role Administration Toocls

Active Directory Administrative Center
[Tacls] AD DS Snap-Ins and Command-Line Tools

Remove management tools (if applicable)

I Remove Features I

| < Previous || Next > | | Remove || Cancel
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> Before the AD DS role can be removed the Domain controller needs to be demoted, so, to do that
you have to click “demote this domain controller” on the “validated results” window as shown

as in the next figure.

o Validation Results

The validation process found problems on the server from which you want to remove features,
The selected features cannot be removed from the selected server. Click OK to select different

features.
Walidation
Senver
Results
] g aaucsserver.aaucs.local

The Active Directory domain controller needs to be demoted before the AD D5 role can
be removed.

Demote this domain controller
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Next select both check boxes and click Next.

Credentials

Warmings
Removal Options

Mew Adminisirator Passw..

Review Options

TARGET SERVER
aaucsserver.aaucs. local

Supply the credentials to perform this operation

AAUCS\Administrator (Current user)

[l*Porce the removal of this domain controller

i, Mo other domain controller could be contacted. Proceeding will cause any Active Directorny
Domain Sennces changes that have been made on this domain controller to be lost. Te
procesd aryway, confirm that thiz ic the last domain controller in the domain.

[w] Last domain controller in the domain

M The server will be automatically restarted after the demotion operation. Role removal needs to
be performed after the restart.

More about removal credentials
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» Make sure that you checked “Proceed with removal” check box and click Next.

Warnings

Credentials
Removal Oplions
Mew Administrator Passw._..

Review Options

TARGET SERVER

aaucsserver.aaucs.local

The domain controller currently hosts the following role{s):
* Domain Name System (DMNS) Server
* Glabal Catalog

Ji. The roles hosted by the domain controller are required for Active Directory Domain Services
functionality. If you proceed, some Active Directory Domain Sérvices opérations may be
impacted.

[ Proceed with remaval

More about removal options

[ oence | [Ccoma
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> Make sure that you checked both check boxes and click Next to proceed.

=
- TARGET SERVER
Credentials (] Remove this DNS zone (this is the last DNS server that hosts the zone)
Warnings Remove application partitions

Mew Administrator Passw...

Review Options

Mare about removal options

| Demote | Cancel
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» Enter the new Administrator password and click Next.

- TARGET SERVER
New Administrator Password aaucsserveraaucs.local

Credentials Password: ssssssense
Warnings Confirm password: (LTI
Removal Options

Mew Administrator Passw...

Review Options

More about removal administrator password

| Demote || Cancel
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» On the Review options page click Demote.

. . TARGET SERVER
Credentials Review your selections:
Wamings

Removal Options
New Administrator Passw..

Remove Active Directory Domain Services from this computer,

You have indicated that this Active Directory domain controller is the last domain controller in
the domain “aaucs.local”.

When the process is complete, this domain will no longer exist.

These settings can be exported to a3 Windows PowerShell script to automate
additional installations View script

More about removal options

[<previous | | nea> | | Demote || Concel
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> After the demoted process successfully finished your screen will be looks like the figure in below

You're about to be signed out

The computer is being restarted ause Active Directory Domain S es was installed or removed.

Close
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» The success of demoting the domain controller is not enough to remove an Active directory
Domain Services from the server, there are some steps waiting us to remove the AD DS role
totally from our server. The steps are:

1. Go to Manage and click Remove roles and features on the Server Manager Dashboard.
2. Pass Before you begin and Select destination server pages by clicking Next.
3. Uncheck an Active Directory Domain Services from the Server Roles page and click Next.

DESTINATION SERVER

RemOVE SerVer rO'lE‘S aaucsserveraaucs.local

Before You Begin To remove one or more installed roles from the selected server, clear their check boxes.

Server Szlection Roles Description

Active Directory Domain Services
(AD DS) stores information about
objects on the network and makes
this information available to users
and network administrators. AD DS
uses domain controllers to give
[] Active Directory Rights Management Services (Mo network users access to permitted
[] Application Server (Not installed) resources anywhere on the network
[] DHCP Server (Not installed) ADELE = 5 2 CFs[iiaTes
DNS Server
] Fax Server (Mot installed)
[ [m] File and Storage Services
] Hyper-¥ [Not installed)
] Metwork Policy and Access Services (Mot installed)

[] Active Directory Certificate Services (Not instal ed]i

Features

ctive Dire omain Services|

Confirmation

ctive Directory Federation Services (Mot installed

[] Active Directory Lightweight Directory Services (N

] Print and Document Services (Not installed)

[] Remote Access (Mot installed)

[ - - - - E - - W

< | m | »

| < Previous H MNext = | | Remove || Cancel
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4. On the Confirmation page you can check “Restart the destination server automatically if
required” or leave it as it is and restart the server manually after the removal process will be
finished because the restart operation is required after the removal of AD DS role.

DESTINATION SERVER

Confirm removal selections e

Before You Begin To remove the following roles, role services, or features from the selected server, click Remove.

Server Selection I [[] Restart the destination server automatically if required I

Server foles Active Directory Domain Services

Features Group Policy Management

Confirmation Remaote Server Administration Tools

Role Administration Tools
AD DS and AD LDS Tools
AD DS Tools
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

|<P|'E\riuus|| Next > | ‘ Remaowve | Cancel |
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5. After the removal process successfully finished click Close button and restart the server
manually if you didn’t checked the “Restart the destination server automatically if

required” check box in the previous step.

DESTIMATION SERVER
agucsserver.aaucs.local

Removal progress

Wiew removal progress

‘ Feature removal

A restart is pending on aaucsserver.aaucs.local. You must restart the destination server to finish

removing features.

Active Directory Domain Services
Group Policy Management
Remaote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

< Previous | | Next > | I Close ‘ | Cancel
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+«» Finally, you can check the server is back in to a member of workgroup through right click on This
PC -> Properties.

1 [/ » Control Panel » System and Security » System v & [ sesren Control Panes o |

P e :
e View basic information about your computer

% Device Manager Windows edition
% Remote settings Windows Server 2012 R2 Datacenter
O Acecad aymenn sutiegs & 2013 Microsct Corpontion Al ghts senes. (g WindOws Server2012 R2
System
Processor: Inted(R) Core(TM) i7-3770 CPU @ 3.40GHz 3.40 GHz
Installed memery (RAM):  1.00GB
System type 64-bet Opersting System, x64-based processor
Pen and Touch: No Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings

Computer name ssucsserver ) Change settings
Full computer name: aucsserver
Computer description: AAU CS server
Workgroup: WORKGROUP
Windows activation

Windows is not activated. Read the Microsoft Software License Terms

Product 10: 00253-50000-00000-AA442 Activate Windows

See also
Action Center
Windows Update
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