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INetworking Pre-Requisites

» Switching and Routing » Tools:
« Switching * Ping
* Routing * NC - NetCat
« Default Gateway « TCPDUMP
« NAT » |PTABLES

 Linux Interfaces for Virtual Networking
» Bridge Network
« VLAN
« VXLAN
* [P Address Management & Name Resolution
« DNS
- |PAM
« DHCP
» Firewalls
» Load-Balancers ODEK] O
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A B - ; o .|:||:||:|. ] s oRs eth0 3!
Q 192.168.1.0 Q

192.168.1.10 192.168.1.11

ip link ip link

eth@: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc
fg_codel state UP mode DEFAULT group default glen 1000

eth@: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdis
fg_codel state UP mode DEFAULT group default glen 100

ip addr add 192.168.1.10/24 dev etho ip addr add 192.168.1.11/24 dev ethe

ping 192.168.1.11

Reply from 192.168.1.11: bytes=32 time=4ms TTL=117 ! (“)F“! .f HaelE
Reply from 192.168.1.11: bytes=32 time=4ms TTL=117 E




IRouting e

7 \.
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fo) 192.168.1.0,
192.168.1.10 192.168.1.11 192.168.2.10 192.168.2.11
192.168.1.1 192.168.2.1
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| Gateway

A B ‘ - CED----

19216810 o 19zﬂ6&20
192.168.1.10 192.168.1.11 192.168.2.10
192.168.1.1 192.168.2.1
} route
Kernel IP routing table
Destination (CERINELY, Flags Metric Ref Use Iface
» ip route add 192.168.2.8/24 via 192.168.1.1
> route
Kernel IP routing table
Destination Gateway Genmask Flags Metric Ref Use Iface r

192.168.2.0 192.168.1.1 255.255.255.0 uG (%] (%] 0 etho

B ethO

192.168.2.11



| Gateway

A B ‘ - CED----

B eth0
192 168.1. O O 192.11684240
192.168.1.10 : 192.168.1.11 192.168.2.10 : 192.168.2.11
192.168.1.1 : I 192.168.2.1

ip route add 192.168.1.0/24 via 192.168.2.1

route

Kernel IP routing table
Destination CERNELY, Genmask Flags Metric Ref Use Iface
192.168.1.0 192.168.2.1 255.255.255.0 UG 0 0 0 etho




| Default Gateway™« ¢ ™ ¢ ™
yz 217.194.0 216.134.45.0 16.44.53.0

A B ‘ - ; CED----

B eth0
1%1%10 i 168.2.
‘ o 192.168.2.0
192.168.1.10 : 192.168.1.11 ] 192.168.2.10 ] 192.168.2.11

192.168.1.1 192.168.2.1

ip route add 192.168.1.0/24 via 192.168.2.1

ip route add default via 192.168.2.1

route

Kernel IP routing table
Destination CERRNELY Genmask Flags Metric Ref Use Iface
192.168.1.0 192.168.2.1 255.255.255.0 uG 0 0 0 etho

0.0.0.0 192.168.2.1 255.255.255.0 uG %] %] 0 etho
192.168.2.0 0.0.0.0 255.255.255.0 uG (%] (%] 0 etho




| Default Gatewa e L
72.217.194.0 216.134.45.0 16.44.53.0

A B ‘ - ; CED----

B eth0
19216810 .168.2.0
o 192 1‘6820‘
192.168.1.10 : 192.168.1.11 ‘ 192.168.2.10 ] : 192.168.2.11

192.168.1.1

192.168.2.2

ip route add 192.168.1.0/24 via 192.168.2.2

route

Kernel IP routing table
Destination Gateway Genmask Flags Metric Ref Use Iface

default 192.168.2.1 255.255.255.0 uG 0 0 0 etho
192.168.1.0 192.168.2.2 255.255.255.0 uG 0 %] 0 etho




aSsaminEny e CERET S TR
S A (0016810 . oo gy D AR aE o dE LEm C
s e o) \ O ), \i/
192.168.1.5 192.168.1.6 192.168.2.6 192.168.2.5

ping 192.168.2.5

Connect: Network is unreachable

ip route add 192.168.2.0/24 via 192.168.1.6 ip route add 192.168.1.0/24 via 192.168.2.6

ping 192.168.2.5

KODEKLOU
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A 3. A o B % B e dlea B .. Be

eth1

SSafitetite) \ ) \Gatusetey
192.168.1.5 192.168.1.6 192.168.2.6 192.168.2.5

cat /proc/sys/net/ipv4/ip_forward

/etc/sysctl.conf

echo 1 > /proc/sys/net/ipv4/ip_forward

ping 192.168.2.5

Reply from 192.168.2.5: bytes=32 time=4ms TTL=117
Reply from 192.168.2.5: bytes=32 time=4ms TTL=117
Reply from 192.168.2.5: bytes=32 time=4ms TTL=117
Reply from 192.168.2.5: bytes=32 time=4ms TTL=117




I Take Aways
> pair

ip addr

ip addr add 192.168.1.10/24 dev eth®

ip route route

ip route add 192.168.1.0/24 via 192.168.2.1

cat /proc/sys/net/ipv4/ip_forward
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DNS

For the Absolute
Beginners



192.168.1.10

ping 192.168.1.11

Reply from 192.168.1.11: bytes=32 time=4ms TTL=117
Reply from 192.168.1.11: bytes=32 time=4ms TTL=117

192.168.1.0

192.168.1.11



SEETE)
el eth0  Erapaass el s SIS et by S R e s o e eth0 |}
) 192.168.1.0 &)
sty \o=Fas o
192.168.1.10 192.168.1.11

hostname

host-2

cat >> /etc/hosts
192.168.1.11 db

ping db

PING db (192.168.1.11) 56(84) bytes of data.
64 bytes from db (192.168.1.11): icmp_seq=1 ttl=64 time=0.052 ms Pdain]
64 bytes from db (192.168.1.11): icmp_seq=2 ttl=64 time=0.079 ms /




) 192.168.1.0
192.168.1.10

} cat >> /etc/hosts

192.168.1.11 db
192.168.1.11 www . google.com

> ping db

PING db (192.168.1.11) 56(84) bytes of data.
64 bytes from db (192.168.1.11): icmp_seq=1 ttl=64 time=0.052 ms
64 bytes from db (192.168.1.11): icmp_seq=2 ttl=64 time=0.079 ms

> ping www.google.com

PING www.google.com (192.168.1.11) 56(84) bytes of data.
64 bytes from www.google.com (192.168.1.11): icmp_seq=1 ttl=64 time=0.052 ms
64 bytes from www.google.com (192.168.1.11): icmp_seq=2 ttl=64 time=0.079 ms

db

192.168.1.11




Name Resolution

db
ST AT

A eth) EestenadG e B fn b I M ES St Brias =R e B 5 Jrormoes, ethO |l

O 192.168.1.0 O
GRS R, \ SN o
192.168.1.10 192.168.1.11

hostname
host-2

cat >> /etc/hosts

192.168.1.11 db
192.168.1.11 www . google.com

ping db
ssh db

curl http://www.google.com

{{oDEKLOU



Name Resolution

(Setazese))

192.168.1.10

cat >> /etc/hosts

192.168.1.10 web
192.168.1.11 db
192.168.1.12 nfs

cat >> /etc/hosts

192.168.1.10 web
192.168.1.11 db
192.168.1.12 nfs

192.168.1.0

192.168.1.12

192.168.1.11

cat >> /etc/hosts

192.168.1.10 web
192.168.1.11 db
192.168.1.12 nfs

nfs

r (‘\‘l_\ I

{



Name Resolution

cat >> /etc/hosts

.168.
.168.
.168.

.168

.168.
.168.

.168

.168.
.168.

.168

.168.
.168.

.168

.168.
.168.
.168.
.168.
.168.

RPRREPRPRRPRPRRRPRRERRERRERRERRPRR BRPR

.10
.11

12
20

.21
.22

30

.31
.32
.40
.41
.42

50

.61
.52

60

.61
.62

web
db
nfs

web

db-1
nfs-1
web-1
db-2
nfs-2
web-2
sql
web-5
web-test
db-prod
nfs-4
web-3
db-test
nfs-prod

7
O

O

192.168.1.0




DNS

-2l DNS
o

A B2
(@)

cat >> /etc/hosts
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DNS

A Gyl 5
= . N o
192.168.1.10 192.168.1.0 o ebtest

db-prod <::)

nfs-4
web-3
db-test
nfs-prod

cat /etc/resolv.conf 192.168.1.100

nameserver 192.168.1.100

ping db

[Sia[0 TEST
PING db (192.168.1.11) 56(84) bytes of data.
64 bytes from db (192.168.1.11): icmp_seq=1 ttl=64 time=0.052 ms (@)

64 bytes from db (192.168.1.11): icmp_seq=2 ttl=64 time=0.079 ms

192.168.1.115
cat >> /etc/hosts

192.168.1.115 test

ping test

PING test (192.168.1.115) 56(84) bytes of data.
64 bytes from test (192.168.1.115): icmp_seq=1 ttl=64 time=0.052 ms P e ret
64 bytes from test (192.168.1.115): icmp_seq=2 ttl=64 time=0.079 ms () |




192.168.1.
192.168.1.
192.168.1.

D N 192.168.
192.168.
192.168.

192.168.
192.168.

192.168.

192.168.
192.168.
A Wi ‘ 192.168.
192.168.
192.168.
@) 192.168.
192.168.
192.168.

192.168.1.10 192.168.1.0 192.168.

RRRPRRPRRBRRRRRERRERRERRRRR

192.168.1.116

> cat >> /etc/hosts .168.1.100
192.168.1.115 test

} cat /etc/nsswitch.conf R e g prveR TECT
hosts: files dns ®)

192.168.1.115



DNS ffffffffffffffff

1

.1,

.1,

.1,

.1,

.1,

.1,

.1,

A B -1.
L1, web-test
”””””””” .1, db-prod

O T RNR=N DN'S

L1, db-test

192.168.1.10 192.168.1.0 .1.

nfs-prod O

192.168.1.116 test
P.168.1.100

> cat >> /etc/hosts

192.168.1.115 test

Forward All to 8.8.8.8

e e e s e - SR TEST
O

} ping www.facebook.com

192.168.1.115

} cat >> /etc/resolv.conf

nameserver 192.168.1.100

} ping www.facebook.com




|IDomain Names

wwwkubernetes.io www.codepen.io

www.facebook.com
WWW.Un.org www.mit.edu

www.google.com

www.behance.net www.speedtest.net

www.stanford.edu
Www.care.org

{KoDEKLOUD



IDomain Names

T

www.google www.behance www.stanford WWW.care IR E e s

www.facebook  www.speedtest www.mit www.un www.codepen

{KoDEKLOUD



|IDomain Names

Root

Top Level Domain Name

Subdomain

.com

google

mail

drive

WWW

apps

KODEKLOUD



|IDomain Names
apps.google.com

%9 | apps.google.com => 216.58.221.78
) (Cache)

A

1

|

1

1

1

: i

i Root
DNS
: (]
1 NS
:

1 .com
DNS
' ]
1 \—
1

1

1

|

1

1

1

1

 GRNTEEEREES
Google
DNS

\___52___1

S ----216.58.221.78
{KoDEKLOUD



|IDomain Names

mycompany.com

mail

drive

Org
DNS
O

WWW

pay

hr

{KODEKLOUD



.168.1.10 web.mycompany . com

= .168.1.11 db.mycompany.com
I ea rC OI I la I n 8&95 .168.1.12 nfs.mycompany.com
O .168.1.13 web-1.mycompany.com
mycompany.com

.168.1.14 sql.mycompany.com
nfs web mail drive WWW pay hr sql

} cat >> /etc/resolv.conf } ping web

nameserver 192.168.1.100 PING web (192.168.1.10) 56(84) bytes of data.
64 bytes from web (192.168.1.10): icmp_seq=1 ttl=64 time=0.052 ms

search mycompany . com prod.mycompany . com 64 bytes from web (192.168.1.10): icmp_seq=2 ttl=64 time=8.079 ms

} ping web b ning

PING web.mycompany.com |(192.168.1.10) 56(84) bytes of data.
64 bytes from web.mycompany.com (192.168.1.10): .. time=0.052 ms
64 bytes from web.mycompany.com (192.168.1.10): .. time=0.079 ms

} ping web.mycompany.com
} ping web.mycompany.com

PTNG weh.mycompany.com (192.168.1.10) 56(84) bytes of data.
PING web.mycompany.com (192.168.1.10) 56(84) bytes of data. ~om web.mycompany.com (192.168.1.10): ttl=64 time=0.052 ms
64 bytes from web.mycompany.com (192.168.1.10): ttl=64 time=0.052 ms




IRecord Types

A web-server 192.168.1.1
AAAA web-server 2001:0db8:85a3:0000:0000:8a2e:0370:7334
CNAME food.web-server eat.web-server, hungry.web-server

K ODECILEAE



Inslookup

> nslookup www.google.com

Server:
Address:

Non-authoritative answer:
Name: www . google.com
Address: 172.217.0.132




} dig www.google.com

5 <<>> DiG 9.10.3-P4-Ubuntu <<>> www.google.com
;5 global options: +cmd
Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 28065
flags: gqr rd ra; QUERY: 1, ANSWER: 6, AUTHORITY: ©, ADDITIONAL:

OPT PSEUDOSECTION:
; EDNS: version: @, flags:; udp: 512
53 QUESTION SECTION:
;www.google.com.

;3 ANSWER SECTION:
www.google.com.
www.google.com.
www.google.com.
www.google.com.
www . google.com.
www . google.com.

55 Query time: 5 msec

;5 SERVER: 8.8.8.8#53(8.8.8.8)

55 WHEN: Sun Mar 24 04:34:33 UTC 2019
;5 MSG SIZE rcvd: 139
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Name Resolution

cat >> /etc/hosts

.168.
.168.
.168.

.168

.168.
.168.

.168

.168.
.168.

.168

.168.
.168.

.168

.168.
.168.
.168.
.168.
.168.

RPRREPRPRRPRPRRRPRRERRERRERRERRPRR BRPR

.10
.11

12
20

.21
.22

30

.31
.32
.40
.41
.42

50

.61
.52

60

.61
.62

web
db
nfs

web

db-1
nfs-1
web-1
db-2
nfs-2
web-2
sql
web-5
web-test
db-prod
nfs-4
web-3
db-test
nfs-prod

7
O

O

192.168.1.0




DNS

-2l DNS
o

A B2
(@)

cat >> /etc/hosts

cat /etc/resolv.conf

nameserver 192.168.1.100

Heiz



CoreDNS

DNS

.1,
.1,
.1,
.1,
.1,
.1,
.1,
.1,
.1,
.1,
.1,
.1,
.1,
.1,
.1,
.1,
.1,
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& CoreDNS

wget https://github.com/coredns/coredns/releases/download/v1.4.0/coredns_1.4.0 linux_amd64.tgz

coredns_1.4.0_linux_amd64.tgz

tar -xzvf coredns_1.4.0 linux_amd64.tgz

coredns

./coredns DNS

.:53

2019-03-04T10:46:13.756Z [INFO] CoreDNS-1.4.0
2019-03-04T10:46:13.756Z [INFO] linux/amd64, gol.12,
8dcc7fc

CoreDNS-1.4.0

linux/amd64, gol.12, 8dcc7fc

.1,
.1,
.1,
.1,
.1,
.1,
.1,
.1,
.1,
.1,
.1,
.1,
.1,
.1,
.1,
.1,
.1,




& CoreDNS

.1,
.1,
.1,
.1,
.1,
.1,
.1,
.1,
.1,
.1,
.1,
.1,
.1,
.1,
.1,
.1,
.1,

DNS




& CoreDNS

> cat > /etc/hosts

192.
192.

192.
192.
192.
192.
192.

192

192.
192.

192

192.
192.

192

192.
192.

192

168.1.
168.

168.
168.
168.
168.
168.
.168.
168.
168.
.168.
168.
168.
.168.
168.
168.
.168.

RRRPRRPRRPRRPRPRRRRRERRERRRR R

10

.11

.20
.21

22
30

.31
.32

40

.41

42
50

.61
.52
.60
.61
.62

web
db

web
db-1
nfs-1
web-1
db-2
nfs-2
web-2
sql
web-5

nfs-4
web-3

} cat > Corefile

{
hosts /etc/hosts

> ./coredns

.:53

2019-03-04T10:46:13.756Z [INFO] CoreDNS-1.4.0
2019-03-04T10:46:13.756Z [INFO] linux/amd64, gol.12,
8dcc7fc

CoreDNS-1.4.0

linux/amd64, gol.12, 8dcc7fc

DNS
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From:

192.168.1.10

How to tie a tie?

To:
Google

(GTestsaces )

192.168.1.10

INTERNET

192.168.1.0

192.168.1.1

KODEKLOUD



Network Address Translation (NAT) Ho

From: To:
Google  220.255.154.132

Here's how....

Sl

From: To:
192.168.1.10 Google

192.168.1.0 :
From: Igé.168.1.10 154.132

220.255.154. |3¢‘

D2.168.1.10 192.168.1.1

How to tie a tie?

sl

NAT TABLE

192.168.1.10 220.255.154.132

KODEKLOUD



ping 192.168.2.5 tcpdump -1
Reply from 192.168.2.5: bytes=32 time=4ms TTL=117 05:52:50.901754 IP 192.168.1.5 > 192.168.2.5:
Reply from 192.168.2.5: bytes=32 time=4ms TTL=117 05:52:50.901754 IP 192.168.1.5 > 192.168.2.5:
Reply from 192.168.2.5: bytes=32 time=4ms TTL=117 05:52:50.901754 IP 192.168.1.5 > 192.168.2.5:
Reply from 192.168.2.5: bytes=32 time=4ms TTL=117 05:52:50.901754 IP 192.168.1.5 > 192.168.2.5:
eth0 peaof S eI (AR d e £ ey 192.168.2.0 -
A 192.168.1.0 Em B X & C
192.168.1.5
192.168.1.6 192.168.2.6 19251680255

echo 1 > /proc/sys/net/ipv4/ip_forward

ip route add 192.168.2.0/24 via 192.168.1.6

ip route add 192.168.1.0/24 via 192.168.2.6

" (_\-'_\1' " BT



From: To: From:
192.168.1.5 192.168.2.5 192.168.2.6

How to tie a tie?

fioRca T RsEsas) Cigieaaianen)
NAT
A ethO R : 1RG0 i gt B g < ¢ 192.168.2.0 boooet &

Sl AR \ O J ;O/
192.168.1.5 192.168.1.6 192.168.2.6 192.168.2.5

iptables -t nat -A POSTROUTING -s 192.168.5.0/24 -3j MASQUERADE

echo 1 > /proc/sys/net/ipv4/ip_forward
1

ip route add 192.168.2.0/24 via 192.168.1.6 ip route add 192.168.1.0/24 via 192.168.2.6




ping 192.168.2.5 tcpdump -1

192.168.
192.168.
192.168.
192.168.

Reply from 192.168.2.5: bytes=32 time=4ms TTL=117 05:52:50.901754 IP 192.168.
Reply from 192.168.2.5: bytes=32 time=4ms TTL=117 05:52:50.901754 IP 192.168.
Reply from 192.168.2.5: bytes=32 time=4ms TTL=117 05:52:50.901754 IP 192.168.

2.5:
2.5:
2.5:
Reply from 192.168.2.5: bytes=32 time=4ms TTL=117 05:52:50.901754 IP 192.168. 2.5:

2.6
2.6
2.6
2.6

A eth0 7'77774. 192.168.1.0 _  }---. b5 B oth1 WA 192.168.2.0 ""7 C

Sl AR \ O J \i/
192.168.1.5 192.168.1.6 192.168.2.6 192.168.2.5

iptables -t nat -A POSTROUTING -s 192.168.5.0/24 -3j MASQUERADE

echo 1 > /proc/sys/net/ipv4/ip_forward

ip route add 192.168.2.0/24 via 192.168.1.6 KOoDE{KLOU




1192.168.1.255

e ey
gt
i i
192.168.1.8 @ ~~~~~~~ it
S e
192.168.17 jcedm- - - === ==.-. PR
(] L2

192.168.1.6 .....

E I, .................. B
192.168.1.5 ~-~-~-..:___ TORIGRNG oo 5
° 192.168.1.6 O

192.168.1.255
NAT
: .................... D ....................
o ,_,_,_;l___ BRes ~ 1192168.16 5 192.168.2.7

192.168.1.5 AEE--- !
(]

192.168.2.6

ORG NETWORK
192.168.2.1
To
192.168.2.255

192.168.2.0

192.168.2.5

{KODEKLOUD
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A

Soefealoly
192.168.1.10

192.168.5.10

192.168.5.0

B

NS etatalial)
192.168.1.11

192.168.5.11

KoDEKLOUD
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S %
S K
2 A
N %
= ell o] 177
EE 5
BT

192.168.1.10

LAN

192.168.1.0
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Host Only

/ 192.168.5.1 \

o o
192.168.5. '

Host-Only
Network

192.168.5.0

................................

o ()
192.168.5.4 192.168.5.5

. iy

192.168.1.10

LAN

192.168.1.0

{KODEKLOUD



Network Address Translation (NAT)

192.168.5.1 \ / \
192.16 i N168.5.3
HoMAGnly
s
192.1685.0 |

From: : ~—From: S B R R From: To:
921 s B o, [EEEEienl , 192.168.1.11 192.168.1.10

192.168.5.2 192.168.1.11| i 192.168.5.2 192.168.1.10 192.168.1.11
,,,,,, .168.1. .168.1. Here' i}
Read DB | ° I 192.168.1.0 ere's your data

192.168.5.5

kﬁ@ﬂO/ e erareieadaitng \O/

0 L

— 192.168.1.26
192.168.1.25

KoDEKLOUD



Bridge Network

Q_ ......... i E]

192.168.1.14  192.168.1.15

Y

192.1 WJ 13
BRIDGE
Network
=7

LAN

192.168.1.0

192.168.1.25

................

192.168.1.26




Bridge Network

/

9°

\

57

BQ

192168112 192166113 1921681.14

2=
< /V‘\\
(
[ BRIDGE )
A A
............. Network
\7\‘ etworl Y /

e
192.168.1.25

]

192.168.1.15

192.168.1.26
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NAMESPACE
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PROCESS NAMESPACE
/ \ » ps aux (On the container)

USER PID %CPU %MEM VSZ RSS TTY STAT START TIME COMMAND
root 1 0.0 0.0 4528 828 ? Ss 03:06 0:00 nginx

D ps aux (On the host)

USER PID %CPU %MEM VSzZ STAT START COMMAND

project 3720 ©.1 0.1 95500 ? R 06:06 sshd: project@pts/@
project 3725 @. 0.1 95196 ? S 06:06 sshd: project@notty
project 3727 0. 0.1 21352 06:06 -bash

root 3802 0. 0.0 8924 ? S1 06:06 docker-containerd-
shim -namespace m

\\\¥ root 3816 1 0.0 4528 ! Ss 06:06 : nginx




NETWORK NAMESPACE

LAN
192.168.1.0

2868512

Routing Table § ARP Table

KODEKLOUD



CREATE NETWORK NS

ip netns add red

ip netns add blue

ip netns

red

blue

KODEKLOU



EXEC IN NETWORK NS

}ip link

1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc state UNKNOWN mode DEFAULT group default qlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

2: eth@: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc state UP mode DEFAULT glen 1000
link/ether 02:42:ac:11:00:08 brd ff:ff:ff:ff:ff:ff

> ip ménks exec red

1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc state UNKNOWN mode DEFAULT group default qlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

» ip Linked

1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc state UNKNOWN mode DEFAULT group default gqlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

ip link

ip link




EXEC IN NETWORK NS

arp ( \

Address HWtype HWaddress Flags Mask
172.17.0.21 ether 02:42:ac:11:00:15 C

172.16.0.8 ether 06:fe:d3:b5:59:65

_gateway ether 02:42:d5:7a:84:8e
hosto1l ether 02:42:ac:11:00:1c

ip netns exec red arp

Address HWtype HWaddress Flags Mask

ARP Table

172.17.0.21 02:42:ac:11:00:15

172.16.0.8 06:fe:d3:b5:59:65



EXEC IN NETWORK NS

route

Kernel IP routing table
Destination (CER=INEYY
default _gateway
172.17.0.0 0.0.0.0
172.17.0.0 0.0.0.0

ip netns exec red route

Kernel IP routing table

Destination Gateway

Genmask
0.0.0.0 UG 202 0
255.255.0.0 U (7]
255.255.255.0 U 0 (7]

Flags Metric Ref

Genmask Flags Metric Ref

Iface
etho
etho
dockere

Route Table

172.17.0.0

17.18.0.0

“

Route Table

&

0.0.0.0

0.0.0.0

=




-

ip link add type veth peer name

_ veth-blue

{ODEKLOUD
o~ _



ip link add type veth peer name

ip link set netns

veth-red

{ODEKLOUD
A~ [

veth-blue




-

= —

ip link add type veth peer name veth-blue

ip link set netns

ip link set netns

KoDELKLOUL



”ip link add type veth peer name veth-blue

ip link set netns ‘\\\\

ip link set
I — s

192.168.15.1 192 158552

addr add 192.168.15.1 dev

addr add 192.168.15.2 dev -
ethO

KoDELKLOUL



ip link set veth-red netns red

ip link add veth-red type veth peer name veth-blue

ip link set netns

192.168.15.1 1921685152

ip -n red addr add 192.168.15.1 dev veth-red

ip -n addr add 192.168.15.2 dev

ip -n red 1link set veth-red up

link set up

red ping 192.168.15.2

PING 192.168.15.2 (192.168.15.2) 56(84) bytes of data. { Ol’\l’{ l ey
64 bytes from 192.168.15.2: icmp_seq=1 ttl=64 time=0.026 ms N\ L _ \




ip -n red 1link set veth-red up

ip -n link set up

ip netns exec red ping 192.168.15.2

PING 192.168.15.2 (192.168.15.2) 56(84) bytes of data.
64 bytes from 192.168.15.2: icmp_seq=1 ttl=64 time=0.026 ms

192.168.15.1 1921685152

ip netns exec red arp

Address HWtype HWaddress Flags Mask Iface
192.168.15.2 ether ba:b0:6d:68:09:e9 C veth-red ARP Table ARP Table

192.168.15.2 ba:b0:6d:68:09:e9 192.168.15.1 7a:9d:9b:c8:3b:7f

ip netns exec arp

Address HWtype HWaddress Flags Mask Iface
192.168.15.1 ether 7a:9d:9b:c8:3b:7f C veth-blue

ARP Table

arp 192.168.1.3 52:54:00:12:35:03

Address HWtype HWaddress Flags Mask e oo
192.168.1.3 ether  52:54:00:12:35:03 C 192.168.14 52:54:00:12:35:04
192.168.1.4 ether  52:54:00:12:35:04 C ICODEI]

AN




Coonreo IR e

LINUX  vS

BRI DG E Open vSwitch

Network

925165 1540

\KOoDEKLOU D|



LINUX BRIDGE

192.168.15.1 192.168.15.2

g

} ip link add v-net-0 type bridge

Network

Pin 1ink s
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc noqueue state
UNKNOWN mode DEFAULT group default gqlen 1000

link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
2: etho@: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc
fg_codel state UP mode DEFAULT group default glen 1000

link/ether 02:0d:31:14:c7:a7 brd ff:ff:ff:ff:ff:ff
6: v-net-@: <BROADCAST,MULTICAST> mtu 1500 qdisc noop state DOWN
mode DEFAULT group default gqlen 1000

link/ether 06:9d:69:52:6f:61 brd ff:ff:ff:ff:ff:ff

192.168.15.0

}ip link set dev v-net-0 up




|"”ip -n link del

LINUX BRIDGE

Network

92516521540

----------------------------

oo TR e

/\{(ODE{(LOUD



LINUX BRIDGE

ip link add type veth peer name
— veth-red-br
ip link add type veth peer name

— veth-blue-br

Network

92516521540

----------------------------




LINUX BRIDGE

ip link set netns

Network

92516521540

— veth-red-br Y !

— veth-blue-br

/\{(ODE{(LOUD



LINUX BRIDGE

ip link set

ip link set master v-net-0

Network

92516521540

veth-red-br

— veth-blue-br




LINUX BRIDGE

ip link set netns

ip link set master v-net-0

ip link set netns

) —

veth-red

veth-red-br
192.168.15.0

/\KODEK LOUD




LINUX BRIDGE

veth-bILﬁ_J

veth-red
ip link set netns

ip link set master v-net-0

veth-red-br ork

192.168.15.0

ip link set netns

ip link set master v-net-0

veth-blue-br

/\LODELLOLJ“



LINUX BRIDGE 7 N

192.168.15.1

veth-blue

ip 1link set veth-red netns red

ip link set veth-red-br master v-net-©
ip link set veth-blue netns blue

ip link set veth-blue-br master v-net-o

ip -n red addr add 192.168.15.1 dev veth-red

ip -n addr add 192.168.15.2 dev

ip -n red link set veth-red up

ip -n link set up

/\{ ODE{LOUL



LINUX BRIDGE ‘\

\
|
I
1

ping 192.168.15.1

Not Reachable!
Network :

192.168.15.0

E Gl venet-0i i i
ip addr add 192.168.15.5/24 dev v-net-o 192.168.15.5
192.168.15.3
ping 192.168.15.1
PING 192.168.15.1 (192.168.15.1) 56(84) bytes of data. \\. ______ =i
64 bytes from 192.168.15.1: icmp_seq=1 ttl=64 time=08.026 ms DTSy 56 /\! ODF !19'2._;1_68.].2




EINUXBRIDGE = - o -

: Network ,'

! 192.168.15.0 ;

; ".| LAN

5_ e

 KODEKLOUD

.-
e
-



192:168:15: 1

Network

192.168.15.0

192.168.155

525168453

L—-
.-

ip netns exec blue ping 192.168.1.3

Connect: Network is unreachable

[EZA P ip netns exec blue route
Genmask Flags Metric Ref
255.255.255.0 U 0 )

Use Iface

(CEYASINELY
0 veth-blue

0.0.0.0

Destination
192.168.15.0

' ( LAN

'| - 192.168.1.0

c

e L

<O MeA16803

7

192.168.1.2



Flags Metric Ref Use Iface
0 0 @ veth-blue
%] %]

ip netns exec blue ip route add 192.168.1.0/24 via 192.168.15.5

Destination Gateway Genmask
255.255.255.0 U

192.168.15.0 0.0.0.0
192.168.1.0 192.168.15.5 255.255.255.0 UG

0 veth-blue

ip netns exec blue ping 192.168.1.3

el e losds ; PING 192.168.1.3 (192.168.1.3) 56(84) bytes of data
. W

Network "

192.168.15.0 i =

( LAN .
". 192.168.15.5 (RSN 192.1681.00 Dot
g 192.168.1.2

168.15.3 192.168.15.4 O

1
1
I
)

<O MeA16803

P



iptables -t nat -A POSTROUTING -s 192.168.15.0/24 -j MASQUERADE

ping 192.168.1.3

64 bytes from 192.168.1.3: icmp_seq=1 ttl=63 time=0.587 ms
64 bytes from 192.168.1.3: icmp_seq=2 ttl=63 time=0.466 ms

o @

( Network . ' NAT
L 192.168.15.0 !

.168.15.1

LAN

' , ' lll'%ﬁill' """" 1921630105 2o e
O B 192168.155  192.168.1.

SHOEH 53 192.168.15.4 ‘l O O
- _

G v,
O M92A1883)

| "4

P

2 R



>ip netns exec blue ping 8.8.8.8

Connect: Network is unreachable

>ip netns exec blue route

SRR S S s e e Destination Gateway Genmask Flags Metric Ref Use Iface
192.168.15.0 0.0.0.0 255.255.255.0 U 0 0 0 veth-blue
192.168.1.0 192.168.15.5 255.255.255.0 uG (%] (] @ veth-blue

4168 15l 192.168. g

>ip netns exec blue ip route add default via 192.168.15.5
. Destination Gateway Genmask Flags Metric Ref Use Iface
192.168.15.0 0.0.0.0 255.255.255.0 U 0 %] 0 veth-blue
: Y 192.168.1.0 192.168.15.5 255.255.255.0 uG 0 %] @ veth-blue
Network Default 192.168.15.5 255.255.255.0 uG 0 %] 0@ veth-blue
192.168.15.0 B I Default Gatewav
>ip netns exec blue ping 8.8.8.8
64 bytes from 8.8.8.8: icmp_seq=1 ttl=63 time=0.587 ms (KA
64 bytes from 8.8.8.8: icmp_seq=2 ttl=63 time=0.466 ms
1
'
.168.15.3 192.168.15.4 <::>
1
i
i
I

i At \ J

25k [COMeA1687.3




iptables -t nat -A PREROUTING --dport 80 --to-destination 192.168.15.2:80 -j DNAT

168.15.1 192.168.15.2 "~
P ping 192.168.15.2

I
. . U 64 bytes from 192.168.15.2: icmp_seq=1 ttl=63 time=0.587 ms
1

ping 192.168.15.2

Connect: Network is unreachable

L 64 bytes from 192.168.15.2: icmp_seq=2 ttl=63 time=0.466 ms
( Network "
L 192.168.15.0 i e
: . LAN .
| ' R et (N N - 1921630105 2o e
N B, o215 19216812
.168.15.3 192.168.15.4 O

ool ¢ Y
[KODeA16803)

P

2 R



# Create network namespaces
ip netns add red
ip netns add blue

# Create veth pairs
ip link add veth-red type veth peer name veth-blue

# Create Add veth to respective namespaces
ip link set veth-red netns red
ip link set veth-blue netns blue

# Set IP Addresses
ip -n red addr add 192.168.1.1 dev veth-red
ip -n blue addr add 192.168.1.2 dev veth-blue

# Check IP Addresses
ip -n red addr
ip -n blue addr

# Bring up interfaces
ip -n red link set veth-red up
ip -n blue link set veth-blue up

# Bring Loopback devices up
ip -n red link set lo up
ip -n blue link set lo up

# Add default gateway

ip netns exec red ip route add default via 192.168.1.1 dev
veth-red

ip netns exec blue ip route add default via 192.168.1.2 dev



| P B R RN YYD — WA AR I TR S e N aR . NS -l R R

ip netns del red
ip netns del blue

ip link del v-net-©

iptables -t nat -D POSTROUTING 1
#

ip netns add red

ip netns add blue

ip link add veth-red type veth peer name veth-red-br
ip link add veth-blue type veth peer name veth-blue-br

ip link set veth-red netns red
ip link set veth-blue netns blue

ip -n red addr add 192.168.15.2/24 dev veth-red

ip -n blue addr add 192.168.15.3/24 dev veth-blue

brctl addbr v-net-o
ip link set dev v-net-0 up

ip link set veth-red-br up

Pl "o ey o T e ARSI Y | .
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NONE - -

&
\ docker ‘

192.168.1.10

docker run --network none nginx

docker run --network none nginx

{KODEKLOUD



HOST - =

http://192.168.1.10:80 -

a O
\ docker )

192.168.1.10

docker run --network host nginx
docker run --network host nginx

{KODEKLOUD



BRIDGE - =~

[ TR T2n 2018

BRIDGE

200

e U
\_ docker /

192.168.1.10

docker run nginx

docker run nginx

KODE{KLOUD
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BRIDGE

> ip link add docker® type bridge

> docker network 1s

NETWORK ID NAME DRIVER

2b60087261b2 bridge bridge

Obeb4870b093 host host

99035e02694f none null
BRIDGE
172.17.0.1

> ip link
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN
mode DEFAULT group default glen 1000 O
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

2: enp@s3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc docker
fq_codel state UP mode DEFAULT group default gqlen 1000
link/ether ©2:42:ac:11:00:08 brd ff:ff:ff:ff:ff:ff 192.168.1.10
3: docker@: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 qdisc
noqueue state DOWN mode DEFAULT group default

link/ether ©2:42:88:56:50:83 brd ff:ff:ff:ff:ff:ff




BRIDGE o o

» ip link

1: lo: <LOOPBACK,UP,LOWER _UP> mtu 65536 gdisc noqueue state UNKNOWN
mode DEFAULT group default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
2: enp@s3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc
fg_codel state UP mode DEFAULT group default qlen 1000
link/ether ©2:42:ac:11:00:08 brd ff:ff:ff:ff:ff:ff
3: docker@®: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 qdisc
noqueue state DOWN mode DEFAULT group default [ e e
link/ether 02:42:88:56:50:83 brd ff:ff:ff:ff:ff:ff 172577005

» ip addr O
3: docker@: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 qdisc @
noqueue state DOWN group default \  docker = /
link/ether ©2:42:88:56:50:83 brd ff:ff:ff:ff:ff:ff
inet 172.17.0.1/24 brd 172.17.0.255 scope global docker® 192.168.1.10
valid_1ft forever preferred_lft forever

BRIDGE




BRIDGE s

> ip addr

3: docker@: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 qdisc
noqueue state DOWN group default
link/ether ©2:42:88:56:50:83 brd ff:ff:ff:ff:ff:ff
inet 172.17.0.1/24 brd 172.17.0.255 scope global dockero
valid_1ft forever preferred_lft forever

BRIDGE

205505

> ip netns @ O

b3165c10a92b
\ docker /

192.168.1.10

> docker inspect 942d70e585b2

"NetworkSettings": {

» docker run nginx
"Bridge": s

"SandboxID": "b3165c10a92b50edce4c8aa5+37273e180907ded31"
"SandboxKey": "/var/run/docker/netns/b3165c10a92b",

2e41deb9ef1b8b3d141c7bb55d883541b4




BRIDGE

> ip netns

i

b3165c10a92b

4: docker@: <BROADCAST,MULTICAST,UP,LOWER _UP> mtu 1500 qdisc noqueue state UP mode DEFAULT
group default

link/ether ©02:42:9b:5f:d6:21 brd ff:ff:ff:ff:ff:ff

8: vethbblc343@if7: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gqdisc noqueue master docker©
state UP mode DEFAULT group default

link/ether 9e:71:37:83:9f:50 brd ff:ff:ff:ff:ff:ff link-netnsid 1

b3165c10a92b

BRIDGE

205505




b3165c10a92b

BRIDGE i

> ip netns

b3165c10a92b

etho@if8 .
vethbblc343@if7

BRIDGE

> ip link 2 a0t

4: docker@: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc noqueue state UP mode DEFAULT
group default
link/ether ©2:42:9b:5f:d6:21 brd ff:ff:ff:ff:ff:ff

state UP mode DEFAULT group default
link/ether 9e:71:37:83:9f:50 brd ff:ff:ff:ff:ff:ff link-netnsid 1

» ip 1Anb3165c10a92b

7: etho@if8: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc noqueue state UP mode DEFAULT
group default
link/ether ©2:42:ac:11:00:03 brd ff:ff:ff:ff:ff:ff link-netnsid o




b3165c10a92b

BRIDGE
& 1

> ip netns

b3165c10a92b

1

vethbblc343@if7
BRIDGE

> ip link 2 a0t

4: docker@: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc noqueue state UP mode DEFAULT
group default
link/ether ©2:42:9b:5f:d6:21 brd ff:ff:ff:ff:ff:ff

state UP mode DEFAULT group default
link/ether 9e:71:37:83:9f:50 brd ff:ff:ff:ff:ff:ff link-netnsid 1

» ip -n b3165c10a92b link

7: etho@if8: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc noqueue state UP mode DEFAULT
group default
link/ether ©2:42:ac:11:00:03 brd ff:ff:ff:ff:ff:ff link-netnsid o




BRIDGE

ip netns

b3165c10a92b

ip addr3165c10a92b

7: etho@if8: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc noqueue

state UP group default
link/ether 02:42:ac:11:00:03 brd ff:ff:ff:ff:ff:ff link-netnsid ©
inet 172.17.0.3/16 brd 172.17.255.255 scope global ethe
valid_1ft forever preferred_lft forever

i

172:FE03

L-ﬂ__J
docker

b3165c10a92b \

vethbblc343@if7
BRIDGE

205505

&)

192.168.1.10

docker run nginx

2e41deb9ef1b8b3d141c7bb55




BRIDGE

7225872088
6eb7977ea8aa b3165c10a92b 59b41bc5caef

[ e

17

BRIDGE
e

G 172.17.0,]

docker 192.168.1.10

{KODEKLOUD




BRIDGE

b3165c10a92b

{72 ffE0e (-_‘
etho@ifs

vethbblc3436
BRIDGE

172.17.0.1
curl http://172.17.0.3:80

Welcome to nginx!

2e41deb9ef1b8b3d141c7bb55d883541b4d56c21cf@55e236187

dcker 192.168.1.10

e (CODEKL




BRIDGE

curl http://172.17.0.3:80

curl: (7) Failed to connect...

No

route to host

b3165c10a92b

{72 ffE0e (-_‘
etho@ifs

vethbblc3436
BRIDGE

172.17.0.1
curl http://172.17.0.3:80

Welcome to nginx!

2e41deb9ef1b8b3d141c7bb55d883541b4d56c21cf@55e236187

dstker 192.168.1.10

KODEK |«




BRIDGE
Pl E

172.1?7.0.3 |7-—‘ b3165c10a92b
curl http://172.17.0.3:80 [ S
curl: (7) Failed to connect... No route to host eth@@lfS

curl http://192.168.1.10:8080

.

Welcome to nginx!

vethbblc3436
BRIDGE

172.17.0.1
curl http://172.17.0.3:80

Welcome to nginx!

docker run ngi8e80:80

2e41deb9ef1b8b3d141c7bb55d883541b4d56c21cf@55e2361870bdof274e52b

docker 192.168.1.10

ez (CODEKLO




BRIDGE

iptables \
-t nat \

-A PREROUTING \

-j DNAT \

--dport 8080 \
--to-destination 80

=
docker

192.168.1.10

| eth0 |

{ODF{P/"




BRIDGE

172.1?.0.3 |7-—‘ b3165c10a92b
iptables \
-tnat\ [ OUOL I etho@if8
-A PREROUTING \

-j DNAT \
--dport 8080 \
--to-destination 80

-

vethbblc3436
BRIDGE
iptables \
7207401
-t nat \

-A DOCKER \ curl http://172.17.0.3:80

Welcome to nginx!

QCI{Q( 192.1.10{ O[_\F{ LT

-3 DNAT \
--dport 8080 \
--to-destination 172.17.0.3:80




BRIDGE

. 172.17.0.3 b3165c10a92b
iptables -nvL -t nat |

Chain DOCKER (2 references)

target prot opt source destination

RETURN all -- anywhere anywhere

DNAT tcp -- anywhere anywhere tcp dpt:8080 to0:172.17.0.2:80

vethbblc3436
BRIDGE

TS 2 07ei]
curl http://172.17.0.3:80

Welcome to nginx!

docker 192.168.1.10 ¢

O DI ) 156




https://docs.docker.com/v17.09/engine/userquide/networking/default network/container-
communication/#communicating-to-the-outside-world

In -s /var/run/docker/netns /var/run

sudo route add 172.17.0.6/32 gateway 192.168.176.14 enp0s8
sudo ip neighbor add 172.17.0.6 lladdr 02:42:ac:11:00:06 dev enp0s8
sudo bridge fdb add 02:42:ac:11:00:06 dev enp0s8 self

sudo iptables -P FORWARD ACCEPT

{KODEKLOUL


https://docs.docker.com/v17.09/engine/userguide/networking/default_network/container-communication/#communicating-to-the-outside-world
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Network Namespaces docker @ rkt

1. Create Network Namespace

2. Create Bridge Network/Interface

3. Create VETH Pairs (Pipe, Virtual Cable)

4. Attach vEth to Namespace

5. Attach Other vEth to Bridge 5. Attach Other vEth to Bridge

B AsanlIP Addiesses 6. Assign IP Addresses 6. Assign IP Addre
7. Bring the interfaces up 7. Bring the interfaces up
Enable NAT - IP Masquerade

h Other vEth to Bridge

8. Enable NAT - IP Masquerade 8. Enable NAT - IP Masquerade 8. Enable NAT - IP Masquerade

ODEKLOUD



docker

1. Create Network Namespace [ 1. Create Network Namespace ] 1. Create Network Namespace [ 1. Create Network Namespace ]

bridge add <cid> <namespace> bridge add <cid> <namespace>

bridge add 2e34dcf34 /var/run/netns/2e34dcf34
//f BRIDGE \\\

2. Create Bridge Network/Interface

3. Create VETH Pairs (Pipe, Virtual Cable)

4. Attach vEth to Namespace

5. Attach Other vEth to Bridge

6. Assign IP Addresses

7. Bring the interfaces up

8. Enable NAT - IP Masquerade { O D l: { | O I e




docker

m KD
S S @rkt P MESOS
4%’)

1. Create Network Namespace 1. Create Network Namespace [ 1. Create Network Namespace ] 1. Create Network Namespace 1. Create Network Namespace

KX CONTAINER NETWORK INTERFACE

/ BRIDGE \

2. Create Bridge Network/Interface

3. Create VETH Pairs (Pipe, Virtual Cable)

4. Attach vEth to Namespace

5. Attach Other vEth to Bridge

6. Assign IP Addresses

7. Bring the interfaces up

8. Enable NAT - IP Masquerade { \_O D E { “\ LO l \J B




@ CONTAINER NETWORK INTERFACE

Kk Container Runtime must create network namespace o rkt
@ Identify network the container must attach to
Kk Container Runtime to invoke Network Plugin (bridge) when container is ADDed. .
@ Container Runtime to invoke Network Plugin (bridge) when container is DELeted. gggs MESOS %
& JSON format of the Network Configuration -
C . BRIDE \
. Create Bridge Network/Interface
K Must support command line arguments ADD/DEL/CHECK 3. Create VETH Pars (Pipe, Virtual Cable)
KM Must support parameters container id, network ns etc.. PT—T—
K Must manage IP Address assignment to PODs s
K Must Return results in a specific format
6. Assign IP Addresses

8. Enable NAT - IP Masquerade >/




@ CONTAINER NETWORK INTERFACE

docker run nginx

docker run --network=none nginx

bridge add 2e34dcf34 /var/run/netns/2e34dcf34
R
j SE MESOS

dc ker

CONTAINER NETWORK MODEL (CNM)

[ BRIDGE ] [ VLAN ] [ IPVLAN ] [ MACVLAN ] [ WINDOWS ]

[ DHCP ] [ host-local ]

OO. vmware

¥ weaveworks TG:: flannel O:. NSX o .

cilium




@ CONTAINER NETWORK INTERFACE

&=

docker

docker run --network=none nginx

bridge add 2e34dcf34 /var/run/netns/2e34dcf34

KODEKLOUD
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Networking
Cluster Nodes



1IP & FQDN

O

O

—e—

NETWORK
192.168.1.0

(192.168.1.10\ q92.168.1.11\ r192.168.1.12\
master-01 worker-01 worker-02
02:42:75:98:18:4a 02:42:ac:11:00:11 02:42:ac:11:00:1c
M W W

O

KoDEKLOUD



IPORTS

192.168.1.10

Kube-controller-

manager

ﬁ master-01 r \S
._.._.._.! Kube-api i

LM

Kube-scheduler

6443

NETWORK
192.168.1.0

1328 6Es 1l

[ worker-01 \

W

{KODEKLOUD



IPORTS

192.168.1.10 API Clients

=

master-01

ETCD Kube-api
2379 6443

kubelet
10250

Kube-scheduler
10251

Kube-controller-manager
10252

NETWORK
192.168.1.0

1328 6Es 1l

f worker-01 \
30000-32767

kubelet
10250

W

192.168.1.12

[ worker-02

30000-32767

kubelet
10250

W

@




IPORTS

192.168.1.20 192.168.1.10

/ master-02 \ / master-01 \

ETCD ETCD
2379 2379

Kube-api
6443

Kube-scheduler
10251

Kube-api ETCD | _ |
6443 2380
M

kubelet Kube-scheduler
10250 10251

Kube-controller-manager
10252

Kube-controller-manager
10252

NETWORK

192.168.1.0
{KODEKLOUD



| Documentation

Check required ports

Master node(s) &

Protocol Direction Port Range Purpose Used By
TCP Inbound 6443* Kubernetes API server All
TCP Inbound 2379-2380 etcd server client API kube-apiserver, etcd
TCP Inbound 10250 Kubelet API Self, Control plane
TCP Inbound 10251 kube-scheduler Self
TCP Inbound 10252 kube-controller-manager Self

Worker node(s)
Protocol Direction Port Range Purpose Used By
TCP Inbound 10250 Kubelet API Self, Control plane
TCP Inbound 30000-32767 NodePort Services** All

https://kubernetes.io/docs/setuD/indeoendent/instalI—kubeadm/#check—required—%g|:_{ LOUD



https://kubernetes.io/docs/setup/independent/install-kubeadm/#check-required-ports

ICOMMMANDS

ip addr add 192.168.1.10/24 dev ethe

ip route add 192.168.1.0/24 via 192.168.2.1

route

cat /proc/sys/net/ipv4/ip_forward

netstat -plnt

{KODEKLOUL
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POD Networking
Concepts



..............................

LAN

........................
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Networking Model

a

Every POD should have an IP Address

O Every POD should be able to communicate with every other POD in the same node.
O Every POD should be able to communicate with every other POD on other nodes without NAT.

¥ weaveworks

/‘

e

172181 14

& O

docker

2/

'-.G‘- flannel” G

i i i
17218214 17218212 172.182.13

172.18.2.11

& O

docker

\d -/

i
172.183.11

docker

NG

i
172.182.13

172.182.14 172.182.12

KODEKLOUD

=




ip 1link add v-net-0 type bridge
NetworKind Viggel

ip link set dev v-net-0 up
QO Every POD should have an IP Address

RSSO > i h addr add 192.168.15.5/24 dev v-net-o  JUIHglelel)
0 Every POD shoulG"0e anreTto g &r nodes without NAT.

ip link add veth-red type veth peer name veth-red-br

ip link set veth-red netns red

U U C VV CVCIYV U - UL U

~:":{~ addr add 192.168.15.1 dev veth-red

link set veth-red up

172.18.1.14

ip route add 192.168.1.0/24 via 192.168.15.5

ar (Gl L O L L ()

docker iptables -t nat -A POSTROUTING -s 192.168.15.0/24 -j MASQUERADE

e




ip link set dev v-net-0 up

‘ ‘ ip link set dev v-net-0 up

ip link set dev v-net-0 u

BRIDGE ; ' BRIDGE ; BRIDGE

v-net-0 v-net-0 v-net-0
docker / docker / docker /
NODET i 192.168.1.11 NODE2: 192.168.1.12 NODE3 | 192.168.1.13

LAN
”””””””” 192.168.1.0

{KODEKLOUD



BRIDGE
v-net-0
10.244.1.0/24

10.244.1.1

docker

7

NODE1 + 192.168.1.11

ip addr add 10.244.1.1/24 dev v-net-©

BRIDGE
v-net-0
10.244.2.0/24

10.244.2.1

docker

%

NODE2: 192.168.1.12

LAN

192.168.1.0

ip addr add 10.244.2.1/24 dev v-net-©

ip addr add 10.244.3.1/24

BRIDGE
v-net-0
10.244.3.0/24

10.244.3.1

docker

g7

NODE3 : 192.168.1.13

KODEKLOUD




ﬂo.244.1.2 10.244.1.3\ / 10.244.2.2 \ / 10.244.3.2 \

5 BRIDGE / BRIDGE BRIDGE
net—scrlpt.sh v-net-0 v-net-0 v-net-0
10.244.1.0/24 10.244.2.0/24 10.244.3.0/24
10.244.1.1 10.244.2.1 10.244.3.1
ip link add
ip link set docker A// docker A// docker A//
ip link set NODE1 | 192.168.1.11 NODE2: 192.168.1.12 NODE3: 192.168.1.13
ip -n <namespace> addr add
ip -n <namespace> route add LAN
”””””””” 192.168.1.0

ip -n <namespace> link set




10.244.1.2 10.244.1.3

10.244.2.2 10.244.3.2

bluepod$ ping
64 bytes from 8.8.8.8: icmp_seq=1 ttl=63 time=0.587 ms node3$ ip route add 160.244.1.2 via 192.168.1.11
64 bytes from 8.8.8.8: icmp_seq=2 ttl=63 time=0.466 ms (NS e et T Dl L o s
M node3$ ip route add 10.244.2.2 via 192.168.1.12

v-net-0

() 24/

v-net-0 v-net-0

00 10.244.2.0/24 10.244.3.0/24
nodel$ ip route add 10.244.2.2 via 192.168.1.12

R s
nodel$ ip route add 10.244.3.2 via 192.168.1.13

10.244.2.1 10.244.3.1

node2$ ip route add 10.244.1.2 via 192.168.1.11 beker /
s e S e D i

node2$ ip route add 10.244.3.2 via 192.168.1.13 LIS

LAN

192.168.1.0 " [ se et SeCatusy

{KODEKLOUL



/024412 10.244.1.3 1024422 1024432 \

10. 244 O 0/ 1 6
BRIDGE BRIDGE BRIDGE
v-net-0 S ~ v-net-0 - - v-net-0
<. 102441024 1024420024 L 1o 244 3.0/24
10.244.1.1 024421 10244301
docker / docker / docker /
NODET i 192.168.1.11 NODE2: 192.168.1.12 NODE3 | 192.168.1.13
NETWORK GATEWAY §
10.244.1.0/24 192.168.1.11 |
77777 10.244.2.0/24 192.168.1.12

10.244.3.0/24 192.168.1.13 LOUD



% ﬂ0.244.1§.2 10.244.1.3\ / 10.244.2.2 \ / 10.244.3.2 \

BRIDGE / . ERIDGE A BRIDGE
CONTAINER NETWORK INTERFACE TaleY iarY g
(CND 10.244.1.0/24 10.244.2.0/24 10.244.3.0/24
10.244.1.1 10.244.2.1 10.244.3.1
net-script.sh
docker / docker / docker /
ip link add NODE1 | 192.168.1.11 NODE2: 192.168.1.12 NODE3 | 192.168.1.13
ip link set | LAN
ip link set
”””””””” 192.168.1.0
ip -n <namespace> addr add Sadd
{KoDEKLOU

ip -n <namespace> route add



% m ﬂo.244.1§.2 10.244.1.3\ / 10.244.2.2 \
: @ o0 ®

BRIDGE / BRIDGE

CONTAINER NETWORK INTERFACE v-net-0 v-net-0
CNI) 10.244.1.0/24 10.244.2.0/24
: 10.244.1.1 10.244.2.1

./net-script.sh add <container> <namespace>

net-script.sh .

docker

docker

o =

NODET 192.168.1.11 NODEZ} 192.168.1.12

LAN

ip -n <namespace> link set

192.168.1.0

ip link del KobeEKLOYD
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Container
Networking
Interface
(CNI)

IN KUBERNETES



IPre-Requisites

v Network Namespaces in Linux

v Networking in Docker

v" Why and what is Container Network Interface (CNI)?
v CNI Plugins

K ODECILEAE



@ CONTAINER NETWORK INTERFACE

Container Runtime must create network namespace

|dentify network the container must attach to

Container Runtime to invoke Network Plugin (bridge) when container is ADDed.
Container Runtime to invoke Network Plugin (bridge) when container is DELeted.
JSON format of the Network Configuration

PR N S BRI

KODEKLOUD



| Configuring CNI

kubelet.service

ExecStart=/usr/local/bin/kubelet \\
--config=/var/lib/kubelet/kubelet-config.yaml \\
--container-runtime=remote \\
--container-runtime-endpoint=unix:///var/run/containerd/containerd.sock \\
--image-pull-progress-deadline=2m \\

--kubeconfig=/var/lib/kubelet/kubeconfig \\
--network-plugin=cni \\
--cni-bin-dir=/opt/cni/bin \\
--cni-conf-dir=/etc/cni/net.d \\
--register-node=true \\

--v=2




IView kubelet options

ps -aux | grep kubelet

root 2095 1.8 2.4 960676 98788 ? Ssl ©2:32 0:36 /usr/bin/kubelet --bootstrap-
kubeconfig=/etc/kubernetes/bootstrap-kubelet.conf --kubeconfig=/etc/kubernetes/kubelet.conf --
config=/var/lib/kubelet/config.yaml --cgroup-driver=cgroupfs --cni-bin-dir=/opt/cni/bin --cni-
conf-dir=/etc/cni/net.d --network-plugin=cni

ls /opt/cni/bin

bridge dhcp flannel host-local ipvlan loopback macvlan portmap ptp sample tuning
vlan weave-ipam weave-net weave-plugin-2.2.1

1s /etc/cni/net.d
10-bridge.conf




IView kubelet options

1s /etc/cni/net.d
10-bridge.conf

cat /etc/cni/net.d/10-bridge.conf

K ODECILEAE
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WeaveWorks
(CNI)



% m ﬂo.244.1.2 10.244.1.3\ / 10.244.2.2 \
: @ 0 ®

BRIDGE / BRIDGE

CONTAINER NETWORK INTERFACE v-net-0 v-net-0
CNI) 10.244.1.0/24 10.244.2.0/24
: 10.244.1.1 10.244.2.1

./net-script.sh add <container> <namespace>

net-script.sh .

docker

docker

o =

NODET 192.168.1.11 NODEZ} 192.168.1.12

LAN

ip -n <namespace> link set NETWORK GATEWAY

10.244.1.0/24 192.168.1.11
10.244.2.0/24 192.168.1.12
ip link del 10.244.3.0/24 192.168.1.13



ﬂ 0.244.12 10.244.13 \

From: To:
10.244.1.2 10.244.2.2
Ping
.\ BRIDGE J
7= v-net-0 "P_,"
10.244.1.0/24
10.244.1.1
docker /
NODE1 | 192.168.1.11

¥ weaveworks

10.244.2.2

7

-

AR et
<

-'  BRIDGE

\

10.244.2.1

docker

Ve

v-net-0 °
10.244.2.0/24

i

3

NODE2: 192.168.1.12

LAN

192.168.1.0

10.244.3.2

7

-

34 =il
Z= <

-1 BRIDGE

10.244.3.0/24
10.244.3.1

docker

N

\

%~ v-net-0 £

1

-

=

NODE3 | 192.168.1.13

NETWORK GATEWAY

10.244.1.0/24

1N D2AAN D N/ODOA

192.168.1.11

10D 101 19D
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-~
I — - 10.244.1.2 10.244.13 \ / 10.244.2.2 \ / 1024432 \

10.244.1.2 10.244.3.2 . ’ . ’

Ping

BRIDGE 4 ' BRIDGE 4 BRIDGE

ip route WEAVE WEAVE WEAVE
default via 10.244.1.1 dev ethe 10.244.1.0/24 10.244.2.0/24 10.244.3.0/24
10.244.1.1 10.244.2.1 10.244.3.1

From: To:
NODET  NODE3 docker docker docker
Ping N ! / : . / : /
NODE1 192.1@'8.1.11 NODE2! 192.168.1.12 NODE?,} 192.168.1.13
I weaveworks A%
””””””” 192.168.1.0

KODE{KLOUI



IDeploy Weave

kubectl apply -f "https://cloud.weave.works/k8s/net?k8s-version=$(kubectl version | base64
| tr -d "\n")"

serviceaccount/weave-net created
clusterrole.rbac.authorization.k8s.io/weave-net created
clusterrolebinding.rbac.authorization.k8s.io/weave-net created
role.rbac.authorization.k8s.io/weave-net created
rolebinding.rbac.authorization.k8s.io/weave-net created
daemonset.extensions/weave-net created




| Weave Peers

> kubectl get pods -n kube-system

NAME READY STATUS RESTARTS Ip NODE
NOMINATED NODE

coredns-78fcdf6894-99khw 1/1 Running
coredns-78fcdf6894-p7dpj 1/1 Running
etcd-master 1/1 Running
kube-apiserver-master 1/1 Running
kube-scheduler-master 1/1 Running
weave-net-5gcmb 2/2 Running
weave-net-fron9 2/2 Running
weave-net-mc6s2 2/2 Running
weave-net-tbzvz 2/2 Running

10.44.0.2 master <none>
10.44.0.1 master <none>
172.17.0.11 master <none>»
172.17.0.11 master <none>»
172.17.0.11 master <none>»
172.17.0.30 node®d2 <nhone>
172.17.0.11 master <none>
172.17.0.23 node0d1l <nhone>
172.17.0.52 node®d3 <nhone>

P RPRPPRPOOOOO

> kubectl logs weave-net-5gcmb weave -n kube-system

INFO: 2019/03/03 03:41:08.643858 Command line options: map[status-addr:0.0.0.0:6782 http-addr:127.0.0.1:6784 ipalloc-range:10.32.0.08/12 name:9e:96:c8:09:bf:c4 nickname:node@2 conn-limit:30
datapath:datapath db-prefix:/weavedb/weave-net host-root:/host port:6783 docker-api: expect-npc:true ipalloc-init:consensus=4 no-dns:true]

INFO: 2019/03/03 03:41:08.643980 weave 2.2.1

INFO: 2019/03/03 03:41:08.751508 Bridge type is bridged_fastdp

INFO: 2019/03/03 ©3:41:08.751526 Communication between peers is unencrypted.

INFO: 2019/03/03 03:41:08.753583 Our name is 9e:96:c8:09:bf:c4(noded2)

INFO: 2019/03/03 03:41:08.753615 Launch detected - using supplied peer list: [172.17.0.11 172.17.0.23 172.17.0.30 172.17.0.52]

INFO: 2019/03/03 03:41:08.753632 Checking for pre-existing addresses on weave bridge

INFO: 2019/03/03 03:41:08.756183 [allocator 9e:96:c8:09:bf:c4] No valid persisted data

INFO: 2019/03/03 03:41:08.761033 [allocator 9e:96:c8:09:bf:c4] Initialising via deferred consensus

INFO: 2019/03/03 03:41:08.761091 Sniffing traffic on datapath (via ODP)

INFO: 2019/03/03 ©03:41:08.761659 ->[172.17.0.23:6783] attempting connection

INFO: 2019/03/03 03:41:08.817477 overlay_switch ->[8a:31:f6:b1:38:3f(node@3)] using fastdp

INFO: 2019/03/03 ©3:41:08.819493 sleeve ->[172.17.0.52:6783|8a:31:f6:b1:38:3f(node@3)]: Effective MTU verified at 1438

INFO: 2019/03/03 03:41:09.107287 Weave version 2.5.1 is available; please update at https://github.com/weaveworks/weave/releases/download/v2.5.1/weave
INFO: 2019/03/03 03:41:09.284907 Discovered remote MAC 8a:dd:b5:14:8f:a3 at 8a:dd:b5:14:8f:a3(nodedl)

INFO: 2019/03/03 03:41:09.331952 Discovered remote MAC 8a:31:f6:b1:38:3f at 8a:31:f6:b1:38:3f(noded3)

INFO: 2019/03/03 03:41:09.355976 Discovered remote MAC 8a:a5:9c:d2:86:1f at 8a:31:f6:b1:38:3f(noded3)
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ﬂ 0.244.12 10.244.1.3 \

.4 BRIDGE \/’_
S S net=0s s
$10.244.1,0/24

10.244.1.1

docker

o

NODE1T | 192.168.1.11

.......................

/ 10.244.2.2 \

DL N
- BRIDGE 2
e cnERet it

°10.244.2.0/24
10.244.2.1

docker

Y

NODE2: 192.168.1.12

LAN

192.168.1.0

/ 10.2443.2 \

e G RS

AR S e
- v-net-0 \',,/"

10.244.3.0/24
10.244.3.1

docker
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NODE3 192.168.1.13
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KX

CONTAINER NETWORK INTERFACE

(CNI)

CNI Plugin Responsibilities:

SRRERE

Must support arguments ADD/DEL/CHECK
Must support parameters container id, network ns etc..
Must manage IP Address assignment to PODs

Must Return results in a specific format

ﬂ 0.244.12 10.244.1.3 \

.\ BRIDGE :
RecvAneE0 >3
$10.244.1.0/24

10.244.1.1

docker

v

NODE1T | 192.168.1.11

........................

10.244.2.2

I
P =y, e
7z S 2

~'  BRIDGE

/

10.244.2.1

docker

- v-net-0 ° E
10.244.2.0724

N
L

4

\

b

NODE2 | 192.168.1.12

LAN

192.168.1.0

N

10.244.3.2

7y
e R e =
7" o5 -

& )

)&
.\ BRIDGE /
%= v-net-0 3
*10.244.3.0/24

10.244.3.1

docker

L

NODE3 192.168.1.13

........................
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CONTAINER NETWORK INTERFACE
(CNI)

net-script.sh

ip -n <namespace> link set

ip link del

ﬂ 0.244.12 10.244.1.3 \

BRIDGE
v-net-0
10.244.1.0/24

10.244.1.1

docker

35/

NODE1 - 192.168.1.11

/ 10.244.2.2

BRIDGE
v-net-0
10.244.2.0/24

10.244.2.1

docker

=

o

NODE2: 192.168.1.12

LAN

192.168.1.0

/ 10.244.3.2

BRIDGE
v-net-0
10.244.3.0/24

10.244.3.1

docker

N

=

NODE3 : 192.168.1.13
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CONTAINER NETWORK INTERFACE
(CNI)

[ oHee ][ hostlocal |

ip = get_free_ip from_host local()

ip -n <namespace> addr add

ip -n <namespace> route add

ﬂ 0.244.12 10.244.1.3 \

BRIDGE
v-net-0
10.244.1.0/24

10.244.1.1

docker

- J

NODE1 - 192.168.1.11

Ip-list.txt

10.244.1.2

10.244.1.3
10.244.1.4
10.244.1.4
10.244.1.4

/ 10.244.2.2

BRIDGE
v-net-0
10.244.2.0/24

10.244.2.1

docker

=

o

Ip-list.txt

10.244.2.2

10.244.2.3
10.244.2.4
10.244.2.4
10.244.2.4

NODE2: 192.168.1.12

docker

/ 10.244.3.2 \

10.
10.244.3.1

BRIDGE
v-net-0
244.3.0/24

=

NODE3 : 192.168.1.13

Ip-list.txt

10.244.3.2
10.244.3.3
10.244.3.4
10.244.3.4
10.244.3.4
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X

CONTAINER NETWORK INTERFACE

(CNI)

[

DHCP

J (

host-local ]

cat /etc/cni/net.d/net-script.conf

ﬂ 0.244.12 10.244.1.3 \

ot

BRIDGE
v-net-0
10.244.1.0/24

10.244.1.1

docker

v

NODE1 - 192.168.1.11

/ 10.244.2.2

BRIDGE
v-net-0
10.244.2.0/24

10.244.2.1

docker

-

o

NODE2: 192.168.1.12

LAN

192.168.1.0

/ 10.244.3.2

®

BRIDGE
v-net-0
10.244.3.0/24

10.244.3.1

docker

=

=

NODE3 : 192.168.1.13



10.32.0.0/12
10:32,0:1:5-10:47.255.254

10.32.0.1 10.38.0.0 10.44.0.0

¥ weaveworks

ﬂ 03202 10.32.03 \

., R 3
-4 BRIDGE /i
1

weave

& O
docker w/

NODE1 - 192.168.1.11

/ 10.38.0.2 \

i
W |t e e
Zi e I %5

~U  BRIDGE 4
weave ’,/'

\,(}

/ 10.44.0.3 \

& O
docker w/

NODE2: 192.168.1.12

LAN

192.168.1.0

' - .-
eIt
7 e Aol

R el

weave ’,,/"

& O
docker w/

NODE3 192.168.1.13
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/024412 10.244.1.3 1024422

10. 244 O O/ 16
BRIDGE BRIDGE
v-net-0 v-net-0
<. 10.244.1.0/24 | - 10. 24420/24 L
710.2441.1 024421
docker / @cker /

NODE1 + 192.168.1.11 NODEZ} 192.168.1.12

1024432 \

BRIDGE
v-net-0

1024430/24
024431

docker

=

NODE3 : 192.168.1.13

NETWORK GATEWAY

10.244.1.0/24 192.168.1.11
10.244.2.0/24 192.168.1.12
10.244.3.0/24 192.168.1.13
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NodePort

10.244.1.2

N

30080

30080

...................................................................................................................

............................................

10.244.1.3

A10.99.13.17

10.244.2.2

10.99.13.178

/

NODE1

192.168.1.11

NODE2 192.168.1.12

NODE3 192.168.1.13



kube-proxy

@ 1024412

10.99.13.178:80 10.244.1.2
N —
NODE1 192.168.1.11

10.99.13.178

10.99.13.178:80

.

10.244.1.2

-

NODE2

192.168.1.12

kube-proxy

riron | oot | ron | ramator | oo | oo

10.99.13.178:80 10.244.1.2
N~ e
NODE3 192.168.1.13
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kube-proxy

userspace iptables ipvs

kube-proxy --proxy-mode [userspace | iptablkes | ipvs ] ..

v | romarito

10.99.13.178:80 10.244.1.2
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kube-proxy

iptables

T T

10.244.1.2

kubelet get pods -o wide .10.244.142

NAME READY STATUS  RESTARTS 1P NODE
db 1/1 Running @ 10.244.1.2 node-1 10.244.0.0/16

10.244.0.0 => 10.244.255.255

kubelet get service 10.96.00 => 10.111.255.255

NAME TYPE CLUSTER-IP PORT(S)
db-service ClusterIP 10.103.132.104 3306/TCP

kube-api-server --service-cluster-ip-range ipNet (pefault: 16.6.0.0/24)

ps aux | grep kube-api-server

kube-apiserver --authorization-mode=Node,RBAC --service-cluster-ip-
range=10.96.0.0/12
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kube-proxy

iptables

| iren | ensrite

10.244.1.2

> kubelet get pods -o wide

NAME READY SIS RESTARTS  AGE IP NODE
db 1/1 Running © 14h 10.244.1.2 node-1

> kubelet get service

TYPE CLUSTER-IP PORT(S)

NAME
10.103.132.104 3306/TCP

db-service ClusterIP

} iptables -L -t net | grep db-service
anywhere 10.103.132.104 /*
tcp anywhere  anywhere /*

default/db-service: cluster IP */ tcp dpt:3306
default/db-service: */ tcp t0:10.244.1.2:3306

KUBE-SVC-XA50GUC7YRHOS3PU tcp -
/* default/db-service: */

DNAT

KUBE-SEP-JBWCWHHQM57V2WN7 all anywhere  anywhere




kube-proxy

iptables

iren | ot

10.244.1.2

} iptables -L -t net | grep db-service

KUBE-SVC-XA50GUC7YRHOS3PU tcp -- anywhere 10.103.132.104 /* default/db-service: cluster IP */ tcp dpt:3306
DNAT tcp -- anywhere  anywhere /* default/db-service: */ tcp t0:10.244.1.2:3306
KUBE-SEP-JBWCWHHQM57V2WN7 all -- anywhere  anywhere /* default/db-service: */

} cat /var/log/kube-proxy.log

10307 04:29:29.883941 server_others.go:140] Using iptables Proxier.

10307 04:29:29.912037 server_others.go:174] Tearing down inactive rules.

10307 04:29:30.027360 server.go:448] Version: v1.11.8

10307 04:29:30.049773 conntrack.go:98] Set sysctl 'net/netfilter/nf _conntrack max' to 131072

10307 04:29:30.049945 conntrack.go:52] Setting nf_conntrack_max to 131072

10307 04:29:30.050701 conntrack.go:83] Setting conntrack hashsize to 32768

10307 04:29:30.050701 proxier.go:294] Adding new service “default/db-service:3306" at 10.103.132.104:3306/TCP
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Cluster DNS



|Pre-Requisite

What is DNS?

Host/NS Lookup, Dig utility
Recorded Types — A, CNAME
Domain Name Hierarchy

SRR
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IObjectives

O What names are assigned to what objects?
O Service DNS records
0 POD DNS Recrods
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A

e

N e/

node1.kubecluster.org
192.168.1.11

L

v

node2.kubeclusterorg node3.kubecluster.org

192.168.1.12

.

57

192.168.1.13
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192.168.1.11 192.168.1.12




Kube
DNS

o

web-service 10.107.37.188

10.244.1.5 10KlO7STa8e 10.244.2.5

test web-service web

curl http://web-service

Welcome to NGINX!
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Williams

I;H«'M\

A
0~ MARK SMITH / MARK  WILLIAMS

NAMESPACE NAMESPACE
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web-service 10.107.37.188

default

10.244.1.5

test

10KlO7STa8e

web-service

10.244.2.5

web

curl http://web-service

Welcome to NGINX!
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Kube
DNS

o

web-service 10.107.37.188

default apps

10.244.1.5 10KlO7STa8e 10.244.2.5

test web-service web

curl http://web-service

Welcome to NGINX!

curl http://web-service.apps

Welcome to NGINX!

{KODEKLOUL



Kube
DNS

0]
e

cluster.local 10.107.37.188

web-service apps

apps

cluster.local

10.107.37.188 10.244.2.5
curl http://web-service.apps web-service web

SVC

Welcome to NGINX!

apps

curl http://web-service.apps.svc

Welcome to NGINX!
web-service

curl http://web-service.apps.svc.cluster.local

Welcome to NGINX!

KODEKLOU



Kube
DNS

web-service apps cluster.local 10.107.37.188

apps

10-244-2-5 apps pod cluster.local 10.244.2.5

10.107.37.188 10.244.2.5

web-service web

10-244-2-5 <mmm 1024425

cluster.local

curl http://10-244-2-5.apps.pod.cluster.local

Welcome to NGINX!

web-service 10-244-2-5

KoDELKLOUL



Kube
DNS apps

default
web-service apps cluster.local 10.107.37.188
10-244-2-5 apps od cluster.local 10.244.2.5
1024415 pp p 10.107.37..188 10.244.2.5
3 10-244-1-5 default pod clusterlocal  10.244.1.5 Vsl sHicE e

cluster.local

curl http://10-244-2-5.apps.pod.cluster.local }
web-service 10-244-2-5

Welcome to NGINX!
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How Kubernetes
Implements
DNS?



10.96.0.10

DNS
(@)
web 10.244.2.5
test 10.244.1.5
10.244.1.5 10.244.2.5
test web

cat >> /etc/hosts cat >> /etc/hosts

cat >> /etc/resolv.conf cat >> /etc/resolv.conf

nameserver 10.96.0.10

K ODEIC]I 6

nameserver 10.96.0.10




10.96.0.10

10-244-2-5 10.244.2.5

10-244-1-5 10.244.1.5

10-244-2-15 10.244.2.15

10.244.1.5 10.244.2.5 10.244.2.15
test web db

cat >> /etc/hosts cat >> /etc/hosts

cat >> /etc/resolv.conf cat >> /etc/resolv.conf cat >> /etc/resolv.conf

nameserver 10.96.0.10 nameserver 10.96.0.10 nameserver 10.96.0.10

K ODEIC]I 6




kube-dns

10.244.1.5

test

cat >> /etc/hosts

cat >> /etc/resolv.conf

nameserver 10.96.0.10

10.96.0.10

10-244-2-5 10.244.2.5

10-244-1-5

10.244.1.5

10-244-2-15 10.244.2.15

10.244.2.5

web

cat >> /etc/hosts

cat >> /etc/resolv.conf

nameserver 10.96.0.10

10.244.2.15
db

cat >> /etc/resolv.conf

nameserver

10.96.0.10
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0 COI’eDNS 10.96.0.10

10-244-2-5 10.244.2.5

10-244-1-5 10.244.1.5

10-244-2-15 10.244.2.15

10.244.1.5 10.244.2.5 10.244.2.15
test web db

cat >> /etc/hosts cat >> /etc/hosts

cat >> /etc/resolv.conf cat >> /etc/resolv.conf cat >> /etc/resolv.conf

nameserver 10.96.0.10 nameserver 10.96.0.10 nameserver 10.96.0.10
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& CoreDNS
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& CoreDNS

cat /etc/coredns/Corefile

health

s cluster.local

DNS pods insecure
o
prometheus
proxy
10-244-1-5 default pod cluster.local 10.244.1.5

KODEK 1 OU



& CoreDNS

cat /etc/coredns/Corefile

kubectl get configmap -n kube-system

NAME DATA AGE
coredns 168d




& CoreDNS

kubectl get service -n kube-sytem

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S)
kube-dns ClusterIP 10.96.0.10 <none> 53/UDP,53/TCP

10-244-1-5 10.244.1.5
10-244-2-5 10.244.2.5

10.244.1.5 web-service  10.107.37.188 10.107.37.188 1024425
test web-service Wab
cat /etc/resolv.conf
nameserver 10.96.0.10
cat /var/lib/kubelet/config.yaml
éi&sterDNS:
- 10.96.0.10 [CONEI]

clusterDomain: cluster.local




& CoreDNS

cat /etc/resolv.conf

nameserver 10.96.0.10

search default.svc.cluster.local svc.cluster.local cluster.local

10-244-1-5 10.244.1.5

10-244-2-5 10.244.2.5
web-service 10.107.37.188

10.244.1.5

test
host web-service

web-service.default.svc.cluster.local has address 10.97.206.196

host web-service.default

web-service.default.svc.cluster.local has address 10.97.206.196

host web-service.default.svc

web-service.default.svc.cluster.local has address 10.97.206.196

10.107.37.188 10.244.2.5
web-service

web
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& CoreDNS

cat /etc/resolv.conf

nameserver 10.96.0.10

search default.svc.cluster.local svc.cluster.local cluster.local

10-244-1-5 10.244.1.5

10-244-2-5 10.244.2.5
web-service 10.107.37.188

10.244.1.5

test
host web-service

web-service.default.svc.cluster.local has address 10.97.206.196

host 10-244-2-5

host 10-244-2-5.default.pod.cluster.local

10-244-2-5.default.pod.cluster.local has address 10.244.2.5

10.107.37.188 10.244.2.5
web-service

web
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