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Blockchain Fundamental Course

Jd Format

. bi-weekly workshop ; 1.5 hr/session ; Monday

O Expectation
G us: high level theories & low level details of blockchain fundamentals
you: dedication & participation & read like crazy & ASK QUESTIONS !
prerequisite: none
assignments: mostly reading materials, sometimes coding tasks ( for dev )
,@’ . deliverables: explain to 10-year-old

0 Reference

{%\; !l:@!’ L <Bitcoin and Cryptocurrency Technology> [Andrew Miller, Arvind

@ 1 Narayanan Edward Felten, Joseph Bonneau, and Steven Goldfeder]
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<

vy O & ¥y 0 ¥y O

Alex loves cryptography. He was once an Derek was a developer at Blockchain at Jun Yuis a Renaissance Engineering
intern at ConsenSys Diligence auditing Berkeley, he constructed a solution for storing Programme student at NTU interested in
insecure smart contracts. Recently working on and verifying digital assets. Once an intern in blockchain technology and development.

Gormos with Loi Luu, building scalable sharded Visa for both the Singapore and Bay Area Previously worked on the LearnPlasma
Plasma for DEX. offices. Now working on a submarine send community project at IC3. Currently working

implementation on Ethereum in collaboration on building a blockchain on top of Apache

with IC3 Cassandra for his Final Year Project.

ALEX LUOYUAN XIONG DEREK CHIN PHANG JUN YU

https://t.me/ntublockchain

in]

Clarice is an earnest advocate of FinTech,
especially the emerging Blockchain
technology. Previously with SeaTown Holdings
where she worked on IPO investments in major
Chinese FinTech companies. Currently a
summer analyst at BlackRock, where she had

the exposure to the firm’s proprietary FinTech

CLARICE TIAN YU
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Woo...
finally admin stuff is done.
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Motivation: Pre-Bitcoin Area

Blockchain: Data Structure for Secure Digital Ledger
Pseudonymity: Identity on Bitcoin

Nakamoto Consensus: Coming to Agreement

Bitcoin Protocol: Putting All Together

2} BLOCKCHAIN
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Cash

Jd Pros:

., Nodefaultrisk / No trust required / quick settlement
., Offline, no middle man
L Better anonymity

d Cons:

o Possible counterfeits
& Inconvenient: Physical presence
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Digital Cash

=
flevo

@ Q®rose

oc:) 1
citi 4 DBS
@Maybank &) OCBCBank
Spanie HuoB
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Digital Cash

Jd Pros:

. Convenient management + transaction
. Scrutinized by regulatory body

d Cons:

. Central point of failure

NEWS

2 Canadian banks hacked, 90,C
data stolen

Two of Canada's largest banks, Bank of Montreal and the Can
Commerce’s Simplii Financial, confirmed hackers stole the pe
thousands of customers.

50000000

E B Q Sign in News More

Home | Video = World | Asia UK @ Business = Tech & Science @ Stories = Entertainment &

Tarhnnlnav

City & Business News

Italy’s largest bank HACKED in
major security breach as data from
400,000 accounts stolen

ITALY'S top bank UniCredit has been targeted in a huge hacking attack in Europe’s largest
banking security breach this year.

ttack
® ¥ [ <« shae

By SOFIA PETKAR
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Digital Cash

Jd Pros:

., Convenient management + transaction
L Scrutinized by regulatory body

d Cons:

o Central point of failure
External hacks
Internal corruption

@, . Strong trust (-worthy) assumption
GloY
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Cryptography &

Privacy-enhancing tech for social "Privacy is necessary for an open
. society in the electronic age.
and political change. A private matter is
) something one doesn't want the
Smal Ier government’ dOﬂ t trust whole world to know, but a secret

central authorities matter is something one doesn't

want anybody to know.
Privacy # Secrecy

o <Why should we all have something
to hide> by Moxie Marlinspike

— Eric Hughes, A Cypherpunk's Manifesto (1993)

A
- X BLOCKCHAIN


https://moxie.org/blog/we-should-all-have-something-to-hide/
https://moxie.org/blog/we-should-all-have-something-to-hide/
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Motivation:

Benefits of digital cash without
trusted party.

A
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Bitcoin Whitepaper

Satoshi Nakamoto ??

Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
satoshin@gmx.com
www.bitcoin.org

Abstract. A purely peer-to-peer version of electronic cash would allow online
payments to be sent directly from one party to another without going through a
financial institution. Digital signatures provide part of the solution, but the main
benefits are lost if a trusted third party is still required to prevent double-spending.
We propose a solution to the double-spending problem using a peer-to-peer network.
The network timestamps transactions by hashing them into an ongoing chain of
hash-based proof-of-work, forming a record that cannot be changed without redoing
the proof-of-work. The longest chain not only serves as proof of the sequence of
events witnessed, but proof that it came from the largest pool of CPU power. As
long as a majority of CPU power is controlled by nodes that are not cooperating to
attack the network, they'll generate the longest chain and outpace attackers. The
network itself requires minimal structure. Messages are broadcast on a best effort

basis, and nodes can leave and rejoin the network at will, accepting the longest %? B LOC KC H AI N
S o

proof-of-work chain as proof of what happened while they were gone. AT NTU



Goal:

Secure digital cash
with pseudonymity
without central authority

2 BLOCKCHAIN
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Goal:

data structure & cryptography

Secure digital cash ~ 'dentity on Bitcoin
with pseudonymity
without central authority

\ distributed consensus

2 BLOCKCHAIN
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Agenda 25 &
k
d  Motivation: Pre-Bitcoin Area e

1 Blockchain: Data Structure for Secure Digital Ledger

d Pseudonymity: Identity on Bitcoin
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Mind the Gap

Algorithm

Data Structure
Protocol

Computer Network

iy Wy Ny N
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Mind the Gap

Algorithm
Data Structure
Protocol

=a Central Server

Computer Network /
J\ -

Client / Server

@ (W -

U OO0 C

- - Distributed
=) Clients
| N
l o =
Il
Peer to Peer
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Goal:

Secure digital cash
with pseudonymity
without central authority

2 BLOCKCHAIN
X
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Secure ?!

A Proof of valid ownership on assets

. Validity check about ownership
. Noone can “steal/spend” my coin

d No double-spending

27

What do you meanz

A

Xa

BLOCKCHAIN
AT NTU



Proof of Ownership

« » Hﬁ%ﬁ
d “Unforgeable Stamp e
. Detour to magical cryptography wonderland: Digital Signature %ﬁe

Y T R‘w_d!?&;&wo,h_ 2

On Demand w¢ Fromise fo pay af the fmperial Bank of
for value received; the sum of Rupoes Tenty Thousand only |
interest there this dote ot the rate of Lot
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Digital Signature Algorithm o &Y
Qe

Private
Key

Digital Signature

@ Validate Public
, Digital Signature Ke
2, R ’
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Digital Signature Algorithm o> QY
A Key Pair: ( Public Key, Private Key ) e

A Sign (priKey, message) => My digital signature
. Sign(random, message) => completely gibberish

. Sign( priKey, another message) => another digital signature

A Verify ( pubKey, signature, message) => Yes/No
,@’ . Verify(pubKey, random, message ) => No

. Verify( pubKey, signature, random ) => No

377
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Elliptic Curve DSA (ECDSA) b &Y
d Key Generation 5
| 1 Ry ¥
. Randomly select a private key g/
. Derive public key through ECDSA KeyGen Algorithm /;

L Keylength: 256 bits ( brute force? luck? derive back?)  “p 3

It would take 1032 Tianhe-2 Supercomputers running for /\
"y the entirety of the existence of everything to exhaust
@ half of the keyspace of a AES-256 key. v =2>4+axr+b
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Proof of Ownership

Signed by SKnTtu Signed by SKnTtu
Pay to PKal}/ Pay to PKaiice
—
-~

Signed by SKntu Signed by SKnTu
@ CreateCoin: 1 CreateCoin: 100 :)
{%\; B How to bond two

@ 18 messages & sighatures ??
/\—- C -mc %\@’ 2 @(; BLOCKCH/}\IITI\LIJ



Hash Function NS

d  Message Digest

. Long plaintext — short digest

alex@alex:~S cat test
NTU is No.11 on QS ranking, higher than Yale, Princeton, Cornell, John
Hopkins, Duke, Tsinghua...

The 1list goes on and on... bragging, showing off, being pround without
knowing why, trashtalking, trashtaking, trashtalking.

Come bite me!
alex@alex:~S shalsum test
59cfd628ef278db56cf2ed635912d6bfb16cae63 test

AT NTU
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Hash Function 2> - &Y

. Long plaintext — short digest

d  Message Digest H( preimage ) » hash digeﬁ%'@

d One Way Function

. Reverse calculationis HARD !
. Small changes in preimage — entirely different digest

alexdalex-thinkpad Jgp alexdlalex-thinkpad Jap
) cat test [16:22:44] ) cat test
hank you Blockchain@NTU Thank you BlockchainaNTU !

alexdalex-thinkpad Jgp alexdalex-thinkpad Jkap
) shalsum test [16:22:49] ) shalsum test [16:23:22]
7717645c87dd790df596b55d6a364367f6da30f0e test 79404cb3825147471c50a89fb6cdlef36chb2edbe tes

t
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Hash Function

A Universal Hash Function (UHF)

. Keyed hash
. e.g. Carter-Wagman MAC

d  Collision Resistant Hash
. Keyless hash
. e.gSHA1, MD5,SHA256,SHA3

N
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Just so that you know

d SHA1

. Collision found by Google (2017): SHAttered.io

Merge pull request #2 from GPHofficial/master ...

' derekzx committed 3 days ago

Changed pycryptodome to hashlib
&} GPHoffical committed 3 days ago

folder rename due to windows file system setting
. AlexXiong97 committed 4 days ago

oY
f%\» P

36

Verified

Verified

g2 | 468d59d

2 | 7cd3ida

£ | b6396r6

<

<

<
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https://shattered.io/

Just so that you know

d MD5 : Microsoft unity file integrity check
. Broken by Prof. Wang

PP How to Break MD5 and Other Hash Functions - FTP Directory Listing
merlot.usc.edu/cs531-s17/papers/Wang05a.pdf v

by X Wang - Cited by 1655 - Related articles

known resuit so far was a semi free-start collision, in which the initial value of the hash function is
replaced by a non-standard value, which is the result of the attack. In this paper we present a new

powerful attack on MD5 which allows us to find collisions efficiently. We used this attack to find
collisions of MD5 in about 15 ...

@j\ (W .
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SHA256

512 bit

my

mao

to =1V III. ty Illltz

t, := H(M)

>

256 bit
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SHA256

Merkle-Damgard + Davies-Mayer + SHACAL-2 block cipher

/ Padding(MESSAGE)

Bock [ Biockz | Blockal [ siocks

e
b

256
bit

N
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SHA3 using keccak256

Sponge Construction ( keccak256 # sha256 , sons from
different families)
M VA

[ pad } : || ¢
0\ l ) l ooy l ) \ =% 1 T )
1
r| |0 f—S> : ~ > »
fol e e s
X I
C () > > > > : > >
\ \_/ -/ N — N \/
absorbing : squeezing

SP()I'I ge



Proof of Ownership, God I'm Good!

Signed by SKalice

Pay to PKbob: w,)

Signed by SKntu

Pay to PKalice: d()

—

Signed by SKntu

CreateCoin: 1

2 BLOCKCHAIN
X
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Secure ?!

A  Proof of valid ownership on assets v/

. Validity check about ownership
. Noone can “steal/spend” my coin

d No double-spending

42
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Cryptography is power in
asymmetry

-- How | explain to my dad that | want to work on
cryptography

2 BLOCKCHAIN
N
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Signed by SKalice

Signed by SKalice

Pay to PKbob: W)

Pay to W)

L

Signed by SKnTu

Pay to PKalice: d()

Signed by SKnTu

CreateCoin: 1

Whoops....

Double Spending

44
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Hash Pointer ( a.k.a. Blockchain)

use case: tamper-evident log

Block height = O: Genesis Block

prev: H(')

e data

H(

prev: H(')

*_ ‘

Signed by SKaiice

Pay to PKbob: w,)

data

*_ ‘

45

prev: H(

data

<

igned by ice
to PKpave:
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Secure !!

A  Proof of valid ownership on assets v/

. Validity check about ownership
. Noone can “steal/spend” my coin

d No double-spending v/

46
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Secure Digital Cash 22&

\ . >

( : - )
Transaction Transaction
2 BTC ~Input Output -2 BTC ~ Input Output 1 BTC
=4 plice e Alice addr gob g a4 gob
LA, j I s
Output - 1BTC
L addr Charlie

W \ )
@ ; w 47 @(; BLOCKCHAIN
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Unspent Transaction Output (UTXO#‘@

10 BTC

X0

input O

output 0

output 1

[~

X3
TX1
4 BTC 7 inputO
4BTC 7| inputO 4 BTC
UTXO
/ aUEPUEQ Frrrm e >
output 0 [
X 4
TX 2
A inputO
6BTC | input0 ?ﬁ X6
2 BTC
output 0 d SR [T input 0
output1 |\ X5 A inputl 6 BTC
\ l: 4 BIC ULz
4 BTC |nput0 OutputO 2 g
output O /]

X
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UTXO: what about change?
Keep the change! ) & L ﬁﬁ

. Bob . Bob
Send it to yourself! receives - spends |

TXA

Transaction \

[ | :
50 BTC )[ In ] rOut1 ) 0.5BTC
e

from an R 3 . toAlice |
investment PE—
- Out > 49.5 BTC!
) i tohis |
1 1
N i change
é J address
W,
(%\, N

________________

@ YI.;%: ﬁ @)
i g |
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Putting all together

d  Proof of ownership v
d No double-spending v/
d UTXO model ledger v/

S0
% —j\/‘-* C -mc 0 “\\‘QSX’

<
prev: H () 5
Block: # 67 %T

# inputs outputs

0 #66[3] 1->Bob, 2->Dave

1 #23[1], #45[3]

49 ->Carol

2 none

25 -> Alice

Signatures

2 BLOCKCHAIN
N
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Goal:

Secure digital cash
with pseudonymity
without central authority

2 BLOCKCHAIN
X
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Goal:

Secure digital cash
with pseudonymity
without central authority

2 BLOCKCHAIN
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Pseudonymity o &Y

0 Digital identity €= Real-life identity ? "%
A H (PubKey) as your identity !! 5
. | cancreate as many private key, thus as many identities as | wish
. Dol needtobeahuman?

@ ri%: P On: the dmternet, 2 BLOCKCHAIN
A ‘ N

nobody knows“you¥xe a cat. AT NTU



: =5 @ a
Pseudonymity 2o Q
A Digital identity = Real-life identity ? e
A H (PubKey) as your identity !! %

. | cancreate as many private key, thus as many identities as | wish
- Dol needtobeahuman?

- Untraceable?
Network analysis, Bitcoin deanonymization
CoinJoin, Ring Signature

@ﬁ L%: 4 . @(;BLOCKCHAIN
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Identity on Blockchain

A Ethereum as example ( Bitcoin is similar)

> web3.eth.accounts. create()
{ address:
privateKey:
51gnTransactlon
sign: [ In],
encrypt: ,
web3.eth.accounts. create()
address: '
privateKey:
sxgnTransactlon
sign: [f .
encrypt: ‘
web3.eth.accounts. create()
address:
privateKey:
sxgnTransactlon
sign:
encrypt:

_m& © ™




Goal:

Secure digital cash
with pseudonymity
without central authority

2 BLOCKCHAIN
X
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One more thing. ..

N
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How to prove a tx is included? >

prev: H ()
Block: # 67
# inputs outputs prev: H(') prev: H(') prev: H(')
0 #66[3] 1->Bob, 2->Dave +
1 #23[1], #45[3] 49 ->Carol
2 none 25 -> Alice data data data <
N/

- @ Signatures

2
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Merkle Tree

“Ralph Merkle saves our life”

-- all blockchain researchers

@j\ (W .

yeah, this smiley duderri
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Proof of Membership
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inputs outputs inputs outputs

BLOCKCHAIN

#66[3] 1->Bob, 2->Dave AT NTU

62 #23[1], #45[3] 49 ->Carol
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Proof of Membership

Question: How to do

[ 21 | [ =2 | [ 23 | | za | | 25 | | 26 | | 27

@1%& .
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The Most Important Picture!

N

L

B e v

ol

% Ao E =mc”
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Block 12

L_I™P

Prev_Hash

Timestamp

{

N

d Block 10 o i Block 11 -
Prev_Hash Timestamp || =P Prev_Hash Timestamp
Tx_Root Nonce Tx_Root Nonce
& = \Z K ~/
AN
Hash01 Hash23

HashO Hash1l Hash2 Hash3
i i i 1
Tx0 Tx1 Tx2 Tx3

64

Tx_Root

Nonce
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Conclusion 228
-
d Motivation: Pre-Bitcoin Area "

1 Blockchain: Data Structure for Secure Digital Ledger

d Pseudonymity: Identity on Bitcoin

N
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Assignment !

d Easy: draw out “the most important picture” and

explain along each components
- What are they?
- Why are they used?
d Medium: read the following

, <How does blockchain works> first half.
.  NBFMG Textbook Intro & Chapter 1

'@D Hard:

. Research on how to do “proof of non-membership”

Y,
7
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https://medium.com/s/story/how-does-the-blockchain-work-98c8cd01d2ae

\ with @ by
® Alex Xiong

@ https://t.me/ntublockchain



