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Agenda
❑ Motivation: Pre-Bitcoin Area

❑ Blockchain: Data Structure for Secure Digital Ledger

❑ Pseudonymity: Identity on Bitcoin

❑ Nakamoto Consensus: Coming to Agreement

❑ Bitcoin Protocol: Putting All Together

}
}
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Goal:

Secure digital cash
with pseudonymity

without central authority 

data structure & cryptography

identity on Bitcoin

distributed consensus
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Previously on Lecture 1:
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Revision
❑ DSA: what & why?
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Revision
❑ DSA: what & why?
❑ Hash: what & what properties & example?
❑ Hash Pointer: what & why?
❑ UTXO: what & internal fields?
❑ Merkle Tree: why & what & why useful?
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Revision: Merkle Tree

❑ Leaf node value = H (tx content)
❑ Intermediate node value = H ( left_child || right_child )
❑ Only root hash is included in block header
❑ Proof of membership: Merkle Path

⤷ log
2

(n) * 256 proof size
⤷ v.s. n*256 proof size
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Revision: Picture Description
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Revision: properties
❑ Non-repudiation
❑ Tamper-evident → double spending evident
❑ Efficient proof of membership ( historical look-up )
❑ Permissionless network
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Goal:

Secure digital cash
with pseudonymity

without central authority 
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What does “authority” entail ?

Who maintain the ledger? Bank

Who decides which tx to include? Bank

Who gets to proposed next block? Bank

Who creates new coin/prints cash? Government
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With Central Authority
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Without Central Authority?
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Bitcoin Consensus

Who maintain the ledger? Bank Full node

Who decides which tx to include? Bank Individual miner*

Who gets to proposed next block? Bank “hardworking” miner

Who creates new coin/prints cash? Government “hardworking” miner
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Roles in Bitcoin
❑ Miners

⤷ Ledger maintainer & tx validity verifier
⤷ New block producer

❑ Full nodes
⤷ Miner or not to miner
⤷ Ledger maintainer ( keep a copy )

❑ Light nodes*
⤷ Only store the block header, not entire block

❑ Users
⤷ Send transactions to miners
⤷ Query history & balance from full nodes
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Consensus in Bitcoin
1. New TX broadcasted to all nodes ( gradually )
2. Miners collect all new TXs, verifies them and put them into the 

next block he is building.
3. Each round, one “random” lucky miner gets to proposed his block. 
4. Other miners verify the proposed block
5. Other miners (implicitly) express their acceptance by building 

their next block on top of the proposed block
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TX: 

Input: UTXO #20 [4]

Output: Address
Bob

Amount: 10 BTC

Signature: 0x23abf464...
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TX: 
Input: UTXO #20 [4]
Output: Address

Bob

Amount: 10 BTC
Signature: 0x23abf464...
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Consensus in Bitcoin
1. New TX broadcasted to all nodes ( gradually )
2. Miners collect all new TXs, verifies them and put them into the 

next block he is building.
3. Each round, one “random” lucky miner gets to proposed his block. 
4. Other miners verify the proposed block
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their next block on top of the proposed block
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Proof of Work
❑ “Non-monopolizable” resource : Computation Power
❑ Computation Puzzle:

⤷ H ( nonce || pre_hash || timestamp || tx merkle root) < difficulty level
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Proof of Work
❑ “Non-monopolizable” resource : Computation Power
❑ Computation Puzzle:

⤷ H ( nonce || pre_hash || timestamp || tx merkle root) < difficulty level
⤷ Hard to find (brutal force), trivial to verify
⤷ How long does it take to solve? → ~ 10 min, but adjustable
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TX: 
Input: UTXO #20 [4]
Output: Address

Bob

Amount: 10 BTC
Signature: 0x23abf464...
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TX: 
Input: UTXO #20 [4]
Output: Address

Bob

Amount: 10 BTC
Signature: 0x23abf464...
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Other Miners Checking
❑ Validity of all TX included, their signatures on spending UTXO
❑ Correctness of Merkle root
❑ Correctness of pre_hash & strictly larger timestamp
❑ Correctness of nonce, s.t. H (block header) < difficulty level
❑ And...
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Consensus in Bitcoin
1. New TX broadcasted to all nodes ( gradually )
2. Miners collect all new TXs, verifies them and put them into the 

next block he is building.
3. Each round, one “random” lucky miner gets to proposed his block. 
4. Other miners verify the proposed block
5. Other miners (implicitly) express their acceptance by building 

their next block on top of the proposed block
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What’s the consensus?

Longest Chain Wins !
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Nakamoto Consensus
❑ Proof of Work
❑ Longest chain wins 

⤷ Canonical chain
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Nakamoto Consensus :: Analysis
❑ Why decentralized?

⤷ Every miner could compete, probabilistically become the first to solve the 
puzzle

⤷ Anyone dominates the PoW race?
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Nakamoto Consensus :: Analysis
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Incentive in Bitcoin
❑ Block Reward

⤷ Allowed to include one “coin creation” transaction in the new block
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Consensus in Bitcoin
1. New TX broadcasted to all nodes ( gradually )
2. Miners collect all new TXs, verifies them and put them into the 

next block he is building.
3. Each round, one “random” lucky miner gets to proposed his block. 
4. Other miners verify the proposed block*
5. Other miners (implicitly) express their acceptance by building 

their next block on top of the proposed block
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Incentive in Bitcoin
❑ Block Reward

⤷ Allowed to include one “coin creation” transaction in the new block
⤷ 12.5 BTC/block, halves every 210,000 block
⤷ Total supply: 21 million BTC (Year 2040)

❑ Transaction Fee
⤷ Tx fee = ᷿(output amount) - ᷿(input UTXO)
⤷ “Ledger maintenance as a service”
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Nakamoto Consensus :: Analysis
❑ Why decentralized?

⤷ Every miner could compete, probabilistically become the first to solve the 
puzzle

⤷ Anyone dominates the PoW race?

❑ Will ever agree?
⤷ TX that block didn’t include? TX that I didn’t hear about before?
⤷ Invalid block get accepted?
⤷ Ignore valid block mined by others?
⤷ Hearing multiple valid solutions at around the same time?
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Nakamoto :: Attack !!
❑ Revert the chain !

⤷ Pay for commodity, wait for TX included in green block
⤷ Secretly build another red block excluding the payment tx
⤷ Once commodity is delivered, broadcast a longer red chain
⤷ History Reverted !! 
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Nakamoto :: Attack Analysis
❑ How likely would the attack succeed?

⤷ Will you be able to find a valid block faster than the rest of the network?
⤷ 51% attack
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Nakamoto :: Chain Fork Rule
❑ Forks: two versions of history

⤷ Temporary fork (i.e. divergence on current view of blockchain state)
⤷ Wait longer for confirmations

❑ Confirmations: depth from the latest mined block
⤷ Likelihood of attack with X confirmations.
⤷ Recommended: 6 block / 1 hour

https://people.xiph.org/~greg/attack_success.html
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Nakamoto Consensus :: Analysis
❑ Why decentralized?

⤷ Every miner could compete, probabilistically become the first to solve the 
puzzle

⤷ Anyone dominates the PoW race?

❑ Will ever agree?
⤷ TX that block didn’t include? TX that I didn’t hear about before?
⤷ Invalid block get accepted?
⤷ Ignore valid block mined by others?
⤷ Hearing multiple valid solutions at around the same time?

❑ Why censorship resistance?
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Bitcoin Consensus

Who maintain the ledger? Bank Full node

Who decides which tx to include? Bank Individual miner*

Who gets to proposed next block? Bank “hardworking” miner

Who creates new coin/prints cash? Government “hardworking” miner
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Goal:

Secure digital cash
with pseudonymity

without central authority 
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Bitcoin Whitepaper
  Satoshi Nakamoto
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Always Ask For More!
❑ Is fork necessarily bad?

⤷ Hard fork: backward incompatible changes 
◦ e.g. block size, hash function choice, block rewards

⤷ Soft fork: backward compatible changes
◦ Some new functionalities (cover next time: bitcoin script)
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Always Ask For More!
❑ Mining Pool

⤷ Coordinated puzzle solving
⤷ Reduce ROI variance
⤷ Centralization risk?
⤷ 51% attack?
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Conclusion
❑ Motivation: Pre-Bitcoin Area

❑ Blockchain: Data Structure for Secure Digital Ledger

❑ Pseudonymity: Identity on Bitcoin

❑ Nakamoto Consensus: Coming to Agreement

❑ Bitcoin Protocol: Putting All Together

}
}
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Assignment
❑ Reviewing:

⤷ Visualize Bitcoin consensus flow

❑ Reading:
⤷ <How does blockchain works> second half
⤷ Bitcoin Whitepaper

❑ Thinking:
⤷ What are some problems with Proof of Work?
⤷ Continue on “proof of non-membership” solution

https://medium.com/s/story/how-does-the-blockchain-work-98c8cd01d2ae
https://bitcoin.org/bitcoin.pdf


Thank you!

Alex Xiong

https://t.me/ntublockchain


