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Join Our Telegram

https://t.me/ntublockchain



Lecture 1:

Alex Xiong

Bitcoin Overview & 
Cryptography Basics
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Blockchain Fundamental Course
❑ Format

⤷ bi-weekly workshop ; 1.5 hr/session ; Monday

❑ Expectation
⤷ us: high level theories & low level details of blockchain fundamentals
⤷ you: dedication & participation & read like crazy & ASK QUESTIONS !
⤷ prerequisite: none
⤷ assignments: mostly reading materials, sometimes coding tasks ( for dev )
⤷ deliverables: explain to 10-year-old

❑ Reference
⤷ <Bitcoin and Cryptocurrency Technology> [Andrew Miller, Arvind 

Narayanan, Edward Felten, Joseph Bonneau, and Steven Goldfeder]
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Speakers

https://t.me/ntublockchain
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Woo… 
finally admin stuff is done.
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Agenda
❑ Motivation: Pre-Bitcoin Area

❑ Blockchain: Data Structure for Secure Digital Ledger

❑ Pseudonymity: Identity on Bitcoin

❑ Nakamoto Consensus: Coming to Agreement

❑ Bitcoin Protocol: Putting All Together

}
}



Motivation
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Let’s Start From Way Back...

Coordination Problem?
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Cash
❑ Pros:

⤷ No default risk / No trust required / quick settlement 
⤷ Offline, no middle man
⤷ Better anonymity

❑ Cons:
⤷ Possible counterfeits
⤷ Inconvenient: Physical presence
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Digital Cash
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Digital Cash
❑ Pros:

⤷ Convenient management + transaction
⤷ Scrutinized by regulatory body

❑ Cons:
⤷ Central point of failure
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Digital Cash
❑ Pros:

⤷ Convenient management + transaction
⤷ Scrutinized by regulatory body

❑ Cons:
⤷ Central point of failure

◦ External hacks

◦ Internal corruption

⤷ Strong trust (-worthy) assumption
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Cypherpunk Movement
❑ Cryptography & 

Privacy-enhancing tech for social 
and political change.

❑ Smaller government, don’t trust 
central authorities. 

❑ Privacy ≠ Secrecy
⤷ <Why should we all have something 

to hide> by Moxie Marlinspike

https://moxie.org/blog/we-should-all-have-something-to-hide/
https://moxie.org/blog/we-should-all-have-something-to-hide/
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The Year 2008
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Motivation:

Benefits of digital cash without 
trusted party.
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Bitcoin Whitepaper
  Satoshi Nakamoto ??
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Goal:

Secure digital cash
with pseudonymity

without central authority 
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Goal:

Secure digital cash
with pseudonymity

without central authority 

data structure & cryptography

identity on Bitcoin

distributed consensus
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Agenda
❑ Motivation: Pre-Bitcoin Area

❑ Blockchain: Data Structure for Secure Digital Ledger

❑ Pseudonymity: Identity on Bitcoin

❑ Nakamoto Consensus: Coming to Agreement

❑ Bitcoin Protocol: Putting All Together

}
}
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Block, chained
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Mind the Gap
❑ Algorithm
❑ Data Structure
❑ Protocol
❑ Computer Network
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Mind the Gap
❑ Algorithm
❑ Data Structure
❑ Protocol
❑ Computer Network
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Goal:

Secure digital cash
with pseudonymity

without central authority 
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Secure ?! Digital Cash
❑ Proof of valid ownership on assets

⤷ Validity check about ownership
⤷ No one can “steal/spend” my coin

❑ No double-spending
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Proof of Ownership
❑ “Unforgeable Stamp”

⤷ Detour to magical cryptography wonderland: Digital Signature
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Digital Signature Algorithm



30

Digital Signature Algorithm
❑ Key Pair: ( Public Key, Private Key )

❑ Sign ( priKey, message) =>  My digital signature

⤷ Sign( random, message) =>  completely gibberish

⤷ Sign( priKey, another message) =>  another digital signature

❑ Verify ( pubKey, signature, message) => Yes/No

⤷ Verify( pubKey, random, message ) => No

⤷ Verify( pubKey, signature, random ) => No
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Elliptic Curve DSA (ECDSA)
❑ Key Generation

⤷ Randomly select a private key

⤷ Derive public key through ECDSA KeyGen Algorithm

⤷ Key length: 256 bits ( brute force? luck? derive back?)
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Proof of Ownership

How to bond two 
messages & signatures ??
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Hash Function
❑ Message Digest

⤷ Long plaintext → short digest
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Hash Function
❑ Message Digest

⤷ Long plaintext → short digest

❑ One Way Function
⤷ Reverse calculation is HARD !
⤷ Small changes in preimage → entirely different digest

H( preimage ) → hash digest
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Hash Function
❑ Universal Hash Function (UHF)

⤷ Keyed hash
⤷ e.g. Carter-Wagman MAC

❑ Collision Resistant Hash
⤷ Keyless hash
⤷ e.g SHA1, MD5, SHA256, SHA3 
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Just so that you know
❑ SHA1

⤷ Collision found by Google (2017): SHAttered.io

https://shattered.io/
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Just so that you know
❑ MD5 : Microsoft unity file integrity check

⤷ Broken by Prof. Wang



38

SHA256

512 bit

256 bit 256 bit
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SHA256

Merkle-Damgard + Davies-Mayer + SHACAL-2 block cipher

256 
bit



40

SHA3 using keccak256
Sponge Construction ( keccak256 ≠ sha256 , sons from 
different families)



41

Proof of Ownership, God I’m Good!
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Secure ?! Digital Cash
❑ Proof of valid ownership on assets ✔

⤷ Validity check about ownership
⤷ No one can “steal/spend” my coin

❑ No double-spending
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“
Cryptography is power in 
asymmetry

-- How I explain to my dad that I want to work on 
cryptography
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Hash Pointer ( a.k.a. Blockchain )

Block height = 0: Genesis Block
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Secure !! Digital Cash
❑ Proof of valid ownership on assets ✔

⤷ Validity check about ownership
⤷ No one can “steal/spend” my coin

❑ No double-spending ✔
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Secure Digital Cash
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Unspent Transaction Output (UTXO)
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UTXO: what about change?
Keep the change! 

Send it to yourself!
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Putting all together
❑ Proof of ownership  ✔
❑ No double-spending ✔
❑ UTXO model ledger ✔
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Goal:

Secure digital cash
with pseudonymity

without central authority 
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Goal:

Secure digital cash
with pseudonymity

without central authority 



Pseudonymity
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Pseudonymity
❑ Digital identity ⇐⇒ Real-life identity ?
❑ H (PubKey) as your identity !!

⤷ I can create as many private key, thus as many identities as I wish
⤷ Do I need to be a human?
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Pseudonymity
❑ Digital identity ⇐⇒ Real-life identity ?
❑ H (PubKey) as your identity !!

⤷ I can create as many private key, thus as many identities as I wish
⤷ Do I need to be a human?
⤷ Untraceable?

◦ Network analysis, Bitcoin deanonymization

◦ CoinJoin, Ring Signature
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Identity on Blockchain
❑ Ethereum as example ( Bitcoin is similar )
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Goal:

Secure digital cash
with pseudonymity

without central authority 
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Ah… One more thing
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How to prove a tx is included?

+
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Merkle Tree

“Ralph Merkle saves our life”

          -- all blockchain researchers

        yeah, this smiley dude right here
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Proof of Membership
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Proof of Membership
Question: How to do Proof of Non-membership ?
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The Most Important Picture !
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Conclusion
❑ Motivation: Pre-Bitcoin Area

❑ Blockchain: Data Structure for Secure Digital Ledger

❑ Pseudonymity: Identity on Bitcoin

❑ Nakamoto Consensus: Coming to Agreement

❑ Bitcoin Protocol: Putting All Together

}
}
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Assignment !!
❑ Easy: draw out “the most important picture” and 

explain along each components
⤷ What are they?
⤷ Why are they used?

❑ Medium: read the following
⤷ <How does blockchain works> first half.
⤷ NBFMG Textbook Intro & Chapter 1

❑ Hard: 
⤷ Research on how to do “proof of non-membership”

https://medium.com/s/story/how-does-the-blockchain-work-98c8cd01d2ae


Thank you!

Alex Xiong

https://t.me/ntublockchain


