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Mission Statment

Product Description

The project aims to develop a Software Defined Network in a distributed environment with scalability, efficiency and
security as primary motto. Its second phase aims to focus on securing the network from controller plane (D)Dos attacks.

Assumptions and Constraints

The implementation of this protocol is constrained by the physical availability of networking hardware. Multitude of
the nodes in the topology can, thus, only be virtualized using various research oriented tools.

Stakeholders

Naman Arora, Nikhil Gupta
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Division of Work and Contributors

From Date To Date Activities or Components of
the project

Register Number of
Individual Contribu-
tor

Register Number of
Joint Contributors

30/07/2018 02/02/2019 Relay modules (main.c) RA1511003010235 RA1511003010245

30/07/2018 02/02/2019 Relay modules (server.h) RA1511003010235 RA1511003010245

30/07/2018 02/02/2019 Relay modules (sockcreate.h) RA1511003010235 RA1511003010245

30/07/2018 02/02/2019 Relay modules (allocate.h) RA1511003010235 RA1511003010245

30/07/2018 02/02/2019 Relay modules (tcpchild.h) RA1511003010235 RA1511003010245

30/07/2018 02/02/2019 Relay modules (broadcast.h) RA1511003010235 RA1511003010245

30/07/2018 02/02/2019 Relay modules (list.h) RA1511003010235 RA1511003010245

30/07/2018 02/02/2019 Relay modules (sndrcv.h) RA1511003010235 RA1511003010245

30/07/2018 02/02/2019 Controller modules
(tcpconnector.h)

RA1511003010235 RA1511003010245

30/07/2018 02/02/2019 Controller modules
(sockcreate.h)

RA1511003010235 RA1511003010245

30/07/2018 02/02/2019 Controller modules (sndrcv.h) RA1511003010235 RA1511003010245

30/07/2018 02/02/2019 Controller modules (allocate.h) RA1511003010235 RA1511003010245

3



Summary record of major progress meetings with
supervisors

Meeting
Date

Progress since
Last Meeting

Outcome of
Meeting

Target
Date

Other Issues Next
Meeting

30/07/2018 First Meeting The project respon-
sibility alloted

20/9/2018 20/9/2018

20/09/2018 Received At-
tributes to be
examined

attributes alloted 1/1/2019 1/1/2019

31/1/2019 Review 1 Presenta-
tion check

Proposed changes
in presentation

2/2/2019 2/2/2019

04/02/2019 Redesigned topol-
ogy

A new deadline
which must result
in values being
exhibited

15/02/2019

01/03/2019 Paper draft shown
for review, re-
designed topology
up for review and
values to support
feasibility.

Review 2 prepara-
tion

02/03/2019
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Worksheet / Data collection / Observation etc

Worksheet/ Data Collection / Observation etc

30 Jul, 2018 1 commit example topology

01 Aug, 2018 5 commits added mininet docker submodule; renamed docker to onos; renamed docker to onos; removed
onos-1.12.0.tar.gz dependency, not depending on PKGBUILD; added dockerfile and dependency

02 Aug, 2018 2 commits Research papers; opendaylight dockerfile and karaf dependency added

03 Aug, 2018 2 commits added alias cl=clear in /etc/profile; added tmux to Dockerfile

04 Aug, 2018 1 commit added alias cl=clear in /etc/profile

26 Aug, 2018 4 commits new commits; corrected permissions; added locale generation; added spine leaf python script
for mininet

28 Aug, 2018 1 commit; added module ryu

29 Aug, 2018 10 commits; removed opendaylight too; onos not needed anymore; added ryu controller separate from
upstram git; removed submodules; moved locations; make topo sub-directory; self made mininet dockerfile, working;
removed iwaseyusuke/mininet; papers for attack in sdn; new controller virtualenv updates

03 Sep, 2018 2 commits added ryu controller; removed submodule ryu

11 Sep, 2018 1 commit removed junk

15 Sep, 2018 5 commits removed database integration; updated the makefile; added controller database interation
interface; added multicontroller communication paper from onos; coded dbinterface

16 Sep, 2018 6 commits some globally required definitions; added main caller function; made server header and source
function; made allocate header and source; made send receive header and source;

22 Sep, 2018 8 commits added relay.bin bindings in makefile; added Makefile for relay; initialised to first
bcastmsgnode, bcaststarttoNULLaddedcleanup, fullduplex, andnewsndsupport; addedsndpktbackandcleanuprunfunctionswithsupportforduplexcommunication; addedsockerparameterinsndfunctiontomakeconnectionduplex; addedadonebitforbroadcastedmsgandawaytoiteratetoendiniteratefunction

26 Sep, 2018 1 commit added a function to publish connect controllers

28 Sep, 2018 5 commits added binding in Makefile to change main.py permissions; added the
function calls from librelay.so in main.py; added main python script; fixes for -Werror; rel-
moved -Wall -Werror; makefile fixes for librelay.so; Update Makefile add librelay.so; added topo.py;
sndrcvfunctionsourceandheader; clientrunsourceandheader;makefileadded; addedsockcreateforbcastsocketandserversocksourceandheader; addedallocatesourceandheader; addedrelaybindings; addednewresourcesforspineleaf ; addedbindingsforlibrelay.soinMakefile; addedsleeptosyncpublish; addedbindingsforlibrelay.so;movingfrommain.cmain.py

02 Oct, 2018 9 commits added tlfunctionscallstotidyup;madercvfrmfunctionforudp; readjustedmainwithbindingsforudppreserver; addednormienodestructandreplacedserversockwithudpsockandtcpsock; addednormienodestructbinding; socketdiscriptionsinallinterfaces; addedsocketcreationfunctionforvariouscombinations; transportlayerfunctions(udp/tcp)forenhancedobfustcation; linkedlistfunctionsforudpclientinputs

08 Oct, 2018 4 commits fixed typo for sockcreatefromcreatesockfunction;workpresentationsfromzerothreview; splituptlfunctionsintoudpchildandtcpchild, tcpstillinprogress; servernowcontrolsthetcpchildandudpchildwithalarmrun

10 Oct, 2018 8 commits added bindings of and created tcpchildwithhelperfunctions; addedlistlenfunctiontocalculatelengthoflist; addedSIGTERMhandlerinudpchild; somefixesintcpchild, stillnotworking, forcompilation; addedlist, udpchildandtcpchildbindings; addednewlistbindingsinbroadcast; addedstructbroadcaststructinsteadofbcastmsgnode; addediteratefunction; incorporatedlistfunctionalitiesinudpchild; addeddelnodefunction

13 Oct, 2018 14 commits added bindings for udpconnectorinMakefile; addedudpconnectorandblacklistfunctionalityasinbuiltalongwithupdationininitfunctions;movedblacklistfunctionalitytomaindirectly;udpconnectorfunctionsourceandheader; addedsendtoudpfunctioninsourceandheader; removedtryrelay.pyanddisintegrateditintosmallermodules; removedclutter;mainfunctioncallingmodule; globaldefinitionsforthewholecontroller; realryuactionforswitchtoaddflows; blacklistingmoduleforhosts; initiatedtcpandudpconnectionshandellingfunctionsandheaders; removedclientruntoforkintcpconnectorandudpconnector;modifiedsockcreatetoincorporateudpcreation

19 Oct, 2018 6 commits module to handle tcp connections with relay; initialised
getconnectbackandcalledudpconnectorbeforesockcreate;madefewpriliminarychangesandcreatedanewfunction; addeddelaybeforeconnectbackcalltoensurecontrollersideserveravailability; includedtcpconnectorinmain; addedtcpconnectorheaders
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Worksheet/ Data Collection / Observation etc

20 Oct, 2018 6 commits added bcastprocessandserverprocessalongwithrespectivefunctionsbcastandserverwithP ipe()definitions; addednewrelaylibfunctiondeclarationalongwithcalltotcpconnector; addedpipedefinitionsandhostsdictionarytoglobaldefs; addedsendtoswitchandgetbroadcastfunctions;nowtcpchildsendsthetobebroadcastedaddresstobroadcastfunctionusingstrtok(NULL, :
); removedjoinfrombroadcastrunthreadcreationforsimultaniousexecution

07 Nov, 2018 6 commits renamed tcpconnectorfunctiontogetconnectionbacktobeconsistantwiththerelaylibandremovedastaryif ; deletedabracebuginudpsockcreate; semiimplimentedserverconnectionsubprocesswithsync;usedboundsemaphoreformainfile; addedreader/writersynclocks; addedmddsurveyfile

08 Nov, 2018 7 commits learningswitchnowusesprintstatementstoknowwhichfuntioninbeingcalledalongwithusingimportlibtoimportmainandglobaldefsmodules; tcpconnectornowusesimportlibmoduletoimportmodules; addedtcpconnectortobemade;mainnowusesimportliblibrary, fixedargtypesforrelaylib.sockcreatefunction, removedsegfaultinsockcreatebyadding :
inportforparsing;madealldefinitionsundercommentsexplainingthem, addedblacklist[]globallist,makeblacklistpathandrelaypathrelativetodockercontainerofryu; addedexplanationstoglobaldefinitions

09 Nov, 2018 2 commits a new switch for testing and development; removed compiler warning by adding define
NEEDSSTRUCTandsocketrelatedincludes

16 Nov, 2018 6 commits example learingswitchforanalysis; poxnowmountslibrelaydirin/pox/ext/librelayfolder;nowlibrelay.soisin/ryu/apps/librelayindockermountinglibrelayfolder; changesglobaldefsmoduletomathchangedlibrelay.soavailability;movedtherelayfoldertolibrelayundercontrollerssubdirforcommonuseamongcontrollers;madethedockerfileanddirectorystructureforpoxcontroller

28 Nov, 2018 10 commits added NEEDSSTRUCTdefinetodefinecontrollerstruct; addedsys/socket.h, netinet/in.handarpa/inet.hforaddrdefinition; addednameserverto/etc/resolv.conf ; addednameserverto/etc/resolv.conf ;hookstostartpipercvserviceasanewthreadbeforesettingalarmforudpchild; pipenameinglobaldefinitionsas/tmp/.pipe; addedhookstocompilepipercv; pipercvhandlerfunctiontohandlecommandssentvianamedpipebyudpchild; addedpipefdtosendudpRSV Ptohandlerfunctionratherthanaddingnodesbyitselftomitigatememoryerror; fixedlogicalflawsinaddnodewhileinstart ==
NULLifclause

29 Nov, 2018 8 commits udpchildnowtakes1argument, ie, pipenameandupdatedopenpipefunction; serverworkingstakesargv2aspipenameandaddednewargumenttoopenpipeaswell; pipercvnowtakespipenameasargumentaswell; removedpipenamefromglobaldefsduetopossiblememconflict; addednewargumenttomaintotakethenameofthepipe; addedgitignorefile;notdockerbootsupindirectory/pox/ext; addedPATHenvvariabletodockerrunwith/pox

30 Nov, 2018 1 commit cloned pox repo for reference and added to git ignore

01 Dec, 2018 11 commits now making sure the struct controller is a linked list
as opposed to an array od dynamically allocated memory; removed second ar-
gument from serverworkingscall; removednormienodeallocationfromallocate; startedre −
writinglistfunctionalitytohandlestructcontrollerandstructbcastmsgnode; rewrittensockcreatetoelemeinateudpsockbeingcreated; servernowforksonlyonceforthetcpchildandtodo− >
newfunctionalitytomonitorchildprocesses;nowtheunionlisthasstructcontrollerasgeneraltypetooandremovedstructnormienodeasudpchilddoesntexitnow;udpchildnolongerneedpiperecvfunctioality; deletedtheudpchildfunctionality; successfullcheckofmultiprocessingoutsourcingfunctionwhilehandlepktfunctioncanexitsafely; ignoring∗
.pycfilesbeingmadeinpox/ext

03 Dec, 2018 4 commits now tcpserverdoesntusepthreadsbutforkseachtimenewclientconnectsanduseslinkedlistforeachnewclientconnecting; startedtheworkwithnewlistfunctions; addednewdeallocatefunctiontosafelyfreeupallocatedspaceswhilezeroingthemout;newandredonelistfunctions;

06 Dec, 2018 3 commits removed faulty memory allocation while declaring variables in header files; corrected wrong
defines in the header files; added mid-holiday review presentations

14 Dec, 2018 2 commits updated the review presentation; added overview architecture of the project

15 Dec, 2018 5 commits added new todo replacing the previous; broadcast is
work in progress, debating multiprocess vs multi threads; removed retval from
tcpchildandfixedsomebugswithnodehandelling; fixedtheargumentmessageinmainmodule; removedudpfunctionofrcvfromandsndrcvnowusesdeallocateinsteadoffree

17 Dec, 2018 10 commits memmgrsourceandheaderastheUnixDomainServer(TCP )forhandellingallmemorytransactionsforeaseandclientcomparmentalizationintcpchild; removedNEEDSALLandreplacedwithNEEDSSTRUCT, addednewforkinmainparentprocessformemmgrUDS; renamedinitbyappendingunderscoredenotinginternallycalledfunction; tcpchildisaworkinprogresswithaimoffirstconnecingtoUDSthenacceptingclientsforforkingeachwhilemakingmemmgrhandelmemory; addednewfucntionsockcreatelocaltohanderunixdomainsocketscreation; removedNEEDSALLandaddedjustNEEDSSTRUCT ; dividedgeneralequatetosbfunctions, renamedinternallycalledmodulesbyappendingunderscoreandmovedequatingstarttotmptoitsrespectivefunction; removedmutex,NEEDSMUTEX, andNEEDSALLasitisnowaforkingserver; addedstructlocalandremovedstructbroadcaststruct; changedthesequenceoffunctionsandinternalfunctioninmodulesnowstartwithanunderscore

21 Dec, 2018 2 commits working on memmgrforhandellingUDrequests; removeduint32tfromallocateanddeallocateandaddedstructfunccall

22 Dec, 2018 12 commits addition in reviews sub-dir; moving review pre-
sentations to a sub-directory; ignoring reference papers from now on; added
lockandexecandalocfcalltoaidinmutexlockingwithstructfunccall; redesignedtcpchildtosupportthreadedflow; removedsockcreateloclfunction; removedread/writefunctionsfromsnd/rcv; redesignedservertonotforkformemmgr;memmgrisnolongerneededinthreadedflow; removedequatelocalfunction; removedlocalstructanditsstartinunionnode; addedfunccallstruct :

26 Dec, 2018 14 commits updated the makefile; added broadcast function except bmn feature; changes related to
changes broadcast and sendpktbackprototypes; addedfreeitflagtosndfunction; addednewfunctionlistlentocallablesinstructfunccalloflockandexec; integratedlockandexectotcpchild; sendpktbackandbroadcastnowtakepthreadmutext∗
asanargument; fixedmis−leadingcomment; duetofinerlevelofsynchronization, atomicfunctionsthatneedlockingareadd, findanddeletethus, replacedinmainloopofclirun;newimplementaionoflockingandunlockingleveragingreaders/writerssolutionusinglockandunlockfunctions;neneedtoexplicitlyinitstartifmallocisalreadycalledonthat; addednewctrlrrcvariabletohelpwithlockingusingreaderwritersproblemofctrlrlinkedlist; expectedprototypeofsendpktbackissameasbroadcast; addedstructmutexcalltoallocateanddeallocatefunctions

27 Dec, 2018 19 commits fixed a bug in deleting ctrlr node in clirunandmademutexcall ∗
mcallsaperateforbothbroadcastandsendpktback; definedNEEDSSTRUCTandaddedsys/socket.h, netinet/in.handarpa/inet.hsoastoresolveundefinedconflicts; addedsendpktbackanddelbmnfunctions,d elbmnremovestheneedofcleanupthr; changedthenameofinittoinitargvtoresolveconflictwithinternallibrary; added(∗del)functionexecutioninlockandexecandaddedsys/socket.h, netinet/in.h, arpa/inet.handstdint.hsothatsockaddrinanduint32tarevisible; repositionedheaderssothatstructmutexcallisvisibleinbroadcast.h; fixedbudinMakefilerelatingtolockandexec.ocompilation; completedendcommitwithbroadcasthelperandremovedcleanuprunfornow; removedspawningofcleanupthrfrommainserverloop; removedalarm.ofromcompilationprocess; deletedsetalarmandalarmrunfunctionsfornowforthesakeofsimplicity; broadcastnowsuccessfullyaddsbmnnodeusingnewfunctionbroadcasthelper; changedallocatenewfunctiontoallocnewforsakeofhomogenitywithallocmcallandallocfcall

01 Jan, 2019 2 commits moved relayarchitecturetoreviewsdir; addedthearchitechureofrelayinopendrawingandPDF/Aformats
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Worksheet/ Data Collection / Observation etc

02 Jan, 2019 1 commit moved to linux style tabbing methods

03 Jan, 2019 1 commit restarted controller side develeopment

08 Jan, 2019 3 commits removed the need of SNO in all tables of network database; created docker image file for
remote database handelling server; added database files for all controllers, networks and user information in form of
mysql database

09 Jan, 2019 9 commits global definitions required by every script; server side chores for
handelling clients for DB updation; server side chores for handelling clients for DB up-
dation; for papers and reviews related to project, refer documentation branch; removed
selfaddrasitcanbefetchedprogramiticallyandaddeddbinterfaceaddresstoglobaldeclarations; addedtheupdatedbfunctionandgetselfipfunctionstoupdateexistanceindb; currenttimelineofhowthesequenceofeventsmustbeordered, latedtobeupdatedasReadme; removedmountingoflibrelayvolumeinryucontainer; removinglibrelayasbinding, relyingsolelyonpython

01 Feb, 2019 6 commits a redo of the main mininet topology; modified
updatedbfunctionfortestingpurposes; removedtheneedtohaveglobalvariabledeclarations; changedglobalipdefinitions; changedforwardingmodulefortestingpurposes; addedmininetinitdb.pyctoignorelist

02 Feb, 2019 added time module import

03 Feb, 2019 trial topology

11 Feb, 2019 datacenter topology; added trial directories of ryu and mininet to ignore list; entrypoint now makes the
container boot directly in /topos; development in ryu controller app

13 Feb, 2019 1 commit default OF1.3 learning sw application

13 Feb, 2019 restarted relay in python; default OF1.3 learning sw application

14 Feb, 2019 restarting the work for ctrlrhandlerfromscratech;Thefinalmininettopology, scalable

17 Feb, 2019 redundant timeline of execution; added support for database to controller scripts in both re-
lay switch and ctrlr domains; generic OF12 learning switch; project is now openflow version independent
so 13switchtestingnotrequired; generic12learningswitchwithdatabasesupport; theryuimagenowhasmysqldb −
python2support; removedcontrollersdatabaseandnetworkdatabasedumpfile;updatemysqldatabasedumpfile; removedunnecessarydumpfiles, andpermanentlyremovedcontrollersdatabase; addednewmaintopologyscriptwithmoretopologybuildingflexibility

19 Feb, 2019 added root makefile; added mariadbcustomastargetfordatabaseMakefile;modifiedryuMakefiletoremovelibrelay.sotarget

26 Feb, 2019 ignoring the pyc files from relswctrlrandrootswctrlrdirectories; removedredundantlinetoprineself.mactoportdictionaryoneverycalltopktinhandler; integratedthethreadingfunctionalitywithsvrandclithreadswhichconnectwithdownlinkanduplinkofrelay;helperfunctionsassockcreate, snd, rcvandthecontrollersubthreadtargetfunctions; themainscriptcallingthecontrollerassubprocessandprovidingfrontlinecmdlineintf ;madethediffrentatingdirectoriesbetweenrootswitchandrelayswitchcontrollers; addedrelayunixdomainsocketandnamedpipetoignorelist; initialcodeofredesignedrelay; dockercomposefiletoincreaseimplementationalscalability; addedablacklistingfunctionalitytocontrollerthatchecksforhoststoblacklistinalistwhichwillbeupdatedbyrelayinfuture; removedglobaldefinitionsfornowtoo; removedconnectorsasrelayisthenewconnector
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