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Task 1: Encrypt a file with 3 different ciphers 

Here, we used aes-128-cbc, aes-128-cfb, des-cbc on the plain.txt file 

 

 

Task 2: Encryption Mode - ECB vs. CBC 

Extracted the file header (first 54 bytes) from the .bmp using dd: 

 
Encrypted the picture file with both cbc and ecb modes: 

 
Copied the header back to the encrypted files: 
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Displayed the two encrypted images, and the original: 

 
The ECB encrypted file is similar to the original, and an observer can approximate the original 
file’s layout.  The CBC encrypted file, however, appears to be totally random noise. 
 

Task 3: Encryption Mode  

1. Create a file that is at least 64 bytes long. 
Here, we created task3.txt that is 74 bytes long, meeting the criteria. 

 
           2. Encrypt the file using the AES-128 cipher. 
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3.  Corrupt the 30th byte with a hex editor.  
30th byte was originally D5, changed it to D4.  
 

 
4. Run a decrypt 

 
When running the decryption, it resulted in a bad decrypt because the byte was corrupted by us! 
 
 (1) How much information can you recover by decrypting the corrupted file, if the encryption 
mode is ECB, CBC, CFB, or OFB, respectively?  
Please answer this question before you conduct this task, and then find out whether your 
answer is correct or wrong after you finish this task. (2) Please explain why. (3) What are the 
implication of these differences? 

ECB All but 1 corrupted block 

CBC All but 2 corrupted blocks (N-2) 

CFB All but 2 corrupted blocks 

OFB All but 1 corrupted block 

 
The multiple block error propagation is because the of the block modes’ dependency on the 
prior block, since it serves as the initialization for the current encryption.  OFB and ECB do not 
use previous blocks during encryption, so only 1 block would be corrupted. Because of these 
differences in the encryption process, the damaged data amount can be predicted.  
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Task 4: Padding 

To test padding in encryption modes, created a 20-byte and 32-byte file and encrypted them 
with ECB, CBC, CFB, and OFB encryption modes: 

 

 
The resulting files: 

 
It appears that when using aes-128, the CFB and OFB modes pad 16 bytes to the end of the 
file, while CBC and ECB pad until a multiple of 8 is reached. 
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Task 5: Pseudo Random Number Generation 
 

5a. Determine how much randomness you initially have and then perform random actions, see 
the difference. 

 
Entropy increased. 
 
5b. Get Random Numbers from /dev/random 

 
At some point, there was a pause, indicating that entropy was depleted. 
 
5c. Get Pseudo Random Numbers from /dev/urandom 

 
Unlike the previous command, when using /dev/urandom source depletion is never 
encountered. 
 


