RANCID Tool
Keeps Config
Files Clean

By Bruce Boardman

here’s nothing rotten about RANCID, or Real-

ly Awesome New Cisco conflg Differ, a Linux

and Unix freeware tool for configuration

management. Able to handle devices from a
variety of router and switch vendors, it’s easy to use
once you get the hang of it.

RANCID automatically downloads configurations
from your network devices and compares them with
previously gathered data so you can monitor changes,
problems and software updates. Once the tool compares
the latest configuration data from your switches and
routers with the data stored in your config database, it
shoots you an e-mail message noting any changes. It
also can send config files to a router or switch.

True, RANCID doesn’t do Windows. But while you
can find plenty of vendor-supported, Windows-based
commercial configuration products that are more user-
friendly, such as those from Opsware and AlterPoint,
they don’t come cheap. And besides its can’t-beat-it
price, RANCID can scale with large networks—several
ISPs and network service providers, including America
Online and Global Crossing, use it.

Here’s how to get started with RANCID: First, if
you're not already running a version of Linux or
Unix, go to www.linux.org or download Red Hat Linux
at www.redhat.com, as we did in our Syracuse Real-World
Labs®. We monitored a switch and router with RANCID
2.3.1 on Red Hat 9.0. The RANCID package uses Perl
5.0 and later versions as well as Tcl Expect scripts. If
you’re unfamiliar with Perl and Expect, don’t worry—
RANCID will work anyway.

Perl and Tcl Expect are usually part of Linux distri-
butions, but there are plenty of free packages available
if you don’t already have them. ActiveState (www.
activestate.com) is a good site to get free versions of both
Perl and Tcl, as well as more advanced paid versions.
You need these base Perl and Tcl Expect environments
to run the first RANCID install task, a configuration

script. John Ousterhouse, who created Tcl, runs an
Expect site at expect.nist.gov.

RANCID, which is a compressed tar file, can be
downloaded from www.shrubbery.net/rancid/. If you're
living on the character interface, tar -vxf filename
should decompress the distribution into a file directory
under your current user name. If you run Red Hat or
another Linux distribution, the GUI file manager will
offer an “extract” option. By default, the directory
name will show the RANCID version you've just
extracted—in our case, rancid-2.3.1.

We extracted the RANCID file into a rancid subdirec-
tory in our home directory so we’d have permission to
run and write files ($HOME is the variable defined for
your home directory if you're using the default Red Hat
BASH shell). You also could allow RANCID files to be
extracted to a shared area with access permissions, but
we kept it simple.

Under the §HOME/rancid directory is a rancid-2.3.1
directory containing all the extracted files. The
README in $HOME/rancid/rancid-2.3.1 provides step-by-
step installation and configuration directions. At the
command prompt, type:

less README
This will display the steps to install RANCID.

Run a configuration that sets up the files needed for
your OS environment. The executable script for this
is “configure,” which you can find in the SHOME/
rancid/rancid-2.3.1 directory.

Before executing the configure-script notice, the

ere’s a configuration change in your network devices,

RANCID automatically e-mails you with the “diffed” config files.
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README points to a couple of directory parameters
that can be modified. By default, the “configure” script
will set up files to be installed in the directory
/ust/local/rancid for executable, configuration and help
files. It also by default sets up log and configuration
files for the managed routers and switches in /home/
rancid/var. For this installation, we placed the router
and switch log and configuration files in our $HOME/
rancid directory, where you can install the app without
it being “root.”

We ran “configure” by specifying two directory
parameters—PREFIX and localstatedir. PREFIX directs
where “configure” should place the application files,

By default, the ‘configure’
script will set up files to be
installed in /usr/local/rancid.

and localstatedir sets up the locations for switch and
router configuration files as well as RANCID execution
logs. We specified the following command in the
SHOME/rancid/rancid-2.3.1 directory:

configure -prefix=$HOME/rancid —
localstatedir=$HOME /rancid/var

”

We didn’t include the “./” in front of the “configure
command above. The “./” tells the shell, BASH, to look
in the current directory for the configure script. This may
seem odd if you're a Windows user, because the current
directory is always searched on the Windows command
line. But Linux and Unix shells by default do not include
the current directory. We added it to our path so we
wouldn't have to specify “./” for every command.

You'll get a list of checked system requirements and
environmental data from “configure.” If there’s a prob-
lem, “configure” will stop processing and display an error
message, and no files would be moved to the directories.

Next, move files by executing the “make” com-
mand. The “make install” command requires no param-
eters, as it will use those set up in the previous “config-
ure” step. I ran the following command in the
SHOME/rancid/rancid-2.3.1 directory:

make install

This compiles run-time binaries, creates the directo-
ries for RANCID and moves the RANCID files to the
specified directories. You'll notice that the §HOME/
rancid/var directory does not yet have any files, but it
will get populated when RANCID runs in real time.

Now the basic files that log on to routers and
switches can be executed. Here’s how they work manu-
ally: There are two files for running a RANCID connec-
tion to a router or switch—Cisco, Extreme, Juniper ERX

/ E, Procket Networks and Redback devices are support-
ed using “clogin” and “.cloginrc.” A similar pair

of Expect script and configuration files exists for Bay
Networks, ADC Kentrox EZ-T3 mux, Foundry Networks
and HP ProCurve switches; Hitachi routers; and Juniper,
NetScreen, NetScaler, Riverston and Lucent TNT
network devices. Juniper, for example, uses the files
“jlogin” and “jloginrc” for its routers.

You can pass parameters on the command line to
“clogin,” so you don’t need to configure parameters in
“cloginrc.” To attach to a Cisco switch in the lab, for
instance, we ran the command:

clogin -v vtypassword -e enablepassword switchinlab.nwc.com

After “clogin” was completed, we were left at the
enable prompt of the target switch:

clogin -v vtypassword -e enablepassword -c ‘sh ver’
switch.nwc.com

This made “clogin” log on to the switch in the lab
and run the “show version” command, which then dis-
played the results in our telnet session. Any native
switch or router configuration command can be speci-
fied. “Clogin” supports multiple serialized commands,
each separated with a semicolon:

clogin -v vtypassword -e enablepassword -c ‘sh ver;sh vlan’
switch.nwc.com

Home Sweet Home Directory

The real power of RANCID is how it automatically
tracks and notifies you of any configuration changes.
To take advantage of that, you must set up e-mail noti-
fication recipients.

RANCID is designed to support multiple groups of
network engineers working on different groups of
switches and routers. In our labs, for instance, we have
a set of devices in Syracuse, N.Y., Green Bay, Wis., and
Gainesville, Fla. It makes sense for the technical editors
in each location to oversee the devices located in their
respective labs.

But to show how to get automation running, we
defined a single group. RANCID’s install README
directs the modification of the configuration file
“rancid.conf.” This file will be in your $HOME/rancid/etc
directory, where you can set variables such as work
directories, job time-outs and groups for switches and
routers. We modified the group setting and added only
a single group—“nwc”:

List_ OF_GROUPS=$LIST_OF_GROUPS nwc

The configuration file “.cloginrc” passes various
parameters to “clogin.” Userid, password and unique
prompts, for example, can be stored in the “.cloginrc”
file. The README shows how to configure “.cloginrc.”
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This file in our download came as a file named
“cloginrc.sample.” But we had to rename it to “.clogin-
rc” in order to use it. We then placed in the user’s
home directory ($HOME if using BASH on Red Hat).
This renaming and moving process sets up the operat-
ing system so that RANCID will execute. Because
“.cloginrc” can include the passwords for your devices,
make sure you protect it from unauthorized use. Hav-
ing it in your home directory helps.

RANCID won't execute “clogin” if the permissions
on “.cloginrc” are open and readable by anyone. Make
the permission in the GUI file manager read/write only
by the owner by typing “Is -la .cloginrc” at the com-
mand line. To change permission on the command
line, type “chmod 600 .cloginrc.” Check “man
chmod,” which is the short description of the change-
mod (chmod) command for more information on set-
ting file permissions.

We added our test switch into “.cloginrc” by including:

add password switch.nwc.com vtypassword enablepassword
Then we could log in to our switch using:
clogin switch.nwc.syr.edu

Be careful not to add tabs of null characters when
you add lines like the one above to the “.cloginrc” file.
Null characters are interpreted by “clogin” as part of
the password, which will cause it to fail. If you can’t get
the correct login and enable password to work, first test
it manually by feeding the parameters directly into
“clogin” as in the example above. If that’s successful,
the passwords are correct and working with “clogin.”
Then delete “add password” in “.cloginrc” and retype
it, being careful not to inadvertently introduce addi-
tional characters. If you're unfamiliar with “vi,” the
default Unix editor, transfer the file to a Windows
machine and edit with Notepad or another text editor.

The next step defines the user’s e-mail address to the
operating system'’s e-mail service. This adds two aliases
for our “nwc” group into the mail /etc/aliases file with
the following two lines:

rancid-nwc: youremail@yourorg.com
rancid-admin-nwc:youradminemail@yourorg.com

These two lines resolve to the e-mail addresses listed.
For the e-mail shown on the first line, RANCID sends
compared switch and router files, and in the second
line, any RANCID error messages. You can test whether
this is working from the command line by entering the
following commands:

“mail rancid-nwc” enter

for subject type, “test” enter

for the body type, “test” enter
Hold the “Ctrl” key and hit the “C”

You'll get a “cc” line
Hold the “Ctrl” key and hit the “C” again to send

If the mail transport is working, you'll receive the
test e-mail. Then set up the files for each group, which
in our case is only one “nwc”:

rancid-cvs

You now have three new directories in the SHOME/
rancid/var directory— CVS (Concurrent Versions System),
logs and our group “nwc.” Then you must configure an
empty file (router.db) for the targeted switches and routers.
Using a text editor, you can add a switch or router:

switch.nwc.syr.edu:switch_vendor_name:up

The line specifies the fully qualified domain name
or IP address of the targeted switch or router, the
router manufacturer and the device status—whether
it’s up or down.

Drum Roll, Please
It's time to see if everything is working properly. At a
command prompt, type:

rancid-run

This executable will read your “router.db” and
“.cloginrc” files. It also downloads a copy of the switch
configuration to $HOME/rancid/var/nwc. The file will
have the domain name or IP address defined in your
“router.db.”

Now when you log on to a switch or router to make
a change and rerun “rancid-run,” you will have another
log file. You also will receive an e-mail with the config-
uration files “diffed.” The diff e-mail is sent when a
change has occurred. It looks something like the screen-
shot on page 107. &
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