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Abstract

Through this paper, we project our work on the
domain of Analysis of Malicious Browser Exten-
sions for their classification and detection. There
has been already a lot of work done on the de-
tection of Native malware programs but no sub-
stantial research on Malicious extensions could be
seen yet which brings with it one of the very chal-
lenging aspects faced by us, which is to collect an
extensive dataset of malicious extensions in order
to extract features correspondng to their threat-
posing behaviour. Our research mainly focuses
on the classification and detection of malicious
extensions in which the most common maline be-
haviors and defence techniques are identified.

Introduction

Malware is one of the major security threats faced by
the Internet today. The web browser is our main in-
terface to the Internet. We have browser extensions,
which can be easily added to the browser, offering
functionalities such as changing the appearance of
web pages, improving browsing security, blocking
ads etc. Browser extensions are implemented with
standard web technologies and are written by third
parties. However, not all third parties have their
best interest for the end-user. Malicious browser
extensions are being leveraged in various types of
attacks, ranging from data theft to spying. Due to a
constant increase in volume, velocity and complexity
of such malicious extensions, there arises an imper-
ative need, now more than ever, to develop method-
ologies which can automatically compute the threat
posed by a particular piece of malicious extension(to
a victim machine) as soon as it appears in the wild.

Figure: An Example of simple Malicious Extension

Dataset Collection
Dataset collection was a major challenge in this domain since there has not been any extensive research or
analysis in this field so far. For this purpose, we developed a chrome extension scans for a link to an extension
on the page and uploads it to a central repository. This extension was installed by some volunteers. Around
1600 extensions were collected over a total of 2 months. Also, 1300 benign extensions were collected from
chrome’s store.

Methodology

Figure: Flow Diagram

Analysis of an extension can be either static or dynamic.
Static analysis comprises of features extracted without actually executing it, eg. Source url, permissions etc.
For dynamic analysis, we need to run the extension in a sandboxed environment and log its behaviour, eg.
data sent, page content modified, etc.
We will extract a feature vector corresponding to an extension using both static and dynamic analysis.
Next step is to determine an appropriate model and train it using the training set. We decided to use SVM
because of its success in previous work on malware analysis.

SVM Classification

We will use various features in our model. For static analysis we will use features like the size of the js/binary
files and the permissions the application is asking like opening tabs, some socket io permissions etc. For
Dynamic analysis we will use features like the network logs captured, what all files the application is writing
and reading in our system and the sequence of file execution etc.

Figure: SVM Classifier on Dataset

Conclusion

We explore the novel model for Supervised Learning
of features of the browser extensions using Support
Vector Machine(SVM) classification Model. We dig
into behaviour of malicious extensions(both static
and dynamic malwares) by creating a sandboxed en-
vironment and learn patterns and repetitions based
on the activities and executions performed by the
maline extensions onto the target system. Finally,
we were able to build a classifier which can predict
wheter an extension is harmful or not and thus suc-
cessfully classify the threat level.
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