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URI

URI 22 URL # URN,

e URI (Uniform Resource Identifier, F—&BEARRT)
e URL (Uniform Resource Locator, Ft—&iIRENFT)
e URN (Uniform Resource Name, F—&REZR)
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GET /doc/test.html HTTR/1. 14% Request Line 3

Host: www.test101.com

Accept: image/gif, image/jpeg, */*
Accept-Language: en-us
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.08
Content-Length: 35

> Request Headers

o

bookId=12345&author=Tan+Ah+Teck

2. INRRI

HTTP/1.1 200 OK
Date: Sun, 88 Feb xxxx ©01:11:12 GMT
Server: Apache/1.3.29 (Win32)
Last-Modified: Sat, 87 Feb xxxx
ETag: "©-23-4024c3a5"
Accept-Ranges: bytes
Content-Length: 35

Connection: close

Content-Type: text/html

Request
> Message
Header

-

> Ablank line separates header & body

} Request Message Body

————> Status Line ™\

!
Response
Message

> Response Headers [ Header

J J

<h1>My Home page</hl>

HTTP F53%

_‘

BEFIRAIER ERIRX F—TAEKIT, BETHIEFR.

GET

SRR
SRENRIR

HRINEEIERSP, RIS ERRIRZ GET 31,
HEAD

SREUR S S EB

M GET 735K, (BRNREHRSCEAERERSD .
FERTHIA URL BTN RIFE#HI B AR E%F,

> A blank line separates header & body
} Response Message Body
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POST

RIS TR

POST T EFAF(EMEIE, M GET TEAFFRERIR,
£ POST 5 GET ULV ESBE N ENLE.

PUT

et

BTESAERIENS, HUAFTLLEES, BtFEZSMRR, —RAERZTE.
PUT /new.html HTTP/1.1
Host: example.com
Content-type: text/html
Content-length: 16

<p>New File</p>

PATCH

X FIFHITEBMEN

PUT BRJ LA FERRIR, BERREETEENRIAEIR, PATCH RIFEDIEX.
PATCH /file.txt HTTP/1.1
Host: www.example.com
Content-Type: application/example
If-Match: "e@023aade”
Content-Length: 100

[description of changes]

DELETE

BRIz

5 PUT IhgetER, FHERFEAHERIEE.

DELETE /file.html HTTP/1.1
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OPTIONS

BIAIFITE

EIISER URL BETESTRINTS A,

2R\ Allow: GET, POST, HEAD, OPTIONS X#HFHIHZE.

CONNECT

| BERESNERSHREEEEE

{88 SSL (Secure Sockets Layer, Z£E#EE) F TLS (Transport Layer Security, {EiEZE) MUCBERABINZE
[REREFEIEE .

CONNECT www.example.com:443 HTTP/1.1

8 CONNECT cnn.com:443 Q

TCP Handshake
- 200 Connection Establisheo -t -
S5L J\Handshake
-§
v v v
TRACE
IBERERR

RS RSB ERFIRELLE Fin.
RIEFEKRES, TE Max-Forwards BERFERPIENIE, BES—MIRSF|ARSR 1, SEUES 0 BIRZILER.

BEAL(ER TRACE, HFEERSZSF XST N (Cross-Site Tracing, EuhBER)
— A n'
=. HTTP SIS

IRSSERRERY MEHRY +HE—TARET, BaTINSBEUNRREERE, AREHEFIHEKRIVER,



af://n51
af://n56
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RS eS| ax

1XX Informational ({SEMIREEI) BRIE K IEELN R
2XX Success (BRUIRZSED) TBERIEFESTE
3XX Redirection (EXEMPREED) R T IIERELATERIE K
4XX Client Error (BFiREIRIRZD) IRSS R FEALIRIEK
5XX Server Error (BRS5ERFEIRINED) ARSsERbIRIE R S

IXX{ER

100 Continue : FBBFIBRIALLEMRIER, EF RIS R XEREE ZEIX ML,

2XX BLIN

e 2000K

* 204 No Content : EKEEMINIE, BEREINEAIRNY AL SLANERTES. —RERFENEFiHE
IRBEERIEER, ﬁ'ﬁ7f' SEERESUEREER.

* 206 Partial Content : FREFimiH T 7SEEEK, WAIRXEEH Content-Range IEESEEIRISLIANA.

3XX EEM

o 301 Moved Permanently : KA EEEM

* 302Found : IGATMHEER

* 303 See Other : #1302 BEHERITNEE, 12 303 PAMMEREFIRNIZKA GET J5iARBUE IR,

o iE: EFAHTTPIMYAIE 301, 302 RETEERBIAIIHE POST 73ABIAL GET 73:%, {BERASENGRESTE
301, 302 #0303 RS FRIETEEE POST 73iAHIAk GET 7375,

e 304 Not Modified : {IRBERIREZFEE—LEZE, a0 1f-Match, If-Modified-Since, If-None-Match, If-
Range, If-Unmodified-Since, AIRAHEEM, NIRSEESIRE] 304 KT

« 307 Temporary Redirect : [FATEREM, 5302 X3, B2 307 %X,}‘(J""EEZ:%TE',E{E@%*E’\J POST /5
TEBURK GET 733,

AXX ZFiRaix

400 Bad Request : IFKIRNPEFEE LEIR.

e 401 Unauthorized : IZIRSIBFRRNARIERIERFEBINEESE (BASICIAIE. DIGESTIAIE) . SNRZBIEHT
H—IRIEK, M%T%F%ﬁ%m

e 403 Forbidden : {&EK#E4E,

¢ 404 Not Found
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5XX fRSSE5EEIR

e 500 Internal Server Error : JRSZESIEEHITIERATRERIR.
503 Service Unavailable : JRSZESERMTFBRBTIEEHITENLER, NELELIEEK.

M. HTTP H&P

A 4 MEEEPFER: BREMFR. BREHMFR. MNEERFRISEEFR.
BMESPFRIESXNT (FRELIS, XHHER)

EAEERFER
ERTRE 198
Cache-Control BRI
— AR B RARIE TR, EEAE
pate SIS B BE
— RSES
Traier SR
TransferEncoding RS AT,
Upgrade FHE BN
Via (RIS EEAOIRIE
Warning R

imREEBFE
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BEFERE
Accept
Accept-Charset
Accept-Encoding
Accept-Language
Authorization
Expect
From
Host
If-Match

If-Modified-Since

If-None-Match EERSLAHRIE (5 If-Match B/
If-Range BIFAREHATRIESLNR Byte ABEEIER
If-Unmodified-Since EH TR RATIE) (5 If-Modified-Since 1E/%)
Max-Forwards ERAEHEIZEHEEL
Proxy-Authorization RERSHFERZFIHAPAILEER
Range LA FTSEREIER
Referer XFIERF URI AYJRIGIRENTS
TE EiRIRABAISER
User-Agent HTTP ZFIRIEFIER

NI S ERER

1588
FAFPHREERT Qb R AR BY
BN RS
RIHINE RS
HERNES (BRIES
Web IAHER
HARSIRSS 2R EI T D
FAFRIFE FHRFEs b
ISRERATEIRSS 25
EEERSEARPRIE (ETag)
EER R R TR 6]


af://n234

BEFERE
Accept-Ranges
Age
ETag
Location
Proxy-Authenticate
Retry-After
Server
Vary

WWW-Authenticate

L HEPFER

BEHFRA
Allow
Content-Encoding
Content-Language
Content-Length
Content-Location
Content-MD5
Content-Range
Content-Type
Expires

Last-Modified

h, BiFrA

| |

EEEE

1588
RORZFEEIBK
HERRIREEETRT A

BIRAIILEER
SEFIREERZEERE URI
RIS I EFIREDALER
BRI RAIRSHNERK
HTTP IRSSERAILRIER
KBRS HEFNEERER
ARSI FIRATAIEER

L
BRAISHFAI HTTP I30E
SLAEARERRIYRIS ST

SAREFRRIBERAES
SERERRIA/N
IR ERIRAY URI
SRERAHRSGHE
SLRERRINIESEE
SCORERRIIRIARSEEY
SLAREPRITHARY B HART 8]
RiRAYERFEEX A HARTE)
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Client Server Client Server Client Server

Establish connection Establish connection Establish connection
4————-“‘___________ - —— 4________-———--“‘
Close connection T o
S Ji—
Establish connection i 1 —
— . .

Close connection

—"
awn|
'Y
||I
| III
awn|

Close connection | g L

| Establish connection T
i Close connection
Short-lived connections Persistent connection HTTP Pipelining

1. FEEESIKER

LFISEBHE—NMEBESKERL HTML TTERS, BRTEFIIE HTML RESR, FRERER R, MREHT—
R HTTP IBISHERE— TCP IR, BBAFFHARA.

K RBERT—R TCP EEREREARITEIR HTTP B15,

o MHTTP/LIFHARARKERN, MREWTHEE, EEREFinEE RS IRELERITT, £H Connection
: close ;

o TEHTTP/L1 ZBIBGAZRREEN, MRFEEAKIERE, WA Connection : Keep-Alive ,

2. ik

FOABR T, HTTP IBRERINFA LR, T—MERKRABEISABEREEINN EA WA, BT SZ RIS
IEFIHEERIIRS], T —MERWAREEIIRS SRR, R RS FRIKATA.,

TKERAER—FIER DR HESRNER, MARSFEHARE, XEFAJLIERIERER,

Cookie

HTTP MY ETTIRSRY, EERATIL HTTP MR HIRERIER, (HSEREBIERESSS, HTTP/1.1 5|\ Cookie fR
FRSER.

Cookie ZIRFZ e AIXEIRFNIERARFESI—IMREE, ERENRREZERE—RSH[mHFRALIBRIIHRIE
L, ATENRSIERMEREERER—NIKR. HBTZEEREKREMETERET Cookie HiE, EILAHFRET

SMOMERETTE (CHERERBTIMET) .
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Cookie BE—ERTEFIREIRINGEIE, EASNHREHCSENFHEDATMEAB—FMEFER, [EIEREEINNR
NEEEE AT IF M EHNFMES I, Cookie HIIHIEIK. FHTNLEES AP EE T AE BIEBEIRFERIAHE,
A0 Web storage APl (AHAFEFISIETFE) L IndexedDB,

1. g
- FIERTSEE WRARERRE. BYE. BROHHHEHEFZCRIER)
« MEHURE WRFEENRE. FEF)
o NSEERMTAIRER (WERERDITARFITAS)
2. gl
ARSSRERIERINARIHRLBLE Set-Cookie BIEPFRR, BFIRSEINIARIISIE Cookie REIRIFEINEEEF,

HTTP/1.0 200 OK

Content-type: text/html
Set-Cookie: yummy_cookie=choco
Set-Cookie: tasty_cookie=strawberry

[page content]
= FinZ EXE— MRS AILXEKAET, SMAIEEEFEN Cookie (EEFHEIL Cookie B KREEPFERRIXARSS.

GET /sample_page.html HTTP/1.1
Host: www.example.org
Cookie: yummy_cookie=choco; tasty_cookie=strawberry

3.9

« RUEHA Cookie: NWRERAZFELWENMIR, EMERENESEHRERL.
* FEAME Cookie: FERE—MFEANIHAATE (Expires) BEXEHR (max-age) Z/EWIAA T FEAMER] Cookie,

Set-Cookie: id=a3fWa; Expires=Wed, 21 Oct 2015 07:28:00 GMT;

4. {EFAtag

Domain #MRIEE 7 BRLL AN ATLAZES: Cookie, UNERAIEE, BNANLEINAENEN (FEEFHS) . WRIEET
Domain, M—RREEFEEZ. Fla0, wWN5RIZE Domain=mozilla.org, M Cookie BEEEFIHAF (A0

developer.mozilla.org) .

Path FRIRISE T 4 FRUMPLLERIZETLUES: Cookie (1% URL BREBRWMNRTFIETIEK URL Hh) . LAERF %x2F (/") fEHR
BRERSIRA, FIRRtLESEITEL, Fl0, i8E Path=/docs, NILATitbiEERSITHS :

e /docs
e /docs/Web/
e /docs/Web/HTTP

5. JavaScript

J
1Bt document.cookie BMEEIBIZEEFTAY Cookie, WENEILIZEMEISIAIAE HttpOnly #RICHY Cookie,
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document.cookie = "yummy_cookie=choco";
document.cookie = "tasty_cookie=strawberry";
console.log(document.cookie);

6. HttpOnly

#RB/9 HitpOnly BY Cookie ABEHKE JavaScript BIATEA. BSULHIAINE (XSS) BEFEA JavaScript AY
document.cookie APIZFEXFFHY Cookie (&, EU(ER HttpOnly tRiZA]LATE—EEE Ll XSS i,

Set-Cookie: id=a3fWa; Expires=Wed, 21 Oct 2015 07:28:00 GMT; Secure; HttpOnly

7. Secure

FRCA Secure BY Cookie REEEITHE HTTPS MY INEZTANBE R AIXLIRS I, (BEMEIRET Secure tRic, BIRMER
BARROZIEIT Cookie &5, EA Cookie BEEIBIIAZ LM, Secure tRCtE T AIRHASLHN LT 2(RIE,

8. Session

PR T LIS ABFERIEIE Cookie FHEFERFNINEREF, tRETLAFIF Session TAHETEIRSS R, FHETEARSS SRRAYER
BNk,

Session AILAFAETERRSS 28 LRSI, SUBRESERFD. LU Session fFABTE Redis IXTYNFRIEUERES, FR
SF=.
{s5F8 Session 4P FIPESINSATEAT:
o BPTERE, BRREXGSEPEFEBIRERR, B HTTPEKIRXH;
« [RBESILZAFBTIER, MRIERUHERFEEFMEE Redis R, BIE Redis FAY Key #R/I Session ID;
o RSESREIAIMREIRIZAY Set-Cookie BHEPFERELE 71X/ Session ID, EFimiZEINMNIRI < [5151% Cookie ([BFF
ANISEEEH;
s BEFRZENE—MREESHITIEKRISEAIZ Cookie (B, IRFZEFUEIZFIRENE Session ID, M Redis FEYH
BRER, HEZaifnlsSEE.
ROZiER Session ID LM, FEELIEHWERRGEERZRAN, BPARAFBE=E— B2 HEIEZEIA Session ID
B, s, EAFELEEEHE Session ID, ENLEMEKIRSHIART, BIINEEKEIRIE, BRTER Session &
HRAPRESZI, AEEMAFPHTEFRWIE, WNEFMAERL, SEFEREERIEEELR.

9. MILEE2EEH Cookie
LAY TEIEBER Cookie SRIRFRFER, RBEAEMA Session, BRIELZIM, FEEFE Session ID I7HE! Cookie H, TR
FA URL EBEH7K, 45 Session ID {E8 URL RIS ELHITIEE.
10. Cookie 5 Session 1%&$F
 Cookie JEEFE ASCI IB=ZFTER, M0 Session MBTLAFEUHAIZEEAIEUE, EIEE SEIEE TSk

Session;
o Cookie FHEENLEEET, BANEREE. WRIFEE—LIFABYERFTE Cookie 1, BILUKE Cookie {EH1THN
%, AEERSSH/HITRE,

o XFARENMuL, WNERFAFFIEREEEMFETE Session 1, IBATFFHEIEERN, REARENSGFIEARER
#R1F1ER Session Hh,
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R1F

1. k=
o ERRIRSSERIES;
o BEEFIAEERINER: SFEEEMNTARED, ENEFENEREER, FEEFEIENE AR
TRIRSEERIEIE, HIANNEesETE.
2. EMKGE
o IHMRIEIRSBEEHITER,;
o IEEFIENGEEEHITER.
3. Cache-Control
HTTP/1.1 i8iF Cache-Control By EZBF BRI HIETR.
3.1 2 NRTERF
no-store 1§ SHLEABEXTIBEKE MR AT —EB D HITER.

Cache-Control: no-store

3.2 SBHIRAEE

no-cache IS MEEFIRS fFrm 2 tAMFRSHFWEEFTRNENE, RESEFR RGN BREERZETNE
FimpiE K TR,

Cache-Control: no-cache

33 VEEFHANLER
private SECME T ABENTVEER, RAGRERMPRER, —REHERF S,

Cache-Control: private
public IELHE THERIEALNTET, TS THEFAER, —REHEEAERSSSEP.
Cache-Control: public
3.4 BRIFIHINE
max-age I§CHIEBRIRNY F, HAEEFSFNEFHE/NTIZESIEENNE, BAMEEZIZET.
max-age ESHIMAEMIRY F, RREFRIFMEERFIRS =P RFIIEIE,
Cache-Control: max-age=31536000
Expires BEBFRBAILIATEREFRSSHZA R ARMEEITH.
Expires: Wed, 84 Jul 2812 08:26:05 GMT

o TEHTTP/L17, 2LFEIE max-age i<
o FEHTTP/1.0H, max-age IS AW AR,


af://n381
af://n382
af://n388
af://n394

4. BIFIIIE

FES TR ETag BEFFERIE Y, EERFNE—IRR. URL FeEE—FR R, Flu
http://www.google.com/ BHRNHMEXFMNEIER, KRB ETag ABEXTXFNRIRHITH—IRR,

ETag: "82e22293907ce725faf67773957acd12"

LG EFRIRR ETag (BRI If-None-Match 858, IRF[WENZIEKE, FIMEFRIRH ETag (BFISRAIVERT
ETag (BRE—H, MR—BNFRREFRREM, IR[E] 304 Not Modified,

If-None-Match: "82e22293907ce725faf67773957acd12"

Last-Modified BEPFERIAUBTEFRIE, ©ETHRRSSEAEXNMAIRI S, IENERS SN RBENREER
AfiE, (EREE—f5iERiNes, EAREEHEI—, FMUEEREEN ETag NEAKE. RMNEPFERESE
XMER, BERRILEGEEINIEKRTPH L If-Modified-Since EIIFETR., RSB EEREMEKRIERTAENEEART
BZEXNATHITHENRIER FABEERRE], RSFE4 200 0K, INRIEKIIFIRMIBIIERESIER, BBAIR
E— M AHAEEEMEY 304 Not Modified MR,

Last-Modified: Wed, 21 Oct 2015 07:28:00 GMT

If-Modified-Since: Wed, 21 Oct 2015 07:28:00 GMT

BYABSNERESRSENAZS, FIIRENERIBAESIERREF X REER IR,

1.1 BRS3imIRENE

BRI BTN HTTP B3BER, {540 Accept. Accept-Charset, Accept-Encoding, Accept-Language, BRSSESIRIE
XEFESR EIFER SR,

EFEL T ER:

« IRSFREMEZ FinN SR EER,

o EFREHIVEEEIUK (HTTP2 MHMUAIEEREAEHEIER TIXNER) |, FEEERFAXE (HTTPIESIR
BIRA)

« SENRRFEREAENERTN, HEEFRERIIHE, MRS SFmIISENSEskiEEZR,

1.2 (VISR BY

fR55881R[E] 300 Multiple Choices B2 406 Not Acceptable, ZFimMiEHESIERAFNNER,

2. Vary
Vary: Accept-Language

EERARENENERL T, RESEFRSHRTNEFTREATMERMGN, TaERXET, SNMXERRSS
IBKIZRIR.
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flan, —ERmAET —ME Accept-Language BRI FERINEKRZE, FIRSESHREINMMNES Vary:
Accept-Language KB, EFRSINNXNMINHITERFZE, B iE F—XBEE— URLEIE, FE
Accept-Language SEFHHITNAYEERI A SIREIZER.

WENAT

ARG AHTEYE, NEMEmEES.
ERENNEHEE: gzip. compress, deflate, identity,

SR8 A&IE Accept-Encoding B2, HHP BB EMISFNEEEL, UNRSEMEEHRK. RS8N MikE—Fh,
(ERZEEN R ASE R A TELE, FE A% Content-Encoding B ERSR SAINIE S IR T —MENL, HFiZ
AAINETIEERETRIDEE SRR RRENF R, LAY Vary BEFE/DER S Content-Encoding,

CEiE=

NERMBHIPYT, RSB|/RRIE T —EPOEUE, SEEBEKATLUEEEFin RIERIRS SR RIERIACERDEWE, MM
B ARSS BR AT R IE T B R,

1. Range

TEIERIRSIHFTRIN Range BHEBFEAEEIBERATBEL

GET /zA4d4kWk.jpg HTTP/1.1
Host: i.imgur.com
Range: bytes=0-1023

BRAIIANERSS 2R EIAIMAE S 206 Partial Content 1AZED,

HTTP/1.1 206 Partial Content
Content-Range: bytes 0-1023/146515
Content-Length: 1024

(binary content)

2. Accept-Ranges
MR EER=EER Accept-Ranges FHFSHIE FinaBaedtIEeEiEK, JLIE(HER bytes, BN none,

Accept-Ranges: bytes

3. IRARSHS

o TEKMIIAER T, IRSGZESSIR(E] 206 Partial Content IRZESHD.
o EEKETEEMANBERT, REEESIRE] 416 Requested Range Not Satisfiable YRR,
o EARFEEIEKIBERT, RSEE2IRE] 200 OK KR,
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PRSI

Chunked Transfer Coding, BILUBEHEDEIRREZIR, 1LXSENERT B RH.

ZERPMIRES

—I IR ERAT B SIPEEILRRITAIE, 8189 ZAR boundary FERENXRIDIRFHITOMR, SMED
HILIEEBFR.

N, EfESARETALMERIIT AR

Content-Type: multipart/form-data; boundary=AaB@3x

--AaBB3x
Content-Disposition: form-data; name="submit-name"

Larry

--AaBB3x

Content-Disposition: form-data; name="files"; filename="filel.txt"
Content-Type: text/plain

. contents of filel.txt ...
--AaB0O3x--

REHLER

HTTP/1.1 EREMENRA, FE—aRSHAEESMEE, FEMEEE LALEMSZ MRS,

BEERER

1. RE
REBSBESEFROER, FEEREHTCERSE.
ERRENEEENE:

. EiF
o TaEINE
o MLRiHIENEE
» ifRHEER
RIBRS 22D NAIERRIEN R QIR :

« APERREEIIERRENFT.
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example.com

Internet Proxy Internet

o MREREARLATABMES, BREIEAREL

example.com

B

Internet . Proxy Web server |

.................................

Internal network

2. P
EREIRSSEABNE, MXRSZH[SE HTTP B AHTEIMUHITERE, IMEKREEIE HTTP RS[0S,
3. i

{£F SSL EMEFER, EEFIRfIRS S8R — KL HBEKE.

75. HTTPS

HTTP BLATZE 4R :

o (FRBPSGHITEE, NEURESHET;

- FEIEBEANSD, BEHNSHEREEERLE,;

o TRIEIBIR VTR, IRNAERREEEN,
HTTPS HAZEH MY, MERiL HTTP 451 SSL (Secure Sockets Layer) 1Bf5, BH SSL &1 TCPIE(S, tEHiRii HTTPS
R T HEHTIEE.
BidfER sSL, HTTPS EBTHINZE (BhE30r) . TAUE (BAfhi3E) FOEMRIP (BHEX) .
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HTTPS G == oo |
T
U SSL Web
e Offload Server
mnaz
1. }FREZFAMNES
SIFRZREENNZE (Symmetric-Key Encryption) , NIEFfE={ERE—Z=,
o i EEERER,;
o T BT EetEERERSBES.
Secret Same Key Secret
Key Key

:B A4Sh*L@9.

T6=#/>B#1

R06/12.>1L
1PRL39P20

Decryption

Plain Text Cipher Text Plain Text

2 AERIFREREANNES

IEXIFRERINE, NFRAFHERIE (Public-Key Encryption) , INEAIRRE ERTRRIER,
RNIFERIEATEILIERG, BEREDRGREDTNATTERZE, MELMERATEZRHITING, BEUsWEIE
ERBEERLEEREE.
IRXIFRETARR T FARINE, EAJLIRRHITER. EAMBERTEREMARE, BB EAESEREMEEH
HITER, BERESERKENNATERNERRTHRE, M XN EREEIER.

o iR JUBREMSATTRRERSAEERET;

o RR: EEERERE,


af://n513
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Y

Public Different Keys
Key

:B A4Sh*L@9.

Secret
Key

R0O6/J2.>1L
1PRL39P20

—D

Decryption

Plain Text Cipher Text Plain Text

3. HTTPS SREAINNEEB

HTTPS SRABIBSHIINEANSI, FERIEXIFRERINE BT ERXIMEARMRILEmIIEIT e, Z/aERAXITRERM
B TBERMIEBEIEATER, (TEHRY Session Key HLENITRER)

HOW HTTPS ENCRYPTION WORKS

YOUR COMPUTER WEB SERVER

"\
B o
| WANT AN HTTPS CONNECTION
YOUR BROWSER
INITIATES THE >
CONNECTION
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OKAY, HERE'S MY PUBLIC KEY

PRIVATE
KEY
( ( PUBLIC >
KEY

A SESSION KEY IS GENERATED

BY YOUR BROWSER
KEY

v

@ session] | THE SESSION KEY IS ENCRYPTED
& WITH THE PUBLIC KEY

00101
10011

THE ENCRYPTED SESSION KEY IS

SENTTO THE SERVER
PRIVATE
11001 KEY

00101 )

10011

THE SERVER DECRYPTS THE [;;ggf | [PRIATE
SESSION KEY WITH THE PRIVATE KEY

10011 KEY

/

ACVMMETNIM CAICDVATIAAM CTNANC ARMND CVMMETNIN CAMANRDVNATINAM TAVEC NVICND



ROTMNMLINIV CNURITHHUN OIUFrO ANU QT IMIMICIRNILV CNURITTIUINY TARCO UVER

& — @

A3 +

TAILE

B ER ER B (EAEHTIAL.

FHUEBIAUEAE (CA, Certificate Authority) REFinSIRSS NG EIMAVE =114,
IRSEEEEARFA CAIRHATFZIHEIES, CAEHBREHEIEENSMZE, SXEHIBENATFEZIRMEES
2, REPEHXNESEHNTFEE, FEBZAFZHABRAATEHITE B EE—iC,

H1T HTTPS IB(5HY, IRSSSBIEPREEE iy, ZEFIRINEEFHNATFZIRZE, LERNEERHITIRIIE,
WNRIGIEEY, FeLAFEEET .
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Signing Verification

Hash
function > | 101100110101
Hash

Encrypt hash Digitally signed data

using signer's

private key \

(m®
ﬁ11‘|101101110
* Signature
s 6111101101110
Certificate Signature Decrypt
. using signer's

__________ K_J 'W public key
Y
Attach
to data ?
101100110101 — 101100110101

Hash Hash
S

L~
Digitally signed data

If the hashes are equal, the signature is valid.

SeRE[ERIA

SSL iRt SR IIRERIH T R IP.

HTTP iR T MDs IRSTHEIIRE, BEARLER. HINRABHKEN /G, BREHITE MDs RIE, BERIE
HRAERRERETEL.

HTTPS FUIRSGREINREZ Fill% e, RENEES TIIEITAEXEMEE, WE—T, IMEZEAR, BRIEX
ZfE, CREENTEIRGEE, EAKERZIRIA.

HTTPS BJERa

- EATEHTINERESIRE, REESEE,
o FEXHEBRINSIZER.

. HTTP/2.0

HTTP/1.x TRPE


af://n541
af://n545
af://n551
af://n552

HTTP/L.x SEIRE SRR LA RE AN RS :

s EFinREERS NGRS R I4EEER ;
o AEEEBERMMNERE, NMSEAGERNMNERE
o FHFEBHIRIRMTHR, BUERRE TCP EZAIFIBAERET.

B mE
HTTP/2.0 #&HR3Z53 A% HEADERS BTl DATA i, EAiJERR Z#HHIEZURT,

HTTP 1.1

POST /upload HTTP/1.1

Host: www.example.org
Content-Type: application/json
Content-Length: 15

{nmsgu:nhe"ﬂn}

HTTP 2.0

HEADERS frame

] DATA frame

TEEEEY, Ref— TCPEEFRE, BRAETEEHEANEDEER (Stream)

o —NEUEIR (Stream) EE—ME—TRRFFAIENERINSRESRS, BTRENEE.

* iHR (Message) RE5ZIBIBEREMENIINAIZSEERI—F S,

B (Frame) EH/NIBERA, REFREIERIMAILERE, AEBRES MRS ERPRTERN
LEEE


af://n561

Stream 1

Request message
HEADERS frame (stream 1)

:method: GET
:path: /index.html
:version: HTTP/2.0 —>
:scheme: https
user-agent: Chrome/26.0.1410.65

Response message

HEADERS frame (stream 1) DATA frame (stream 1)
:status: 200
-version: HTTP/2.0

= server: nginx/1.0.11 .. response payload... p—
vary: Accept-Encoding

Stream N .

;

<+{] L1

ARSS tmitEix

HTTP/2.0 TEEZFiRiER— 1 &IFR, SIEAXNRFE—EAXEE in, ERRMABTERXREEKRT . flaiEF
imiaK page.htm| TUHE, ARSSIRWUE script.js F style.css E5ZAXRMIFR—IEALEFi.

HTTP 2.0 connection
# | stream4 steam1 | stream4 | stream2 | | #
frame1 | ™ framen promise promise
stream 1
stream 1
beils. stream 1: /page.html (client request)

stream 2: /script.js (push promise)
stream 4: /style.css (push promise)


af://n573
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BEEBESE

HTTP/L1 MBS EAEEE, MESXESEEERX.
HTTP/2.0 BkZE FinFlIRS SR I EFT— NS 2RI EPFERR, NmEe 7T ESEH.

A0, HTTP/2.0 tB{#FE Huffman 4RABX B 2B T/ESS.

Request #1 — Request #2
:method GET mpTdt »  :method GET
implicit [

:scheme https ———" »  :scheme https
:host | example.com mp7dt > ‘host | example.com
:path | /resource :path |/new_resource

: , implicit : :
accept| image/jpeg — - > accept | image/jpeg
user-agent | Mozilla/5.0 ... mpdt » user-agent | Mozilla/5.0 ...

HEADERS frame (Stream 1)

‘method:
:scheme:
‘host:
:path:
accept:
user-agent:

GET

https
example.com
/resource
image/jpeg
Mozilla/5.0 ...

J\. HTTP/1.1 F¥F4

FHAREBEN LY

o BUARKER
o SRR

o XISERTFIFEAN TCP iERE

o STHEREHIEM
o FTIEARZSES 100

o STFEFD RGBT

o FBEFANIEIES max-age

HEADERS frame (Stream 3)

:path: /new_resource



af://n576
af://n581

Ju. GET #0 POST kbR

1ER

GET FBF3RE&IR, M POST FAFEHISCIRTELK,

B4

GET #0 POST HUIEKEPREFEFREYMISEL, B2 GET ISHEIUEAFAHEHIE URL F, 1 POST RIS EIFETEL
(R, FRBEEA POST SEFRELR TR IAN TN ZEMES, EABETLIET—EiMaTE
(Fiddler) &&.

E/9 URL JZ3F ASCIN S, AL GET ISP NREFAEFTNEL TR B ELHITRB. Flul Fxx St
%EA%B8%AD%E6%06%87 , TIZSHRLEEHES) %20 ., POST SEIFFEFTITE,

GET /test/demo_form.asp?namel=valuel&name2=value2 HTTP/1.1

POST /test/demo_form.asp HTTP/1.1
Host: w3schools.com
namel=valuel&name2=value2

ZE

LEM HTTP TEASRERSZ NG, iR E R 2SR,

GET 73iERZER, M POST AIAZ, EJ9 POST HIBMIREELHEARAT, XTRETERRF LIERIREH
&, LERIIZ/E, IRSH[ITRICX N EIEFMEEIEES, RIRSEmMAL T M.

ZeHFERT GET ZHMNAE: HEAD, OPTIONS,
AL WA T POST Z4MNAH PUT, DELETE,

Bk

BEMNHTTP /5i%, EREIBRKEIIT R SIESHITSRRE—HR, RESBIVSHEE—HN., BRaiERE
2. BEREAFNZEBEER (SithiskRor) .

FrEfIZ e A At EEEEN.

FEIEMSCIIAYSR4 ™, GET, HEAD, PUT # DELETE E5AENEREN, M POST HiEA=E.

GET /pageX HTTP/1.1 BFFH, ELAAEZIR, EFinREKEIRIERER—HAY:


af://n598
af://n599
af://n601
af://n606
af://n611

GET /pageX HTTP/1.
GET /pageX HTTP/1.
GET /pageX HTTP/1.
GET /pageX HTTP/1.

= A a4

POST /add_row HTTP/1.1 72EFEM, WNRARZIR, MSIENSITIER:

POST /add_row HTTP/1.1 -> Adds a 1nd row
POST /add_row HTTP/1.1 -> Adds a 2nd row
POST /add_row HTTP/1.1 -> Adds a 3rd row

DELETE /idX/delete HTTP/1.1 2BFRY, BMERRRIBERZWEIRPRNSIBA—HE:

DELETE /idX/delete HTTP/1.1 -> Returns 200 if idX exists
DELETE /idX/delete HTTP/1.1 -> Returns 404 as it just got deleted
DELETE /idX/delete HTTP/1.1 -> Returns 404

aEF

NREINIH TR, TEREUATFRMY:

o BERIRIHIHTTP FiAABSETEFH, @15 GETFIHEAD, B2 PUT ] DELETE AAJ4ETF, POSTESHIBERT
EGIEZE2: 0N

o RHRAVASIEERETZN, BIF: 200,203,204, 206,300, 301, 404, 405, 410, 414, and 501,

o NARHRIZAY Cache-Control BEBFERIRBIEENHITERF.

XMLHttpRequest

79T A POST #1 GET B — X5, FEST 7 ## XMLHttpRequest:

XMLHttpRequest —> API, BAZFiRiEH T EEPinfliRSSes 2 EEMEUERITEE. SRt T —NEd
URL SREREBEURRIBEIR AT, HEASFENRNERF. XEENRREH—ao REMASFTHRIBR.
XMLHttpRequest 7E AJAX i K E=(HFE.,

o 7EfEF XMLHttpRequest B POST 75740, RYEESSSTARIX Header B&RIX Data, (BHARITENEEESIXAM,
BN A S
e [0 GET /5% Header ¥ Data &—i#2 &%,

SEEH

o LEE. EfE HTTPM]. ARHBEEHARAL, 2014.
e MDN:HTTP

o HTTP/2 {@7T

¢ htmlspecialchars

¢ Difference between file URI and URL in java

¢ How to Fix SQL Injection Using Java PreparedStatement & CallableStatement
o BIXHTTP A Get 5 Post FIX 7!


af://n621
af://n630
af://n639
https://developer.mozilla.org/en-US/docs/Web/HTTP
https://developers.google.com/web/fundamentals/performance/http2/?hl=zh-cn
http://php.net/manual/zh/function.htmlspecialchars.php
http://java2db.com/java-io/how-to-get-and-the-difference-between-file-uri-and-url-in-java
https://software-security.sans.org/developer-how-to/fix-sql-injection-in-java-using-prepared-callable-statement
https://www.cnblogs.com/hyddd/archive/2009/03/31/1426026.html

e Are http:// and www really necessary?

e HTTP (HyperText Transfer Protocol)

e Web-VPN: Secure Proxies with SPDY & Chrome

¢ File:HTTP persistent connection.svg

e Proxy server

e What Is This HTTPS/SSL Thing And Why Should You Care?

e What is SSL Offloading?

e Sun Directory Server Enterprise Edition 7.0 Reference - Key Encryption
¢ An Introduction to Mutual SSL Authentication

¢ The Difference Between URLs and URIs

e Cookie 5 Session FIX 3Bl

» COOKIE #1 SESSION B+ A X7

e Cookie/Session BNkl 5S&L

o HTTPSIEHRIE

¢ What is the difference between a URI, a URL and a URN?

e XMLHttpRequest

¢ XMLHttpRequest (XHR) Uses Multiple Packets for HTTP POST?
e Symmetric vs. Asymmetric Encryption - What are differences?
o Web MEERILS HTTP/2

e HTTP/2 &7

github: https://github.com/sjsdfg/CS-Notes-PDF
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http://en.wikipedia.org/wiki/File:HTTP_persistent_connection.svg
https://en.wikipedia.org/wiki/Proxy_server
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https://www.codeproject.com/Articles/326574/An-Introduction-to-Mutual-SSL-Authentication
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