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Executive summary

The document consists of VB script embedded inside it, which is called as a macro. When a user opens
the word document and click on the enable content option, the macro embedded inside it will start
executing automatically and at the same time the macro starts writing a new Java_script_encrypted (.jse)
file. The generated .jse file is completely obfuscated. This obfuscated file consists of a C&C server
address, from where the further droppers are being downloaded.

The technique used in this process is ostap, which is a JavaScript downloader and is used to bypass
security controls.

OSTAP:

Ostap is a commodity JScript downloader first seen in campaigns in 2016. It has been observed being
delivered in ACE archives and VBA macro-enabled Microsoft Office documents. Recent versions of Ostap
query WMI to check for a blacklist of running processes:

AgentSimulator.exe
anti-virus.EXE
BehaviorDumper
BennyDB.exe
ctfmon.exe
fakepos_bin

FrzState2k
gemu-ga.exe (Possible misspelling of Qemu hypervisor’s guest agent, gemu-ga.exe)
ImmunityDebugger.exe
KMS Server Service.exe
ProcessHacker

procexp

Proxifier.exe

python

tcpdump

VBoxService
VBoxTray.exe
VmRemoteGuest
vmtoolsd
VMware2B.exe
VzService.exe

winace

Wireshark

OLE FORMAT:

Object Linking & Embedding (OLE) is a proprietary technology developed by Microsoft that allows
embedding and linking to documents and other objects. These objects are used to write a script application to
the disk that facilitates the download and execution of a malware payload. Malware authors are now using
OLE embedding to deliver malicious files.
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Files Opened

C:\users\binary\appdata\roaming\microsoft\Dsaow.Gaerlok
C:\Windows\System32\WScript.exe
C:\Users\binary\AppData\Local\Temp\VBE

C:\Program Files\Common Files\Microsoft Shared\VBA\VBA7.1\VBE7.DLL
C:\WINDOWS\splwow64.exe

Created files

e C:\users\binary\appdata\roaming\microsoft\Dsaow.Gaerlok.jse

Modified registers

e HKEY_CURRENT_USER\Software\Microsoft\VBA\7.1\Common\CodeForeColors
HKEY_CURRENT_USER\Software\Microsoft\\VVBA\7.1\Common
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows Script Host\Settings\Enabled
HKEY_CURRENT_USER\Software\Microsoft\\VBA\7.1\Common\BackGroundCompile
HKEY_CURRENT_USER\Software\Microsoft\VBA\7.1\Common\OBGroupMembers
HKEY_CLASSES_ROOT\.jse
HKEY_CURRENT_USER\Software\Microsoft\Windows Script Host\Settings\Enabled

[ ]
Mutexes

e Dsaoyyyw.Gayyyerlok.

Created processes

e c:\program files\microsoft office\root\officel6\winword.exe
e c:\windows\system32\wscript.exe
e c:\windows\splwow64.exe

Execution process
Winword.exe ---- > splwow64.exe ------ > wscript.exe (for maintaining persistence and executing the
obfuscated code)

Note:

Normally wscript.exe closes automatically after usage, but during the analysis it was observed that
wscript.exe keeps on running in the background and interacting with the obfuscated code, which was
written by the macro and this is also looking for the startup application, WMI and Mstsc to create
persistence. If the persistence is successful then the attacker can convert the system into a bot and do
further attacks.

Network communication

e http://185.180.199.77/3mBhb0/6V1J7e.php?d=
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Complete analysis

STEP 1:
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Fig.1: Analysis sample.

STEP 2: Static analysis

File

) Dort_act_15880 25.doc
name:

File size: |706 KB

File type: |Microsoft Word

MD5: 6¢cb29be017c9a0d5fh636dbdaba772da

SHAI: b1736e88301757ff9da805b9c4f9259311449125

SHA?256: 570b35cc8e93412628804445939bc6ea480dc42¢c97bd409ee7517bf6124cf7e9

SSDeep: | 0144:dhcABB6/L6FIBVZjhrQzdcuOFX 1y7RSUO}fKTMHRRfspL/70yBnb1MlibfecUg
€. |:L91mEzdcuALly7k0ZfA/7vVIEbIR

e The analyzed sample is a Microsoft Word macro-enabled document. The VBA macro can be
extracted using the tool olevba from python package oletools. The extracted source code of macro is
shown in the screenshots below.
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root@kali: ~/Documents

Private Sub Moon_OnDisconnected(ByVal discReason As Long)

RePac
Branolp

If (Mulent(Array(7, 8, 6), @, @, @, ®, @, discReason)) Then

Me.Close
End If
End Sub

Private Sub Document_ContentControlOnExit(ByVal ContentControl As ContentControl, Cancel As Boolean)

Debug.Print "to hui®
End Sub

e e e e e LS P e +

| Keyword

|Description

B e E T e e L P P +

May
May
May
May
May
May
May

CreateObject
Write

Put

Open
FileCopy
Binary

CallByName

delete a file
create an OLE object

write to a file (if combined with Open)
write to a file (if combined with Open)

open a file
copy a file

read or write a binary file (if combined
with Open)

calls

May attempt to obfuscate malicious function

MACRO SOURCE CODE WITH DEOBFUSCATED VBA STRINGS (EXPERIMENTAL)

Fig. 2: OLE stream extracted data

Private Kirfool As String

Sub RePac()
If VarType(Asc("A")) = 2 Then IsMs =
End Sub

Private Function Herdio(i As String) As String
Herdio = Replace(i, "a", ""
End Function

True Else IsMs =

False

Function Mulent(parr As Variant, psiz As Integer,

pbit As Integer, dc As Long) As Boolean
Dim ix%, va¥%, r%, c%, s¥%
r = prow
c = pcol
If psiz > @ Then
s = psiz / pbl
If r < @ Then
= r + psiz
=c+ 4 - ((psiz + 4) Mod 8)

r
c

End If

If ¢ < @ Then

pbl As Integer, prow As Integer, pcol As Integer,

Fig.3: VB macro code.

STEP 3: Dynamic analysis

Analysis machine: Windows 7 x64, Windows 10 x64 1903 — VMs

Note: Analysis is performed with and without (internal network) network connectivity.

Tools Used:

Procmon
Process explorer
InetSim
Oletools

IDA

Wireshark
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e Regmon
e Ostap jse DE obfuscation.

Virtualization Software:

e V/Mware workstation Pro
e VirtualBox

] Office

2 Type here to search

Fig. 4: Executing the sample

0 PROTECTED VIEW Be carcful—files from the Intemet can contain viruzes, Undess you need to edit, it's safer to stay in Protected View. Enable Editing

DOCUMENT PROTECTED

To decrypt document, please perform the following
steps:
- If this document was downleaded from your emall,
| please click "Enable editing" from the yellow bar
above.
“,  Once you have enabled editing, please click
- <. "Enable content’ on the yellow bar above.

Fig.5: Enable editing notification.
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1 SECURITY WARNING Some active coatent has been disabled. Click for more detalls. Enable Content

DOCUMENT PROTECTED

To decrypt document, please perform the following
steps:
If this document was downloaded from your email,
please click *Enable editing’ from the yellow bar
above.
©Once you have enabled editing, please click
*Enable content” on the yellow bar above.

Fig.6: Enable content notification.

Note: In order to run the macro inside the document, it tricks the user to click on enable editing and enable
content options. This type of techniques is called as Trickbot, which acts as a benign sample.
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Fig.7: encoded JavaScript created after executing the document.
(PATH: users\xxxx\Appdata\Roaming\Microsoft\Dsaow.Gaerlok.jse)
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£ Process Monitor - Sysinternals: vaww.sysinternals.com
File Edit Event Filter Tools Optiors Help

EHARE SAG R AT AR LW

Timaa  Pracess Nama PID Cporsticn Pat ezt Tatail
15407 [FWINWORDEXT 6700 @ RagluaryVakia HKLMSysamiCurrenCantoiSatCa 5528 5 NAME NOT FOUND Langth 528
Bo40r B WINWORDEXE 6208 S FegUuanVake SKLMSysemiCurmens: NAME NG T FGUND Langh 525
26407, (F WINWORDEXE 6708 h ReewuF i Ci\Program F LIVEE7DLL SUCCESS Ofiel 422912 Lengh. 26572 [0 Flegs Nonceched Pagingl..
N7 & WSerplexs 6512 @R KLU Syzsem Cerrent N ’ 5: NAME NOT FOUND Length: 523
BEHT e Wherptaxa 6512 @ RagluanVaba +KIMSyssam Currant e 548 7-299 NAME NOT FOUND Langt 523
5407 512 e Nale G a0 4ad 7 NAME NOT FOUND Langh: 525
NEADT. @ WSarplex 512 g CurrereC iy 12M050 4263 4436-bud 3581 07440be NAME NOT FOUND Lengih. 523
WEADT. @ WScrptaxe 6512 @ RegluenVake L T5acls NAME NOT FOUND Lengt: 525
& WSerptana 512 cu = % 7158 NAME NOT FCUND | angth 578
6512 @8 o\ TIeC T3 BGI 5868 09 s20b 71351 NAME NOT FOUND Lengh. 525
[ 3967c75-O4bF-40b5-92 16 SE650332 528

FOUND Langth
NAME NOT FOUND Lengih. 523
6512 @ RegQuenVake i NAME NOT FOUND Length: 525
6512 @ RagluenVakia +KLMSyssamCerrent 62590747 Tk NAME NOT FCUND Langh: 525
6512 @ FegtiuenyVabe HKLMSysem Curant 3 v 3 NAME NG T FGUND Langh: 525
6512 @ FegQuenyVahe ~KLMSysterm| Curreni b5 NAME NOT FOUND Lengih. 525
6512 KL CerreniC 5 5 NAME NOT FOUND Length: 523
6512 @ RagluanVaba +KIMSyssam)Currant /1932001149 e ey NAME NOT FOUND Langh 522
6512 @ RegtuanNake =KUMISystem|Cursntontios Y38 71840 6118 4257 8cc0 NAME NG T FOUND Langh: 525
6512 @ RegluerVahe =KLM\SystemCurreiC 3 oy E634436 busd NAME NOT FOUND Lengh. 525
6512 @ ReglueryVake FKLMSyz s NAME NOT FOUND Length: 525
6512 E RagluanVaka +KIMSysam CurarCantoSat e = NAME NOT FCUND L angh 578
6512 @ RegQuenNake ~KLMSystem|Cur e 550 253¢ 4311 NAME NOT FOUND Lengih. 525
6512 @ RegQueryVake FKLMY CurreniC 5860-d: NAME NOT FOUND Length. 525
6512 @ ReglueryVak HKLM:Syzsom) Cusromt o MaB1cE1 NAME NOT FOUND Langth: 528
6512 § RagtivanVaka =KLMSysamiCaranContoSafConmany 552 NAME NCGT FCUND Langth: 528
6512 @ FegQuenVake =KLMISy s Cur e &5 5767 502 NAME NOT FGUND Lengh. 525
6512 @ RegQuerVake FKLMISyzsem) Curreis (T03Fcc 1 -b66F5060-dcdd-c2cb 7035 b NAME NOT FOUND Length: 525
6512 @ RagluaryVaba +KLMSyssam) Curront 5 55 7alalsied NAME NOGT FCUND Langth 523
5512 B RagUuan/Vaka ~KLMSysamCuamConloseCe g 1 355820667 NAME NG | FCUND Langh: 528
JEA08.. @ WScrplexs 6512 @ RegQuenyVahe =KLMSystem|CurrenCs 4313 135 375ualc 3 1d6 NAME NOT FOUND Lengh. 525
05400 @ Wcrptexs 6512 @ RegQuerVake FKLMISyziem) Currets NAME NOT FOUND Length: 523
15400 Ty Prplorar EXE 2920 @ RagSatvara  HKCL Jearhessh{CEBFFSET-ACE-4FaF-41 70-9926F 41 HSEA Coury 7R P SUCCFSS Type REG_ BINARY, Langh: 1612 Data 00 0100 00 B 0000
B5409. BF WINWORDEXE 6708 h ReadFie CiProge TWBEZDLL SUCCESS Ofsst 074175, Langh: 4095 (D Flags Non cached Paging
295409 BF WINWORDEXE 6708 Bh RewdFie i 7.IVEEZ.DLL SUCCESS Ofizel. 1061888, Lengh. 32765 VO Flgs. Norr ceched. Pogin..
25409 [F WINWORDEXE 6700 Sh ReadFie C\Program 1WEE7DLL SUCCESS Ofset 2620266, Lengh: 4036 L0 Flags Nomcsched Pagingl
BE404 GF WINWORT FXE 6700 Sh RaadFia \Progeam FlasiCommon Fiiasimeraso sharadVRAWVAAT TWEE 7 DI L SUGCFSS Ofsat 2507775, Langsh 12764 (O Flags Nonreachad Pagin
25409 [ WINWORDEXE 6705 h fieadFis Cirogram TLDL SUCCESS Ofisst 57356 Lengh. 15354 10 Flags Noa cached Paging .
725409.. [ WINWORDEXE 6708 Sh RewdFie CiProgram F . IWEEZDLL Ofiset 1524736, Lengh. 4095 (0 Flzgs Nomceched Pagingl..
5409 @ WINWORDEXE 6700 hReadfic CiProgram 7 1WEE7DLL Ofisat 1624736, Langh: 12768 VO Flags Nomrcachad Pagin
504 D 608 3h RandFis C\Progeam FlasiComman Fiasimersot sharmd VHAVHAT TWHE 7 DLL Ofisat 1268396, | angh 4096 L0 FIags Nosrcachad Paging |
25409, [F WINWORDEXE 5708 h FesdFie CiProgram Flesi TWEEZDLL Ofisel 1254400, Lungih. 15354 VO Flags. Non ceched Migin..
WEAIL. yErploerEXE 3920 @¥RegSetvate  FKCL X ACE2-4F4F-9178-9926F4 1432} P.. Type: REG_BNARY. Lengh: 1612 Data 00930 00 B3 01 C.
BWE17 gy DwplorarEXE 2920 @ RagSatvave  HKCL lorarUsarhes o [CERFTSCO-ACE 2 491 70-9926r 41480} County RZR P Typer REG BNARY, Langh: 1612 Data 00 01£0 00 03 00 €0
5420w ExplorarEXE 2920 B RagSelvare  =KCL JSBIASSNCERS F5U - ACEZ-4F 2691 78-9926F41 MIZATICOUM-HEA P SUCCESS 1ype REG_BNARY, Langh: 1512 Dala 000300 00 83 0000
NAN. wEoloeEXE 3920 @RegSelvaie  KCL i i i X CD ACEZ4F4F 178 9926F4 1 4IEA} Count-RZ7_P... SUCCESS Type REG_BNARY. Lengh. 1512 st 000300 00 83 03CC..
15420, Ty 220 HKCL “Mi i F5CD- 789926741 i _P.. SUCCESS Type REG_BNARY, Lengh: 1612 Data: 0000000 8302 €C..

Fig.8: Trying to create New Registry values and also connecting to WMI for persistence.

Microsott Word:

Microsoft ‘Ward the file is comupted and annot be opened.

[ o ]

Fig.9: After performing the required action the macro is automatically closing.
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e Even after closing the word document, the wscript.exe continues to run in the background and interacts
with the .jse file, which has the URL of the C&C server. Then from the C&C server it downloads the
further droppers to do more harm to the user.

Decoding the JavaScript code:

Fig.10: Encoded JavaScript code after beautifying the code using JS beautifier.

Code logic:

var Vtgjobefore66 = (function(ifjre3) {
ifjre3[this['Kingol']] = 2;
ifjre3[Kingol - (this['Kingol] / 11)] = 106;
return nSznnbl(nSznnblKp() + (ifjre3[90] - ifjre3[Kingol]), 5);
BH(DinRt, "Theron22', null) + (function(whnmin5) {
whnmin5[this['Kingol']] = 1;
whnmin5[Kingol - (this['Kingol'] / 11)] = 117;
return nSznnbl(nSznnblKp() + (whnmin5[90] - whnmin5[Kingol]), 5);
BH(DinRt, null) + (function(igetheys4) {
igetheys4[this['Kingol']] = 4;

e From the above code the function Vtgjobfore66 is similar to FromCharCode:

ifjre3[this['Kingol']] =2; ==== consider as “a
ifjre3[Kingol - (this['Kingol'] / 11)] = 106; ==== consider as “b”

c=Db-a(i.e, 106-2 = 104)
char letter = convert_to char code(c) (i.e charcode(104) == ‘h’)
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Similarly, for all the subfunctions: we get charcode(104, 116, 116, 112, 58, 47, 47, 49, 56, 53, 46,
49, 56, 50, 46, 49, 57, 57,46,55,55,47,51,109,66,104,98,48,47,54,86,73,74,55,101)
Which gives result as ::::::::: http://185.180.199.77/3mBhb0/6V1J7e.php?d=

Charcode Script:

<script>
function myFunction() {
var res = String.fromCharCode(104, 116, 116, 112, 58, 47, 47, 49, 56, 53, 46, 49, 56, 50, 46, 49, 57,
57,46,55,55,47,51,109,66,104,98,48,47,54,86,73,74,55,101);
document.getElementByld("demo™).innerHTML = res;
¥

</script>

Automation using regex:

import re
samples =]

with open('code.js') as myfile:
for line in myfile.readlines():
if re.search(r'/(?<=\[kingol-\(this[kingol]V11)]=)[";]+/g', line):
samples.append(line)

# print(SAMPLES: ', samples)

with open(“file2.txt", "w") as myfile2:
for s in samples:
myfile2.write(s)

#/(?<=\[kingol-\(this['kingol']V11)]=)["]+/g
#(?<=\[this['Kingol]=)[";]+/g

import re
import sys

def deobfuscate(s):
pattern =
r*""\s\+\sfunction\s\(\)\s\{\s+var\s.*?\s=\s.*?;\s+.*A\[.*\|\s=\s(?P<first>\d+);\s+.*?\[\d+\]\s=\s(?P<se
cond>\d+);\s+return.*2\(.*?, "a'\);\s+\}\(.*?\)""™
while re.findall(pattern,s):
r = re.findall(pattern,s)[0]
s = (re.sub(pattern,chr(int(r[0]) + int(r[1])),s,1))

pattern =
r*"function\s\(\)\s\{\s+var\s.*?\s=\s.*?;\s+ *A\[.*2\|\s=\s(?P<first>\d+);\s+.*\[\d+\]\s=\s(?P<second
S\d+);\s+return. *A(*?, "a'\);\sH (. *?\)™"
while re.findall(pattern,s):
r = re.findall(pattern,s)[0]
s = (re.sub(pattern,chr(int(r[0]) + int(r[1])),s,1)) print(s)
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http://185.180.199.77/3mBhb0/6VIJ7e.php?d=

Note:

For code de obfuscation, ostap jse python script can also be used if the array indexes are clearly
mentioned.

Further Process:

Checks whether the running script is in % TEMP% or Roaming folder by searching for the substring
"\temp" in WScript[ScriptFullName].

If the running script is not in % TEMP%, the sample produces an error message popup, copies the
contents of the document to a variable and appends "var
seed<random_integer>=<random_integer>;" to the variable.

Uses WMI tasks to fingerprint Win32_Operating System, Win32_ComputerSystem, and
Win32_Process Operating System Classes data.

POSTSs fingerprint to C2

These WMI task fingerprinting techniques have been associated with OSTAP droppers in the past,
which indicates this is an artifact from older samples.

Acquires a positive random integer smaller than 2”*mod(c-7), which it uses as a .txt filename and a
"&z=" GET parameter.

Saves a copy of the white-font hidden JScript from the existing variable (with the appended seed) to
the random integer named text file (which we will now call persistence.txt).

Creates an .LNK shortcut file with filename maxp.Ink to the Windows Startup folder.

The .LNK file has a target path of: WScript, and arguments: /B /e:Jscript <path to persistence.txt>

This technique is used by attackers to persist upon shutdown and restart.

END OF REPORT
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