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Overview

LDAP Account Manager (LAM) manages user, group and host accountsin an LDAP directory. LAM runs on any
webserver with PHP5 support and connects to your LDAP server unencrypted or via SSL/TLS.

LAM supports Samba 3/4, Unix, Kopano, Kolab 3, address book entries, NIS mail aliases, MAC addresses and
much more. There is a tree viewer included to allow access to the raw LDAP attributes. Y ou can use templates
for account creation and use multiple configuration profiles.

https://www.ldap-account-manager.org/

Copyright (C) 2003 - 2017 Roland Gruber <post@rolandgruber.de>
Key features:

* managing user/group/host/domain entries

* account profiles

* account creation viafile upload

» multiple configuration profiles

* LDAP browser

 schema browser

» OU editor

» PDF export for al accounts

» manage user/group Quota and create home directories
Requirements:

« PHP (>=5.6.0)

* Any standard LDAP server (e.g. OpenLDAP, Active Directory, Samba 4, OpenDJ, 389 Directory Server,
ApacheDS, ...)

» A recent web browser that supports CSS2 and JavaScript, at minimum:
 Firefox (max. 2 years old)
¢ Chrome (max. 2 years old)
¢ Internet Explorer 11 (compatibility mode turned off)
e Opera(max. 2 yearsold)
The default password to edit the configuration optionsis "lam™.
License:

LAM is published under the GNU Genera Public License. The complete list of licenses can be found in the
copyright file.

Default password:

The default password for the LAM configuration is"lam”.

viii


https://www.ldap-account-manager.org/

Overview

Have fun!
The LAM development team




Chapter 1. Big picture

Overview

LAM has two major areas.
» Admin interface to manage all sorts of different LDAP entries (e.g. users/groups/hosts)

o Self service (LAM Pro) where end users can edit their own data

LDAP admins/support staff Users

888 2g8

X [4

LAM LAM
‘ for admins J[ for users j LAM

e
&)

LDAP

Admin interface

Thisisthe main part of the application. It allowsto manage alarge list of LDAP entries (e.g. users, groups, DNS
entries, ...). This part is accessed by LDAP admins and support staff.

“:‘ LDAP Account Manager Pro- 5.0 (Logged in as: admin > test > de) | 18 Tree view I U Tuulsl &2 Help | I @] Logout I
2 5 4 5

B users | B Groups 1

o New user | [ 3¢ Delete selected users R ‘:-
7

User count: 12 6

+ Sselectall User name £} First name Last name UID number GID number Account status

o v E

O A% & = cbach Claudia Bach 15429 11819 =

O A= & = ebaecker Ernst Backer 15430 10815 o

O 7= A =5 thuber Franz Huber 26137 10816 =)

O 22 & = hmeier Helmut Meier 26139 10817 ok

O /A4 A4 = nschuster Heinz schuster 15427 10815 [

O 722 A% = kmontag Kerstin Montag 26141 16109 of

O A< A =9 mrischer Monika Fischer 15425 11259 ok

O 22 % = rmontag Ramona Montag 26140 16108 of

O 4% A= shuber Sepp Huber 15419 10815 of

O A2 &= smiler Steve Miller 26142 11820 =

O A% & = thauser Thomas Hauser 15423 10815 sk

O 7% A = xmontag Xaver Mantag 26136 16109 =

4+ Selectall

Functional aress:

1. Account tabs: These tabs allow to switsch between different account types

2. Treeview: Provides an LDAP browser to edit LDAP entries on attribute level
3. Tools menu: Contains useful tools such as profile and PDF editor

4. Help: Link to manual
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5. Logout; Logout of the application

6. List view: Listsal entries of the selected account type (e.g. users)

7. List configuration: Configuration settings for list view (e.g. number of entries per page)
8. Filter: Filter boxes alow to enter simple filterslike "a*"

Self Service

The self service provides a simple interface for your users to edit their own data (e.g. telephone number). It also
supports user self registration and password reset functionality.

Y ou can fully customize the layout of the self service page.

LAM self service

Here you can change your personal settings

—Personal data

First name Some
Last name User

Email address |\ampro@rg-se‘de

Telephone number (123456789
Mobile telephone number |123456789

Fax number (

Street [Sorne Street 123
Postal address |12345 Some City

Business unit [Finance

New password [

Reenter password |

reset

Question What is the name of your favourite pet? J

Answer |

Backup email |\ampro@rg—5e de

@ save [@ Logout

Configuration

Configuration is done on multiple levels:

Global

Effective for all parts of LAM (e.g. logging and password policy).

Configured viaLAM admin login -> LAM configuration -> Edit general settings.
Server profile

All settings for an LDAP connection (e.g. server name, LDAP suffixes, account types/modules to activate) in ad-
mininterface. Theremay be multiplefor one LDAP server (e.g. for multiple departments, different user groups, ...).

Configured viaLAM admin login -> LAM configuration -> Edit server profile.

Self service

All settings for a self service interface (e.g. fields that can be edited, password reset functionality, ...).
Configured viaLAM admin login -> LAM configuration -> Edit self service.

Profiles

Account profiles store default values for new LDAP entries.
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PDF structures

PDF structures define the layout and list of data fields to include in PDF export.

Glossary

Here you can find alist of common termsused in LAM.

Table1.1. Glossary

Term Description

Account module Plugin for a specific account type (e.g. Unix plugin for
user type)

Account type Type of an LDAP entry (e.g. user/group/host)

Admin interface LAM webpagesfor admin user (e.g. to create new users)

Lamdaemon Support script to manage user file system quotas and
create home directories

PDF editor Manages PDF structures

PDF export Exports an entry to PDF by using a PDF structure

PDF structure Defines the layout and list of data fields to include in
PDF export

Profile Template for creation of LDAP entries, contains default
values

Profile editor Manages profiles for all account types

Self Service LAM webpages for normal users where they can edit
their own data

Self service profile Configuration for self service pages (multiple configu-
rations can exist)

Treeview LDAP browser that allows to modify LDAP entries on
attribute/object class level

Architecture

There are basically two groups of usersfor LAM:
» LDAP administratorsand support staff:

These people administer LDAP entries like user accounts, groups, ...
* Users

Thisincludes all people who need to manage their own data inside the LDAP directory. E.g. these people edit
their contact information with LAM self service (LAM Pro).
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LDAP admins/support staff users

HTWI’P(S)

/ LAM H LAM \LDAP(S) $ %

for admins for users p
[ PHP 5 J LDAP directory
Web server
Apache 2 / Nginx S
SSH Q
Operating system U
\Linux, Solaris, Windows, / v

Home directory server
LAM server

Therefore, LAM issplitinto two separate parts, LAM for admins and for users. LAM for admins allowsto manage
various types of LDAP entries (e.g. users, groups, hosts, ...). It also contains tools like batch upload, account
profiles, LDAP schema viewer and an LDAP browser. LAM for users focuses on end users. It provides a self
servicefor the usersto edit their personal data (e.g. contact information). The LAM administrator is ableto specify
what data may be changed by the users. The design is also adaptabl e to your corporate design.

LAM for admins/usersis accessible viaHTTP(S) by all major web browsers (Firefox, IE, Opera, ...).
LAM runtime environment:

LAM runs on PHP. Therefore, it is independant of CPU architecture and operating system (OS). You can run
LAM on any OS which supports Apache, Nginx or other PHP compatible web servers.

Home directory server:

You can manage user home directories and their quotas inside LAM. The home directories may reside on the
server where LAM isinstalled or any remote server. The commands for home directory management are secured
by SSH. LAM will use the user name and password of the logged in LAM administrator for authentication.

LDAP directory:

LAM connects to your LDAP server via standard LDAP protocol. It also supports encrypted connections with
SSL and TLS.




Chapter 2. Installation

New installation

Requirements

LAM has the following requirements to run:

» Apache/Nginx webserver (SSL recommended) with PHP module (PHP (>= 5.6.0) with Idap, gettext, xml,

openssl and optional OpenSSL)

* Some LAM plugins may require additional PHP extensions (you will get a note on the login page if something

iS missing)

* Perl (optional, needed only for lamdaemon)

» Any standard LDAP server (e.g. OpenLDAP, Active Directory, Samba 4, OpenDJ, 389 Directory Server,

ApacheDS, ..)

A recent web browser that supports CSS2 and JavaScript, at minimum;

» Firefox (max. 2 years old)

* Internet Explorer 11 (compatibility mode turned off)

¢ Opera(max. 2 yearsold)

¢ Chrome (max. 2 years old)

OpenSSL will be used to store your LDAP password encrypted in the session file.

Please note that LAM does not ship with a selinux policy. Please disable selinux or create your own policy.

See LDAP schema fles for information about used LDAP schema files.

Prepackaged releases

LAM isavailable as prepackaged version for various platforms.

Debian

@

LAM is part of the official Debian repository. New re-
|eases are upl oaded to unstable and will be available au-
tomatically in testing and the stable releases. You can
run

apt-get install Idap-account-manager

to install LAM on your server. Additionaly, you
may download the latest LAM Debian pack-
ages from the LAM homepage [http://www.|dap-ac-
count-manager.org/] or the Debian package home-
page [http://packages.debian.org/search?keywords=I-
dap-account-manager].

Installation of the latest packages on Debian

1. Install the LAM package
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Installation

dpkg -i ldap-account-manager_*.deb

If you get any messages about missing dependencies
run now: apt-get -f install

2. Ingtall the lamdaemon package (optional)

dpkg -i ldap-account-manager-lamdaemon_*.deb

Suse/Fedora/CentOS

There are RPM packages available on the LAM home-
page [http://www.ldap-account-manager.org/]. The
packages can be installed with these commands:

5

rpm -e ldap-account-manager |dap-account-manag-
er-lamdaemon (if an older version isinstalled)

rpm -i <path to LAM package>

Note: The RPM packages for Fedora/CentOS do not
contain adependency to PHP dueto the various package
names for it. Please make sure that you install Apache/
Nginx with PHP.

Other RPM based distributions

The RPM packages for Suse/Fedora are very generic and should be installable on other RPM-based distributions,
too. The Fedora packages use apache:apache as file owner and the Suse ones use wwwrun;www.

FreeBSD

[ e LAM ispart of theofficial FreeBSD portstree. For more
details see these pages:

FreeBSD-SVN: http://svhweb.freebsd.org/ports/head/
sysutils/ldap-account-manager/

FreshPorts: http://www.freshports.org/sysutil s/l dap-ac-
count-manager

Installing the tar.bz2

Extract the archive

Please extract the archive with the following command:
tar xjf Idap-account-manager-<version>.tar.bz2
Install the files

Manual copy
Copy thefilesinto the html-file scope of the web server. For example /apache/htdocs or /var/www/html.

Then set the appropriate file permissionsinside the LAM directory:
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Installation

* sess. write permission for apache/nginx user

 tmp: write permission for apache/nginx user

tmp/internal: write permission for apache/nginx user

config (with subdirectories): write permission for apache/nginx user

lib/lamdaemon.pl: set executable

With configure script

Instead of manually copying files you can also use the included configure script to install LAM. Just run these
commands in the extracted directory:

 ./configure

* makeinstall

Optionsfor "./configure":

» --with-httpd-user=USER USER is the name of your Apache/Nginx user account (default httpd)
* --with-httpd-group=GROUP GROUP is the name of your Apache/Nginx group (default httpd)

o --with-web-root=DIRECTORY DIRECTORY is the name where LAM should be installed (default /usr/lo-
cal/lam)

Configuration files
Copy config/config.cfg.sample to config/config.cfg. Open the index.html in your web browser:
* Follow thelink "LAM configuration" from the start page to configure LAM.

» Select "Edit general settings' to setup global settings and to change the master configuration password (default
is"lam").

» Select "Edit server profiles' to setup a server profile.
Webserver configuration

Please see the Apache or Nginx chapter.
System configuration
PHP

LAM runswith PHP5 (>=5.2.4). Needed changes in your php.ini:
memory_limit = 64M
For large installations (>10000 L DAP entries) you may heed to increase the memory limit to 256M.

If you run PHP with activated Suhosin [http://www.hardened-php.net/suhosin/index.html] extension please check
your logs for aerts. E.g. LAM requires that "suhosin.post.max_name_length" and "suhosin.request.max_var-
name_length" are increased (e.g. to 256).

Locales for non-English translation

If you want to use a trandlated version of LAM be sure to install the needed locales. The following table shows
the needed locales for the different languages.
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Installation

Table2.1. Locales

Language Locale
Catalan ca ES.utf8
Chinese (Simplified) zh CN.utf8
Chinese (Traditional) zh TW.utf8
Czech cs CZ.utf8
Dutch nl_NL.utf8
English - Great Britain no extralocale needed
English - USA en_US.utf8
French fr_ FR.utf8
German de DE.utf8
Hungarian hu_HU.utf8
[talian it_IT.utf8
Japanese ja JP.utf8
Polish pl_PL.utf8
Portuguese pt BR.utf8
Russian ru_RU.utf8
Slovak sk_SK.utf8
Spanish es ES.utf8
Turkish tr_TR.utf8
Ukrainian uk_UA.utf8

You can get alist of all installed locales on your system by executing:
locale -a

Debian users can add locales with "dpkg-reconfigure locales'.

Upgrading LAM or migrate from LAM to LAM
Pro

Upgrading from LAM to LAM Pro is like installing a new LAM version. Simply install the LAM Pro pack-
ages/tar.bz2 instead of the LAM ones.

Upgrade LAM

Backup configuration files

Configuration files need only to be backed up for .tar.bz2 installations. DEB/RPM installations do not require
this step.

LAM stores all configuration files in the "config" folder. Please backup the following files and copy them after
the new version isinstalled.

config/*.conf
config/config.cfg
config/pdf/* .xml
config/profiles/*
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LAM Pro only:
config/selfServicel* .*
Uninstall current LAM (Pro) version

If you used the RPM installation packages then remove the | dap-account-manager and | dap-account-manager-lam-
daemon packages by calling "rpm -e |dap-account-manager |dap-account-manager-lamdaemon”.

Debian needs no removal of old packages.

For tar.bz2 please remove the folder where you installed LAM via configure or by copying thefiles.

Install new LAM (Pro) version

Please install the new LAM (Pro) release. Skip the part about setting up LAM configuration files.

Restor e configuration files

RPM:

Please check if thereare any filesending with ".rpmsave” in /var/lib/ldap-account-manager/config. In thiscase you
need to manually removethe .rpmsave extension by overwriting the packagefile. E.g. rename default.user.rpmsave
to default.user.

DEB:

Nothing needs to be restored.

tar.bz2:

Please restore your configuration files from the backup. Copy all files from the backup folder to the config folder
inyour LAM Pro installation. Do not simply replace the folder because the new LAM (Pro) release might include
additional filesin thisfolder. Overwrite any existing files with your backup files.

Final steps

Now open your webbrowser and point it to the LAM login page. All your settings should be migrated.

Please check also the version specific instructions. They might include additional actions.

Version specific upgrade instructions

Y ou need to follow all steps from your current version to the new version. Unless explicitly noticed there is no
need to install an intermediate release.

6.1 ->6.2
No actions required.

6.0->6.1

DEB+RPM configuration for nginx uses PHP 7 by default. Please see /etc/ldap-account-manager/nginx.conf if
you use PHP 5.

57 ->6.0

No actions needed.
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5.6 ->57

Windows: The department attribute was changed from "departmentNumber" to "department” to match Windows
user manager. The attribute "departmentNumber" is no more supported by the Windows module. Y ou will need
to reactivate the department option in your server profile on module settings tab.

55->5.6

Mail routing: No longer added by default. Use profile editor to activate by default for new users/groups.

Personal/Unix/Windows: no more replacement of e.g. $user/$group on user upload

54->55

LAM Pro requires a license key. You can find it in your customer profile [https.//www.|dap-account-manag-
er.org/lamems/user/me].

51->54

No specia actions needed.

50->5.1

Self Service: There were large changes to provide a responsive design that works for desktop and mobile. If you
use custom CSSto style Self Service then this must be updated.

49->50

Samba 3: If you used logon hours then you need to set the correct time zone on tab "Generel settings' in server
profile.

45->49

No specia actions needed.

4.4 ->45

LAM will no longer follow referrals by default. Thisis ok for most installations. If you use LDAP referrals please
activate referral following for your server profile (tab General settings -> Server settings -> Advanced options).

The self service pages now have an own option for allowed IPs. If your LAM installation uses IP restrictions
please update the LAM main configuration.

Password self reset (LAM Pro) allows to set a backup email address. Y ou need to update the LDAP schema if
you want to use this feature.

4.3 ->4.4

Apache configuration: LAM supports Apache 2.2 and 2.4. Thisrequiresthat your Apache server has enabled the
"version" module. For Debian and Fedora this is the default setup. The Suse RPM will try to enable the version
module during installation.

Kolab: User accounts get the object class "mailrecipient” by default. Y ou can change this behaviour in the module
settings section of your LAM server profile.

Windows: sSAMAccountName is no longer set by default. Enable it in server profile if needed. The possible do-
mains for the user name can also be set in server profile.
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4.2.1->4.3

LAM isno more shipped as tar.gz package but as tar.bz2 which allows smaller file sizes.

4.1 ->4.2/4.2.1

Zarafa users: The default attribute for mail aliasesis now "dn". If you use "uid" and did not change the server
profile for along time please check your LAM server profile for this setting and save it.

4.0->4.1

Unix: Thelist of valid login shellsisno longer configured in "config/shells' but in the server/self service profiles
(Unix settings). LAM will use the following shells by default: /bin/bash, /bin/csh, /bin/dash, /bin/false, /bin/ksh, /
bin/sh.

Please update your server/self service profileif you would like to change the list of valid login shells.

3.9->4.0

The account profiles and PDF structures are now separated by server profile. This means that if you edit e.g. an
account profile in server profile A then this change will not affect the account profilesin server profile B.

LAM will automatically migrate your existing files as soon as the login page is oaded.
Specia install instructions;
» Debian: none, config fileswill be migrated when opening LAM's login page
 Suse/Fedora RPM:

¢ Run "rpm -e ldap-account-manager |dap-account-manager-lamdaemon”

* You may get warnings like "warning: /var/lib/ldap-account-manager/config/profiles/default.user saved as /
var/lib/ldap-account-manager/config/profiles/default.user.rpmsave”

¢ Please rename al files "*.rpmsave" and remove the file extension ".rpmsave". E.g. "default.user.rpmsave’
needs to be renamed to "default.user".

 Install the LAM packages with "rpm -i". E.g. "rpm -i |dap-account-manager-4.0-0.suse.1.noarch.rpm”.
« Open LAM'slogin page in your browser to complete the migration

* tar.gz: standard upgrade steps, config files will be migrated when opening LAM'slogin page

3.7->3.9

No changes.

3.6 ->3.7

Asterisk extensions: The extension entries are now grouped by extension name and account context. LAM will
automatically assign priorities and set same owners for all entries.

3.5.0->3.6

Debian users. LAM 3.6 requires to install FPDF 1.7. You can download the package here [http://pack-
ages.debian.org/search?keywords=php-fpdf & searchon=names& suite=all & section=all]. If you use Debian Stable
(Squeeze) please use the package from Testing (Wheezy).
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3.4.0->35.0

LAM Pro: The globa config/passwordMail Template.txt is no longer supported. Y ou can setup the mail settings
now for each LAM server profile which provides more flexibility.

Suse/Fedora RPM installations: LAM is now installed to /usr/share/ldap-account-manager and /var/lib/ldap-
account-manager.

Please note that configuration files are not migrated automatically. Please move the files from /srv/www/ht-
docs/lam/config (Suse) or /var/www/html/lam/config (Fedora) to /var/lib/ldap-account-manager/config.

3.3.0->3.4.0

No changes.

3.2.0->3.3.0

If you use custom images for the PDF export then these images need to be 5 times bigger than before (e.g.
250x250px instead of 50x50px). This allows to use images with higher resolution.

3.1.0->3.2.0

No changes.

3.0.0->3.1.0

LAM supported to set a list of valid workstations on the "Persona" page. This required to change the LDAP
schema. Since 3.1.0 thisisreplaced by the new "Hosts' module for users.

Lamdaemon: The sudo entry needs to be changed to ".../lamdaemon.pl *".
2.3.0->3.0.0
No changes.

2.2.0->2.3.0

LAM Pro: Thereis now a separate account type for group of (unique) names. Please edit your server profilesto
activate the new account type.

1.1.0->2.2.0

No changes.

Uninstallation of LAM (Pro)

If you used the prepackaged installation packages then remove the [dap-account-manager and |dap-account-man-
ager-lamdaemon packages.

Otherwise, remove the folder where you installed LAM via configure or by copying thefiles.

Migration to a new server

To move LAM (Pro) from one server to another please follow these steps:

1. Install LAM (Pro) on your new server
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2. Copy the following files from the old server to the new one (base directory for RPM/DEB is /usr/share/ldap-
account-manager/):

* config/*.conf

» config/config.cfg

config/pdf/*

config/profiles/*

config/selfService/*.* (needed for LAM Pro only)
The files must be writable for the webserver user.
3. Open LAM (Pro) login page on new server and verify installation.

4. Uninstall LAM (Pro) on old server.
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After you installed LAM you can configure it to fit your needs. The complete configuration can be done inside
the application. There is no need to edit configuration files.

Please point you browser to the location where you installed LAM. E.g. for Debian/RPM thisis http://yourServ-
er/lam. If you installed LAM viathe tar.bz2 then this may vary. Y ou should see the following page:

.‘:' LDAP Account Manager “% LAM canfiguration
oy User name: |admin +|
m: Password: [+**
I Language: | English (Great Britain)  ~|
Login
< LDAP server: Idap:/lacalhost:389
- I Server profile: | demo M|

If you see an error message then you might need to install an additional PHP extension. Please follow the instruc-
tions and reload the page afterwards.

Now you are ready to configure LAM. Click on the "LAM configuration” link to proceed.

<"« LDAP Account Manager % Back to login

~LAM configurati

\\\) Edit general seftings

@ Edit server profiles

‘—u Edit self service

Here you can change LAM's general settings, setup server profilesfor your LDAP server(s) and configure the self
service (LAM Pro). Y ou should start with the general settings and then setup a server profile.

General settings

After selecting "Edit general settings' you will need to enter the master configuration password. The default
password for new installationsis "lam". Now you can edit the general settings.

License (LAM Pro only)

Thisis only required when you run LAM Pro. Please enter the license key from your customer profile [https://
www. | dap-account-manager.org/lamecms/user/me]. | n case you have purchased multiple licenses please only enter
one license key block per installation.

When you entered the license key then the license details can be seen on LAM configuration overview page.

— General setting:

License

LICense [2yTozontz0]EwoiljdoPgrwmdBd] 6 13 tz0 ME Inh @
4eCI7 czocHT 3MMsapYiw 103 MEMT6 I UYMTQ3NTe
3MD7 5d£52 BRINStZ0jc6 InZ lenliph2 4103 MEMTo
iMSITEQ—#4775
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Security settings

Here you can set a time period after which inactive sessions are automatically invalidated. The selected value
represents minutes of inactivity.

You may also set alist of | P addresses which are allowed to access LAM. The IPs can be specified asfull IP (e.g.
123.123.123.123) or with the "*" wildcard (e.g. 123.123.123.*). Users which try to access LAM via an untrusted
IP only get blank pages. There is a separate field for LAM Pro self service.

Session encryption will encrypt sensitive data like passwords in your session files. This is only available when
PHP OpenSSL [http://php.net/manual/en/book.openssl.php] is active. This adds extra security but also costs per-
formance. If you manage a large directory you might want to disable this and take other actions to secure your
LAM server.

Security settings

Session timeout 120 +|
Allowed hosts

(9]

(-]

Allowed hosts (self service) @

Encrypt session @
SSL certificates use system certificates @

Browse... b Upload

idaps:i| 4 Import from server

SSL certificate setup:

By default, LAM usesthe CA certificates that are preinstalled on your system. Thiswill work if you connect via
SSL/TLS to an LDAP server that uses a certificate signed by a well-known CA. In case you use your own CA
(e.g. company internal CA) you can import the CA certificates here.

Please note that this can affect other web applications on the same server if they require different certificates.
There seem to be problems on Debian systems and you may also need to restart Apache. In case of any problems
please del ete the uploaded certificates and use the system setup.

You can either upload a DER/PEM formatted certificate file or import the certificates directly from an LDAP
server that isavailable with LDAP+SSL (Idaps://). LAM will automatically override system certificatesif at least
one certificate is uploaded/imported.

The whole certificate list can be downloaded in PEM format. Y ou can also delete single certificates from the list.

Please note that you might need to restart your webserver if you do any changes to this configuration.
SSL certificates use custom CA certificates [§ x| (7]

Browse... Lt Upload

Idaps:/ 4k Import from server

Serial number Valid to Gommon name
x| 10818998085225869735 06.04.2039 RG SE CA

%] 666356449 21.02.2015 PDC sambad test

Password policy

This alows you to specify a central password policy for LAM. The policy isvalid for all password fields inside
LAM admin (excluding tree view) and LAM self service. Configuration passwords do not need to follow this

policy.
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Password policy

Minimum password length

Minimum lowercase characters
Minimum uppercase characters
Minimum numeric characters

Minimum symbalic characters

ol [o][e|[o][e] [w

Minimum character classes

K
JA
K
5«
K

El

EK

© D00 OO ©

Number of rules that must match all v

Password must not contain user name O
Passward must not contain part of userffirstlast name [}

(SX

Y ou can set the minimum password length and also the complexity of the passwords.

Logging

LAM can log events (e.g. user logins). Y ou can use system logging (syslog for Unix, event viewer for Windows)
or log to a separate file. Please note that LAM may log sensitive data (e.g. passwords) at log level "Debug".
Production systems should be set to "Warning" or "Error"”.

The PHP error reporting is only for devel opers. By default LAM does not show PHP notice messages in the web
pages. Y ou can select to use the php.ini setting here or printing all errors and notices.

Logging

Log level Debug ~]

Log gestination O No logging
O system logging
® File

0

[tmp/lam.log

PHP error reporting | default = @

Additional options

Email format

Some email servers are not standards compatible. If you receive mails that look broken you can change the line
endings for sent mails here. Default isto use "\r\n".

At the moment, this option is only availablein LAM Pro asthere is no mail sending in the free version. See here
for setting up your SMTP server.

Additional options

Email farmat | Default (\rin) e

Change master password

If you would like to change the master configuration password then enter a new password here.

Change master password

New master password [ (7]

Reenter password |

Server profiles

The server profiles store information about your LDAP server (e.g. host name) and what kind of accounts (e.g.
users and groups) you would like to manage. There is no limit on the number of server profiles. See the typical
scenarios about how to structure your server profiles.

Manage server profiles

Select "Manage server profiles' to open the profile management page.
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Please enter your password to change the server preferences:
lam -l ok @
Manage server profiles

Here you can create, rename and delete server profiles. The passwords of your server profiles can aso be reset.

You may also specify the default server profile. This is the server profile which is preselected at the login page.
It also specifies the language of the login and configuration pages.

Templatesfor new server profiles

Y ou can create a new server profile based on one of the built-in templates or any existing profile. Of course, the
account types and selected modules can be changed after you created your profile.

Built-in templates:

* addressbook: simple profile for user management with inetOrgPerson object class
» samba3: Samba 3 users, groups, hosts and domains

 unix: Unix users and groups (posixAccount/Group)

» windows _samba4: Active Directory user, group and host management

Profile management

Add profile

Profile name @
Profile password
Reenter password

Template unix e
Add

Rename profile

Profile name larn J- (7]

New profile name

Rename

Delete profile

Profile name larn J- (7]

Delete

Set profile password

Profile name larn J- (7]
Praofile password
Reenter password

Set profile password

Change default profile

Profile name larn J- (7]
Ok

All operations on the profile management page require that you authenticate yourself with the configuration master
password.

Editing a server profile

Please select you server profile and enter its password to edit a server profile.
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Please enter your password to change the server preferences:

lam -l ok @

Manage server profiles

Each server profile contains the following information:
e General settings: general settings about your LDAP server (e.g. host name and security settings)

» Account types: list of account types (e.g. users and groups) that you would like to manage and type specific
settings (e.g. LDAP suffix)

* Modules: list of modules which define what account aspects (e.g. Unix, Samba, Kolab) you would like to
manage

» Module settings: settings which are specific for the selected account modules on the page before
General settings

Here you can specify the LDAP server and some security settings.

% General settings 3 Account types * Modules & vodule settings = Jobs

,@ Server seftings

Server address (idap://localhost: 339

Activate TLS no 1|

Tree suffix |ou:demo,o:test,c:de

LDAP search limit |- =

eSO © O® O

Access level Write access =l

Advanced options

Display name | [7]
Follow referrals [
Paged resufts [ [7]

) ©

The server address of your LDAP server can be a DNS name or an |IP address. Use Idap:// for unencrypted
LDAP connections or TLS encrypted connections. LDAP+SSL (LDAPS) encrypted connections are specified
with Idaps://. The port value is optional. TLS cannot be combined with |daps://.

Hint: If you use a master/dave setup with referrals then point LAM to your master server. Due to bugs in the
underlying LDAP libraries pointing to a slave might cause issues on write operations.

LAM includes an LDAP browser which allows direct modification of LDAP entries. If you would like to use it
then enter the LDAP suffix at "Tree suffix".

The search limit is used to reduce the number of search results which are returned by your LDAP server.

The access level specifiesif LAM should allow to modify LDAP entries. This feature is only available in LAM
Pro. LAM non-Pro rel eases use write access. See this page for details on the different access levels.

Advanced options

Sometimes, you may not want to display the server address on the login page. In this case you can setup a display
name here (e.g. "Production").

By default LAM will not follow LDAP referrals. Thisisok for most installations. If you use LDAP referrals please
activate the referral option in advanced settings.

Paged results should be activated only if you encounter any problems regarding size limits on Active Directory.
LAM will then query LDAP to return results in chunks of 999 entries.
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LAM istrandated to many different languages. Here you can select the default language for this server profile.
The language setting may be overriden at the LAM login page.

Please also set your time zone here.

,_-g__:, Language settings

Default language | English (Great Britain)  ~|

)

Time zone Eurcpe/Berlin o

LAM can manage user home directories and quotas with an external script. You can specify the home directory
server and where the script islocated. The default rights for new home directories can be set, too.

You can provide a fixed user name. If you leave the field empty then LAM will use your current account (the
account you used to login to LAM).

There are two possibilities to connect to your home directory/quota server:

» SSH key (recommended): Please generate a SSH key pair and provide the location to the private key file. If
the key is protected by a password you can al so specify it here.

 Password: If you do not set a SSH key then LAM will try to connect with your current account (the password
you used to loginto LAM).

- emon settings
Server list [localhost 7]
Path ta external script [7usr/share/ldap-account-manager/lb/lamd @
User name [admin 7]
SSH key file [/data/ssh/secretkey 7]
SSH key password | ------ (7]
Read Write Execute

Rights for the home direct S (o o

ights for the home directory o o @

otmer O O O

LAM Pro users may directly set passwordsfrom list view. Y ou can configureif it should be possibleto set specific
passwords and showing password on screen is allowed.

-<@ Password reset page settings

Allow setting specific passwords @ Allow ta display password on screen [ @
Default passward output Send via mail | @ Force password reset by default @

LAM Pro users can send out changed passwords to their users. Here you can specify the options for these mails.

If you select "Allow alternate address" then password mails can be sent to any address (e.g. a secondary address
if the user account is also bound to the mailbox).

[~ Password mail settings

From address |adm\n@\dap—account—manager.org (7]
Reply-to address | (7]
Subject [Password change (7]
HTML format [} (7]
Allow alternate address @
Text Vour password was set to: @@newPassword@@ (7]

LAM supports two methods for login:
o Fixedlist

e LDAP search
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_ (O security settings
]

Lagin methad Fixed list | o

List of valid users * [en=admin,o=test,c=de (7]
uid=john,ou=people, o=test,c=de
uid=sally,ou=people,o=test,c=de

2-factor

Pravider None B (7]}

Profile password

New passward | [7]

Reenter password |

Thefirst one isto specify afixed list of LDAP DNsthat are allowed to login. Please enter one DN per line.

The second one is to let LAM search for the DN in your directory. E.g. if a user logs in with the user name
"joe" then LAM will do an LDAP search for this user name. When it finds a matching DN then it will use this
to authenticate the user. The wildcard "%USER%" will be replaced by "joe" in this example. This way you can
provide login by user name, email address or other LDAP attributes.

Additionally, you can enable HTTP authentication when using "LDAP search". This way the web server is re-
sponsible to authenticate your users. LAM will use the given user name + password for the LDAP login. Y ou can
also configurethisto setup advanced login restrictions (e.g. require group membershipsfor login). Tosetup HTTP
authentication in Apache please see this link [http://httpd.apache.org/docs/2.2/howto/auth.html] and an example
for LDAP authentication here.

Hint: LDAP search with group membership check can be donewith either HT TP authentication or LDAP overlays
like "memberOf" [http://www.openldap.org/doc/admin24/overlays.html] or "Dynamic lists" [http://www.openl-
dap.org/doc/admin24/overlays.html]. Dynamic lists allow to insert virtual attributes to your user entries. These
can then be used for the LDAPfilter (e.g. " (& (uid=%USER%)(memberof =cn=admins,ou=groups,dc=company,d-
c=com))").

_ [M) Security settings
L

Login method iLDAP search = @
LDAP suffix * |ou:peop\ezo:test1c:de [7]
LDAP filter * |u\d=”/uUSEP°/u [7]
8ind user | @
Bind password | @
HTTP authentication (] @
2-factor authentication

Provider MNone J (7]

Profile password

New password | @
Reenter password |

2-factor authentication

LAM supports 2-factor authentication for your users. This meansthe user will not only authenticate by user+pass-
word but also with e.g. atoken generated by a mobile device. This adds more security because the token is gen-
erated on a physically separated device (typically mobile phone).

Thetoken is validated by a second application. LAM currently supports:

* privacyldea[https://www.privacyidea.org/]

By default LAM will enforce to use a token and regject users that did not setup one. You can set this check to
optional. But if auser has setup a token then this will always be required.
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.2:factor authentication

Provider privacyIDEA x|

7]
Base URL |https ://localhost (7}
Label | @
Optional 7]
Disable certificate check @
Caption @

] & P EBEREO® [E] Quelicode
B I Us=ex, x> @ =i EZ|» | E 2 == - - - - A-B-

Two factor authentication

Please enter your PIN and token.

After logging in with user + password LAM will ask for the 2nd factor. If the user has setup multiple factors then
he can choose one of them.

£+ LDAP Account Manager

Two factor authentication

Please enter your PIN and token

Serial number

OATHOO0092BE =l
PIN+Token
I
Submit
Cancel
Password

You may also change the password of this server profile. Please just enter the new password in both password
fields.

Profile password

New password | @

Reenter password |

Account types

LAM supports to manage various types of LDAP entries (e.g. users, groups, DHCP entries, ...). On this page you
can select which types of entries you want to manage with LAM.

% General settings % Account types & Modules @ Module settings

Available account types

Automaunt entries  Automount entries

g
@& DHCP DHCP administration -
8 Group of names Group of names accounts e
[] Mail aliases Mailing aliases (e.g. NIS mail aliases)
8 NIS netgroups NIS netgroup entries e
NIS objects NIS abject entries Y
% Sudo roles Sudo role management s

The section at the top shows a list of possible types. Y ou can activate them by simply clicking on the plus sign
next to it.

Each account type has the following options:
» LDAP suffix: the LDAP suffix where entries of this type should be managed
» List attributes: alist of attributes which are shown in the account lists

» Additional LDAP filter: LAM will automatically detect the right LDAP entries for each account type. This
can be used to further limit the number of visible entries (e.g. if you want to manage only some specific groups).
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Youcanuse"@@LOGIN_DN@@" aswildcard (e.g. " (owner= @@L OGIN_DN@@)"). It will bereplaced by
the DN of the user who islogged in.

» Hidden: Thisisused to hide account typesthat should not be displayed but are required by other account types.
E.g. you can hide the Samba domains account type and still assign domains when you edit your users.

* Read-only (LAM Proonly): Thisallowsto set asingle account type to read-only mode. Please note that thisis
arestriction on functional level (e.g. group memberships can be changed on user page even if groups are read-
only) and is no replacement for setting up proper ACLs on your LDAP server.

» Custom label: Here you can set a custom label for the account types. Use this if the standard label does not
fit for you (e.g. enter "Servers' for hosts).

* Nonew entries(LAM Pro only): Usethisif you want to prevent that new accounts of this type are created by
your users. The GUI will hide buttonsto create new entries and also disable file upload for this type.

» Disallow delete (LAM Pro only): Use this if you want to prevent that accounts of this type are deleted by
your Users.

Active accounttypes

I3 Users User accounts (e.g. Unix, Samba and Kolab)

LDAP suffi [ou=demo, ou=People,0=test,c=de @  Ustattributes [#uid; # giveniame; #sn; # uidNumber; # gidiumber @

+ Advanced options

Additional LDAP filter | @  Hidden O@  Readony Oe

Custom label | (7] No new entries O @ Disallow delete O @

8 Groups Group accounts (e.g. Unix and Samba)

LDAP suffix [ou=demo,ou=group,o=test,c=de @ Uit attributes [#cn, # gidhumber; # memberUID; # description

~ Advanced options

Additional LDAP fiter [(cn=project* ) @  Hidden M@ Readony [O@

Custom label | (7] No new entries (] @ Disallow delete (] @

On the next page you can specify in detail what extensions should be enabled for each account type.

Modules

Themodules specify the active extensionsfor each account type. E.g. here you can setup if your user entries should
be address book entries only or also support Unix or Samba.

"6 General settings % Accounttypes | # Modules | # Module settings
. Users
Selected modules Available modules
& Personal (inetOrgPerson)(*) b4 T Account (account)(*) o
Asterisk voicemail (asteriskVoicemail) £
& Unix (posixaccount) X Authorized Services (authorizedServiceObject) 4
. Custom fields (customFields) £
(& Password policy (ppolicyUser) X
@ Custom seripts (customScripts) -
Asterisk (asteriskAccount) R H EDU person {eduPerson) -
| FreeRadius (freeRadius) -
@ General information (generalinformation) -
8 Groups of names (groupOfNamesUser) -
% Hosts (hostObject) * 4

Each account type needsaso called "base module”. Thisisthe basement for all LDAP entries of thistype. Usually,
it provides the structural object class for the LDAP entries. There must be exactly one active base module for
each account type.

Furthermore, there may be any number of additional active account modules. E.g. you may select "Personal” as
base module and Unix + Samba as additional modules.
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Module settings

Depending on the activated account modules there may be additional configuration options available. They can
be found on the "Module settings' tab. E.g. the Personal account module allows to hide several input fields and
the Unix module requires to specify ranges for UID numbers.

“6 General settings © Account types # Modules s Module settings
- "i Persol
I
Hidden optians @
[0 Description O Street O Post office box [ Postal cade
O Location O State [0 Postal address [ Office name
[ Room number [] Telephane number [] Home telephone number [] Mobile number
O Faxnumber [0 Email address [ Job title [ Carlicense
O Employee type [ Business category [0 Department(s) [ Manager
[0 Organisation [ Employee number [] Initials
- [‘\ Uni
Users
Minimum UID number [10000 7]
Maxirmum UID number * [30000 7]
Options
Password hash type ssHa - @
Set primary group as memberlid [J (7]

Cron jobs (LAM Pro)

LAM Pro can execute common tasks viacron job. Thiscan be used to e.g. notify your users before their passwords
expire.

LDAP and database configuration

Please add the LDAP bind user and password for all jobs. This LDAP account will be used to perform al LDAP
read and write operations.

Next, select the database type where LAM should store job related data. Supported databases are SQLite and
MySQL.

SQLite

Thisisasimple file based database. It needs no special database server. The database file will be located next to
the server profile in config directory.

You will need to install the SQLite PDO module for PHP (pdo_sglite.so). For Debian thisis located in package
php5-sglite.

4 General seftings ~ ® Accounttypes ~ # Modules | Module settings | < Jobs
_.LDAP
Bind user [en=admin,o=test,c=de @
Bind password [esses @
Database
Database type [SQLite =] @

4 Test settings

Cron configuration

00 ***jusr/sharefldap-account-manager/lib/cron sh lam 370276919764 @

MySQL

Thiswill store all job datain an externa MySQL database.
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Y ou will need to install the MySQL PDO module for PHP (pdo_mysqgl.so). For Debian thisislocated in package
php5-mysql.

Stepsto create aMySQL database and user:

#login

mysql -u root -p

# create a database

mysgl> create database lam_cron;

#

mysgl> CREATE USER 'lam_cron'@%' IDENTIFIED BY 'password’;

mysgl> CREATE USER 'lam_cron'@'localhost' IDENTIFIED BY 'password’;

# grant access for new user

mysgl> GRANT ALL PRIVILEGES ON lam_cron.* TO 'lam_cron'@'%’;
mysgl> GRANT ALL PRIVILEGES ON lam_cron.* TO 'lam_cron'@'localhost’;

“& General settings % Accounttypes b Modules ¥ Module settings = Jobs

LDAP

Bind user [cn=admin,c=test,c=de (7]

Bind passward [eonee (7]
Database
Database type iMysQLizl (7]
Database host [localhost @
Database part (3307 (7]
Database name [lam_cron @
Database user [lam _eron @
Database password” [eessssss @

4 Test settings

Cron configuration

00 ***usr/sharefldap-account-manager/lib/cron sh lam 370276319764 (7]

Test your settings

After the LDAP and database settings are done you can test your settings.

Cron entry

LAM also prints the crontab line that you need to run the configured jobs on a daily basis. The command must
be run as the same user as your webserver is running. You are free to change the starting time of the script or

run it more often.

Dry-run: You can perform a dry-run of the job. Thiswill not perform any actions but only print what would be
done. For this please put "--dryRun" at the end of the command. E.g.:

[usr/share/ldap-account-manager/lib/cron.sh lam 123456789 --dryRun

Adding jobs

To add anew job just click on the "Add job" button and select the job type you need. The list of available jobs
depends on your active account modules. E.g. the PPolicy job will only be availableif you activated PPolicy user
module.

Depending on the job type jobs may be added multiple times with different configurations. For descriptions about
the available job types see next chapters.
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Add job

||| FreeRadius: Cleanup expired user accounts
This job deletes ar moves User accounts when they expire

D PPolicy: Notify users about password expiration
This job sends out emails ta inform your users that their passwords will expire soon

ji] @mail: Cleanup expired user accounts
This job deletes or moves user accounts when they expire

||| Shadow: Cleanup expired user accounts
This job deletes or moves user accounts when they expire

= Shadow: Notify users about password expiration
This job sends out emails to inform your users that their passwords will expire soon.

Cancel

PPolicy: Notify users about password expiration
Thiswill send your users an email reminder before their password expires.

Y ou need to activate the PPolicy module for users to be able to add this job. The job can be added multiple times
(e.g. to send a second warning at alater time).

LAM calculates the expiration date based on the last password change and the assigned password policy (or the
default policy) using attributes pwdMaxAge and pwdExpiréWarning.

Examples:

Warning time (pwdExpireWarning) = 14 days, notification period = 10: LAM will send out the email 24 days
before the password expires

Warning time (pwdExpireWarning) = 14 days, notification period = 0: LAM will send out the email 14 daysbefore
the password expires

No warning time (pwdExpireWarning), notification period = 10: LAM will send out the email 10 days before the
password expires

PPolicy; Notify users about password expiration

From address |\ampro@lrg—se de

Reply-to address ( @

CC address ( @

BCC address ( @

Subject [Password expiry notification @

HTML format ] @

Text Dear @@MA@, @

your password for user @@uid@@ expires on E
@@EXPIRE_DATE_YYYYMMDD@@. ~|
Natification period |10
Default password palicy * [cn=default, cu=policies,o=test,c=de 7]
# Delete this job

Table 3.1. Options

Option Description

From address The email addressto set as FROM.

Reply-to address Optiona Reply-to address for email.

CC address Optional CC mail address.

BCC address Optional BCC mail address.

Subject The email subject line. Supports wildcards, see below.
Text The email body text. Supports wildcards, see below.
Notification period Number of days to notify before password expires.
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Default password policy Default PPolicy password policy entry (object class
"pwdPolicy").

Wildcards:

You can enter LDAP attributes as wildcards in the form @@ATTRIBUTE_NAME@@. E.g. to add the user's
common name use " @@cn@@". For the common name it would be " @@cn@@".

There are also two special wildcards for the expiration date. @@EXPIRE_DATE_DDMMYYYY @@ will print
thedate ase.g. "31.12.2016". @@EXPIRE_DATE_YYYYMMDD@@ will print the date as e.g. "2016-12-31".

389ds: Notify users about password expiration
Thiswill send your users an email reminder before their password expires.

You need to activate the Account Locking module for users to be able to add this job. The job can be added
multiple times (e.g. to send a second warning at alater time).

LAM calculates the expiration date based on the attribute passwordExpirationTime.

| 389ds: Notify users about password expiration

From address [lampro@rg-se.de @
Reply-to address | @
CC address ( (7]
BCC address ( (7]
supject [Password expiration notification @
HTML format O @
Text Dear @@cn@@, @
your password for user @@uid@@ expires on
@@EXPIRE_DATE_VYYYMMDD@@
Notification period* (30 @
&K Delete this job
Table 3.2. Options
Option Description
From address The email addressto set as FROM.
Reply-to address Optiona Reply-to address for email.
CC address Optional CC mail address.
BCC address Optional BCC mail address.
Subject The email subject line. Supports wildcards, see below.
Text The email body text. Supports wildcards, see below.
Notification period Number of daysto notify before password expires.

Wildcards:

You can enter LDAP attributes as wildcards in the form @@ATTRIBUTE_ NAME@@. E.g. to add the user's
common name use "' @@cn@@". For the common name it would be " @@cn@@".

There are also two special wildcards for the expiration date. @@EXPIRE_DATE_DDMMYYYY @@ will print
thedate ase.g. "31.12.2016". @@EXPIRE_DATE_YYYYMMDD@@ will print the date as e.g. "2016-12-31".

Shadow: Notify users about password expiration
Thiswill send your users an email reminder before their password expires.

Y ou need to activate the Shadow module for usersto be able to add this job. The job can be added multiple times
(e.g. to send a second warning at alater time).
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LAM calculates the expiration date based on the last password change, the password warning time (attribute

"shadowWarning") and the specified notification period.

Examples:

Warning time = 14, notification period = 10: LAM will send out the email 24 days before the password expires

Warning time = 14, notification period = 0: LAM will send out the email 14 days before the password expires

From address |\ampro@rg—se de

[}

Reply-to address |

(5]

CC adaress |

(3]

BCC address |

(3]

Subject |Dassword expiration notification

O
Dear @@cn@@,

HTML format
Text

O ©

'your password for user @@uid@@ expires on
@@EXFIRE_DATE_YYYYMMDD@®@.

Natfication period * [30

& Delete this job

Table 3.3. Options

Option Description

From address The email addressto set as FROM.

Reply-to address Optiona Reply-to address for email.

CC address Optional CC mail address.

BCC address Optional BCC mail address.

Subject The email subject line. Supports wildcards, see below.
Text The email body text. Supports wildcards, see below.

Notification period

Number of days to notify before password expires.

Wildcards:

You can enter LDAP attributes as wildcards in the form @@ATTRIBUTE_ NAME@@. E.g. to add the user's
common name use " @@cn@@" . For the common name it would be " @@cn@@".

There are also two special wildcards for the expiration date. @@EXPIRE_DATE_DDMMYYYY @@ will print
thedate ase.g. "31.12.2016". @@EXPIRE_DATE_YYYYMMDD@@ will print the date as e.g. "2016-12-31".

Shadow: Delete or move expired accounts

You can automatically delete or move expired accounts. The job checks Shadow account expiration dates (not

password expiration dates).

..Shadow: Cleanup expired useraceounts ..o

[1a
Move |

Delay

3]

Action

(3]

3]

Target DN |ou =expired,ou=people,o=test,c=de

K Delete this job

Table 3.4. Options

Option Description

Delay Number of daysto wait after the account is expired.
Action Delete or move accounts

Target DN Move only: specifiesthe DN where accounts are moved
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Windows: Notify users about password expiration
Thiswill send your users an email reminder before their password expires.

Y ou need to activate the Windows module for usersto be able to add thisjob. The job can be added multipletimes
(e.g. to send a second warning at alater time).

LAM calculates the expiration date based on the last password change and the domain policy.

Windows: Notify users about password expiration

(3]

From address |\ampro@rg—se‘de

3]

Reply-to address [

CC address (

[-9]

(3]

BCC address (

Subject [Password expiration notification (7]
HTML farmat O (7}
Text Dear @@cn@@, (7]
your password for user @@uid@@ expires on @
(@@EXPIRE_DATE_YYYYMMDD@@.
Notification period * [14 @
K Delete this job
Table 3.5. Options
Option Description
From address The email addressto set as FROM.
Reply-to address Optiona Reply-to address for email.
CC address Optional CC mail address.
BCC address Optional BCC mail address.
Subject The email subject line. Supports wildcards, see below.
Text The email body text. Supports wildcards, see below.
Notification period Number of days to notify before password expires.

Wildcards:

You can enter LDAP attributes as wildcards in the form @@ATTRIBUTE_NAME@@. E.qg. to add the user's
common name use " @@cn@@". For the common name it would be " @@cn@@".

There are also two special wildcards for the expiration date. @@EXPIRE_DATE_DDMMYYYY @@ will print
thedate ase.g. "31.12.2016". @@EXPIRE_DATE_YYYYMMDD@@ will print the date as e.g. "2016-12-31".

Windows: Delete or move expired accounts

Y ou can automatically delete or move expired accounts.

' windows: Cleanup expired user

Delay |14

3]

(3]

Action Move |

3]

Target DN ™ |ou:exp\red,dc:wmdows,dc:test

# Delete this job

Table 3.6. Options

Option Description

Delay Number of daysto wait after the account is expired.
Action Delete or move accounts

Target DN Move only: specifiesthe DN where accounts are moved
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FreeRadius: Delete or move expired accounts

Y ou can automatically delete or move expired accounts.

ius: Cleanup expired user

Delay (14 (7}
Action Move -] @
Target DN |Ou:explred,ou:people,o:test,c:de [7]

# Delete this job

Table 3.7. Options

Option Description

Delay Number of daysto wait after the account is expired.
Action Delete or move accounts

Target DN Move only: specifiesthe DN where accounts are moved

Qmail: Delete or move expired accounts

Y ou can automatically delete or move expired accounts. The job reads the gmail deletion date of user accounts.

!/ Qmail: Cleanup expired user accounts

Delay (14 @
Action Move | @
Target DN |ou=exp\red,ou:peop\e,o:test,c:de (7]

# Delete this job

Table 3.8. Options

Option Description

Delay Number of daysto wait after the account is expired.
Action Delete or move accounts

Target DN Move only: specifiesthe DN where accounts are moved

Job history

Thiswill show thelist of all executed job runs and their result.

s General settings % Accounttypes  # moduies | # Module settings | < Jobs

Job history

Name Time Result Messages

‘Windows: Notify users about password expiration  2016-01-16 18:35:44 Ok

‘Windows: Notify users about password expiration  2015-11-27 20:58:55 Ok
Windows: Notify users about passward expiration  2015-11-27 20:58:23 0K
< Back

Typical scenarios

Thisisalist of typical scenarios how your LDAP environment may look like and how to structure the server
profilesfor it.

Simple: One LDAP directory managed by a small group of admins

This is the easiest and most common scenario. Y ou want to manage a single LDAP server and there is only one
or afew admins. In this case just create one server profile and you are done. The admins may be either specified
asafixed list or by using an LDAP search at login time.
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dc=company,dc=com

¢
¢ ¢ ¢

ou=people ou=groups ou=machines

Advanced: One LDAP server which is managed by different ad-
min groups

Large organisations may have one big LDAP directory for all user/group accounts. But the users are managed
by different groups of admins (e.g. departments, locations, subsidiaries, ...). The users are typically divided into

organisational unitsin the LDAP tree. Admins may only manage the usersin their part of the tree.

dc=company,dc=com

‘ ou=locationl ou=location2 o

¢ © ¢ ¢ ¢ ¢

ou=people ou=groups ou=machines ou=people ou=groups  ou=machines

In this situation it is recommended to create one server profile for each admin group (e.g. department). Setup the
LDAP suffixes in the server profiles to point to the needed organisational units. E.g. use ou=people,ou=depart-
ment1,dc=company,dc=com or ou=departmentl1,ou=people,dc=company,dc=com as LDAP suffix for users. Do
the same for groups, hosts, ... Thisway each admin group will only seeits own users. Y ou may want to use LDAP
search for the LAM login in this scenario. Thiswill prevent that you need to update a server profile if the number
of admins changes.

Attention: LAM's feature to automatically find free UIDS/GIDs for new users/groups will not work in this case.
LAM uses the user/group suffix to search for already assigned UIDS/GIDs. As an alternative you can specify
different UID/GID ranges for each department. Then the UIDS/GIDs will stay unique for the whole directory.

Multiple LDAP servers

Y ou can manage as many LDAP serverswith LAM as you wish. This scenario is similar to the advanced scenario
above. Just create one server profile for each LDAP server.

dc=company,dc=com dc=company-test,dc=com

¢ ¢
¢ ¢ ¢ ¢ ¢ ¢

ou=people ou=groups ou=machines ou=people ou=groups ou=machines

Single LDAP directory with lots of users (>10 000)

LAM was tested to work with 10 000 users. If you have alot more users then you have basically two options.

 Divideyour LDAPtreein organisational units: Thisisusually the best performing option. Put your accountsin
several organisational units and setup LAM as in the advanced scenario above.

* Increase memory limit: Increase the memory_limit parameter in your php.ini. This will alow LAM to read
more entries. But thiswill slow down the response times of LAM.

30



Chapter 4. Managing entries in your
LDAP directory

This chapter will give you instructions how to manage the different LDAP entriesin your directory.

Please note that not all account types are manageable with the free LAM release. LAM Pro provides some more
account types (e.g. group of names, aliases, ...) and modules (e.g. Kopano, custom scripts, ...) to support additional
LDAP object classes. All LAM Pro features are marked in this manual.

Basic page layout:

After the login LAM will present you its main page. It consists of a header part which is equal for all pages and
the content area which covers most the of the page.

The header part includes the links to manage all account types (e.g. users and groups) and open the tree view
(LDAP browser). Thereis also the logout link and atools entry.

When you login the you will see an account listing in the content area.

<’ LDAP Account Manager Pro- 3.7 (Logged in as: admin > tast » ds B Tree view % Tools @ Help [ Logout
8 users | Boroups @ sambadomains = Hosts
o Newuser | 3§ Delete selected users 4} File upload o
User count: 12
UserID &) First name Last name UID number GID number ‘::;:‘;"t
@ it | | I I I [
O A =& = coacn Claudia Bach 15429 1819 o
O 2 A 4 = ebaecker Ernst Backer 15430 10819 of
O AAHE = fhuber Franz Huber 26137 16109 o
O 7 H < nmeier Helmut Meier 26139 16109 o
O A =& = nschuster Heinz Schuster 15427 10815 I
O A .gﬁ = kmontag Kerstin Montag 26141 16109 o
O 4K = mfscher Manika Fischer 15425 11259 &
O A x# < rmontag Ramona Montag 26140 16109 o
O A& H = shuber sepp Huber 15419 10815 o
O A& & = shuber2 susi Huber 26138 16109 o
O A AWK = thauser Thomas Hauser 15423 10815 &
O 444 = xmontag Xaver Montag 26136 16109 o
4 Selectall

Here you can create, delete and modify accounts. Use the action buttons at the left or double click on an entry
to edit it.

The suffix selection box allowsyou to list only the accountswhich arelocated in asubtree of your LDAP directory.
Change list settings

Maximurn list entries [ 10 -] @
ok | cancel

You can change the number of shown entries per page with "Change settings’. Depending on the account type
there may be additional settings. E.g. the user list can convert group numbers to group names.

When you select to edit an entry then LAM will show all its data on a tabbed view. There is one tab for each
functional part of the account. Y ou can set default values by loading an account profile.

31



Managing entriesin
your LDAP directory

@ Save & Resetchanges =3 Set password

Claudia Bach

chach@Ildap-account-manager.org Telephone number 0123-4567-8300

-
Personal

asa | @ Load profile

@

Suffix| demo > People > test > dej RDN identifier | uid j Q

Mobile number 0123-4567-8922

First name ‘C\aud\a (7} =Y
A Unix Last name ‘Bach @ y i
&
Intials ‘ 7] <
Delete photo
[ 1| GEfern S Description ‘C\aud\a Bach (7}
Address
Street [Mystreet 123 (7]
Past office box [4645656 7]
Pastal cade [12345 @
Location ‘ L7
State [ @
Paostal address (7]
Office name ‘ (7]
Room number [a1.23 @
Contact data
Telephane number ‘O 123-4567-8900 (7}
Hame telephone number[0123-4567-8911 @
Mobile number [0123-4567-8922 @
Fax number ‘ (7}
Email address ‘cbach@\dap—account—manager org 7]
Work details
Job title ‘Manager @

Typical usage scenarios

Hereisalist of typical usage scenarios and what account types and modules you need to configure.

Addressbook entries:
Account types.

e Users (Personal)
Unix accounts:

Account types:

» Users (Persona + Unix)

» Groups (Unix (posixGroup))

Suse users may need to use Group (Group of names + Unix (rfc2307bisPosixGroup)) because of Suse's special

LDAP schema
Samba 3 accounts:

Account types:

» Users (Personal + User + Samba 3)

* Groups (Unix + Samba 3)

* Hosts (Account + Unix + Samba 3)

» Samba domains (Samba domain)

Samba 4/Active Directory:

Account types:
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e Users (Windows)
» Groups (Windows)
» Hosts (Windows)

Please note that must change the attributes that are shown in the account lists. Otherwise, the account tables will
show empty lines. See the documentation for the Windows user/group/host modules.

For Samba 4 with Kopano use the following modules:
» Users (Windows + Kopano (+ Kopano contact))

» Groups (Windows + Kopano)

» Hosts (Windows + Kopano)

» Kopano dynamic groups (Kopano dynamic group)
» Kopano address lists (Kopano address list)

See also the Kopano section for additional settings (e.g. using Kopano AD schema).
Asterisk:

Account types:

» Users (Personal + Asterisk)

» Asterisk extensions (Asterisk extension)

Kopano:

Account types:

» Users (Personal + Unix + Kopano (+ Kopano contact))

Groups (Unix + Kopano)

» Kopano dynamic groups (Kopano dynamic group)
» Kopano address lists (Kopano address list)

» Hosts (Device + Kopano + |P Address)

PyKota:

Account types:

e Users (Personal + Unix + PyKota)

* Groups (Unix + PyKota)

* Printers (PyKota)

* Billing codes (PyKota)

Users

LAM manages various types of user accounts. This includes address book entries, Unix, Samba, Kopano and
much more.
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Account list settings:

The user list includes two special options to change how your users are displayed.

st packer 19400 1o

o
Franz Change list settings x| 1610
Helmut 1610!
Heinz Maximum list entries B -l@ | 1081
Yz Translate GID number to group name [] 1610
Monika Show account status 11958
Ramana 1610!
Sepp Ok Cancel 1081
Susi 4 1610
Thomas Hauser 16493 1081

Translate GID number to group name: By default the user list can show the primary group I1Ds (GIDs) of your
users. Thereare often caseswhereit ismore suitableto show the group nameinstead. Thiscan bedoneby activating
this option. Please note that LAM will execute more LDAP queries which may result in decreased performance.

+ sslsctall User name %} First name Last name UID number GID number
o 7 | |

O A % & =2 coach Claudia Bach 15429 admins

O 4 % B =e ebaecker Ernst Backer 15430 projectt

O 2 = & =5 fhuber Franz Huber 26137 project2

OA = A& =5 nmeier Helmut Meier 26139 project3

O A =l & =5 hschuster Heinz Schuster 15427 projectl

Show account status. If you activate this option then there will be an additional column displayed that shows if
the account islocked or expired. Y ou can see more detail s when moving the mouse cursor over the lock icon. This
function supports Unix, Samba, PPolicy, Windows and 389ds |ocking+deactivation.

+ Selectall User name % First name Last name UID number GID number Account status
@ v | B
O A = A =2 cbach Claudia Bach 15429 11819 a8

O A X B =s ebaecker Ernst Backer 15430 10815 a

O A = A = fhuber Franz Huber 26137 10816 =

O A4 K = nmeier Helmut WMeier 26139 10817 [

O A < 8 =5 hschuster Heinz Schuster 15427 10815 Account status
O A& A = kmontag Kerstin Montag 26141 11820 mm O
O A < A& == miischer Monika Fischer 15425 11820 Samba3 [
O A & & =» rmontag Ramona Montag 26140 11819 =
Password:

Click the " Set password" button to change the user's password(s). Depending on the active account modules LAM
will offer to change multiple passwords at the sametime.

If amodul e supportsto enforce apassword change then you will seethe appropriate checkbox. LAM Pro aso offers
to send the password viaemail after the account is saved. Email options are specified in your LAM server profile.

Claudia Bach

= claudia.bach@|dap-account-manager,

e
Personal
i

0 Unix

=<3 Shadow

@ Samba 3
Kolab

Asterisk

First naj
Last nar
Initials

Descripf

Street

Post office box

Suffix demo > People > test > de 7|

Set password

Password (

(7]

Repeat password (
Force password change [
Send via mail ]

(7]

[\ unix Samba 3 Asterisk Asterisk voicemail

ok Set random password Cancel

123456789

Quick account (un)locking:

X+ @

RON identifier |uid Jeo

e

14|

Delete photo

When you edit an user then LAM supports to quickly lock/unlock the whole account. Thisincludes Unix, Samba
and PPolicy. LAM can aso remove group membershipsif an account is locked.
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Y ou will seethe current status of all account partsin the title area of the account.

Claudia Bach Suffix | demo > People > test > de *|  RDN identifier | uid L7
it | chach@ldap-account-manager.org  Telephone number 0123-4567-8900  Mobile number 0123-4567-8922
A it stat
+a | Account status
K | unix &8 Claudia @ ‘-
Samba o Bach @ L
[\ Password policy 4 N £A
= b Delete phot:
- elete photo
o] Pioase cick to lockfunlock this sccount Ciids Bach & @

If you click on the lock icon then a dialog will be opened to change these values. Depending on which parts are
locked LAM will provide options to lock/unlock account parts.

Change account status %

Lock
Unlock

F\ unix
¥

@ Samba
@)

Ly PPolicy

Sg Remove from all Unix graups

‘ g Remove from all group of (unique) names

Ok Cancel

Change account status %

Lock
Unlock

C\ unix
@ Samba

| (5] praiicy

Ok Cancel

Personal

This module is the most common basis for user accountsin LAM. Y ou can use it stand-alone to manage address
book entries or in combination with Unix, Samba or other modules.

The Persona module provides support for managing various persona data of your usersincluding mail addresses
and telephone numbers. Y ou can also add photos of your users (please install PHP Imagick/ImageMagick [http://
www.php.net/manual/en/book.imagick.php] for full fileformat support). If you do not need to manage all attributes
then you can deactivate them in your server profile.

Configuration

Please activate the module "Personal (inetOrgPerson)” for users.
% General settings % Account types s Modules @ yvodule settings

U Users

Selected modules Available modules

* Personal (inetOrgPersan)(*) ® & Account (account)(*)
Asterisk (asteriskAccount)
Asterisk voicemall (asterisk\vaicemail)
Authorized Services (authorizedServiceObject)
Custom figlds (customFields)

& Custom scripts (customscripts)

A EDU person (eduPersan)

1’ FreeRadius (freeRadius)

@ General information (generalinformation)

LG I SR S THE GRE S GRS

# Groups of names (groupOfiNamesUser)

The module manages|ots of fields. Probably, you will not need all of them. Y ou can hidefieldsin modul e settings.

In advanced options you may also set fields to read-only (for existing accounts) and define limits for photo files.
Additionally, you can add an "ou=addressbook" subentry to each user in case you manage user addressbooks.
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“& General settings £ Account types # Modules @ Module settings

_ % personal
a

Hidden options @

[ Description [ Street [ Post office box [ Postal code [ Lacation

O state O Pastal address O Registered adaress [J Office name (] Room number

[0 Telephone number (] Home telephone number (] Mobile number [ Fax number Pager

[ Email address [ Job title [ car license [ Employes type [ Business category
O Department O manager O organisational unit [J Organisation ] Employee number
[ Initials O web site O user certificates [ Photo O User name

~ Advanced options

Add addressbook (ou=addressbook) (] €

Read-only fields

[ Business category O Car license [ comman name [ Department (] Description
O Email address O Employee number [ Employee type O] Fax number O First name
[ Home telephone number [ Initials [ Job title O Last name: O Lacation
[ manager [ Mabile number [ Office name  [] Organisation [] Organisational unit
[ Pager [ Password [ Photo [ Post affice box [] Postal address
[ Postal cade [ Registered address [] Room number [] State [ Street
[ Telephone number [ User name [ Web site
Photo
Maximum width () [ @
Maximum height (px) [ @

Maimum file size (kB) [

User management

Claudia Bach Suffix| demo > People > test > dej RDN identifier | uid j (7]
cbach@ldap-account-manager.org Telephone number 0123-4567-8300 Mobile number 0123-4567-8922

Personal

ra
a

Delete photo

First name IC\aud\a
(\ Unix Last name IBach
E— Initials |

a EDU person Description Ic\aud\a Bach

QOO O

Kolab _Address

Street [Mystreet 123

Post office box [4c4s656

Postal code [12345

Lacation |

QOO0

State [

Postal address

©

Office name |

(S

Room number [a123

_ Contact data

Telephone number  [0123-4567-8900

Home telephone number|0123-4567-8911

Mobile number [0123-4567-8922

Fax number [

QOO O©O

Email address chach@ldap—account—manager‘ org

Werk det:

Job title [Manager

Carlicense

Employee number

|

|

Employee type |
Business category |
|

|

Department(s)

Organisation

QOO0 OOOO

Manager

L

User certificates can be uploaded and downloaded. LAM will automatically convert PEM to DER format.

Claudia Bach Suffix demo > People > test > de  RDN identifier ' uid e
= claudia bach@ldap-account-manager.org Telephone number 0123-4567-8900 Mobile number 0123-4567-8922

-~
o el [d %) 14476788081586606336; /C=DE/ST=Bavaria/L=City/0=RGSE/CN=test

Unix @ % 17839378481148738733; /C=DE/ST=Bavaria/lL=City/0=RGSE/CN=test2

O

(3] sambas
a EDU person New user certificate Browse ¢ Upload

Back

[d@ %) 15038736108651474403: /C=DE/ST=Bavaria/L=City/O=RGSE/CN=test3
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Table4.1. LDAP attribute mappings

Attribute name

Nameinside LAM

businessCategory Business category
carLicense Car license
cn/commonName Common name
departmentNumber Department(s)
description Description

employeeNumber

Employee number

employeeType Employee type
facsimileTelephoneNumber/fax Fax number
givenName/gn First name

homePhone Home telephone number
initials Initials

jpegPhoto Photo

I Location

labeledURI Web site
mail/rfc822Mailbox Email address

manager Manager

mobile/mobileTelephoneNumber

Mobile number

organizationName/o

Organisation

ou Organizational unit
pager Pager number
physical DeliveryOfficeName Office name
postal Address Postal address
postalCode Postal code
postOfficeBox Post office box
registeredAddress Registered address
roomNumber Room number
sn/surname Last name

st State
street/streetAddress Street
telephoneNumber Telephone number
title Job title
userCertificate User certificates
uid/userid User name
userPassword Password
Wildcards

This module provides the following wildcards (others may be provided by other modules):

o $firstname: First name
» $lastname: Last name

e $user: User name
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 $commonname: Common name

¢ $email: Email address

Y ou can use them in the following input fields on user edit screen:

» Common name

 Description

e Mail

* Postal address

* Registered address

* Website

Use this when some of your data always follows the same schema. E.g. using " $firstname $lastname” in common

name field can be used like this to get "First Last". Y ou can set the wildcards in profile editor so they are auto-
matically applied for new users.

First Last Suffix

-
— Personal User name (
i

First name |F\rst

Last name |Last

Initials |

Comman name
[$firstname $lastname X =+

® ©© © © ©

Description f

First Last Suffix

-
i Personal User name (

First name |F\rst

Last name |Last

Initials (

Cammon name
[First Last X +

© 00 © © ©

Description |

Unix
The Unix module manages Unix user accounts including group memberships.

There are several configuration options for this module;

» UID generator: LAM will suggest UID numbersfor your accounts. Please note that it may happen that there are
duplicate IDs assigned if users create accounts at the sametime. Use an overlay [http://www.openldap.org/doc/
admin24/overlays.html] like "Attribute Uniqueness' (example) if you have lots of LAM admins creating ac-
counts.

« Fixed range: LAM searches for free numbers within the given limits. LAM always tries to use a free UID
that is greater than the existing UIDs to prevent collisions with deleted accounts.

e Samba ID pool: This uses aspecial LDAP entry that includes attributes that store a counter for the last used
UID/GID. Please note that thisrequiresthat you install the Samba schema and create an LDAP entry of object
class "sambaUnixIdPool".

e Magic number: Use this if your LDAP server assigns the UID numbers automatically (e.g. DNA by 389
server). Enter the server's magic number setting.
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Password hash type: If possible use CRYPT-SHA512 or SSHA to protect your user's passwords. The option
SASL will set the password to "{ SASL} <user name>".

Login shells: List of valid login shells that can be selected when editing an account.

Hidden options: Some input fields can be hidden to simplify the GUI if you do not need them.

e Set primary group as memberUid: By default primary group membership is not set on group objects but only
on user (gidNumber). Activate thisif you need to have the primary group membership in group object, too.

Do not add object class: This is for Windows only. When the checkbox is activated then the posixAccount
object class will not be added to a user.

 User name suggestion: The user name is automatically filled as specified in the configuration (default smiller
for Steve Miller). Of course, the suggested value can be changed any time. Common name is also filled with
first/last name by defauilt.

= [\ uni
Users
UID generatar Fixed range =l @
Minimum UID number (10000 @
Madmum UID number (30000 @
Suffix for UID/user name check | @
Options
Password hash type SSHA I 7]
Login shells bin/bash 7]
/bin/csh
/bin/dash
/bin/false B
/bin/ksh
Hidden options €
[ Gecos
- Advanced options
Set primary group as memberuid [ @
Do not add abject class O (7]
User name suggestion [@givenname@esn%o @
Claudia Bach Suffix demo > People > test > de~| RDN identifier uid -|e

chach@Idap-account-manager.org Telephane number 0123-4567-8300 Mabile number 0123-4567-8922

-
~ Personal
i

User name ‘cbach (7]
[\ Unix Cammon name ‘cbech ©
= UID number [15429 @
‘E Samba3 | Gecos [Claudia Bach @
Primary group admins | @
Additional groups | Edit groups (7]
Home directory ‘/hcme/cbach @
Check home directories

Login shell /bin/bash | @

Passward Lock password = Remove password

Group memberships can be changed when clicking on "Edit groups®. Here you can select the Unix groups and
group of names memberships.

To enable "Group of names" please either add the groups module "groupOfNames'/*groupOfUniqueNames" or
add the account type "Group of names'.
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Claudia Bach Suffix demo > People > test > de  RDN identifier | uid @
) chach@Idap-account-manager.org Telephane number 0123-4567-8900 Mabile number 0123-4567-8922

Personal
Unix groups Group of names
A o
-2 Selected groups  Avallable groups Selected groups  Avallable groups
S— project! computers admins r
@ b project2 pleaders project it
project3 project2 managers
project3
& &
@ B
@ @
Back

Y ou can aso create home directories for your usersif you setup lamdaemon. This allows you to create the direc-
tories on the local or remote servers.

It is also possible to check the status of the user's home directories. If needed the directories can be created or
removed at any time.

@ save % Reset changes <5 Set password aaa | @ Load profile = @
Claudia Bach Suffix  demo > People > test > de -]  RDN identifier | uid -|e
chach@Idap-account-manager.arg Telephone number 0123-4567-8900 Mabile number 0123-4567-8922
rli Personal Home directory  /home/cbach
A Unix serverl < Delete

server? 3 Create

Samba 3

Back

Wildcards

This module provides the following wildcards (others may be provided by other modules):

* $user: User name

 $group: Groupe name (not numeric number)

Y ou can use them in the following input fields on user edit screen:

» Common name

» (Gecos

* Home directory

Usethiswhen some of your dataalwaysfollowsthe same schema. E.g. using "/home/$user” in home directory field

can be used like this to get "/home/myuser”. Y ou can set the wildcards in profile editor so they are automatically
applied for new users.

& personal User name [myuser [7)
ﬂ Unix Common name v x @ @
3 UID number | @
Gecos | @

Primary group demo = @

Additional groups Edit groups (7]

| Home directory [/home/$user @

Create home directory [ sepyverq @

Login shell /bin/bash =] @
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)
Personal User name [myuser

@

A o Common name [roser X & @
= UID number | @
Gecos | @

Primary group demo ] @

Additional groups Edit groups @

e [/nome/myuser (7]

Crzate home Arectory [ sepvert @

Login shell /bin/bash ~| @

Group of names and group of members (LAM Pro)

This module manages membershipsin group of (unique) names and also group of members.

Please note that this module cannot be used if the Unix module is active. In this case group memberships may
be managed with the Unix module.

Configuration

To activate this feature please add the user module "Group of names (groupOfNamesUser)" to your LAM server
profile.

“% General settings % Accounttypes | @ modules | % Module settings

o users
Selected modules Available modules
T Personal (inetOrgPerson)(*) ® & Account (account)(") -*
Asterisk (asteriskaccaunt) L
# Groups of names (groupOrNamesUser) ¥ Asterisk voicemail (asterisivoicemail) -
Authorized Services (autharizedServiceObject) g
Custom fields (customFields) -
& Custom scripts (customsSeripts) &Y
A EDU person (eduPerson) o
1’ FreeRadius (freeRadius) o=
& Ceneral information (generallnformation) £l
#| Hosts (hostObject) * [

The module automatically detects if groups are based on "groupOfNames', "groupOfUniqueNames' or
"groupOfMembers" and sets the correct attribute.

Claudia Bach Suffic | demo > People > test > de +f  RDN identifier |uid | €
cbach@ldap-account-managerorg  Telephone number 0123-4567-8800  Mobile number 0123-4567-8922
)
i Personal Selected groups Available groups
= admins hr
& SO praject] it
3}—?‘ Group of names managers
project2
project3
=)
=
@
Back

Organizational roles (LAM Pro)

LAM can manage role memberships in organizational Role objects. To activate this feature please add the user
module "Roles (organizational RoleUser)" to your LAM server profile.
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ral settings unttypes | ® modules | ® Module settings

I users
Selected modules Available modules
% Personal (inetOrgPerson)(*) b%e T Account (account)(*) £
Asterisk (asteriskAccount) P
8 Roles (organizationaiRoleUser) X Asterisk voicemail (asteriskVoicemail) -

Authorized Services (authorizedServiceObject) =
Custom Tields {customFields) *
& Custom scripts (customScripts)
A EDU person (eduPerson)
P FreeRadius (freeRadius)

& General information (generalinformation)

+ & % % 4

& Groups of names (groupOfiamesUser)

User editing

Now, there will be anew tab "Roles" when you edit your user accounts. Here you can select the role memberships.

Claudia Bach Suffix demo > People > test > de ~| RDN identifier uid ~| &
claudia bach@Idap-account-manager.org Telephone number 0123-4567-8300 Mobile number 0123-4567-8922
(]
Personal | selected roles Avallable roles
_— role1 [ role3 [H
§ g Roles role2
&
=]
@
7] =

Shadow

LAM supports the management of the LDAP substitution of /etc/shadow. Here you can setup password policies
for your Unix accounts and also view the last password change of a user.

Claudia Bach Suffix demo > People > test > dej RDN identifier | uid j (7]
cbach@lam-demo.org Telephone number 0123-4567-8300 Mabile number 1234-M

-
Personal Password warning @
A . Password expiration @
== Minimum password age (7]
=<2 Shadow Maximum passwaord age @
= Account expiration date  10.12.2020 Change @
; Quota
Last password change  28.11.2010 @

Remove Shadow account extension

NIS net groups

Configuration

Please add the module "NIS net groups (nisNetGroupUser)" to the list of active user modules.

% General settings £ Account types & podules @ Module settings

. users
Selected modules Available madules

% Personal (inetOrgPerson)(*) T Account (account)() *
Asterisk (asteriskAccaunt) L
O unix (posixaccount) X Asterisk voicemail (asteriskvoicemail) Y
T ——— " Authorized Services (autharizedServiceObject) g
Custom fields (customFields) -
& Gustom scripts (customScripts) o
A EDU person (eduPerson) o
) FreeRadius (freeRadius) £l
& Ceneral information (generallnformation) £l

£ Groups of names (groupOfilamesUser) * [
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User editing

You will now see a new tab when editing users. Here you can assign memberships in NIS net groups and also
set host/domain.

8 users @ Groups B s netgroups
d Save 4% Reset changes =5 Set password default 7| @ Load profle @
Claudia Bach Suffix demo > People > test > de~| RDNidentifier 'uid ~| @

= claudia.bach@Idap-account-manager.arg Telephane number 0123-4567-8900 Mobile number 0123-4567-8922

'? Personal Group Hast name Domain name
adminstrators [servert | ®
Uni P
& " groupat | | X
8 NS netgroups  aroupo2 [ [ x
adminstrators 7| | +

Password self reset (LAM Pro)

LAM Pro alows your users to reset their passwords by answering a security question. The reset link is displayed
on the self service page. Additionally, you can set question + answer in the admin interface.

Please note that self service and LAM admin interface are separated functionalities. Y ou need to specify the list
of possible security questions in both self service profile(s) and server profile(s).

Schema installation
Please install the LDAP schema as described here.
Activate password self reset module

Please activate the password self reset modulein your LAM Pro server profile.

“& General settings % Accounttypes | # Modules | # Module settings

! users
Selected modules Available modules

% Personal (inetOrgPerson)(") ® T Account (account)(*) -
Asterisk (asteriskAccount) £l
A Unix (posicaccaunt) X Asterisk voicemail (asteriskvoicemail) -
S T R Authorized Senvices (authorizedSenviceObject) &g
Custom fields (customFields) -
& Custom scripts (customSeripts) &l
B EDU person (eduPerson) -
() FreeRadius (freeRadius) -
© General information (generalinformation) -

# Groups of names (groupOfiNamesUser) * |5

Now select the tab "Module settings' and specify the list of possible security questions. Only these questions
will be selectable when you later edit accounts unless you explicitly allow to enter custom questions. LAM Pro
supports to set up to three security questions per user.

If you do not want to set backup email addresses then you can hide this option.

~ .y Password self reset

Security questions What is the name of your favourite pet? @
\What is the name of your favourite TV show?
\What is the brand of your first car?
Number of questions 37 @
Allow custom security questions [ [7]

Hidden options @
O Backup email

Edit users

After everything is setup please login to LAM Pro and edit your users. You will see a new tab called "Password
self reset”. Here you can activate/remove the password self reset function for each user. Y ou can also change the
security question and answer.
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If you set a backup email address then confirmation emails will also be sent to this address. Thisis useful if the
user password grants access to the user's primary mailbox. So passwords can be unlocked with an external email
address.

Hint: You can add the passwordSelfReset object classto all your users with the multi edit tool.

Samba 4 note: Due to a bug [https://bugzilla.samba.org/show_bug.cgi?d=10094] in Samba 4 you need to add
the extension, save, and then select a question and set the answer. If you add the extension, set question/answer
and then save al together thiswill cause an LDAP error and no changes will be saved.

Claudia Bach Suffix demo > People > test > de ~|  RDNidentifier uid ~| @
claudia.bach@ldap-account-manager.org Telephone number 0123-4567-8300 Mobile number 0123-4567-8322

L) Personal Question What is the name of your favourite pet? He
I

Answer [ @

Change

=<9 Password self reset

Question (2) |What is the brand of your first car? He

Answer (2) | @

Change

Question (3) | What is the name of your favourite TV show? 7| @

Answer (3) | @

Change

Backup email [cbach@rg-se.de @

Remove password self reset extension

Hosts

Y ou can specify alist of valid host names where the user may login. If you add the value "*" then the user may
login to any host. This can be further restricted by adding explicit deny entries which are prefixed with "!" (e.g.
"lhr_server").

Please note that your PAM settings need to support host restrictions. This feature is enabled by setting
pam_check_host_attr yesinyour /etc/pam_ldap.conf. When it is enabled then the account facility of pam_|dap
will perform the checks and return an error when no proper host attribute is present. Please note that users without
host attribute cannot login to such a configured server.

Claudia Bach Suffix| demo > People > test > de x|  RDN identifier| uid ~| @
cbach@ldap-account-manager.org Telephone number 0123-4567-8300 Mobile number 0123-4567-8922

.

;. Personal | g [server01 b 7]

A Unix Host  [server02 X e

— New host‘ @
Hosts

Remove host extension

Samba 3

LAM supports full Samba 3 user management including logon hours and terminal server options.

The module is enabled by adding " Samba 3 (sambaSamA ccount)" to your user modules.
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# podules

@ Module settings

2 Jobs

“ General settings | % Account types

'\ Users

Selected modules

3 X
D Unix (pos R
[#] Samba 3 (sambaSamAct b 4

Available modules

T Account (account)(*)
Asterisk (asteriskAccaunt)
Asterisk voicemail (asteriskvoicemail)
Authorized Services (authorizedServiceObject)
Custom fields (customFields)

& Custom scripts (customSeripts)

M EDU person (eduPerson)

() FreeRadius (freeRadius)

& General information (generalinfarmation)

LA T G S S S T

In the configuration options you can enable password history checking. Depending on your LDAP server you
might need ascending or descending order. Just switch the setting if the password history is not correctly updated.

In case you have no very old Windows clients (e.g. Windows 98) it is recommended to disable LM hashes. They
are considered to be insecure.

Y ou can a'so hide someinput fields if you do not need them.

~4 General settings © Account types

s Modules

W Module settings Z Jobs

, Samba 3

Password history | yes - ordered ascending -] @

Disable LM hashes [yes =| @

Hidden options @

[ Home drive [ Home path

O Profile path

[ samba workstations [] Logon hours [] Terminal server options

[ Lagon script [ Last password change:

After configuring the module you will see the Samba 3 tab when you edit a user.

Claudia Bach
chach@Idap-account-manager org

Telephone number 0123-4567-8900

Suffix| demo > People > test > de x|  RDN identifier | uid

)
Personal

’ Display name [claudia Bach 7]
8 . Use no passward O @
a9, Password does not expire 7]
e SO
Password change at next lagin [ (7}

User can change password 07.08.2011 23:05 (7]

User must change password (7]

Account expiration date Change (7}

Home drive x = (7}

Home path | 7]

Profile path | @

Logon script I @

Samba workstations Edit workstations o

Windows graup admins k| @

Special user - =l (7}

Domain Mycermpany x| @

Lagon hours Edit @

Terminal server options Edit @

Remove Samba 3 extension

Logon hours can be changed.

Mobile number 0123-4567-8922

-|e
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Claudia Bach Suffix| demo > People > test > de |  RDN identifier | uid -|le
chach@ldap-account-manager.org Telephone number 0123-4567-8900 Mobile number 0123-4567-8922
2 personal | Time Sunday Monday Tuesday Wednesday Thursday Friday Saturday
00:00- 00:59 ]
[\ Unix 01:00- 01:59

02:00- 0259

Samba3  03:00-0359

04:00 - 04:59
05:00- 05:59
06:00 - 06:59
07:00-07:59
08:00 - 08:59
09:00- 09:59
10:00- 10:59
11:00- 11:59
12:00-12:59
13:00- 13:59
14:00- 1459
15:00- 15:59
16:00- 16:59
17.00-17:59
18:00- 18:59
19:00- 19:59

20:00- 20:59
21:00- 21:59
22:00- 2259
23:00- 2359

Ok | | Cancel

Y ou can aso setup terminal server settings.

Claudia Bach Suffix| demo > People > test > de |  RDN identifier | uid -le
cbach@ldap-account-managerorg  Telephone number 0123-4567-8900  Mablle number 0123-4567-8922
- o

Fersonal Allow terminal server login O @

A Home dirsctory |\_\home'\cbach @
Lz Home drive o A @

Samba s Profie pam | @

Inherit client startup canfiguration (7]
Initial program flogin bat @
‘Waorking directary | (7]
Connection time limit fo @
Disconnection time limit fo @
ldle time limit fo (7]
Connect client drives @
Connect client printers @
Client printer is default (7}
Shadowing input off, notify off = @
On broken or timed out connection | reset = @
Reconnect if disconnscted from any dlient | @
Ok | | Cancel

Windows (Samba 4)

Please activate the account type "Users' in your LAM server profile and then add the user module "Windows
(windowsUser)(*)".

I users User accounts (2.9 Unix, Samba and Kolab) ®

LDAP suffix [Dc=samba4,DC=test @  Listattributes [#cn; #givenName; #sn; #mail @

Advanced options

The default list attributes are for Unix and not suitable for Windows (blank lines in account table). Please use
"#enj#HgivenName;#sn;#mail” or select your own attributes to display in the account list.

& General settings © Account types 5 Modules s odule settings

o users
Selected madules Available modules
[ Windows (windowsUser) % % Account (account)(”) &
Asterisk (asterisiAccount) o
Asterisk voicemail (asteriskvoicemal) 4

Authorized Services (autharizedServiceObject) ==

Custom fields (customFields)

4

@ Custom scripts (customScripts)
W EDU person (eduPersan)
i) FreeRadius (freeRadius)

© General information (generalinformation)

L G O G S

% Groups of names (groupOfNamesUser)
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On tab "Module settings" you can specify the possible Windows domain names and if pre-Windows 2000 user
names should be managed.

NIS support is deactivated by default. Enableit if needed.
~% General settings £ Account types & podules % Module settings

_ Windows

Domains

w2008 test (7]
samba4. test

Hidden options @
O user name (pre W2k) O NIS name [J NIS damain

Now you can manage your Windows users and e.g. assign groups. Y ou might want to set the default domain name
in the profile editor.

Attention:

* Password changes require a secure connection vialdaps://. Check your LAM server profileif password changes
arerefused by the server.

* Your server must run a 64bit operating system. Otherwise, the module might not work.

Claudia Bach Suffix demo > samba4 > test x| RON identifier ‘cn ~| &

i cbach@ldap-account-manager.org

[2%] windows

General Groups
A o
== User name [ebach  [sambastest 7 @ Edit groups
User name (pre W2K) [cbach @ proect!
First name [claudia @
Last name [each @
Common name [claudia Bach 7}
Display name [claudia Bach @
Initials [ce @
Description [ @
Address
SHEE: Some street 123 @

Post office box [

Postal code [123456

S-S ]

Location [somecity

State [

[ S-3)

Office name [

Contact data

Ermail address [cbach@ldap-account-manager.org
Email alias (

©Q

Telephone number [
Other telephone numbers |

(SN

Web site [
Other web sites f

[SX-]

Options

Account is locked

User must change passward [
Account is deactivated O
Password does not expire [
Require smartcard O

(SESESESES)

User profile

Prafile path |

© Q0

Logon script [

Wildcards
This module provides the following wildcards (others may be provided by other modules):

o $firstname: First name
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$lastname: Last name

o $user: User name

 $commonname: Common name

 $email: Email address

Y ou can use them in the following input fields on user edit screen:
» Common name

» Display name

o Emall

» Email alias

e Homedirectory

* Profile path

o Script path

Use this when some of your data always follows the same schema. E.g. using " $firstname $lastname” in common

name field can be used like thisto get "First Last". Y ou can set the wildcards in profile editor so they are auto-
matically applied for new users.

@ Windows General
User name myuser w2012 =|
User name (pre W2K) (
First name |F|rst
Last name |Last
Common name |$ﬁrsmame $lastname]
IE Vindows General
User name * myuser w2012 |
User name (pre W2K) (
First name |F|rst
Last name |Last
Comman name |F|rst Last

Filesystem quota (lamdaemon)

Y ou can manage file system quotas with LAM. This requires to setup lamdaemon. LAM connects to your server
via SSH and manages the disk filesystem quotas. The quotas are stored directly on the filesystem. This is the
default mechanism to store quotas for most systems.

Please add the module "Quota (quota)" for users to your LAM server profile to enable this feature.

If you store the quota information directly inside LDAP please see the next section.

Claudia Bach Suffix  demo > People > test > de~] RDN identifier|uid ~| @
cbach@lam-demo.org Telephone number 0123-4567-8900 Mobile number 1234-M

)
Personal

localhost
[\ Unix
= Mountpoint Used blocks  Soft black limit Hard black limit Grace block period Used inodes  Soft inade limit Hard inade limit Grace inade period
E) quota @ @ @ @ @ @ @ @ @
- [datenfprajekte/lam/quotaTest/userOnlyMaunt 0 ‘1000 ‘QDDD 0 ‘QDDD ‘BDDD
[daten/prajekte/lam/quotaTest/userAndGraupMaunt 0 ‘SOD ‘IDDD 0 ‘SDD ‘750
/ 0 [toooo [15000 0 [2000 [3000
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Filesystem quota (LDAP)

You can store your filesystem quotas directly in LDAP. See Linux DiskQuota [http://sourceforge.net/projects/
linuxquota/] for details since it requires quota tools that support LDAP. Y ou will need to install the quota LDAP
schema to manage the object class "systemQuotas’.

Please add the module "Quota (systemQuotas)" for usersto your LAM server profile to enable this feature.

If you store the quota information on the filesystem please see the previous section.

Claudia Bach Suffix| demo > People > test > de -]  RDN identifier | uid ~| €
chach@Idap-account-manager.org Telephone number 0123-4567-8300 Mabile number 0123-4567-8922

)

i Persenal Mountpaint Soft block limit Hard block limit Softinode limit Hard inode limit

[\ [home [200000 [250000 [to000 [15000 ®

Unix

- [fshare [s00000 [700000 [20000 [25000 ®

E) quota [ o o [o o *

Kolab

This module supports to manage Kolab accounts with LAM. E.g. you can set the user's mail quota and define
invitation policies.

Please add the Kolab user module in your LAM server profile to activate Kolab support.

Sel oc Available modules
(= G (- |Custom scripts (customscripts)
Kolab (kolabUser) & Person)
o |Free Radius)
eneral information (generallnformation)
oups o groupOfiamesUser) v

Attention: LAM will add the object class"mailrecipient” by default. Thisobject classisavailable on 389 directory
server but may not be present on e.g. OpenLDAP. Please deactivate the following setting (LAM server profile,
module settings) if you do not use this object class.

‘, Kalab

Manage object class "mailrzcipient’ [ @

Please enter an email address at the Personal page and set a Unix password first. Both are required that Kolab
accepts the accounts. The email address ("Personal" page) must match your Kolab domain, otherwise the account
will not work.

Attention: The mailbox server cannot be changed after the account has been saved. Please make sure that the
valueis correct.

Kolab users should not be directly deleted with LAM. Y ou can mark an account for deletion which then is done
by the Kolab server itself. This makes sure that the mailbox etc. is aso deleted.
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Claudia Bach Suffix demo > People > test > de  RDN identifier uid e
i claudia.bach@Ildap-account-manager.org Telephone number 0123-4567-8300 Mobile number 0123-4567-8922

- .
i Personal Mailbox home server gmail Idap-account-manager.org (7]
A v Invitation policy
Samba 3 Anyone Manual e
[nmeier@ldap-account-manager.org Always accept *| & @
folab [fmontag@lidap-account-managerorg  (Always reject ] % @
( Always accept x| 4 @

[Email aliases

[cbach@ldap-account-manager.org b 7]

[ * @
Delegates

hschuster@localhost IR e
claudia bach@|dap-account-manager.org =) 4 @

Options
Allowed recepients |,g\,.\ com L 7]
Allowed senders [Fevil.com + @

mark account for deletion &

If you upgrade existing non-K olab accounts please make sure that the account has an Unix password.

Asterisk

LAM supports Asterisk accounts, too. See the Asterisk section for details.

EDU person

EDU person accounts are mainly used in university networks. You can specify the principal name, nick names
and much more.

Claudia Bach Suffix demo > People > test > de  RDN identifier | uid e
i claudia.bach@Idap-account-manager.org Telephone number 0123-4567-8900 Mobile number 0123-4567-8922
. .

AR aciEanal Principal name chach (7]
8 Primary affiliation employee  ~| (7]
Unix . ~

S5 Scapenlatilatons affiiate =] @[55 berkeley edu Xp 9

Samba3 Affiliations brarywalkin =) 3¢ (7]

g EDU person ) %

employes =) %

afiiiate =
Nick names [elaudia X (7]
Entitlements [urn:mace:washingten.sdu. confocalMicioscope X 7]
Organisation [o=Hogwarts,dc=hsww dc=wiz (7]
Primary organisational unit |uu:F'uﬂuns‘u:Hugwans.d::hsww‘d::wwz Q@
Organisational units [ou=Pations s=Hogwarts,dc=hsww dc=wiz R @
Assurance profiles [um:mace:incommon:IAG:sample ® @

[nttp:#idm. example. org/LOA#Ssample X

Remove EDU person extension

PyKota

There are two LAM user modules depending if your user entries should be built on object class "pykotaObject"
or a different structural object class (e.g. "inetOrgPerson”). For "pykotaObject” please select "PyKota (pyko-
taUserStructural (*))" and "PyKota (pykotalUser)" in all other cases.
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& General settings i~ Accounttypes % Modules s odule settings

o users
Selected modules Available modules

® Personal (inetOrgPerson)(*) X & Account (accounty(") -
Asterisk (asteriskAccount) -
A Unix (posbeAccount) X Asterisk voicemail (asteriskvoicemail) -
T - % Autharized Services (authorizedServiceObject) =
Custom fields (customFields) £l
@ Custom scripts (customScripts) L
3 EDU person (eduPerson) £l
1) FreeRadius (freeRadius) Y
© General information (generallnformation) o

# Groups of names (groupOfNamesUser) * 5

To display the job history please setup the job DN on tab "Module settings':

~ L pykota

Jab suffix [ou=jobs,ou=pykota,o=test,c=de @ ‘

Now you can add the PyKota extension to your user accounts. Here you can setup the printing options and add
payments for this user.

For LAM Pro there are also self service fieldsto allow users e.g. to view their current balance and job history.

Demo User Suffic | People > pykota > test > de ¥| RDN identifier cn x| €
aRacEcal Pykota user name [dema @
A Balance 50 @

uni

.3 Payment P Add @
= pykota Payment history  Job history 7]
Limit type Quota = [7]
Overcharge factor 1.0 @

Remove PyKota extension

Y ou may also view the payment and job history.

Demo User Suffix | People > pykota > test > de ] RDN identifier cn -] &
Personal Total paid 50 @
[\ Unix Payment history
- Date Amount  Comment
M- PyKota
= 2013-10-15 18:30:54 00 50.0  initial payment
Back
Demo User Suffix people > pykota > test > de  RDN identifier (cn ~| @
Personal Date Printer Price Size Title

2409.2013 18:55:28 GMT  Virtual_PDF _Printer 95 90 LDAP Account Manager Pro (localhost:389)

A o
A

. PyKota

Back

Password policy (LAM Pro)

OpenL DAP supports the ppolicy [http:/linux.die.net/man/5/slapo-ppolicy] overlay to manage password policies
for LDAP entries. LAM Pro supports managing the policies and assigning them to user accounts.

Please add the account type "Password policies' to your LAM server profile and activate the "Password policy"
module for the user type.
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“6 General settings 9 Accounttypes | # Modules | 8 Module settings ) Jobs
! Users
Selected modules Available modules

% Personal (inetOrgPersan)(*) R T Account (account)(*)
Asterisk (asteriskAccount)
) % (pOSKACCOUNt) b
& Unix(p x Asterisk voicemail (asteriskvaicemal)
B\ Py T % Authorized Services (authorzedServiceobject)

Custom fields (customFields)
& Custom scripts (customScripts)
2 EDU person (eduPerson)

1! FreeRadius (freeRadius)

L 2L S S I R S S T

© General information (generalinformation)

Y ou can select the password policy and force a password change on next login. Accounts can also be (un)locked.

Claudia Bach Suffix  demo > People > test > de x| RDN identifier| uid =| @
cbach@Idap-account-manager.org Telephone number 0123-4567-8300 Mabile number 1234-M

-
Personal

Password palicy defaultj @
Password change required [J (7]
Q Ch Last password change  28.11.2010 00:05:23 GMT
A Lackout time 28.04.2011 18:19:35 GMT

Unlock account

You can assign any password policy which is found in the LDAP suffix of the "Password policies’ type. When
you set the policy to "default” then OpenLDAP will use the default policy as defined in your slapd.conf file.

Attention: Locking and unlocking requires that you also activate the option "Lockout users' in the assigned
password policy. Otherwise, it will have no effect.

Account locking for 389ds (LAM Pro)

This module alows you to display if users are locked by 389ds server. You can (de)activate your users. The
password expiration time can also be managed.

Requirements: 389ds LDAP server
Configuration

Please add the user module "Account locking (locking389ds)".

o users
Selected modules Available madules
T Personal (inetOrgPerson)(*) x 7 Account (account)(?)
Asterisk (asteriskAccaunt)
A Unix (posixAccount) X

Asterisk voicemail (asteriskvoicemail)

& Account locking (locking388ds) X Autharized Services (authorizedService Object)
Custom fields (customFields)

& Custom scripts (customSeripts)

A EDU person (eduPerson)

() FreeRadius (freeRadius)

L T G TSI S S G

& CGeneral information (generalinformation)

Thiswill show the password expiration time. Y ou can edit the value if needed.
If thereareany failed login attemptsthen LAM displaystheir number and till when the user islocked by the system.

The limit of failed login attempts and lockout duration is configured on your LDAP server and not within LAM.
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Demo User Suffix People > dirsrv > de -]  RDN identifier |uid =]
i

- . N

- Personal Password expiration 21.07.2018 00:00:00

i

8 unix

it Retry count 3

Locked till 19.06.2016 17:49:54
L“/ Account locking

Y ou can unlock the user by clicking on the lock icon.
Here you can also (de)activate the account.

Note: Accounts are only locked by the LDAP server due to failed password attempts. Y ou cannot manually lock
an account. Deactivate it in case you want to disable login for a user.

Demo User
ot
Account status
me Demo
Unix @&
Locked (5 me User
Active ’—
+ Please click to lockiunlock this account.  tion —

FreeRadius

FreeRadiusis asoftware that implements the RADIUS authentication protocol. LAM allows you to mange several
of the FreeRadius attributes.

To activate the FreeRadius plugin please activate the FreeRadius user module in your server profile:

“% Generalsettings % Accounttypes | @ modules | ¥ Module settings

o users
Selected modules Available modules
% Personal (inetOrgPerson)(*) ® & Account (account)(") -«
Asterisk (asteriskAccaunt) Y
D Unix (posixaccount) x Asterisk voicemail (asteriskvoicemail) -~
S S — " Authorized Services (autharizedServiceObject) =g
Custom fields (customFields) -
& Custom scripts (customsSeripts) &Y
M EDU person (eduPerson) o
@ General information (generalinformation) '
£ Groups of names (groupCfNamesUser) L
#| Hosts (hostObject) * [

Y ou can disable unneeded fields on the tab "Module settings'. Here you can aso set the DN where your Radius
profile templates are stored if you use the option "Profile".

- ‘((l)) FreeRadius

Profie DN [ou=radiusProfiles,o=test,c=de @

Hidden options &

O adaress [ netmask [JReam [ Group names [ Expiration date
O idle timeout [ Profile [ Enabled

Now you will seethe tab "FreeRadius' when editing users. The extension can be (de)activated for each user. You
can setup e.g. realm, |P and expiration date.

Claudia Bach suffic| demo > People > test > de¥| RDN identifier uid *| €
chach@Idap-account-manager org Telephone number 0123-4567-8900 Mobile number 0123-4567-8922

R cEanal Realm [dap-account-manager.org (7]

(F\ 0 Group names [Lsers (7]
S Tl [admin -

@ID) Freeradius P address  [123.123.123.123 (7]

Net mask [z55.255.255.0 7}

Idle timeout  [3600 7]

Expiration date 01.01.2020 00:00 Change @

Remove FreeRadius extension
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Heimdal Kerberos (LAM Pro)

Y ou can manage your Heimdal Kerberos accounts with LAM Pro. Please add the user module "Kerberos (heim-
dalKerberos)" to activate this feature.

Setup password changing

LAM Pro cannot generate the password hashes itself because Heimdal uses a propietary format for them. There-
fore, LAM Pro needsto call e.g. kadmin to set the password.

The wildcards @@password@@ and @@principa @@ are replaced with password and principal name. Please
use keytab authentication for this command since it must run without any interaction.

Exampleto createakeytab: ktutil -k /root/lam.keytab add -p lam@LAM.LOCAL -eaes256-cts-hmac-shal-96-V 1

Security hint: Please secure your LAM Pro server since the new passwords will be visible for a short term in the
process list during password change.

% General seftings 3 Account types s Modules 5 Module settings

-~ @ Kerberos

Password change command [Jusrsbinfkadmin -K Jroot/lam.keytab -p lam/admin passwd -p @@password@@ @@principali @

User management

Y ou can specify the principal/user name, ticket lifetimes and expiration dates. Additionally, you can set various
account options.

test Suffix| kerberos > test > de »|  RON Identifier | uid -|e

T Account sename st (7]

s Ticket lifetime @
N .

& Renewable Iifetime @
L, Keberos  Account expiration date 01.01.2020 23:59:59 GMT Change @

User must change password 01.01.2013 23:598:59 GMT Change @

Options

Disallow forwardable tickets
Disallow proxiabl
Disallow renewal

ki
Disallow all tickets O
Requires preauthentication [J
Password change service [

SISESTSESTSISESISES)

Remove Kerberos extension

MIT Kerberos (LAM Pro)

You can manage your MIT Kerberos accounts with LAM Pro. Please add the user module "Kerberos (mitKer-
beros)" to activate this feature. If you want to manage entries based on the structural object class "krbPrincipal"
please use "Kerberos (mitK erberosStructural)" instead.

Setup password changing

LAM Pro cannot generate the password hashes itself because MIT uses a propietary format for them. Therefore,
LAM Pro needsto call kadmin/kadmin.local to set the password.

LAM will add "-q ‘cpw -pw PASSWORD PRINCIPAL" to the command to set the password. Please use keytab
authentication for this command since it must run without any interaction.

Keytabs may be created with the "ktutil" application.

Security hint: Please secure your LAM Pro server since the new passwords will be visible for a short term in the
process list during password change.
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Please note that kadmin/kadmin.local often returns a successful command even if errors occured (e.g. password
policy violations). You need to test this before and if affected then write a wrapper script arround kadmin that
returns non-zero return codes for errors.

Example commands:
¢ Jusr/sbin/kadmin -k -t /home/www-data/apache.keytab -p realm/changepwd

* sudo /usr/shin/kadmin.local

— ) Kerberos
A

Passward change command | k4 keytab -p

3]

User management

Y ou can specify the principal/user name, ticket lifetimes and expiration dates. Additionally, you can set various
account options.

demo Suffix mitkerheros > test > de »|  RDN identifier icn " L[ ()
- _
o Personal Ger name demo@LAN.LOCAL (7]
Failed logins (7]
A e “
s Ticket lifetime 14 ©
D) Kerberos  Renewable Ifetime 0 @
1A
User must change password - Change @
Account expiration date 31.12.2020 23:59:59 GMT Change @
Last password change @
Last lagin (7]
Options
Force password change O (7]
Disallow forwardable tickets O 7]
Disallow proxiable O @
Disallow renew: O 7]
Disallow post-dated tickets O (7}
Disallow service tickets O @
Disallow er authentication (] 7]
Disallow all tickets O @
Requires preauthentication @
Requires hardware authentication ] (7}
Password change service O @

Remove Kerberos extension

NIS mail aliases

This module allows to add/remove the user in mail alias entries.
Note: You need to activate the mail alias type for this module.

To activate mail aliases for users please select the module "Mail aiases (nisMailAliasUser)":

~% General settings © Account types W Modules 5 \odule settings

 users
Selected modules Available modules
& Personal (inetOrgPerson)(*) xR T Account (account)(*) P
Asterisk (asteriskAccount) *
A Unix (posixAccount) X Asterisk voicemail (asterisikvoicemail) -
§ . Authorized Services (authorizedServiceObject) ==
] Mail aliases (nisMailAliasUser) K

Custom fields (customFields) £
& Custom scripts (customScripts)
# EDU person (eduPersan)
i) FreeRadius (freeRadius)

@ General information (generalinformation)

+ & % % 4

# Graups of names (groupOfNamesUser)

On tab Module settings you can select if you want to set the user name or email asrecipient in alias entries.
|_E Mail aliases

Hidden options @

[ Aliases for user name [J Aliases for email ‘
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Now you will see the mail aliases tab when editing an user.

Thered crosswill only remove the user from the alias entry. If you click the trash can button then the whole alias
entry (which may contain other users) will be deleted.

Claudia Bach Suffix demo > People > test > de  RDN identifier uid j (7]
i claudia bach@l|dap-account-manager.org Telephone number 0123-4567-8900 Mobile number 0123-4567-8922

-
Personal

A unix
9
[] Mail liases

Aliases for username
myaiiast 3§ &

4 Add

Aliases for email

claudia bach external 3¢

claudiabach Xxa

+* Add

Y ou can add the user to existing alias entries or create completly new ones.

Claudia Bach Suffix demo > People > test > de  RDN identifier  uid J ©
i claudia bach@ldap-account-manager.org Telephone number 0123-4567-8900 Mobile number 0123-4567-8922
-

Personal Recipient  cbach
F\ Unix Create new alias
3
/| Mail aliases Suffix ou=mailaliases,o=test,c=de e
Allas name [ @
& Create
Add to existing alias
dlaudia.bach.external =]
dlaudiabach
testalias
testalias2
Alias names [7]
=
= Add

Courier mail

This module allows to add/remove the Courier extension for users.

Configuration:

Please activate the module Courier for users to enable this extension. The Unix moduleis optional.

% General settings © Account types % Modules # Vodule settings ~ Jobs

£ Unix Users

Selected modules Available modules
% Personal (inetQrgPersan)(*) *® T Account (account)(%) -
(& Account locking (locking389ds) -
Km0l (RABHAIRE) x Asterisic (asteriskAccount) -
B R T % Asteriskc voicemall (asteriskvaicemail) -
Authorized Services (authorizedServiceObject) ==
Custom fields (customFields) £
& Custom scripts (customScripts) -
B EDU person (eduPerson) -
) FreeRadius (freeRadius) * =
Usage:
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Y our user tab will now show the Courier extension. This can be added/removed any time.

Here you can configure the home directory in case the Unix moduleis not activated. Additionally, mailbox folder,
guota, server and feature flags can be configured.

Demo User Suffix courier2 > test > de  RDN identifier | cn | @
demo@|dap-account-manager.org

 personal Home directory [fhome/demo

@

Mailbox folder [mnt/mail/demo/ @
E] Courier

WMailbox host [mailserver (7]
Mail quota 500 MB | @
Disable IMAP Use O @
Disable POP3 use ] @
Disable Webmail use @
Disable Shared Folder use @

Remove Courier mail extension

Qmail (LAM Pro)

LAM Pro manages all gmail attributes for users. Thisincludes mail addresses, ID numbers and quota settings.

Please note that the main mail address is managed on tab "Persona” if this module is active. Otherwise, it will
be on the gmail tab.

Claudia Bach Suffix dema > People > test > de  RDN identifier uid e
s claudia.bach@ldap-account-manager .org Telephone number 0123-4567-8300 Mobile number 0123-4567-8922
-~ e - ~

| Pesonal | Alternate adoress  [Shach@idap accountmanager org + @
Forwarding address [cpach X @

& e [ ccount og e
= UID number 1234 7]
[@¥) samba3 | oD number [iri (7]
Server address [amailldap-account-manager org (7]
] amail o
D mel Message store [fmailsfcbach (7]
Account status Active =l (7]
Configuration type | LDAP + gmail o e
Delivery mode Default o e

Autareply text | am out of office
Your mails will be answered soon @
Delivery program [ @
Deletion date 1.1.2020 Change (7]
Quota

Quota size [1000000000 (7]
Message count limit [10000 @
Message size limit  [100000000 (7}

Remave qmail extension

Y ou can hide several gmail optionsif you do not want to manage them with LAM. This can be done on the module
settings tab of your LAM server profile.

|,E amail

Hidden options @

[ quota size [ message count limit [] Message size limit [J UID number [ GID number
O Autoreply text O Server address [ Message store [ Delivery program [ Deletion date
[ configuration type

Mail routing
LAM supports to manage mail routing for user accounts.
Module activation:

This feature can be activated by adding the "Mail routing" module to the user account type in your server profile.
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“s General setings % Accounttypes | % Modules | # mModule settings 2 Jobs
. Users
Selected modules Available modules
7 Personal (inetorgPerson)(*) *® T Account (accaunt)(*)

4 Account locking (locking389ds)
) Mail routing (inetLocalMailRecipient) R Asterisk (asteriskAccount)
Asterisk vaicemall (asterisk\Vaicemail)
Authorized Services (authorizedServiceObject)
Custom figlds (customFields)

@ Custom scripts (customScripts)

A EDU person (eduPersan)

L S S T T TR S S TR

1) FreeRadius (freeRadius)

Usage:
Y ou can specify arouting address, the mail server and a number of local addresses to route.

In case you want to add this extension by default for new usersthere is an option in profile editor.

Claudia Bach Suffix demo > People > test > de x| RDN identifier |uid ~| €
claudia bach@ldap-account-manager org Telephone number 0123-4567-8900 Mabile number 0123-4567-8922

® personal Routing address  [cbach@example.com @

i
Mail server |qma\\‘ldap—account—manageh org @

| Mail routing
Local address  [daudia bach@example.com X o
New lacal address [ +* @

Remove mail routing extension

SSH keys

Y ou can manageyour public keysfor SSH in LAM if youinstalled the LPK patch for SSH [http://code.google.com/
p/openssh-Ipk/]. Activate the "SSH public key" module for users in the server profile and you can add keys to
your user entries.

)
[ Personal {\ Unix | =<0 SSH public key

DN: uid=demo,ou=People,o=test,c=de Suffix. [ People > test > de ~| RDN identifier: [uid -] @

New SSH public key | o

Authorized services

Y ou can setup PAM to check if auser isallowed to run aspecific service (e.g. sshd) by reading the LDAP attribute
"authorizedService". Thisway you can manage al allowed servicesviaLAM.

To activate this PAM feature please setup your /etc/libnss-ldap.conf and set "pam_check_service attr" to "yes'.

Inside LAM you can now set the allowed services. Y ou may also setup default servicesin your account profiles.

Claudia Bach suffix| demo > People > test > dex| RDN igentifier| uid x| &
chach@ldap-account-manager.org Telephone number 0123-4567-8900 Mobile number 0123-4567-8322

Personal Authorized Services  [sshd X o
[\ [imap X e
Unix -
2 New Authorized Service [ +* @

{00 Authorized Services
z Remove Authorized Service extension

You can define alist of servicesin your LAM server profile that is used for autocompl etion.

(" Authorized Services

Predefined services [ssnd
imap
itp

3]
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The autocompletion will show all values that contains the entered text. To display the whole list you can press
backspace in the empty input field. Of course, you can also insert a service name that isnot in the list.

steve Miller Suffic| PeopleU > test > de »|  RDN identifier [cn | €
user@company.com Telephone number 123-123-1234 Mobile number 123-123-1235

S Fersonal
R R8/E003) New Authorized Semvice [p > @

o imap
- Authoriz

ENMCHE] Remove Authorized Servi¢
ftp

IMAP mailboxes

LAM may create and delete mailboxes on an IMAP server for your user accounts. Y ou will need an IMAP server
that supports either SSL or TL S for this feature.

To activate the mailbox management module please add the "Mailbox (imapAccess)" module for the type user
inyour LAM server profile:

% General settings 9 Account types % Modules % Module settings

Users

Selected modules Available modules

® Persanal (inetGrgPersan)(*) X & Account (account)(*) &*
Asterisk (asteriskAccount) &+
A Unix (posbeAccount) & Asterisk vaicemail (asteriskvaicemail) -
Authorized Services (authorizedServiceObject)
] Mailbox (imapAccess) ®
Custom fields (customFields) o
& Custom scripts (customsSeripts) &
H EDU person (eduPerson) o
1 FreeRadius (freeRadius) +*
@ General information (generalinformation) £l
# Groups of names (groupOfNamesUser) * [

Now configure the module on the tab "Module settings'. Here you can specify the IMAP server name, encryption
options, the authentication for the IMAP connection and the valid mail domains. LAM can use either your LAM
login password for the IMAP connection or display a dialog where you need to enter the password. It is also
possible to store the admin password in your server profile. Thisis not recommended for security reasons.

The user name can either be afixed name (e.g. "admin™) or it can be generated with L DAP attributes of the LAM
admn user. E.g. $uid$ will be transformed to "myUser" if you login with "uid=myUser,ou=peopl e,dc=example,d-
c=com".

The mail domains specify for which accounts mailboxes may be created/del eted. E.g. if you enter "lam-demo.org"
then mailboxes can be managed for "user@lam-demo.org" but not for "user@example.com”. Use "*" for any
domain.

You need to install the SSL certificate of the CA that signed your server certificate. This is usually done by
installing the certificate in /etc/ssl/certs. Different Linux distributions may offer different ways to do this. For
Debian please copy the certificate in "/usr/local/share/ca-certificates’ and run "update-ca-certificates' as root.

It is not recommended to disable the validation of IMAP server certificates.

The prefix, user name attribute and path separator specifieshow your mailboxesare named (e.g. "user.myUser @l o-
calhost” or "user/myUser"). Select the values depending on your IMAP server settings.

Y ou can specify alist of initial folder names to create for new mailboxes. LAM will then create them with each
new mailbox.
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,LT_I Mailbo:

Server address [localhost (7}
Encryption pratocol TLS 7]
validate server certificate | No 5 e
IMAP admin user [fuidg @
IMAP password input LAM user password j @
Wail domains [ @
Prefix for mailboxes [user (7}
Initial falders Trash @
Sent
Drafts
User name attribute uid 7]
Path separator , 7]

When you edit an user account then you will now see the tab "Mailbox". Here you can create/del ete the mailbox
for this user.

Claudia Bach Suffix| demo > People > test > de~| RDNidentifier uid ~| €@
cbach@Idap-account-manager.org Telephone number 0123-4567-8900 Mabile number 0123-4567-8922

.
Personal Email address chach@Idap-account-manager.org
Mailbox user.chach @
£\ unix

[ Maibox ~ Quotalimit (k8) 100000 @  Update quota

Current usage (kB) 0

Mailbox already exists on IMAP server.

Delete mailbox

IP addresses (LAM Pro)

Y ou can manage the | P addresses of user accounts (e.g. assigned by DHCP) with the ipHost module.

Configuration

“4 General settings & Accounttypes | # Modules | # Module settings < Jobs
I users
Selected modules Available modules
w > (L ) T g
B2 =003l netela Rl ) x @ Custom scripts (customScripts) e
£ IP address (ipHost) x SERS e st el on) oS
U FreeRadius (freeRadius) £l
General information
O | eneralinfarmation) *
.5 Groups of names
] (groupOfNamesUser) *
% Hosts (hostObject) o
& Kerberos (neimdalkerberos) -
% Kerberos (mitkKerberos) £l
=i
8 users M croups = osts
3 save 4 Reset changes =5 Set password aquota x| @ Loadprofle =@
Claudia Bach  Suffix demo > People > test > de x| RDNidentifier |uid =| @

claudia.bach@Idap-account-manager.arg Telephone number 0123-4567-8900 Mobile number 0123-4567-8922

-
Personal IP address (7]

[192.168.0.22 X

é@ IP address
Remove IP address extension

Account

Thisisavery simple module to manage accounts based on the object class "account”. Usually, thisis used for host
accounts only. Please pay attention that users based on the "account” object class cannot have contact information
(e.g. telephone number) as with "inetOrgPerson”.
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Y ou can enter a user/host name and a description for your accounts.

demoUser Suffix People > test > de x| RDN identifier| uid -] @
* A
[, ASCOUNT User name” [demolser (7]
Description ‘Th\s is a demo user @

Groups

Unix

This module is used to manage Unix group entries. This is the default module to manage Unix groups and uses
the nis.schema. Suse users who use the rfc2307bis.schema need to use LAM Pro.

Configuration

Please add the account type "Groups" and then select account module "Unix (posixGroup)".

“% General seftings £ account types % Modules s Module settings

# Groups

Selected modules Available modules

A Unix (posixGroup)(*) R Custom fields (customFields)
& Custom scripts (customScripts)
@ General information (generalinformation)
£ Group of names (groupOfames)(*)

5 Group of unique names
(groupOfunigueNames)(*)

Kolab (kolabGroup)
A Named object (namedObject)(*)
= PyKota (pykataGroupStructural)(*)

= Pykota (pykataGroup)

L SIE SO CHE SHE S SR CHE SHE SRR |

] amail (gmailGroup)

GID generator: LAM will suggest GID numbers for your accounts. Please note that it may happen that there are
duplicate IDs assigned if users create groups at the same time. Use an overlay [http://www.openldap.org/doc/
admin24/overlays.html] like "Attribute Uniqueness' (example) if you have lots of LAM admins creating groups.

 Fixed range: LAM searches for free numbers within the given limits. LAM alwaystriesto use afree GID that
is greater than the existing GIDs to prevent collisions with deleted groups.

e Samba ID pool: This uses a special LDAP entry that includes attributes that store a counter for the last used
UID/GID. Please note that this requires that you install the Samba schema and create an LDAP entry of object
class "sambaUnixIdPool".

» Magic number: Usethisif your LDAP server assignsthe GID numbers automatically (e.g. DNA by 389 server).
Enter the server's magic number setting.

Disable membership management: Disables group membership management. This is useful if memberships are
€.g. managed via group of names.

~ £\ unix
9,
Groups
GID generator Fixedrange  ~J
Minimum GID number (10000
Maximum GID number * [zo000

Suffix for GID/group name check [

OO O OO

Disable membership management (]

Group management:
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admins Suffix| demo > group > test > de x| RDN identifier cn ~| €@
Administrators
[‘\ Unix Graup name *  [admins (7]
GIDnumber  [11819 @
[@] samba 3 _
Description ‘Adm\mstraters ©
Group members Edit members (7}

Group membership management:

admins Suffix demo > group > test > de  RDN identifier cn &2
Administrators
A i
= Sroup members
[&)] sarvas
Selected users Available users
chach (Claudia Bach) ebaecker (Ernst Backer)
external fhuber (Franz Huber)

shuber (shuber)

(Ramona Montag)
(Susi Huber)

= er (Thomas Hauser)
@ | xmontag (Xaver Montag)

Filter &

Unix groups with rfc2307bis schema (LAM Pro)

Some applications (e.g. Suse Linux) use the rfc2307bis schema for Unix accounts instead of the nis schema. In
this case group accounts are based on the object class groupOf (Unique)Names or hamedObject. The object class
posixGroup is auxiliary in this case.

LAM Pro supports these groups with a special account module: rfc2307bisPosixGroup

Use this module only if your system depends on the rfc2307bis schema. The module can be selected in the LAM
configuration. Instead of using groupOfNames as basis for your groups you may also use namedObject.

Module activation:

% General settings © Account types W Modules s Module settings

-] Groups

Selected modules Available modules

R Group of names (groupOfiames)(*) x ClstanltRlus]iclsiompleids)

& Custom scripts (customscripts)

A Unix (rfc2307bisPosixGroup) X @ General information (generallnformation)

B Group of unigue names
(groupOfunigueNames)(*)

Kolab (kolabGroup)
A Named object (namedObject)(*)

= PyKota (pykotaGroupstructural)(*)
= PyKota (pykotaGroup)

| Qmail (gmailGroup)

LS SO S T SRR SR S T TR

£ Quota (quota)

GID generator: LAM will suggest GID numbers for your accounts. Please note that it may happen that there are
duplicate 1Ds assigned if users create groups at the same time. Use an overlay [http://www.openldap.org/doc/
admin24/overlays.html] like "Attribute Uniqueness’ (example) if you have lots of LAM admins creating groups.

» Fixed range: LAM searches for free numbers within the given limits. LAM aways triesto use afree GID that
is greater than the existing GIDs to prevent collisions with deleted groups.

e Samba ID pool: This uses a special LDAP entry that includes attributes that store a counter for the last used
UID/GID. Please note that this requires that you install the Samba schema and create an LDAP entry of object
class "sambaUnixIdPool".
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e Magic number; Usethisif your LDAP server assignsthe GID numbers automatically (e.g. DNA by 389 server).
Enter the server's magic number setting.

Disable membership management: Disables group membership management. This is useful if memberships are
€.g. managed via group of names.

Force sync with group of names. This will automatically set the group memberships of the Unix part to the same
members as set on group of names tab.

% General settings © Account types s Modules % Module settings

,Gum

Groups

GID generator Fixed range | @
Minimum GID number * (10000 @
Maximum GID number [20000 @
Suffix for GID/group name check | @
Disable membership management (] @
Farce sync with group of names [ @

The GID number will be filled automatically based on the server profile configuration.

New group Suffix| demo > group > test > de x| RDN identifier cn -] €
\Sig Group of names | gD number  [11820 @

Group members Edit members @
& Unix

[E Samba 3

Group members can be edited and also synced with Group of (unique) hames.
projectt Suffix group = test > de  RDN identifier cn (3

A e

Group members
_(73 Group of names

Selected users Available users
@ Samba 3 fhuber (Franz Huber) ] cmontag (Christine Montag) =
smeier (Sepp Meier)
&
=
(7]
IZ] 7]
Fiter @

D Sync from Group of names

Back

Samba 3

LAM supports managing Samba 3 groups. Y ou can set specia group types and also create Windows predefined
groups like "Domain admins".

Module activation:

% General settings L~ Accounttypes 5 Modules s odule settings

% Groups
Selected modules Available modules
A Unix (posixGroup)(*) £% Custom fields (customFields)

& Custom scripts (customsScripts)

[®) Samba 3 (sambaGroupivapping) F 4 General information
(generalinfarmation)

# Group of names (groupOfiames)(*)

5 Group of unique names
(groupOfUniqueNames)(*)

Kolab (kolabGroup)

L T S S S SR SO

\ Named object (namedObject)(*)
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Group editing:
admins Suffix. demo > group > test > dej RDN identifier cn j (7}
Administrators
(ﬁ_\ Unix Display name  [administrators (7]
Windows group admins j (7]
@ Samba 3 =
Group type Domain group | @
Domain MyCompany | @

Windows (Samba 4)

LAM can manage your Windows groups. Please enable the account type "Groups' in your LAM server profile
and then add the group module "Windows (windowsGroup)(*)".

i Groups Group aceounts (e.g. Unix and Samba) X

LDAP suffix |DC:samba4,DC:tes( (7] List attributes |#cn; #member; #description (7]

Advanced options

The default list attributes are for Unix and not suitable for Windows (blank lines in account table). Please use
"#cn;#member;#description” or select your own attributes to display in the account list.

% General seftings 3 Account types % Modules s Module settings

¥ groups

Selected modules Awailable modules

[® windows (windowsGroup)(*) o Custom fields (customFields)
@ Custom scripts (customScripts)
© General information (generallnformation)
% Group of names (groupOfiames)(*)

5 Group of unique names
2
(groupOfUniqueNames)(*)

Kolab (kolabGroup)
A Named object (namedObject)(*)
= PyKata (pykotaGraupStructural)(*)

= PyKota (pykotaGraup)

L GG G SRR S S SR G SRE TR |

] @mail (gmailGraup)

NIS support is deactivated by default. Enable it if needed on tab "Module settings'.
,‘E\Mnduws
\

Hidden options @

[J Email address [] Managed by (] NIS name [] NIS domain ‘

Now you can edit your groupsinside LAM. Y ou can manage the group name, description and its type. Of course,
you can also set the group members.

Group scopes:
» Global: Usethisfor groups with frequent changes. Global groups are not replicated to other domains.

 Universal: Groups with universal scope are used to consolidate groups that span domains. They are globally
replicated.

» Domainlocal: Groupswith domain local scope can be used to set permissions inside one domain. They are not
replicated to other domains.

Group type:
* Security: Use this group type to control permissions.
« Distribution: These groups are only used for email applications. They cannot be used to control permissions.

With " Show effective members' you can show alist of all members of this group including members of subgroups
and their subgroups.
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demo Suffix w2008 > test | RDNidentifier cn €2
Demo Group

Windows Group name * [demo @
[\ Description [Demo Group (7]
Unix
= Emall address [ (7]
Group scope | Global | @
Graup type Security - (7]
Notes [This is a demo group (7}
Managed by - @
Change
NIS
NIS name [ (7]
NS domain @
Group members Edit Show effective members @

cbach Claudia Bach » w2008 > test
Thomas Meier > w2008 > test

Member af Edit (7]

Kolab

Please activate the Kolab group module in your LAM server profile to activate Kolab support.

% General settings % Account types # Modules # Module settings

8 groups
Selected modules Available modules
& Group of names (groupOmames)) 3¢ CLspltedelicusionhiencs)
& Custom scripts (customScripts)
Kolab (kolabGroup) X @ General information (generalintormation)

g Group of unigue names
(groupOfnigueNames)(*)

A Named object (namedObject)(")

= PyKota (pykotaGroupStructural)(*)
= PyKota (pykotaGroup)
] Qmail (gmailGroup)

£l Quota (quota)

L SE S CHE CE SHE SR S GHE G |

# Role (organizationalRole)(")

Y ou can specify the email address and also set allowed sender and recipient addresses.

group1 Suffix group > kolab > test > de  RDN identifier cn @
Mailinglist 1
§ g Group of names | e address [group 1@ldap-account-manager.org @
Allowed recepients r (7]
Kolab hr
Allowed senders - (7]

Mark account for deletion = @

Mail routing
LAM supports to manage mail routing for group accounts.
Module activation:

Thisfeature can be activated by adding the "Mail routing” modul e to the group account typein your server profile.
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% General settings % Accounttypes | # Modules | & moaule settings 2 Jobs

® Groups

Selected modules Available modules

A Unix (posixGroup)(*) ® Custom fields (customFields)
™ Custom scripts (customScripts)
] Mail rauting (inetLocalMailRecipient) R @ General information (generalinformation)
£ Group of members (groupOfMembers)(*)
£ Group of names (groupOfiNames)(*)

Group of unicue names
(groupOfUnigueNames)(*)

Kolab (KkolabGraup)

A Named object (namedObject)(*)

= PyKota (pykotaGroup)

L TR T TR T T S S

Usage:
Y ou can specify arouting address, the mail server and a number of local addressesto route.

In case you want to add this extension by default for new groups there is an option in profile editor.

demo Suffix aroup > test > dex] RDN identifier cn €2
f\ Unix Routing address  [mail@example.com @
-
Mail server [mail.example.com @
| Mail reuting
Local address — [mailt@example.com X o
[mail2@example.com X
New local address [ + @

Remove mail routing extension

Quota

You can manage file system quotas with LAM. This requires to setup lamdaemon. File system quotas are not
stored inside LAM but managed directly on the specified servers.

admins Suffix demo > group > test > dej RDN identifier cn j Q
Administrators

2 unix
@. Samba 3

Mountpoint Used blocks  Soft black limit Hard block limit Grace block period Used inodes  Soft inade limit Hard inade limit Grace inode period
B quota o @ 2] ) 7] @ 7] ) @

Idaten/projekte/lam/quotaT estigroupOniyMount 0 [20000 [25000 0 [to000 [15000

Idaten/projekte/lam/quotaT estiuserAndGroupMount 0 [s0000 [60000 0 [10000 [15000

/ 0 [1s5000 [20000 0 [1000 [1500

PyKota

There are two LAM group modules depending if your group entries should be built on object class "pykotaOb-
ject" or adifferent structural object class (e.g. "posixGroup"). For "pykotaObject” please select "PyK ota (pykota-
GroupStructural (*))" and "PyKota (pykotaGroup)" in al other cases.

“o General settings % Accounttypes | # Modules | % Module settings

% groups

Selected modules Available modules

B Unix (posiGroup)) % Custom fields (customFields)
@ Custom scripts (customScripts)

= Pykota (pykotaGroup) X © General informatian (generalinformation)
£ Group of names (groupOfNames)(*)

g Group of unique names
(groupOfinigueNames)(*)

Kolab (kalabGraup)
D Named object (namedObject)(*)
= PyKota (pykotaGroupStructural)(*)

] Qmail (gmailGroup)

L SIE S SHE CIE S SR SRR CRE G §

£l Quota (quota)
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Now you can add the PyK ota extension to your groups.

demo Suffix groups > pykota > test > de  RDN identifier cn @

2} Sl Pykota group name [demo @
Limit type Quota =l @

m, PyKota

Remove PyKota extension

Hosts

Account

Please see the description here.

Device (LAM Pro)

The device object class alows to manage general information about all sorts of devices (e.g. computers, network
hardware, ...). You can enter the serial number, location and a describing text. It is also possible to specify the
owner of the device.

o=test,c=de Suffix| demo > machines > test > de~| RDN identifier| cn | @

demoserver

[s]

é: [P address Name |demcserver @
?! Fizviizz Description | (7]
— Serial numherl (7]
@ Zarafa Location [ @

Owner kmontag > demo > Peaple > test > de Change @

Samba 3

Y ou can manage Samba 3 host entries by adding the Unix and Samba 3 account modules.

pco1$ suffix| demo > machines > test > de x|  RDN identifier uid L2
pcot
- -
;. Acceunt s name [pcors @
A Common name ‘pcol @
Unix ,‘
= uD number® [25000 @
[#%] sambaz | cecos 7]
Primary group  |admins x| (7}
Password Lock password = Remove password
peo1s$ Suffix| deme > machines > test > dex| RDN identifier | uid (7]
pco1
- 5
Rmacsanis Display name ~ [PC 01 @
. Domain MyCompany | @
(ﬁ\ Unix
= Reset password  Reset @

@ Samba 3

Remove Samba 3 extension

Windows (Samba 4)

LAM can manage your Windows servers and workstations. Please enable the account type "Hosts" in your LAM
server profile and then add the host module "Windows (windowsHost) (*)".

= Hosts Host accounts (e.g. Samba) ®

LDAP suffix [Ch=Computers,DC=samba4,DC=test @  Listattributes [#cn; #description; #location @

Advanced options

The default list attributes are for Unix and not suitable for Windows (blank lines in account table). Please use
"#cn;#description;# ocation" or select your own attributes to display in the account list.
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% General settings 3 Account types % Modules s Module settings

= Hosts

Selected modules Awailable modules

[ windows (windowsHost)(*) ® T Account (account)(*)
Custom fields (customFields)
@ Custom scripts (customSeripts)

= De

e (device)(*)
information
Infarmation)
4 Groups of names
(groupOthamesuUser)

G
gl

£~ IP address (ipHost)
£ MAC address (ieeeB02device)

¥ Puppet (puppetClient)

Fddd$ 44444

£ Prlac (rnanizatinnalPalal lser)

Now you will see you computer accounts inside LAM. You can set e.g. the server's description and location
information.

serveri Suffix Computers > sambad > test  RDN identifier cn (3
Demo server

[@) windows 10d name [servert

Description  [Demo server

Location  [Munich

0O © O

Managed by cbach > sambad > test
Change  Remove

IP addresses (LAM Pro)

Y ou can manage the | P addresses of host accounts with the ipHost module. It manages the following information:
« |P addresses (IPv4/IPv6)

* location of the host

* manager: the person who is responsible for the host

Y ou can activate this extension by adding the module ipHost to the list of active host modules.

o=test,c=de Sufix|  demo > machines > test > de~| RDN identfier cn =| @
demoserver
.

ol paddress [10.20.30.20 7]
M pevice New IP address | + @

Lacation ‘Data center 3 ©
@ Zarafa

Manager cbach > demo > People > test > de~| @

Remove IP address extension

MAC addresses

Hosts can have an unlimited number of MAC addresses. To enablethisfeaturejust add the"MAC address" module
to the host account type.

ver, s ines,o=test,c=de Suffix|  demo > machines > test > de~| RDN identfier cn ~| @
demoserver

g@ IP address MAC address  [00:01:02:DE:EF; 18 X o

MAC address 00:01:02:DE:EF:19 X o

MAC address 00:01:02:DE:EF:20 RO
é@ MAC address  ew WAC address +* 0

8| Device

Puppet

LAM supports to manage your Puppet [http://puppetlabs.com/] configuration. Y ou can edit al attributes like en-
vironment, classes, variables and parent node.

Configuration

68


http://puppetlabs.com/
http://puppetlabs.com/

Managing entriesin
your LDAP directory

To activate this feature please edit your LAM server profile and add the host module "Puppet (puppetClient)" on
tab "Modules". Thiswill add the Puppet tab to your host pages.

“b General settings 3 Account types # Modules s Module settings

= Hosts

Selected modules Awailable modules

= Devic ® T Account (account)(*)

Custom fields (customFields)
P address (ipHost) X & Custom scripts (customSeripts)
@ Ceneral information
#  Puppet (puppetClient) b4 (generalinformation)

4 Groups of names
(groupOfhamesuser)

£ MAC address (ieeeB02device)

% Roles (organizationalRoleUser)

[#) Samba 3 (sambaSamAccount)

£ Unix (posbeccount)

Fd %4+ % & 444

(B Windows (windnwsHaehis)

On tab "Module settings' in your LAM server profile you may also setup some common environment names.
LAM will use them to provide autocompl etion hints when editing the environment for a node.

If you enter any valuein "Enforce classes' then LAM will only accept thislist of classes.

— B puppet
-

Predefined environments (production @
integration
testing

Enforce classes ahor @
Idapclient
ntp
exim
webserver

Editing nodes

When you edit a host entry then you will see the tab "Puppet". Here you can add/remove the Puppet extension
and edit all attributes.

demoserver Suffix dema > machines > test > de  RDN identifier cn €2
M pevice Environment [production - 9
Parent node | basenode 7
B oo El 0
= Classes | 9
&xim X
[rtp X
Variables 9
= [config_exim=true X + 9
[config_exim_trusted_users=reot b ¢

Remove Puppet extensien

NIS net groups
NIS netgroups can be used to e.g. restrict SSH access to your machines.
Configuration

Please add the module "NIS net groups (nisNetGroupHost)" to the list of active host modules.

= Hosts
Selected modules Available modules
% Account (account)(”) R Custom fields (customFiglds)
@ Custom seripts (customScripts)
) X (pOSiACCOUNt) b
R SRS E ) ® = Device (device)(*)
8 NIS net groups (nisNetGroupHost) % @ General information (generalinformation)

# Groups of names (groupOfNamesUser)
£~ IP address (ipHost)

* MAC address (ieeeB802device)

I Puppet (puppetClient)

L S S S SR GRS S T ¢

£ Roles (organizationalRoleUser)
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Host editing

You will now see a new tab when editing hosts. Here you can assign memberships in NIS net groups and also
set user/domain.

servert Suffix machines > test > de -]  RDN identifier [cn -] @
Sample server

-~ Group User name Domain name
Account
group01 [usert [ x
(5 Unix groupo2 [iserz [ ®
Sg NIS net groups
Filter
demo R -

Samba 3 domains

Samba 3 stores information about its domain settings inside LDAP. This includes the domain name, its SID and
some policies. You can manage all these attributes with LAM.

Please activate the account type " Sambadomains' in your LAM server profile. Please notice that Samba by default
uses the LDAP root for domain objects (e.g. dc=example,dc=com).

% General setings | ® Accounttypes | # Modules | # Module settings

Available account types

< Aliases Alias entries £l
Asterisk extensions  Asterisk extensions entries =g
& DHCP DHCP administration o
# NIS netgroups NIS netgroup entries =y
NIS objects NIS object entries =

.y Password policies  Password palicies (ppolicy) =@

I & Samba domains Samba 3 domain entries fl

%\ Sudo roles Suda rale management -

Thiswill add anew tab to LAM where you can manage domain information.

The domain name, SID and RID base can only be specified for new domains and are not changeable viaLAM at
alater time. You may setup several password policies for your Samba domains and also some RID options that
influence the creation of SIDs for users/groups/hosts.

MyCompany Suffix| demo > domains > test > dej RDN identifier sambaDomainName j (7]
S-1-2-33-1234-1234-1234

@ Samba domain Domain name MyCompany @
Domain SID S-1-2-33-1234-1234-1234 (7}
Password policy
Minimal password length 0] j (7}
Password histary length o - @
Logan for password change off +| @
Disconnect users outside logan hours | On j (7]
Allaw machine passward changes = j (7]
Lockout users after bad logan attempts | @
Minirnum password age [se400 7}
Maximurn password age ‘1209600 @
Lockaut duration [ (7]
Reset time after lockout ‘ [7]
RID settings
Next RID [ (7]
Next user RID ‘ (7]
Next group RID [ @
RID base 1000 ©@
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Group of (uniqgue) names and group of mem-
bers (LAM Pro)

These classes can be used to represent group relations. Since they allow DNs as members you can also use them
to represent nested groups.

Configuration;

Activate the account type "Group of names" in your LAM server profile to use these account modules. Alterna-
tively, you can use the account type " Groups".

8 Groups of names Group of names accounts -

Active account types

& Users User accounts (£.9. Unix, Samba and Kolab) b 4

LDAP suffix [ou=People,0=test,c=de [7] List attributes |#u\d;#glvenName,#sn,#u\dNumber,#g\dNumber (7]

Advanced options

® Groups of names Group of names accounts ®

LDAP suffix jou=gon,o=test,c=de @  Listattributes |#cn; #owner; #member

)

Advanced options

Then add the module "Group of names (groupOfNames)", "Group of unique names (groupOfUniqueNames)" or
"Group of members (groupOfMembers)".

"4 General settings % Accounttypes | % Modules | % module settings

@ Groups of names

Selected modules Available modules
$ Group of names (groupOMNames)(*) % Custom fields (customFields) -
& Custom scripts (customseripts) -
© General information (generalinformation) -

1 Group of unique names (groupOfUniqueNames)(*) =&

£ Role (organizationalRole)(") &
& Zarafa (zarafaGroup) £l
“s General settings % Accounttypes | % Modules | # Module settings 2 Jabs
% groups of names
Selected modules Available modules

Group of members

’ % Custom fields (customFields)
(groupOffembers)(*)

& Custom scripts (customsSeripts)

© General information (generalinformation)

£ Group of names (groupOfiames)(*)

£ Group of unique names (groupOfUniqueNames)(*)

# Role (organizationalRole)(*)

¥+ FFFA

@ Zarafa (zarafaGroup)

On the module settings tab you set some options like the display format for members/owners and if fields like
description should not be displayed.

& General settings 3 Account types % Modules s Module settings

~ ('a Group of names

Members are optional [J
Display farmat uid -

®O

Hidden options @
[ owners [J Description

Group management:

Group of (unique) names have four basic attributes:
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» Name: aunique name for the group

* Description: optional description

» Owner: the account which owns this group (optional)

» Members: the members of the group (at least oneis required)

Y ou can add any accounts as members. This includes other groups which leads to nested groups.

To show members of nested groups click on " Show effective members'. Please note that for large groups this will
run lots of queries against your LDAP server.

B users = Bcroups & Groups of names
3 save 4 Reset changes default @ Load profle @
demo Suffix dema > gon > test > de  RDN identifier cn @
Dema Group
525 Group of names Name [demo (7]
Deseription [Demo Group (7]
Owners Change 7}

smiller > demo > People > test > de

Members  Change Show effective members (7}
cbach > demo > People » test » de
fhuber > demo > People > test > de
hmeier > demo > People > test > de

hschuster > demo > People > test > de

Organizational roles (LAM Pro)

This module manages roles via the organizational Role object class. There is aso a user module to manage mem-
berships on the user edit page.

Configuration;

Activate the account type "Groups' in your LAM server profile to use this account module. Alternatively, you
can use the account type "Group of names".

2 Groups Group accounts (2.9, Unix and Samba) ==
# Groups Group accounts (2.9. Unix and Samba) XK
LDAP suffix fou=gon,o=test,c=de @  Listattributes [#cn; # description; #roleOccupant @

Advanced options

Then add the module "Role (organizationalRole)".

"4 General settings % Accounttypes | # Modules | # Module settings

% Groups

Selected modules Available modules

# Role (organizationalRale) (%) ® Custom fields (customFields)
& Custom scripts (customScripts)
@ General information (generalinformation)
® Group of names (groupOfilames)(*)
5 Group of unique names
(groupOtUniqueNames)(*)
Kolab (kolabGroup)
A Named object (namedObject)(*)
= PyKota (pykotaGroupStructural)(*)

= Pykota (pykotaGraup)

L SIE S G S S G G SRE TR |

<) Qmail (qmailGroup)

On the module settings tab you set some options like the display format for members and if description should
not be displayed.
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“% General seftings £ account types & Modules s Module settings
- 68 roe

Display format | uid He

Hidden options €3
[ Description

Role management:

Y ou can add any accounts as members. Thisincludes other roleswhich leadsto nested roles (needsto be supported
by LDAP client applications).

To show members of nested roles click on "Show effective members'. Please note that for large roles this will
run lots of queries against your LDAP server.

Busers  Boroups | BRokes
d save 4 Reset changes default (™ Load profle @
demo Suffic | roles > demo > gon > test > de ~|  RDN identifier cn @2
Dema Rale
Sig Role Name [demo @
Description |Demo Role 7]
Members  Change Show effective members (7]

roletl > roles > demo > gan > test > de
role2 > roles > demo > gon > test > de
(Claudia Bach) cbach > dema > People > test > de
(Franz Huber) fhuber > demo > People > test > de
(Helmut Meier) hmeier > dema > Peaple > test > de

Asterisk

LAM includes large support for Asterisk. You can add Asterisk extensions (including voicemail) to your users
and also manage Asterisk extensions.

The Asterisk support for users can be added by selecting the Asterisk and Asterisk voicemail modules for users
inyour LAM server profile. Thiswill add the following tabs to your user accounts.

Claudia Bach Suffix| demo > People > test > de~| RDN idzntifier | uid ~| @
chach@|dap-account-manager.org Telephone number 0123-4567-8900 Mobile number 0123-4567-8922

-~
i Personal

Caller ID ‘demo e

n Unix Host ‘dynam\c @
- Account context ‘defau\t ]
{5} Password policy Account type [friend @
Asterisk CEareprnt ‘ ¢
AMA flags - -l @

Asterisk voicemail Call groups ‘ @
OTFM flags - H o

From user [ @

From domain I @

Full contact ‘ e

Insecure - j @

Mailbox ‘ @

NAT - (7]

Deny ‘ @

Permit ‘ @

Pickup graup ‘ @

The Asterisk module allows to edit alarge amount of attributes. Therefore, you can hide unused fields. Please edit
you server profile (Module settings) to do so.
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— Asterisk

Asterisk realm |myrealm (7]

Hidden options @

[ User agent O AMA flags O Call groups O DTFM flags

[ From user O From domain O Full contact O Insecure

[ Mailbox [ NAT [ Deny O Permit

[ Pickup group O Part O Qualify [0 Restrict caller ID

O RTP timeout O RTP hold timeout [ Disallowed cadec O Allowed cadec

[ Music on hold [ Expiration timestamp [] Registration context [] Registration extension
[ Can call forward O IP address [ Default user O Registration server

[ Last qualify miliseconds

Of course, the voicemail part of Asterisk is also supported.

Claudia Bach Suffix| demo > People > test > de x|  RDN identifier | uid ~| @
cbach@Idap-account-manager.arg Telephone number 0123-4567-8900 Mabile number 0123-4567-8922

Lo I I N
I E1S00S Mailbox |demo (7}
U Account context [context 7]
ﬂ Password policy Rularme | ©
Email address | (7]
Asterisk Pager | @
Asterisk voicemail Options | =
Vaicemail context | (7]

Remove Asterisk voicemail extension

If you also want to manage Asterisk extensions then simply add the account type "Asterisk extensions' and its
module to your server profile.

LAM groupsyour Asterisk extension entries by extension name and account context. If you edit an extension then
you will see the Asterisk entries as rules. LAM manages that al rule entries have the same owners and assigns
the priorities.

demo Suffix asteriskExt > test > d= ~|  RDN identifier | cn - €
Asterisk extension  Egersionname®  [lemo @
Account context ©  [demoContext ©
Rules
Application app1 (7}
Application data [datal @
Delete rule m
Application app2 @
Application data data2 (7]
Delste rule &
Add another rule
Extension owners ©  Change @

admin > test > de

Kopano (LAM Pro)

Kopano is an OpenSource collaboration software. LAM Pro provides support to manage Kopano user entries,
groups, address lists and servers. It covers al settings for these types including resource and quota settings.

Users

Configuration

To enable Kopano support for users please activate the Kopano module for the user account type in you server
profile:

2 users User accounts (e.g. Unix, Samba and KKolab) =

Adjust the suffix and list attributes to your needs.
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£l Users User accounts (&.9. Unix, Samba and Kolab) x
LDAP suffix  [ou=kopano,o=test,c=de @  Listattributes [#uid; #givenName; #sn; # mall (7]
Custamn label [ @  Additional LDAP fitter [ @

Read-only (] @ Hidden [0 @ No new entries [ @@ Disallow delete (0 @

Then select the Kopano user module (tab Modules). Y ou can combineit with Personal module, Unix or Windows.

L. Users
Selected modules Available modules
S Personal (inetOrgPersonj(*) ® T Account (account)(*)
(4 Account locking (locking389ds)
¢» Kapano (kapanaUser) ®

Asterisk (asteriskAccount)
Asterisk voicemail (asteriskvoicemail)
Autharized Services (authorizedServiceObject)
Custarm fields (customFields)

& Custom scripts (customScripts)

A EDU person (eduPerson)

LS L L SR S R SR G

() FreeRadius (freeRadius)

Next configure the module to your needs (tab Module settings).

Attention: LAM Pro uses the Kopano OpenL DAP schema by default. This schemafitsfor OpenL DAP, OpenDJ,
Apache Directory server and other common LDAP servers. If you run Samba4 or Active Directory then you need
to switch the schemato "Active Directory" on the module settings tab.

Y ou can hide options that you do not need. E.g. if you do not want to manage quotas per user then you can hide
these options.

Examplesfor your Zarafaldap.cfg:
"Send as" attribute: dn

Idap_user_sendas attribute type=dn

"Send as" attribute: uid
Idap_user_sendas attribute type = text

Idap_user_sendas relation_attribute = uid

Attention: If the Active Directory schemais used then LAM will always use dn and ignore this setting.
,<. Kopano

lopano schema | LDAP He

Users

Hidden aptions €
[ cuota override [ Quota warning limit [J Quota soft limit [J Quota hard limit [J "Send as" privileges

only O Type O capacity O Active O Admin
[ Archive servers [ User server O Features O Email aliases
"Send as" attribute |dn_~| @

Display format (cn)dn 7] @

Usage
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LAM Pro will now display the Kopano tab on your users. Thisincludes email settings, quotas and some options
(e.g. hide from address book). Y ou can also set the resource type and capacity for meeting rooms and equipment.
The Kopano extension can be added and removed at any time for every user.

Claudia Bach Suffix kopano > test > de RN identifier cn ~| @
chach@Idap-account-manager.org

- Emall aliases .
i Personal * 0
'Send as" Prvileges | Change @
<b Kopano
Quota
Quota override O @
Quota warning limit | 7]
Quota soft limit | (7]
quota nard imit [ @
Resource settings
Type = | (7]
Capatity | (7]
Archiving
Archive servers Change @
Options
Hidden [} @
Shared store only [ (7]
Active @
Admin no -} @
User server = | @
Features AP (< B 7]
POP3 |- =

Remove Kopano extension

Contacts

Configuration

The configuration is similar to users. Instead of the Kopano user module please select the contact module.

B Users User accounts (e.g. Unix, Samba and kolab) ==

% Contacts User accounts (e.g. Unix, Samba and Kolab) x
LDAP suffix  [ou=kopano2,0=test,c=de @  Listattributes [#uid; #givenName; #sn; # mail @
Custom |abel |Contacts @  Additional LDAP fitter | (7]

Read-only [ @ Hidden 0 @ No new entries (] @ Disallow delete [1 &

.\ Contacts
Selected modules Available modules
T Persanal (inetOrgPerson)() % & Account (account)() *
(& Account locking (locking389ds) o
¢ e R T X < Asterisk (asteriskAccount) o
©) Asterisk voicemail (asteriskVoicemail) £
Authorized Services (atharizedServiceCbject) =g
Custom fields (customFields) -
@ Custom seripts (custamsSeripts) &
A EDU person (eduPerson) o
U FreeRadius (freeRadius) + =
Usage

LAM Prowill now display the K opano contact tab on your users. The K opano extension can be added and removed
at any timefor every user.
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Franz Meier Suffix kopano2 > test > de  RDN identifier [cn =] @
fmeier@Idap-account-manager.org

® personal UID number (1001

7]
Email aliases | o
<’ Kopano contact o
"Send as' privileges | Change (7]
Options
Hidden O @
Active 7]

Remove Kopane extension

Groups

Configuration

To enable Kopano support for groups please activate the K opano module for the group account type in you server
profile:

i Groups Group accounts (e.g. Unix and Samba) -

Adjust the suffix and list attributes to your needs.

# Groups Group accaunts (e.g. Unix and Samba) P4
LDAP suffic |ou:kopanozo:test1c:de (7] List attributes |#cn;#descr|pt\on,#member @
Custom label | @  Addtional LDAP fitter 7]

Read-only (] @  Hidden [0 @  Nonewentries [] @  Disallow delete [] @

Then select the Kopano group module (tab Modules). Y ou can combine it with groups of names module, Unix
or Windows.

i ] Groups
Selected modules Available madules
8 Group of names (groupotiames)) & Gustomlreldslicusignilelds)
@ Custom scripts (customScripts)
&» Kopana (kopanaGroup) $'4

@ General information (generalinformation)

£ Group of members (groupOfviembers)(*)

Group of unique names
(groupOfuniqueNames)(*)

Kolab {kalabGroup)
1 Mail routing (inetLocalivailRecipient)

O Named object (namedObject)(*)

LK SR S SR G SO S G

= PyKota (pykotaGroup)

Next configure the module to your needs (tab Modul e settings).
_,<’ Kopana

Groups

Display format | dn He
Hidden options @

[0 "send as" privileges

Usage

LAM Pro will now display the Kopano tab on your groups. The Kopano extension can be added and removed
at any time for every group.
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project! Suffix kopano > test > de  RDN identifier cn @
Project 1

}7g Group of names

Email
<’ HEPE Email [project L @Idap-account-manager.org @
Email aliases | 9
'Send as" PvIEges  Change @
options
Security graup ] (2]
Hidden [} @
Active @

Remove Kopano extension

Address lists

Configuration

To enable Kopano support for address lists please activate the Kopano address list account type in you server
profile (tab account types):

£» Kopano address lists Kopano address lists Ed

Adjust the suffix and list attributes to your needs.

<* Kopano address lists Kopano address lists

LDAP suffix  [ou=kopano,o=test,c=de @  List atfributes [#cn; #kopanoBase; #kopanoFiter @
Custom labe! | @  Additional LDAF filter | @
Read-only (] @ Hidden (] @ No new entries [] @@ Disallow delete (] @
Then select the Kopano address list modul e (tab Modules).
< Kopano address lists
Selected modules Avallable madules
¢ 1Copano addiress st ® Custom fields (customFields) +
(kopanoAddressList)(*)
@ Custom scripts (customsSeripts) ]
@ General information (generalinfarmation) =g
Usage
LAM Pro will now display the Kopano address list tab.
8 Users & Groups < Kopanao address lists <& Kopano dynamic groups = Hosts
= New address list ¥ Delete selected address lists i File upload
Address list count: 1
¥ Selectall List name 4| Base Filter
e v [y ] =
O Axl A al o=test,c=de (objectclass=kapana-user)
4+ Selectall
all Suffix kopano = test > de  RDN identifier cn (9
<’ Kopano address list List name * [all @
Base [o=test,c=de (7]
Fifter [(objectdlass=kopano-user) @
Hidden [} @
Active @

Dynamic groups

Configuration
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To enable Kopano support for dynamic groups please activate the Kopano dynamic group account type in you
server profile (tab account types):

¢» Kopano dynamic groups  Kopana dynamic groups -«

Adjust the suffix and list attributes to your needs.

<* Kopano dynamic groups Kopano dynamic groups i
LDAP suffix |au=kopano,o=test,c=de (7] List attributes |#cn;#mai\;#kopanoahases;#kopanoBase;#kopanoFMte @
Custom label @  Addiional LDAP filter | @

Read-only (1 @  Hidden (J @  Nonewenties (] @  Disallow delete (] @

Then select the Kopano dynamic group module (tab Modules).

£ Kopano dynamic groups

Selected modules Available madules

<& \’Tﬂpanﬂ Svnamh:sgmup" ) 3 Custom fields (customFields) -
(kopanoDynamicGroup)(*)
& Custom scripts (customScripts) &

& General information (generalinfarmation) =

Usage

LAM Pro will now display the Kopano address list tab.

Busers  Moroups  €*Kopano addresslists | <* Kopano dynamic groups | & Contacts ™ Hosts

<
4

=+ New group & Delete selected groups {t File upload

Group count: 1

# selectal  Group name 2| Email Email aliases Base Filter
o 7 [ [ [ [
O 7« 4 munich munich@|dap-account-manager.org ou=Kopano o=test c=de I=Munich
4+ selectal

munich Suffix kopano > test > de  RDN identifier cn €2

munich@Idap-account-manager org

<. Kopano dynamic group Group name |mumch @
Base [ou=kopano,o=test,c=de Q@
Filter [I=Murich @
Email
Email [munich@Idap-account-manager.org (7]
Emall aliases | * @
Options
Hidden [} (7]
Active @

Servers

Configuration

To enable Kopano support for servers please activate the Kopano server module for the hosts account typein you
server profile (tab account types):

= Hosts Host accounts (e.g. Samba) -

Adjust the suffix and list attributes to your needs.

*'Hosts Host accaunts (e.g. Samba) X
LDAP suffix  [ou=kopano,o=test,c=de @  Listattributes [#cn; # description; # serialNumber @
Custom labe! [ @  Additional LDAP filter [ (7]

Read-only (] @ Hidden (0 @ No new entries (] @ Disallow delete [] @
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Then select the Kopano server module (tab Modules).

™ Hosts
Selected modules Available modules
= Device (device)(”) ® 7 Aceount (aecount)(*)
Custom fields (customFields)
1P address (ipHost) X & Custom scripts (customScripts)
G T AT % © General information (generalinformation)

# Groups of names (groupOfiamesUser)
£ MAC address (ieeeB02device)
£ NIS net groups (nisNetGroupHost)

¥ Puppet (puppetClient)

L I S S S S SR G

£ Roles (organizationalRoleUser)

Next configure the module to your needs (tab Modul e settings).
,(. Kopano

servers

Hidden aptions @
[ Proxy URL

Usage

LAM Pro will now display the Kopano tab on your hosts. The Kopano extension can be added and removed at
any time for every server.

serveri Suffix kopano > test > de  RDN identifier cn &2
1234567890

[ Device HTTP port (80 @
ssLport (443 2
E IP address g | 2
Proxy URL 7}
Kopano =
<. P File path | @
Public store (7]

Remove Kopano extension

Zarafa (LAM Pro)

Zarafaisan OpenSource collaboration software. LAM Pro provides support to manage Zarafa server entries, users
and groups. It covers all settings for these types including resource and quota settings.

LAM Proisan official Zarafa Certified Integration.

Py
'ng'.‘

Configuration

To enable Zarafa support in LAM Pro please activate the Zarafamodules for the Users, Groups and Hosts account
typesin you server profile:
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"4 General seftings % Accounttypes | @ Modules | @ Module settings

I users
Selected modules Available modules
T Personal (inetorgPerson)() ® T Account (account)(*) -
Asterisk (asteriskAccount) £l
@ zarafa (zarafauser) X Asterisk voicemail (asteriskVaicemail) -
Autharized Services (authorizedServiceObject)
A Unix (posbeAccount) * g )5
Custom fields (customFields) -
& Custam scripts (customSeripts) -
M EDU person (eduPerson) -
1) FreeRadius (freeRadius) -
© General information (generallnformation) -
# Groups of names (groupOfNamesUser) * |5
¥ Groups
Selected modules Available madules
A Unix (posixGroup)(*) X Custom fields (customFields) -
& Custam scripts (customSeripts) &l
#  Zzarara (zararaGroup) X © General information (generalinformation) -
# Group of names (groupOfNames)(*) -
» Group of unigue names
*# (groupOfUniqueNames)(*) *
Kolab (kolabGroup) -
4 Named object (namedObject)(*) -
= Pykata (pykotaGraupStructural)(*) o
= Pykota (pykotaGraup) ]
] @mail (gmallGroup) o =
= Hosts
Selected modules Available modules
= Device (device)(*) % = Account (account)(*) -
Custom fields (customFields) +*
@ Zarafa (zarafaServer) X & Custom scripts (customScripts) o
. @ General information (generallnformation) ==
IP address (ipHost) b 4

® Groups of names (groupOfNamesUser) =

Attention: LAM Pro uses the Zarafa OpenLDAP schema as default. This schema fits for OpenLDAP, OpenDJ,
Apache Directory server and other common LDAP servers. If you run Samba4 or Active Directory then you need
to switch the schemato "Active Directory” on the module settings tab:

“ General settings % Account types o Modules s Module settings

— m Zarafa

Zarafa schema | Active Directory x| @

Y ou can configure which parts of the Zarafa user options should be enabled. E.g. if you do not want to manage
guotas per user then you can hide these options on the tab "Modul e settings”.

"Send as' attribute: Here you can specify how "Send as" privileges should be managed. LAM supports "uid"
and "dn".

If you select "uid" the LAM will store user names in the zarafaSendAsPrivilege attribute. This way you are re-
stricted to specify user accounts as "Send as’ allowed.

You can also set this option to "dn" and LAM will store DNs in the zarafaSendAsPrivilege attribute. In this case
you may specify users and groups as "Send as" allowed.

Examples for your Zarafa ldap.cfg:
"Send as" attribute: dn

Idap_user_sendas attribute type=dn
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"Send as" attribute: uid
Idap_user_sendas attribute type = text

Idap user_sendas relation_attribute = uid

Attention: If the Active Directory schemais used then LAM will always use dn and ignore this setting.

Features: Zarafa7 allowsto enable IMAP/POP3 for each user. Please hide the option " Features' if you use Zarafa
6.X.

% General settings £ account types *s odules 5 Module settings

= g:‘ Zarafa

Hidden options @

O Quota override O Quota warning limit [J Quota soft limit [J Quota hard limit
[ "Send as" privileges [ Shared store only [ Type [ Capacity
O Active O Aliases O user server [ Features

"Send as" attribute [uid | @

Users

Thisis an example of the user edit page with all possible settings. This includes email settings, quotas and some
options (e.g. hide from address book). Y ou can aso set the resource type and capacity for meeting rooms and
equipment. The Zarafa extension can be added and removed at any time for every user.

Please note that the option "Features' requires Zarafa 7. Please hide this option in the LAM server profileif you
run Zarafa 6.x.

Claudia Bach Suffix| demo > People > test > de |  RDN identifier| uid ~| €@
cbach@ldap-account-managerorg  Telephone number 0123-4567-8900  Mobile number 0123-4567-8922
- -

i Personal Email aliases @

[\ unix 'Send as’ privilegss | change @

= hmeier > dema > People > test > de

g“ Zarafa project! > demo > group > test > de

) project2 > demo > group > test > de

quata

Quota override 7]

Quota warning limit[1000 7]

Quota softlimt  [1200 7}

Quota hard imit  [1300 @
Resource settings

Type - B @

Capacity [ Q@
Options

Admin @

Hidden ] (7]

Shared store only [ (7]

Active (7]

User server = | (7]

Features MAP |- -l @

POP3 |- El

Remove Zarafa extension

Contacts

LAM Pro can manage your Zarafa contact entries. Y ou can set the email aliases and "send as" privileges. Addi-
tionally, accounts may be hidden in the address book or disabled.

Please note that you can either use the Zarafa user module or Zarafa contact. LAM Pro will disable the other tab
when enabling one of them.
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Claudia Bach Suffix People > Idap-account-manager > orgj RDN identifier uid j@
cbach@company.com

v
Personal =
Email aliases ‘cbach@\dapfaccountfmanager arg b 7]

ﬂi\_ Unix [ ¥+ 0
"Send as” privileges  change @

g" Zarafa contact
efischer > People > Idap-account-manager > org

E’q emontag > People > Idap-account-manager = org
fmaier > People > Idap-account-manager > org
project1 > group > Idap-account-manager > org

Options
Hidden ] (7}
Active (7}

Remove Zarafa extension

Groups

Thisisthe edit page for groups. Y ou can enter an email address and additional aliases for your groups. It is also
possible to specify options (e.g. hide from address book). The extension can be added/removed dynamically.

Please note that the option "Send-as privileges' requires the Zarafa 7.0.3 schema. Please hide this option in the
LAM server profileif you run Zarafa< 7.0.3.

zgroup1 Suffix | zarafa > test > d= -] RDN identifier [cn -] &€
A o
— Email

@ Zarata

Email zaroup1@Idap-account-manager.org @

Email aliases 291@ldap-account-managsr.org X o

-
"Send as’ privileges Gpange @

chach > zarafa > test > de
smeier > zarafa > test > de
zgroup?2 > zarafa > test > de

Options
Security group @
Hidden O @
Active (7]

Remove Zarafa extension

Servers

The Zarafa extension for host accounts allows to set the connection ports and file path. Y ou can add/remove the
extension at any time.

Setting the public store option is only possible for new host entries.

Please note that the proxy URL option requiresthe Zarafa 7.1 schema. Please hide thisoptioninyour LAM server
profileif you use an older version.

servert Suffix | zarafa > test > de =  RDN identffier | cn ~| €
Zarafa server 1

gl Device HTTP port [50 @
ra] ssLport |43 @
é, IP address ~
— Proxy URL |nttps:/izproxy example com237/serverl @

@ Zarafa Fiepatn [ @

Public store (7]

Remove Zarafa extension

Address lists

Zarafa allows to store address listsin LDAP. Y ou need to define a search base and LDAP filter for each address
list. E.g. entering "ou=people,dc=company,dc=com” as base and "uid=*" will select al users that are stored in
" ou=people,dc=company,dc=com".

Y ou can aso hide your lists from the address book or temporarily disable them.
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@ Save % Reset changes aaa j @ Load profile @

allUsers Suffix| zarafa-lists > Idap-account-manager > orgj RDN identifier cnj@

@ Zarafa address list

Listname * [allUsers (7]
Base ‘ou:peop\e,dc:\dapfaccountfmanagent (7]
Filter [uid=* ]
Hidden | (7]
Active (7}

Dynamic groups

Zarafa allows to define dynamic groups in LDAP. You need to define a search base and LDAP filter for each
group. E.g. entering "ou=peopl e,dc=company,dc=com" as base and "uid=*" will select all usersthat are stored in
" ou=people,dc=company,dc=com".

Dynamic groups may have an email address and multiple email alias addresses.

Y ou can a'so hide your dynamic groups from the address book or temporarily disable them.

allUsers Suffix| zarafa-groups > |dap-account-manager > orgj RDN identifier cnj@
allUsers@ldap-account-manager.org

@ Zarafa dynamic group Group name ‘aHUsers

Q
Base ‘ou:peop\e,dc:\dapfaccountfmanagenc (7]
Fitter ‘u\d:* @
Email
Email ‘a\\Users@\dapfaccountfmamager‘org @
Email aliases ‘a\\@\dap-accoumt-manager‘Org X o
[ -
Options
Hidden O (7]
Active (7]

Kolab shared folders

Please add the account type "Kolab shared folders' in your LAM server profile and set the correct LDAP suffix.

“& General settings | % Account types # Modules @ Nodule settings

Available account types

Kolab shared folders ~ Kolab shared folders (e g. mail folders) <
Kelab shared folders Kolab shared folders (e.g. mail folders) ®
LDAP suffix [ou=shared folders,dc=localdomain @  Ustattributes [#cn; #kolabDelegate; #alias @

Advanced optians

Then add the "Kolab shared folder" module on tab "Modules".

"4 General settings % Accounttypes | # Modules | # Module settings

Kolab shared folders

Selected modules Available modules
Kolab shared fal %X Custom fields (customFields) £
(kolabSharedFolder)(*)
& Custom scripts (customScripts) L

@ General information (generalinformation) ==

Now you can start to add shared foldersinside LAM.
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webtest Suffix Shared Folders > localdomain  RDN identifier cn €3

Kolab shared folder

Name [webtest @
Email address [webtest@localdomain @
Mailbox home server | @
Target IMAP folder © [webtest/folder@localdomain @
Type Shared mail folder @
Alowsd recepients [ i 2 dmin@localdamain X+ 9
Alawed senders (g min@localdomain X @ 9
Email aliases
[webt@localdomain R = @
Delegates

admin.admin@localdomain ~| 3 @

admin.admin@localdomain | =

Marlk: account for deletion @

DHCP

Y ou can mange your DHCP server with LAM. It supportsto manage subnets, fixed |Pentries, IPrangesand DDNS.
Configuration

The DHCP management can be activated by adding the account type DHCP to your server profile. Please also
add the DHCP modules.

LAM requiresthat you use an LDAP entry with the object class "dhcpService" or "dhcpServer" as suffix for this
account type. If the "dhcpServer" entry points to a "dhcpService" entry via "dhcpServiceDN" then you need to
use the DN of the "dhcpService" entry as LDAP suffix for DHCP.

Add account type:
“& General settings 3 Account types s odules & Module settings

Available account types

@ DHCP DHCP administration o

Set suffix:

Active account types

@/ DHCP  DHCP administration ®

LDAP suffix [cn=dhcp,0=test,c=de @  Listatiributes [#cn; # dhopRange ; #fixed_ips

3]

Advanced options

Add modules:

"6 General settings % Accounttypes | # Modules | # Module settings
‘© pHeP

Selected modules Available modules

& DHCP settings (dhcp_settings)(*) X Custom fields (customFields) -
& Custom scripts (customScripts) -

@  Ranges (range) X & Ceneral information (generalinformation) =
&  DDNS (ddns) x
L] Hosts (fixed_ip) K

Example server entry:

dn: cn=server, ou=dhcp, dc=I dap- account - nenager, dc=org
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obj ect cl ass: dhcpServer

obj ectcl ass: dhcpOpti ons

obj ectclass: top

cn: server

dhcpcoments: My DHCP server

dhcpopti on: domai n-nane "Il dap- account - nanager. or g"
dhcpopti on: domai n- nane-servers 192.168.1.1
dhcpoption: routers 192.168.1.1

dhcpoption: netbi os-nane-servers 192.168.1.1
dhcpopti on: subnet-mask 255.255. 255.0
dhcpopti on: netbi os-node-type 8
dhcpst at enents: default-1ease-time 3600
dhcpst at enents: max-| ease-time 7200
dhcpst at enents: include "nykey"
dhcpst at enents: ddns-update-style interim
dhcpst at enents: update-static-|eases true

dhcpstatenents: ignore client-updates

Example settings for dhcpd.conf:

ddns-updat e- styl e none;

deny unknown-clients;

| dap- server "server";

| dap- dhcp-server-cn "server"

| dap- port 389;

| dap- user nane "ui d=dhcp, ou=peopl e, dc=I dap- account - mranager, dc=or g"
| dap- passwor d " { SSHA} XXXOOXXXXXXX!

| dap- base-dn "ou=dhcp, dc=l dap- account - manager, dc=or g"

| dap- net hod dynami c;

| dap- debug-file "/var/log/ dhcp-I|dap-startup.|og"

dapd.conf changes:
i ncl ude /etc/l dap/schema/ dhcp. schema

i ndex dhcpHWAddr ess eq
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i ndex dhcpC assData eq

Run slapindex to rebuild the index.

Y ou can manage the settings of your DHCP service/server entry:

S users  BGroups | WDHCP

= New DHCP 3 Delete selected DHCP entries 9 File upload % DHCP settings O %

You can easily create new subnet entries.

192.168.1.0
Demo subnet

Suffix server > test > de

(&Aj DHCP settings

@ Example: 192.168.10.0

Subnet * [192.168.1.0
B Hosis Domain name [demo
Lease time [
@)y Ranges Maximum lease time [
@) oons DNS [192.168.1.1
Default gateway [102.168.1.1

Netbios name servers |192‘ 168.1.1
Netbios node type H-Node (0x08) ~J

Subnet mask [255.255.255.0
Net mask 24
Description [Demo subnet

POOODOO OO OO

Itis also possible to specify alist of fixed IPs.

192.168.1.0
Demo subnet

w DHCP settings PC name* @

MAC address* @

RDN identifier cn ¢4

Suffix server > test > de

IP address

[11:22:33:44:55:ab

[192.168.1.11

[11:22:33:44:55:a2

[192.168.1.12

[11:22:33:44:55:a1

[192.168.1.13

!.[ Hosts IDCO2
S IDC03
(=} Ranges [pcoa
w DDNS l

I P ranges may be specified.

If you use failover pools for your IP ranges please use the pool options on the bottom. Here you can add DHCP
pools (object class "dhcpPool™") and specify the failover peer.

192.168.1.0
Demo subnet

Suffix server > test > de  RDN identifier cn @

w DHCP settings

Range from * [192.168.1.1 (7]
@) Ranges Rangeto”  [192.168.1,10 7]
= K Delete range (7]
&) DDNs
Range from * [192.168.1.20 @
| Hosts
" Rangeto”  [192.168.1.30 @
K Delete range (7]
Range from* [192.168.1.40 @
Rangeto® [192.168.1.50 @
K Delete range (7]
= New range @
Pools
Name [poolt @ [ Delete pool
Failover peer [peer2 (7]
Range from* [192.168.1.80 @
Rangeto® [192.168.1.90 @
K Delete range @
4 New range @
< New pool 7]

RDN identifier cn €2

X X X

1
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If you activated DDNS in the server entry then you may also specify the DDNS settings for this subnet.

192.168.1.0 Suffix server > test > de  RDN identifier cn €2
Dema subnet

&) DHCP settings | 1o ;yyrecs of the DNS server [192,168,1.1 1)
|| Hosts Zone names [zone (7]
— Reverse zone names |1‘168‘192m-addr‘arpa @
<) Ranges

&) DDNS

Bind DLZ (LAM Pro)

Bind DLZ [http://bind-dlz.sourceforge.net] is an extension to the DNS server Bind [http://www.isc.org/soft-
ware/bind] that allowsto store DNS entriesinside LDAP. Pleaseinstall the Bind DLZ schemafile on your LDAP
server. Itis part of the DLZ patch.

Configuration

First, you need to add the Bind DNS account type and the Bind DLZ module:
% General settings  account types @ pvodules s Module settings

Available account types

@/ Bind DNS Bind DNS entries £l

Please set the LDAP suffix either to an existing DNS zone (dlzZone) or an organizational unit that should include
your DNS zones.

Active account types

@ Bind DNS  Bind DNS entries

LDAP suffix [ou=bind,o=test,c=de @  List attributes [#dizHostName; #zoneName

Advanced options

“% General seftings £ account types & Modules ® Module settings

‘& Bind DNS
Selected modules Available modules
& DNS entry (bindDLZ)(*) R Custom fields (customFiglds) e
@ Custom seripts (customScripts) 3

© General information (generalinformation) =g

Automatic PTR management

LAM can automatically create/delete PTR entries for the entered 1Pv4/6 records. Y ou can enable this feature on
the modul e settings tab.

PTR recordswill get thesame TTL as | P records. Please note that you need to have matching reverse zones (".in-
addr.arpa’/".ip6.arpa") under the same suffix as your other DNS entries.

& General settings © Account types ® Modules % Wodule settings

,@ DNS entry

Automatic PTR changes £ @

Zone management

If you do not yet have a DNS zone then LAM can create one for you. In list view switch the suffix to an organi-
zational unit DN. Now you will see abutton "New zone".
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Thiswill create the zone container entry and a default DNS entry "@" for authoritative information. Now switch
the suffix to your new zone and start adding DNS entries.

@4 Bind DS

o New DNS entry 3 Delete selected DNS entries 7 File upload

DNS entry count: 2

demo > bind > test > de x|

Host name 2]
e ¥ [T
04404 @
O A=K wew
4+ Selectal

Zone name

—

demozone

demozone

DNSentries

LAM supports the following DNS record types:

» SOA: authoritative information
* NS: name servers

* A/AAAA: IP addresses

* PTR: reverse DNS entries

* CNAME: alias names

o MX: mail servers

» TXT: text records

* SRV: service entries

Authoritative (SOA) and name server (NS) records

Here you can manage general information about the zone like timeouts and name servers. Please note that name
servers must be inserted in a special format (dot at the end).

@ Suffi example,com > demo > bind > test > de =]  RDN identifier dizHostName @
@ DNS entry Host name @ @

Authoritative information ("SOA" record)

Expiration time (504800 @  Refreshtime * [2800 @  Minimumtime ® [s8400 @

Retry times [7200 @ Timeout [1209600 (7}

Primary name server * [nsL.example.com, @  Adminemail” [root.example.com. @  serial numper” [t @

& Delete

Name servers ("NS" recorus)

Name server * [nsL.example.com. Timeout ™ (1200600 @ R

Name server * [ns2.example.com. Timeout© (1200600 @ R

o Add

| P addresses (A/AAAA)

LAM will automatically set the correct type (A/AAAA) depending if you enter an IPv4 or |Pv6 address.

www Suffix example.com > demo > bind > test > de »| RDN identifier alzHostName G
@ el Ry Host name www @

IP addresses ("A/AAAA" records)

IP address |133‘123-123‘133 Q Timeout |1209600 @ X

IP address * [1:2:3:4:5:6 @  Timeout™ [1209600 @ X

4 Add
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Reverse DNS entries

Reverse DNS entries areimportant when you need to find the DNS name that is associated with agiven | P address.
Reverse DNS entries are stored in a separate DNS zone.

123.123 Suffic | 123,123.in-addr.arpa > demo > bind > test > de ¥| RDN identifier dizHostName &2

@ DNS =ntry Host name 123.123 @

Reverse DNS entries ("PTR" records)

Host name ™ [www.demozone, @ Timeout |1209§00 @ X

e Add

Aliasnames (CNAME)

Sometimes a DNS entry should simply point to a different DNS entry (e.g. for migrations). This can be done by
adding an alias name.

www2 Suffic example.com > demo > bind > test > de =]  RDN identifier dizHostName @
@ TR R Host name www2 @

Alias name ("CNAME" record)

Alias name * [www @  Timeout™ [1209600 0 R

Mail servers (MX)

The mail server entries define where mails to adomain should be delivered. The server with the lowest preference
has the highest priority.

www Suffix example.com > demo > bind > test > de v RDN identifier dizHostName @
IP addresses ("A/AAAA" I‘ECOI’US)
P address * [123.123.123.123 @  Timeout” [1200600 @ X
IP address * [1:2:3:45:6 @  Timeout” [1209600 @ X
e Add
Mail servers ("MX" rECOI’ﬂS)
Mail server © [123.123.123.123 @  Preference © [s0 @  Timeout” [1209600 @ R
Mail server © [123.123.123.124 @  Preference © [60 @  Timeout” [1209600 @ X

o Add

Text records (TXT)

Text records can be added to store a description or other data (e.g. SPF information).

servert Suffix lam.de > bind > test > de ~| RDN identifier dizHostName &3

@ DNS entry  post name server1 @

IP addresses (“A/AAAA" records)

IP address * [1.2.3.4 @  Timeout® (1209600 @ %

@ Add

Mail servers ("MX" records)

o Add

Text ("TXT" records)

Text* [This is a test server @ Timeout” [1209600 © X
Text” [Managed by LAM Pro @  Timeout® (1209600 @ X
@ Add
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Services (SRV)

Service records can be used to specify which servers provide common services such as LDAP. Please note that
the host name must be _SERVICE._ PROTOCOL (e.g. _ldap._tcp).

Priority: The priority of the target host, lower value means more preferred.

Weight: A relative weight for records with the same priority. E.g. weights 20 and 80 for a service will result in
20% queries to the one server and 80% to the other.

Port: The port number that is used for your service.

Server: DNS name where service can be reached (with dot at the end).

_ldap._tep Suffix lam.de > bind > test > de ] RDN identifier dizHostName &

@ DNS entry Host name _Idap._tcp @

Services ("SRV" records)

©

Priority (10 @  weignt” [s0 Port” [389 @

Server (idap.example.com. @  Tmeout” [1209600 7}

& Delete

()

Priortty (10 @  wegnt® [20 port* [389 @

Server (idap2.example.com. @  Timeout” [1209600 (7}

# Delete

= Add

Text ("TXT" records)

 Add

Fileupload

You can upload complete DNS zones via LAM's file upload. Here is an example for a zone file and the corre-
sponding CSV file.

Table4.2. Zonefile

@ IN SOA nsl.example.com admin.n-
sl.example.com (1 360000
3600 3600000 370000)
IN NS nsl.example.com.
IN NS ns2.example.com.
IN MX 10 mail 1.example.com
IN MX 20 mail2.example.com
foo IN A 123.123.123.100
foo2 IN CNAME foo.example.com
bar IN A 123.123.123.101
IN AAAA 1:2:3:4:5

Please check that you have an existing zone entry that can be used for the file upload. See above to create a new
zone.

Hint: If you use the function above to create a new zone then please skip the "@" entry in the CSV file below.
LAM creates this entry with sample data.
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In this example we assume that the following zone extry exists:

dn: dlzZoneName=example.com,ou=hind,dc=example,dc=com
dizzonename: example.com

objectclass. dlzZone

objectclass:. top

Here is the corresponding CSV file: bindUpload.csv [resources/bindUpload.csv]

Aliases (LAM Pro)

Some applications use the object class "aias' to link LDAP entries to other parts of the LDAP tree. Activate the
account type "Aliases" in your LAM server profile to use this account type.

Currently, only user accounts can be aliased with the "uidObject" object class.

chach Suffix sliases > test > de x| RDNidentifier| uid -] @
- N
¢ BEErhEmE User name * |cbach @
C:> Alias
chach Suffix aliases > test > de~|  RON identifier | vid ~| @

)
User name | pjiased entry chach > demo > People > test > de  Change @

l::> Alias

Mail aliases

Y ou can manage mail aliases (e.g. for NIS) inside LAM. This can be used to replace local /etc/aliases files with
LDAP.

To activate this type please add "Mail aliases' in your LAM server profile;

& General settings © Account types ® Modules # Module settings

Available account types

» Aliases Alias entries -
Asterisk extensions  Asterisk extensions entries -«
& DHCP DHCP administration >
[ Mail aliases Mailing aliases (e.g. NIS mail aliases) ==
S NIS netgroups NIS netgroup entries >
IS abjects IS object entries -
., Password policies  Password palicies (ppolicy) -
% Sudo roles Suda rale management -

NIS mail aliases

Note: Use the mail alias user module to manage mail aliases on user pages.

All accounts of thistype are based on the "nisMail Alias" object classand may have"cn" and "rfc822MailMember”
attributes.

Y ou need to select the Mail aliases module on the next tab.

% General settings £ account types % Modules s Module settings

LI mail aliases
Selected modules Available modules
] Mail aliases (nisMailAlias)(*) x Custonleidslicuatenhlelds) -
@ Custom scripts (customScripts) £l

@ General information (generalinformation) s
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The mail aliases will then appear as separate tab inside LAM. Y ou may then manage the aliases with their names
and recipient addresses.

There are mail/user icons that allow to select amail address/user name from the existing users.

demo Suffix mailaliases > test > de  RDN identifier cn 2
D“ Mail aliases Alias name * [demo (7]
Recipient  [demo@example.com &8 Xe
Recipient  [some_user@example.com b8 Xe
New reciplent | &8 +@

Courier mail aliases

Mail aliases for Courier SMTP can be used when activating NIS mail aiases and Courier modules:

L Mail aliases
Selected modules Available modules
] Mail aliases (nisMailAlias)(*) ® Custamlrsiaslicustamplelds) -
& Custam scripts (customsSeripts) -
& cCourier (courierMailAlias) ®

©@ General information (generalinformation) =

Y ou will then get the Courier tab for your mail aliases.

demo Suffix courier > test > de  RDN identifier  mail | @

/| Mail aliases Email address |demo@\dap—accoumt—managerorg @

Recipient address . _ ©
G EENREr |pro]ect1@|dap account-manager.org X =+

Mall source - | @

Description [Demo alias (7}

NIS net groups

LAM supports to define NIS netgroups. Y ou can use them e.g. to restrict SSH access to your machines.

Add the NIS net group account type and its module to your server profile. Then you can manage net groups in
LAM. Net groups may contain other net groupsas child groups. Y ou can either insert the host/user names manually
or print the search buttons next to the input fields to find existing entriesin your directory.

demo Suffix| netgroups > test > de x| RDN identifier| cn x| @

Demo group

5 g NIS et grouP  group name * Jdemo @
Description  [Demo aroup @

Subgroups adminstratars, group01, group02

o
Edit subgroups 2]

Wembers Host User Domain Q
[peo1 = [user1 £ [mydomain R
[ = [userz 8 E

NIS objects (LAM Pro)

Y ou can manage NIS objects with LAM Pro. This alows you define network mount pointsin LDAP.

Add the NIS objects type to your LAM configuration and then the NIS objects module. This will add the NIS
objectstab to LAM.

/home Suffix| nisobjects > test > de x| RDNidentifier| cn = @
Network home

} NIS object  pgme * [frome (7}
Mapping name ‘auto.home (7]
Mapping entry ‘—fstvpe:nfs,rw homeserver: /home (7]
Description [Metwork horne (7]
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Automount objects (LAM Pro)

LAM Pro alows you to manage automount entries. Please activate the account type "Automount objects" in your
LAM Pro server profile.

% General settings | % Accounttypes | # Modules | # Module settings

Available account types

4 Password palicies  Password palicies (ppalicy)

= Aliases Alias entries -
Asterisk extensions  Asterisk extensians entries o
Autormaunt objects  Autormount object entries -
@ DHCP DHCP administration &+
# Group of names Group of names accounts £
[] Mail aliases Mailing aliases (e.g. NIS mail aliases) <=
2 NIS netgroups NIS netgroup entries o
NIS objects NIS object entries -
-

-

% Suda roles Sudo role management

Then add the correct automount module. Usually, thisis"Automount entry (automount)". If you use Suse Linux
with RFC2307bis schema please select " Automount entry (rfc2307bisAutomount)”.

% General settings £ account types % Modules s Module settings

Automount entries

Selected modules Available modules
# Automount entry (automount)(*) ® # Automount entry (rfc2307bisAutomount)(*) =
Custom fields (customFields) £
@ Custom scripts (customScripts) £

@ General information (generalinformation) <

Thiswill add a new tab to LAM Pro's main screen which includes a list of all automount entries. Here you can
easily create new entries.

& Users = MGroups = ® Samba domains * Hosts Autamount objects
H save %« Resetchanges default =] @ Load profle = @
Thome Suffix| automount > test > de~| RDN identfier en +| @

Global home directory

} Automount object

Narme* ‘/’home @
Autornount entry® ‘server:/g\oba\Home @
Description ‘Globa\ home directory @

Please see the following external HowTos for more information on automounting and LDAP:
» AutofsL DAP [https://hel p.ubuntu.com/community/AutofSLDAP]

» Automount tiber LDAP (German) [http://www.pro-linux.defartikel/2/760/automount-ueber-ldap.html]

Oracle databases (LAM Pro)

Oracle alows to manage connection data that is stored in thsnames.ora to be stored in an LDAP directory.
Initial setup
LDAP server setup:

You will need to install the correct Oracle LDAP schemafiles on your LDAP server. If you run no Oracle LDAP
server then you can get them (oidbase.schema, oidnet.schema, oidrdbms.schema, alias.schema) e.g. from here
[http://www.idevel opment.info/data/Oracle/DBA_tips/LDAP/LDAP_8.shtml].

Next you need to create the root entry for Oracle. It should look like this:

dn: cn=0r acl eCont ext , dc=exanpl e, dc=com
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obj ect cl ass: orcl Cont ext
cn: O acl eCont ext

Y ou can create it with LAM's tree view. Please note that "cn" must be set to "OracleContext".

LAM setup:

Edit your LAM server profile and add the Oracle account type:
& General settings 3 Account types W Vodules & \odule settings

Available account types

[] Mail aliases WMailing aliases (e.g. NIS mail aliases) -
8 NIS netgroups NIS netgroup entries -
NIS abjects NIS object entries -
& Oracle databases Oracle database entries -

In case you manage a single Oracle context just enter the cn=OracleContext entry as LDAP suffix. If you manage
multiple Oracle context entries then set the LDAP suffix to a parent entry of them.

Active account types

4 Oracle databases Oracle database entries ®

LDAP suffix |cn=CracleContext,ou=ctx 1,ou=oracle, o=test,c=de @ List attributes |#cn; #orclNetDescString; # description

(3]

Advanced options

Next, add the Oracle module:

“ General seftings % Accounttypes | # modules | ¥ Module settings

4 Oracle databases

Selected modules Available modules
& Oracle database (oracleService)(") 4 Custom fields (customFields) -
@ Custom scripts (customScripts) £

@ General information (generallnformation) &g

Now you can loginto LAM and start to add database entries.

Managing database entries

Each database has a service name, the connection string and an optional description.

mydb Suffic  OracleContext > ctx1 > oracle > test > dej RDN identifier cn (2
This is a sample database

LS Cracle database e [rydo @
Description |Th\s is a sample database @
Connection string ~ |(DESCRIPTION=(ADDRESS=(PROTOCOL=TCP)(HOST=mydb.example.com) Q

(PORT=1521))(CONNECT_DATA=(SERVICE_NAME=0rcl)))

Database client setup for LDAP

Y ou need to activate the LDAP adapter to make the database tools reading LDAP. Edit network/admin/sglnet.ora
like this:

NAMES. DI RECTORY_PATH= ( TNSNANMES, LDAP)

Then add afile called Idap.ora next to your sglnet.ora and set the LDAP server and DN suffix where cn=Oracle-
Context is stored:

DI RECTORY_SERVERS= (| dap. exanpl e. com 389: 636)
DEFAULT_ADM N_CONTEXT = "ou=ct x1, ou=or acl e, o=t est, c=de"
DI RECTORY_SERVER TYPE = O D
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Thiswill allow e.g. tnsping to get the connection data from LDAP:;

[oracl e@racle bin]$ tnsping nmydb

TNS Ping Utility for Linux: Version 12.1.0.1.0 - Production on 09- FEB-2014 18: 06: 54
Copyright (c) 1997, 2013, Oacle. Al rights reserved.

Used paraneter files:
/ hone/ or acl e/ app/ or acl e/ product/ 12. 1. 0/ dbhome_1/ net wor k/ adni n/ sql net . ora

Used LDAP adapter to resolve the alias

Attenpting to contact (DESCRIPTI ON=( ADDRESS=( PROTOCOL=TCP) ( HOST=mnydb. exanpl e. conm) ( PORT=
X (10 nsec)

Password policies (LAM Pro)

OpenL DAP supports the ppolicy [http:/linux.die.net/man/5/slapo-ppolicy] overlay to manage password policies
for LDAP entries. This allows you to set password policies which are independent from your applications. The
policies are managed internally by the LDAP server.

Y ou can manage these policies with LAM Pro with the account type "Password policies'.

default Suffix| policies > test > de ~|  RDN identfier cn ~| @
& Password policy  jame ‘defau\t

Minimum passwaord age ‘60

Maximum passward age ‘31536000

Expire warning ‘

Grace authentication limit ‘

Password history length ‘10

Password quality check no j

Minimum passwaord length
Lockout users

Lackout duration

Maximurm failure count

Failure caunt interval
Require password change on first login
Allow password change
Password change requires old password [J

QOO0 O OOCOOOOOO©O®O

Y ou will need to add the ppolicy schema to your OpenLDAP configuration and activate the ppolicy [http:/lin-
ux.die.net/man/5/slapo-ppolicy] overlay modulein slapd.conf to use this feature.

PyKota printers

Please add the account type "Printers (PyKota printers)” on tab "Account types' in your server profile and setup
the LDAP suffix where printers are stored.

&= Printers Pykata printers -
& printers PyKota printers ®
LDAP suffix [ou=printers,cu=pykota,o=test,c=de @  Listattributes [#cn; #description; #pykotaPricePerPage; #pykotaPr @

Advanced optians

Then add the PyK ota printer module on tab "Account modules’.

% General settings © Account types * odules s Module settings

= printers
Selected modules Available modules
= Pykota (pykataPrinter)(*) R Custom fields (customFields) Ll
&) Custom seripts (customScripts) -

@ General information (generalinfarmation) =g
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Next you can start managing printers inside LAM. Here you can setup the costs for a print job. LAM will also
show if the printer is member of any printer groups.

printer3 Suffix printers > pykota > test > de  RDN identifier cn &3
My printer
= PYReta printername ®  [printers @

Maximum job size [o @

Price perjob [L.0 @

Price per page  [0.5 @

Passthrough No =] @

Description My printer @

-

Printer groups  printergroups, printergroup?
Group members .

Y ou can a'so setup printer groups. Just add some members to your new group.

printergroup Suffix printers > pykota > test > de  RDN identifier cn ¢3
My printer group

= PYKOta prnier pame *  [printergroup @
Waximum job size [0 @
Price per job [10 Q
Price per page  [0.5 7]
Passthrough No =] (7}
Description My printer group (7]
e
Group members printert 3¢ (7]
printer2 3 =

PyKota billing codes

Please add the account type "Billing codes’ on tab "Account types’ in your server profile and setup the LDAP
suffix where billing codes are stored.

& Billing codes PykKota billing codes -
& Billing codes PyKota billing codes i
LDAP suffix [ou=bilingcodes, ou=pykota, o=test,c=de @  Listattributes [#cn; #description; #pykotaBalance; #pylotaPageCo @

Advanced options

Then add the PyKota billing code module on tab "Account modules’.

& General settings % Accounttypes | # Modules | ¥ Module settings

= gilling codes

Selected modules Available modules
= PyKota (pykotaBilingGode)() % Custom fields (customFields) -
@ Custom scripts (customScripts) -

© General information (generalinformation) =g

Now loginto LAM and you will see the hilling code tab where you can manage your entries. If jobs were printed
with abilling code then you will also see the balance and page count.

billingCode01 Suffix bilingcodes > pykota > test > de  RDN identifier cn &
Some biling code

- PYKeta giingcode * [bilingCode0l @
Balance 0.0 @

Page count 0 o

Description  (Some billing code )

Reset e

Custom fields (LAM Pro)

This module allows you to manage LDAP attributes that are not covered by the other LAM modules (e.g. if you
use custom LDAP schemas). You can fully define how your input fields look like:
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¢ Labe

» LDAP éttribute name

¢ Unique namefor field

e Helptext

» Read-only display

 Field type: text, password, text area, checkbox, radio buttons, select list, file upload
 Validation viaregular expression
 Error messageif validation fails
Limitations:

Custom fields cannot manage

e structural object classes

« attributes that require validation rules across multiple attributes or cannot be described by a simple regular
expression

Activating the custom fields module:

You may specify custom fields for all of your account types. Please enter tab "Modules" in your server profile.
Now activate the "Custom fields (customFields)" module for all needed account types.

% General settings 3 Account types s Modules # Module settings

! users

Selected madules Available modules

= Personal (inetOrgPerson)(*) x & Account (account)(*) -
Asterisk (asteriskAccount) -
& Unix (posieAccount) X Asterisk voicemail (asteriskvoicemail) -
Altharized -
[® samba 3 (sambaSamAccount) b 4 (authorizec
& Custom scripts (customSeripts) -
Custom fields (customFields) 4 B EDU persan (2duPersan) -
1 FreeRadius (freeRadius) -
& General information (generalinformation) -
# Groups of names (groupOfNamesuser) .
% Hosts (hostObject) =+ =

Setting label and icon:

You may set the label that is displayed e.g. on the tab when editing an account. It is aso possible to specify an
icon (must be avalid URL like "/images/icon.png" or "http://server/images/icon.png"). The icon size should be
32x32 pixels.

LAM will display a default icon and "Custom fields" as label if you do not enter any values.
Y ou may also specify how LAM displays cutom fields when there are multiple field groups. The default is accor-

dion view where you can switch field groups by clicking on the title. You may also deactivate this mode. Then
all field groups are displayed one below the other.
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— {0 Custom fields

Appearance
[ Display muttiple graups as accordion @
Users
Label [User label (7}
leon [http: //localhost/lam2/graphics/uid.png @
Groups
Label [Group label @
Icon |,/'\a m/graphics/tux.png (7}
Hosts
Label | (7]
lean | (7]
Defining groups:

All input fields are devided into groups. A group may contain one or more object classes and alows you to add/
remove acertain set of input fields.

E.g. you may define two groups - "My application A" and "My application B" - that manage different LDAP
attributes and object classes. Thisway you will be able to control both attribute sets independently.

To create a group please edit your server profile and switch to tab "Module settings'. You will see the section
"Custom fields" which allows you to add new groups. Now select your account type (e.g. Users) and specify an
aliasfor your group. Thisaiaswill be printed asgroup header when you later edit an account inthe admin interface.

— {0 Custom fields

Create hew group

Account type | Users =
Alias My application A (7]

e Create new group @

After you created your new group you can setup the managed object classes. If you specify any object classesthen
you will later be able to add/remove a complete set of attributes including their object classes.

Skipping the object classes field is only useful if you want to manage some attributes that are not yet supported
by LAM but thereis already a LAM module that manages the object class.

&M Custom fields

Create new group

Account type | Groups =l
Alias (7}

ogm Create new group @

My application A

Account type  Users

Alias My application A @
Object classes [application] @

The group may look like when you edit a user.

Claudia Bach Suffix demo > People > test > de  RDN identifier | uid -le
= claudia bach@I|dap-account-manager.org Telephone number 0123-4567-8300 Mobile number 0123-4567-8322

 Personal
i
My appllcatlon A
A Ui
S Add extension
@ Samba 3

{0: Custom fields
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Claudia Bach Suffix demo > People > test > de  RDN identifier  uid 7]
= claudia bach@dap-account-manager.org Telephone number 0123-4567-8900 Mobile number 0123-4567-8922

Personal
My A
A o
9 Routing address [obach ]

[&) sambas Active
Remove extension

Adding fields:
Now you can add a new field that manages an LDAP attribute. Simply fill the fields and press on "Add".

Please note that the field name cannot be changed later. It isthe unique ID for thisfield.
4# Create new group @

My application

Add new field
Account type .
sins Name * [myfield 17}
R Label My custom field 7]
Attrioute name * [myfield 7]
Add new field o
oo ! Type Text field =l (7]

Custom fields
Add Cancel

Name

Examples for fields and their representation:
Text field:
Text fields allow to specify avalidation expression and error message.

Y ou can al so enabl e auto-completion. In thiscase LAM will search all accountsfor the given attribute and provide
auto-completion hints when the user edits this field. This should only be used if there is a limited number of
different values for this attribute.

In case your field is a date value you can show a calendar for easy editing.
Example calendar formats:

e dd.mm.yy: 31.12.2016

* yy-mm-dd: 2016-12-31

« dM,y: 31 Dec, 16

e dMM,y: 31 December, 2016

Name givenName K <
Type Text field

Label [First Name L]
Attribute name [aivenName (7}
Help text | 7]
Read-only @
Show calendar | @
validation expression [/~ [a-2A-Z ]*§/ @
Validation message [Please enter a vald first name. (7}
Allow muttiple values winmam | Maxmum| @
Auto-completion @

Presentation:

‘ First name [steve miller

Password field:

You can also manage custom password fields. LAM Pro will display two fields where the user must enter the
same password. Y ou can hash the password if needed.
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Name customPassword b 4
Type Password

Label [custom Password @
Attribute name [customPassword @
Validation expression [Pazames (7]
validation message [Fassward allows only letters and digits. @
Password hash type SsHA = @

Presentation:

Custom Password |‘. .

Text area:

This adds a multi-line field. The options are similar to text fields. Additionally, you can set the size with the
number of columns and rows.

Please note that the validation expression should be set to multi-line. Thisis done by adding "m" at the end.

Name postaladress *
Type Textarea

Label [Postal address @
Aftribute name postalAdress @
Validation expression IW [7]
validation message [Flease enter avalid address. @
Columns o @
Rows B e

Presentation:

Postal address  [Steve Miller
My Street 123

12345 My City

Checkbox:

Sometimes you may want to allow only yes/no values for your LDAP attributes. This can be represented by a
checkbox. Y ou can specify the values for checked and unchecked. The default value is set if the LDAP attribute

has no value.

Name carlicense ®
Type Checkbox

Label [Carlicense @
Attribute name [calicense @
Value for *checked” fes— e
value for "unchecked” o @
Default value O (7]

Presentation:

| cariicense

Radio buttons:
Thisdisplays alist of radio buttons where the user can select one value.

Y ou can specify a mapping of LDAP attribute values and their display (label) on the Self Service page. To add
more mapping fields please press "Add more mapping fields'.

Name businessCategory b 4
Type Radio buttons
Lapel [Business category @
Attribute name businessCategory @
Value mapping Value Label @

[ F

[hr [Fuman Resources

[it [

[man [Management

[org [Crganisation

Add more mapping fields

Presentation:

Business categary O -
O Human Resources
@7
Q Management
O organisation
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Select list:

Select lists allow the user to select avaluein alargelist of options. The definition of the possible values and their
display is similar to radio buttons.

You can aso alow multiple values.

Name departmentNumber X ¢
Type Select list
Label [Department (7]
Attribute name * [departmenthNumber @
Help text | (7]}
Read-only (7]
Allow muttiple values A winimom [ Madmum| @
Value mapping value Label (7]

|car |Automot\ve

it [T Consulting

|hr |Human Resources

Add more mapping fields

Presentation:

Department [Financial Services ||

Custom Password |~
Autormotive

Insurance
IT Consulting

Automotive -]
Financial Services
Insurance

IT Consulting

Department

LDAP search select list

Thisissimilar to "Select list" but the option are read from LDAP. Y ou can use this to define e.g. a DN selection
list. Multiple values are supported.

Name manager ® ¢
Type LDAF search select list

Label [Manager (7]
Aftribute name ~ |manager [7]
Help text | @
Read-only @
Allow muttiple values winimum|— Maxmum[ @
LDAP suffix ™ |Ou=peop\e,o=testlc=de o
LDAP filter * [(objectclass="*) (7]
Aftribute name [dn (%)

LDAP suffix: The LDAP DN that is used as starting point to search for LDAP entries.

LDAPfilter: Only LDAP entries that match thisfilter will be used. If al entries should be used then use " (object-
class=*)".

Attribute name: The values of this attribute will be used to build the selection list.

Presentation:

Manager | cbach > demo > People > test > de j @

Constant value

Thiswill set the attribute to a constant value. Y ou can also specify wildcards to inject other attribute's values.

Name description R T
Type Constant

Label [Description (7}
Aftribute name [description @
Help text ( @
Value ” |%g\venname%((g\venname))%sn% [7]

Wildcards:

» Opattribute%o: attribute value
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» @attribute@: first character of attribute

* 7attribute?: first character of attribute in lower case

« lattribute!: first character of attribute in upper case

o Pattribute??: attribute in lower case

 Iattributel!: attribute in upper case

 ((attribute)): space if attributeis set

* S8attributel;§; attribute values separted by ";" (you can set other separatorsif you want)

Examplesfor attributes gn="Steve", sn="Miller" and memberUid=("userl", "user2") (specified value -> resulting
LDAP vaue):

Table4.3.

Constant value Resulting LDAP value

my constant my constant

%gn% Steve

%gn%((gn))%sn% Steve Miller (would be "Miller" if gnis empty)
8memberUid|, § userl, user2

Presentation:

The LDAP value will be shown as text.

Description Ernst Backer

File upload:

Thisisused for binary data. Y ou can restrict uploaded datato a given file extension and set the maximum file size.

Name cv X T
Type File upload

Label [ev @
Aftribute name [usercy @
Read-only O @
File extension [-paf (7]
Maximum file size (100000 @
Multi valug @

Presentation:

The uploaded data may also be downloaded via LAM.

cv <
& pownload ¥ pelete

& Download ¥ pelete

2 Download K pelete

Validation expressions:

The validation expressions follow the standard of Perl regular expressions [http://perldoc.perl.org/perlre.html].
They start and end with a"/". The beginning of alineis specified by """ and the end by "$".

Examples:
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/N az0-9]+$/ alows small letters and numbers. The value must not be empty ("+").

/Na-z0-9]+$/i alows small and capital letters ("i" at the end means ignore case) and numbers. The value must
not be empty ("+").

Specia characters that must be escaped with "\": "\", ".", " (", ")"

E.g. /"[a-z0-9\.]¥/i

Custom scripts (LAM Pro)

LAM Pro alows you to execute scripts whenever an account is created, modified or deleted. This can be useful
to automate processes which needed manual work afterwards (e.g. sending your user a welcome mail or register
amailbox). Additionally, you can specify manual scipts that can be executed from within LAM Pro.

To activate this feature please add the "Custom scripts' module to all needed account types on the configuration
pages.

"6 General settings % Accounttypes | b Modules | ® Module settings = Jobs

.\ Users

Selected modules Available modules

Personal (inetOrgPerson)(*) X 1 J (VG R

() Account locking (locking389ds)
) Custam scripts (customscripts) i Asterisk (asteriskAccourt)
Asterisk voicemail (asteriskvoicemail)
Authorized Services (authorizedServiceObject)
Custom fields {customFields)
B EDU person (eduPersan)

1" FreeRadius (freeRadius)

LR L S S I S S TR

@ General information (generalinformation)

In"Modulesettings' you can specify multiple scriptsfor each action type (e.g. modify) and account type (e.g. use).
The scripts need to be located on the filesystem of your webserver and will be executed in its user environment.
E.g. if you webserver runs as user www-data with the group www-data then the custom scripts will be run under
this user with hisrights. The output of the scripts will be shownin LAM.

Y ou can specify the scripts on the LAM configuration pages.

— {gl| Custom scripts

GLsionlscpis User preModify /opt/myApp/myUserscript -u $uid$ -d $dng @
[group pestDelete /opt/myApp/myGroupScript -g $gid$ -d $dn$
user manual /opt/myApp/myManualScript -u $uid$ -d $dn$
user manual LAMLABEL="Run my script” /Jopt/myApp/myManualScript -u $uid$ -d $dn$

Output may contain HTML  [J
Hide command in messages []
Hide tab O

QO®

Syntax:

Please enter one script per line. Each line has the following format: <account type> <action> <script>
E.g.: user preModify /usr/bin/myCustomScript -u $uid$

Account types:

Y ou can setup scripts for all available account types (e.g. user, group, host, ...). Please see the help on the config-
uration page about your current active account types.

Actions:

Table 4.4. Action types

Action name Description
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preCreate Executed before creating a new account (cancels oper-
ation if a script returns an exit code > 0, not available
for file upload)

postCreate Executed after creating a new account (does not run if
preCreate or LDAP operations fail)

preModify Executed before an account is modified (cancels opera-
tion if a script returns an exit code > Q)

postM odify Executed after an account was modified (does not run
if preModify or LDAP operations fail)

preDelete Executed before an account is modified (cancels opera
tion if a script returns an exit code > 0)

postDelete Executed after an account was modified (does not run
if preDelete or LDAP operations fail)

manual Can be run manually on account page. If you add LAM-

LABEL="text" before the command then LAM will use
the text as labdl for the button in account edit screen.

Script:

You can execute any script which is located on the filesystem of your webserver. The path may be absolute or
relativeto the PATH-variable of the environment of your webserver process. It isal so possibleto add commandline
arguments to your scripts. Additionally, LAM will resolve wildcards to LDAP attributes. If your script includes
anwildcard in the format SATTRIBUTES then LAM will replace it with the attribute value of the current LDAP
entry. Thevalues of multi-value attributes are separated by commas. E.g. if you create an account with the attribute
"uid" and value "steve" then LAM will resolve "$uid$" to "steve".

Please note that manual scripts can only use the current LDAP attribute values of the account. Any modifications
done that are not saved will not be available. Manual scripts are also not available for new accounts that are not
yet saved to LDAP.

Y ou can switch LAM'slogging to debug mode if you are unsure which attributes with which values are avail able.
The following specia wildcards are available for automatical scripts:

* $INFO.user PasswordClear Text$: cleartext password when Unix/Windows password is changed (e.g. useful
for external password synchronisation) for new/modified accounts

¢ $INFO.user Passwor dStatusChange$: provides additional information if the Personal/Unix password locking
status was changed, possible values: locked, unlocked, unchanged

* $INFO.passwor dSelfResetAnswer Clear Text$: cleartext answer to security question

* $INFO.389lockingStatusChange$: for 389ds account locking, providesinformation if account was unlocked.
Possible values: unchanged, unlocked

» $INFO.389%deactivationStatusChange$: for 389ds account locking, provides information if account was de-
activated. Possible values: unchanged, activated, deactivated

* SNEW .<attribute>$: the value of a new attribute (e.g. SNEW.telephoneNumber$) for modified accounts
» $DEL .<attribute>$: the value of adeleted attribute (e.g. $DEL .telephoneNumber$) for modified accounts

» $MOD.<attribute>$: the new value of amodified attribute (e.g. $MOD.telephoneNumber$) for modified ac-
counts

¢ $ORIG.<attribute>$: theorigina valueof an attribute (e.g. $ORI G.tel ephoneNumber$) for modified accounts

Output may contain HTML : If your scripts generate HTML output then activate this option.
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Hide command in messages. Y ou may want to prevent that your users see the executed commands. In this case
activating this option will only show the command output but not the command itself.

Y ou can see a preview of the commands which will be automatically executed on the "Custom scripts' tab. Here
you can a'so run the manual scripts.

Claudia Bach Suffix demo > People > test > de |  RDN identifier | uid | &
claudia bach@Idap-account-manager org Telephone number 0123-4567-8900 Mabile number 0123-4567-8922

)
Personal
Manual scripts

Bll| Custom scripts Run foptmyApp/myManualScript -u 'chach' -d 'uid=cbach,ou=demo ou=People,o=test c=de'

Run my script

Automatical scripts

Action type Command
preMadify  JoptimyApp/myUserScript -u $uid$ -d $dn$

Sudo roles (LAM Pro)

You can manage your sudo roles in LDAP if you have installed the sudo-ldap package or compiled sudo with
LDAP support [http://www.sudo.ws/sudo/readme_Idap.html].

To activate sudo management in LAM Pro edit your server profile and add the type "Sudo roles’.

& General settings | % Accounttypes | ® vodules % Module settings

Available accounttypes

8 NIS netgroups NIS netgroup entries .
NIS abjects NIS object entries -
& Oracle databases Oracle database entries =
(24 Password palicies Password policies (ppalicy) =
&= Printers PyKota printers £l
@& samba domains Samba 3 domain entries 4=
| A Suda roles Sudo role management £
P Zarafa address lists Zarafa address lists £

P Zarafa dynamic groups ~ Zarafa dynamic groups £

% General settings £ Account types * Modules s Module settings

\ Sudo roles
Selected modules Available modules
\ Sudo role (sudoRole)(*) ® Custom fields (customFields) o

& Custom scripts (customScripts) £l

& General information (generalinformation) ==

Now you can create sudo commands.

backupRootFileSystem Suffix sudoRoles > test > de  RDN identifier cn &3
Backup script

\ Sudo role Rale name |backupRootFl\eSystem
Description |Backup seript
Users [backup (7]
Hosts fh1 7]
[h2

Commands |/run/my/backup

Runusers  [reot

Run groups |grl

|gr2

Options [NoPassWD

Not befare

QOO0+ X+ XX EFE X+ XFE XX+ X0OO
(5]

|
Motafter |
[

Order
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The sudo rolesin LDAP work similar to those in /etc/sudoers. Y ou can specify who may run which commands as
which user. It is also possible to specify options like NOPASSWD.

LDAP views based on nsview (LAM Pro)

LAM Pro supports LDAP views based on the "nsview" object class. These views allow to create an organi zational
unit that shows a subset of your LDAP content. The subset is determined by an LDAP filter.

Configuration:

To activate view management in LAM Pro edit your server profile and add the type "LDAP views'.

% General settings | % Accounttypes | # Modules % wodule settings < Jobs

Available account types

™ Hosts Host accounts (e.g. Samba) £
L] Mail aliases Mailing aliases (e.g. NIS mail aliases) ==
£ NIS netgroups NIS netgroup entries +
NIS objects NIS object entries L
(44 Password policies Password policies (ppalicy) -
& Samba domains Samba 3 domain entries -+
A Sudo roles Sudo role management £
Q Views LDAP views based on nsview £
| Zarafa address lists Zarafa address lists o
(¢ Zarafa dynamic groups  Zarafa dynamic groups L

% General settings % Accounttypes | # Modules | % module settings 2 Jobs

e Yiews,

elected modules Available modules

View (nsview)(") o Custom fields (customFields) -
& Custom scripts (customScripts) 3

© General information (generalinformation) =g

Now you are ready to create your views. Each view has a name, LDAP filter and an optional description.

& users ® Groups ® Groups of names A Views
9 New view ¥ Delete selected views 1t File upload dirsrv > dex] & %

View count: 3

+ Selectal  Name £ Filter Description

e v | [ [

O 7 x A barcelona (I=Barcelona) Employees based in Barcelana
O A% A munich (I=Munich) Employees based in Munich
O A x A tokvo (I=Tokyo) Employees based in Tokyo

4 Selectall
3 save % Reset changes default @ Load profile @

munich Suffix dirsrv > de x|  RDN identifier ou 2

Employees based in Munich

View Name |mumch

N
Filter [(1=Mumich) @
Description |Emp\oyees based in Murich @

General information

This module is available for all account types. It shows some interna information about the LDAP entries like
the creation time and who modified the entry.

If you usethe"memberOf" overlay in OpenL DAP then thiswill al so show group memberships done by the overlay.
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Claudia Bach Suffix.  demo > People > test > de~|  RDN identifier vid ~| @
chach@Idap-account-manager.arg Telephone number 0123-4567-8900 Mabile number 1234-M

)
. Personal Created by admin > test > de
Creation time ~ 21.03.2007 17:03:30 GMT
5 Lnix Modified by~ admin > test > de

Madification time 26.04.2011 17:33.18 GMT
G General information
= Has subentries no

Graups demo > gon > test > de

Tree view (LDAP browser)

The tree view provides araw view on your LDAP directory. This featureis for people who are experienced with
LDAP and need special functionality which the LAM account modules not provide. E.g. if you want to add a
special object classto an account or edit attributesignoring LAM's syntax checks.

& Users @ Groups & samba domains = Hosts

¢ o @ -f

search refresh import export

ou=demo

B3 Bl=demo; ootest, =de (5] DN: ou=demo,o=test,c=de

|9 ou=aliases

{9 ou=domains © Refresh “& Show Internal attributes
{3 ou=groups 3 export Copy or move this entry

{E ou=machines € Delete this entry [ rename
& ou-people A compare with another entry Create a child entry
Create new entry here i
4 Add new attribute
¥ Hint: To delete an attribute, empty the text field and click
@ view 5 children I Export subtree
objectclass quired
[top
organizationalunit (structural)
(add value)
ou required. rdn
demo *
(add value)

eeeeeeee

Update object

There are also some special functions available:
Export: Thisalowsyou to export entriesto afile (e.g. LDIF or CSV format).

Show internal attributes. Shows internal attributes of the current entry. This includes information about the
creator and creation time of the entry.
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Profile editor

The account profiles are templates for your accounts. Here you can specify default values which can then be
loaded when you create accounts. Y ou may also load atemplate for an existing account to reset it to default values.
When you create a new account then LAM will always load the profile named " default™ . This account profile
can include default values for all your accounts.

Busers  Zhosts & Groups
Profile editor

Create a new profile

Groups =l Create

Manage existing profiles

M Groups |default AR e
™ Hosts  [default AR e
£ users  [default S IREF ]

Y ou can enter the LDAP suffix, RDN identifier and various other attributes depending on account type and acti-
vated modules.

Profile editor

£ conaral sa
_ ¢ « General settings
e

Profile name* [default @
LDAP suffix | demo > People > test > de x| @
RDN identifier | cn = @
_#9 personal
i
Initials @
Deseription @
Street @
Post office box )
Postal code (7]

Profiles can be exported to and imported from other server profiles.
Busers  =hosts & croups
Profile editor

Create a new profile

Groups =l Create

Manage existing profiles

2 Groups |dsfault zl A e
™ Hosts  [default = A e
£ Users  [default = A e
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Users = Hosts 8 Graups
- Import profiles x
Profile editor porb
Profiles
fedora389
Greate a new profile default
test
Groups =l [ Creats "E'd"éfa‘?‘"t
test
lam
Manage existing profiles default ©
test
opensolaris
R Groups |default =] = Wl H default
test
rfc2307
™ Hosts | default = A W default
test
Users | default =l A | B

Master pBSSWGI’d
[ (7]

Ok Gancel

Thereis a specia export target called "*Global templates'. All profiles exported here will be copied to all other
server profiles (incl. new ones). But existing profiles with the same name are not overwritten. So aprofilein global
templates is treated as default profile for all server profiles.

Use thisif you would like to setup default profiles that are valid for al server profiles.

Users ™ Hosts 8 Groups

Profile editor

Export profile ®
Profile name
Create a new profile default
Groups =l Create Target server profile

fedora389
heimdal

. lam
Manage existing profiles

1c2307
susell

@
£ Groups | default Bl # bl test
zarafa
- zendSener
™ Hosts  [default | < bl ki “Global tmplates
Users | default = | # bl bl Master password
@

Ok

File upload

When you need to create lots of accounts then you can use LAM's file upload to create them. LAM will read a
CSV formatted file and create the related LDAP entries. Please check the data in you CSV file carefully. LAM
will do less checks for the file upload than for single account creation.

At the first page please select the account type and what extensions should be activated.

Account creation via file upload
Here you can create multiple accounts by providing a CSV file

Account type Users |
Selected modules 4 &
i Persanal Z\ W Unix =<9 [+ Shadow

O ord palic
=) « Password policy

ok

The next page shows all available options for the file upload. You will also find a sample CSV file which can

be used as template for your CSV file. All red options are required columns in the file. You need to specify a
value for each account.

When you upload the CSV file then LAM first does some checks on thisfile. Thisincludes syntax checks and if
all required data was entered. No changesin the LDAP directory are done at thistime.

If the checks were successful then LAM will ask again if you want to create the accounts. Y ou will also have the
chance to check the upload by viewing the changesin LDIF format.
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File upload

Please provide a CSV formated file with your account data. The cells in the first row must be filled with the column identifiers. The following rows represent one account for each row.
Check yaur input carefully. LAM will anly do same basic checks on the upload data

Hint: Format all cells as text in your spreadsheet program and turn off auto correction

csvfile Browse.. | No file selected. {3 Download sample CSV/ file
Create PDF files v

PDF structure default i)

Font Dejavu i) (7]

9r Upload file and create accounts

Columns
.~ DN settings
Name Identifier Example value Default value Possible values
& DN suffix dn_suffix ou=demo,ou=People o=test c=de ou=demo ou=People o=test,c=de
@ RDN identifier dn_radn uid uid, en
T _Personal
Name Identifier Example value Default value Possible values
@ Firstname inetOrgPerson_firstName Steve
@ Lastname inetOrgPerson_lasthame Miller
@ Initials inetOrgPersan_initials AB
@ Description inetOrgPerson_description Temp, contract till December
@ Job title inetOrgPerson_title President
@ Employee number inetorgPersan_employeeNumber 123456
@ Employee type inetOrgPersan_type Temp

Multi edit

This tool alows you to modify a large list of LDAP entries in batch mode. Y ou can add new attributes/object

classes, remove attributes and set attributes to a specific value.

At the beginning, you need to specify where the entries are stored that should be changed. You can select an

account suffix, the tree suffix or enter your own DN by selecting "Other".

Next, enter an additional LDAP filter to limit the entries that should be changed. E.g. use " (objectclass=inetOrg-
Person)" to filter for users. Y ou may also enter e.g. "(!(objectClass=passwordSelfReset))" to match all accounts

that do not yet have the password self reset feature.

Now, it istime to define the changes that should be done. The following operations are possible:

» Add: Adds an attribute value if not yet existing. Please do not use for single-value attributes that already have

avaue.

» Modify: Sets an attribute to the given value. If the attribute does not yet exist then it is added. If the attribute

has multiple values then all other values are removed.

» Delete: Deletesthe specified value from this attribute. If you leave the value field blank then all attribute values

are removed.

Please note that all actions are run as separate LDAP commands. Y ou cannot add an object class and a required

attribute at the sametime.
Multi edit
LDAP siffix Users 2 (7]
LDAP filter [(objectclass=inetorgperson) @
Operatlons
Type Attribute name value 7]
add ) [street [My Street 123
Add 7| | [
add 7 [ [

Add more fields

@ Dry run 3 Apply changes
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Dry run

Y ou should always start with adry run. It will not do any changes to your LDAP directory but print out all modi-
ficationsthat will be done. Y ou will also be able to download the changesin LDIF format to use with [dapmodify.
Thisisuseful if you want to adjust some actions manually.

Progress

DryRun finished

LDIF file
1dir980507230196 Idif

Log output

ou=demo,ou=Feople,0=test,c=de
+street=My Street 123

Uid=shuber,ou=demo,ou=People,o=test,c=de
+street=My Street 123

Apply changes

This will run the actions against your LDAP directory. You will see which accounts are edited in the progress
areaand also if any errors occured.

Progress

cn=Steve Miller001 ou=People, ou=multiEdit,o=test,

OU editor

This is a simple editor to add/delete organisational units in your LDAP tree. This way you can structure the
accounts.

MOl editar,

New organisational unit aliases > test > de [ ok @

Delete organisational unit aliases > test > de 7| ok @

PDF editor

All accountsin LAM may be exported as PDF files. Y ou can specify the page structure and displayed information
by editing the PDF profiles.

Busers  ®Hosts M Groups

PDF editor

Create a new PDF structure

Groups =l Create

..Manage existing PDF structures

% Groups | default 4 e
™ Hosts | default A e
£ Users |default A R e

When you export accounts to PDF then each account will get its own page inside the PDF. There is a headline
on each page where you can show a page title. Y ou may also add alogo to each page. To add more logos please
use the logo management on the PDF editor main page.
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— default

Headline: [User information Logo: | printLogo jpg (140 x 60) ~|

Personal user infermation Change
inetOrgPerson_title
inetOrgPerson_givenhlame
inetOrgPerson_sn

inetOrgPerson_straet
inetOrgPerson_postalCode
inetOrgPerson_postalAddress
inetOrgPerson_mail
inetOrgPerson_telephoneNumber
inetOrgPerson_mobileTelephoneNumber
inetOrgPerson_facsimile TelephoneNumber

Unix settings Change
posixAccount_uid
posixAccount_userPassword
posixAccount_primaryGroup
posixAccount_additionalGroups
posixAccount_homeDirectory
posixAccount_loginShell
shadowAccount_shadowExpire
instOrgPerson_host

PoPDDDDD D DDDDDDDDDD D
CECEEEEEE COCOECOEOOE G
QOOO0OO0O Q0000000 OOOO

The main part is structured into sections of information. Each section has atitle. This can either be static text or
the value of an attribute. You may also insert a static text block as section. Sections can be moved by using the
arrows next to the section title.

Each section can contain multiple fields which usually represent LDAP attributes. Y ou can simply add new fields
by selecting the field name and its position. Then use the arrows to move the field inside the section.

Import/export:

PDF structures can be exported to and imported from other server profiles.

8 users = Hosts 8 Groups
PDF editor

Create a new PDF structure

Groups =1 | Create

M Groups |[default i ] (Sl
™ Hosts | default 4 e e
£l users |default = 4 e B
Users = Hosts B Groups
PDF editor Import PDF structures x
PDF structures
lam
Create a new PDF structure asterisk
default
Groups = Create freenadius
kolab
senjust
.Manage existing PDF structures terrtnma\Server ©
es
zarafa
8 Groups |default = <l ki opensolaris
asterisk
default
& Hosts | default = x| W ki freeRadius
heimdal -
Users | default =l < W

Master password
[ @

Ok Cancel

Thereisaspecia export target called "* Global templates'. All PDF structures exported here will be copied to all
other server profiles (incl. new ones). But existing PDF structures with the same name are not overwritten. So a
PDF structure in global templates is treated as default structure for all server profiles.

Usethisif you would like to setup default PDF structures that are valid for all server profiles.
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Users # Hosts 8 Groups
PDF editor Export PDF structure x

PDF structure
______ default

Bt =l | Create Target server profile
fedora38g

heimdal

lam
Manage existing PDF structures

fc2307

@
susell
£ Groups |default = x| kb test
zarafa
zendServer
™ bosts | default =l = kW “Glabal templates

Users default = = Wl | Master passward

L ogo management:

Y ou can upload image files to put a custom logo on the PDF files. The image file name must end with .png or .jpg
and the size must not exceed 2000x300px.

Manage logos

printLoga jpg (240 x 255) ¥ Delete

Browse... | <+ Upload

Schema browser

Here you browse the schema of your LDAP server. You can view what object classes, attributes, syntaxes and
matching rules are available. Thisis useful if you need to check if a certain object classis available.

Object classes | Attribute types | Syntaxes | Matching rules

Jump to an object dass:

posixAccount -l Go

posixAccount

OID: 1.3.6.1.1.1.2.0

Description Abstraction of an account with POSIX attributes
Type: awxiliary

Inherts from: top.

Parentto: (none)

Required attributes Optional attributes

s cn * description

« gidhumber ec

+ NomeDirectary « ioginshell

* uid * userPassword
* uidNumber

Server information

This shows information and statistics about your LDAP server. This includes the suffixes, used overlays, con-

nection data and operation statistics. Y ou will need "cn=monitor" setup to see all details. Some data may not be
available depending on your LDAP server software.

Please see the following links how to setup "cn=monitor":
* OpenLDAP [http://www.openl dap.org/doc/admin24/monitoringsl apd.htmi]

389 server [http://directory.fedoraproject.org/wiki/Howto: CN%3DMonitor LDAP_Monitoring]
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Server information

Managed suffixes o=test,c=de

LDAP versien 3

Config suffix cn=canfig

Schema suffix cn=Subschema

Dynamic subtrees o=test,c=de

SASL mechanisms CRAM-MDE, DIGEST-MDS, NTLM

Name OpenLDAP: slapd 2.4.25 (Apr 11 2011 20:13:50)

Listeners IP=0.0.0.0:389, IP=[::]:389, IP=0.0.0.0:636, IP=[.:]:636, PATH=Aar/run/slapd/ldapi
Backends config, Idif, bdb, manitor

Overlays memberof, dds, ppalicy, glue

Max. file descriptors 1024

Server

LDAP entries 2
Referrals 0
Start time
Server time
Uptime

6755

11 14:19:34 GMT
11 17:37:15 GMT

7

0.05
0.05 2
317

5]
S 9

o

C

Current connections 9

Total connections 1183
Bytes sent 351MB
PDUs sent 27473

Operation statistics

Initiated Completed
82 182
142

2
5 524

Bind 1
Unbind 1
Search 5.
Add 0
Modify 1
Delete 0
Modify RDN 0
Compare 0
Abandon 0

3

0
1
0
0
0
0
Extended 3

Total 862 861

Tests

This allows you to check if your LDAP schemais compatible with LAM and to find possible problems.

Lamdaemon test

LAM provides an external script to manage home directories and quotas. Y ou can test here if everything is setup
correctly.

If you get an error like "no tty present and no askpass program specified" then the path to the lamdaemon.pl may
be wrong. Please see the lamdaemon installation instructions for setup details.

Lamdaemon test

LOCAL (localhost)

Lamdaemon server and path
Unix account

«  Using localhost as lamdaeman remote server
«  Using roland? to connect to remote server
SSH connsction < SSH connection could be established
Execute lamdasmon L4 c

Lamda=smon version L4
Lamdaemon: check NSS LDAP 4
Lamdasmon: Quata moduls installed <
Lamdaemon: read quotas 4

essfully run
Lamdaemon successfully run

Lamdazmon test finished

Schema test

Thiswill test if your LDAP schema supports all object classes and attributes of the active LAM modules. If you
get a message that something is missing please check that you installed al required schemas.

If you get error messages about object class violations then this test can tell you what is missing.
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B users

Hosts

Schema test

i 3 Groups

Users
Personal <« No problems found
unix < No problems found
Samba 3 <« No problems found
Hosts
Device <« No problems found
IP address <« No problems found
Groups
Samba 3 < Noproblems found
unix < No problems found

Group of hames

Group of names

v’

No problems found
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Chapter 6. Access levels and
password reset page (LAM Pro)

Y ou can define different access levels for each profile to allow or disallow write access. The password reset page
helps your deskside support staff to reset user passwords.

Access levels

There are three access levels:
» Write access (default)
There are no restrictions. LAM admin users can manage account, create profiles and set passwords.
» Change passwords
Similar to "Read only" except that the password reset page is available.
* Read only
No write access to the LDAP database is allowed. It is also impossible to manage account and PDF profiles.
Accounts may be viewed but no changes can be saved.

The access level can be set on the server configuration page:

<"« LDAP Account Manager

as ®c
% General settings © Account types s Wodules @ odule settings
,@ Server settings
Server address * ‘\dap ://localhost: 389 (7]
Activate TLS yes - @
Tree sufﬂx‘o:demo,c:de (7]
Cache timeout 5~ (7}
LDAP search limit |- | @
Access level | Write access | (7}
. Change passwords
— E¥Language sefpead only
Default language | English (Great Britain)  ~| @

Password reset page

This special page allowsyour deskside support staff to reset the Unix and Samba passwords of your users. Account
may also be (un)locked If you set the access level to "Change passwords' then LAM will not allow any changes
to the LDAP database except password changes via this page. The account pages will be still available in read-
only mode.

Y ou can open the password reset page by clicking on the key symbol on each user account:
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+ selectall User name 2}

@ v -
O &l g,? chach

O 7%l A= |ebaccker

O 4 < A= |tuser

O 2% A= | hmeier

O hx A=

O A% A= |kmontag
O

O

O

O

O

O

+

hschuster

A%l A|=e | mrscher
h % A|=s |rmontag
A%l A= | shuber
B %l K= | sminer
A % A|=e |thauser

i % A|=s [xmaontag
Selectall

There are three different options to set a new password. Y ou can further restrict these options in server profile
settings.

 set random password and display it on screen

This will set the user's password to a random value. The password will be 11 characters long with a random
combination of letters, digitsand ".-_".

Y ou may want to use this method to tell userstheir new passwords via phone.
 set random password and mail it to user

If the user account has set the mail attribute then LAM can send your user a mail with the new password. You
can change the mail template to fit your needs. Please configure your LAM server profile to setup the sender
address, subject and mail body. Please see email format option in case of broken mails. See here for setting
up your SMTP server.

Using this method will prevent that your support staff knows the new password.
* set specific password
Here you can specify your own password.

Change password

Account details Password change options
User name chach Change Unix password
Full name Claudia Bach Change Samba NT password
Email address claudia.bach@ldap-account-manager.org

Update Samba password timestamp

Backup email chach@rg-se.de
P arg & Asterisk passward

Telephone number 0123-4567-8300

e Asterisk voicemail passwars
Force password change

Generate random password

This will et a random passward and display it on the screen or send it ta the user via mail

© Display on screen @
@ send via mail
QO Both

(]

Alternate address |cbach@rg—se de

Change password

Set specific password

Here you can specify the new password yourse!f

Password |

Repeat password [

sendviamal [

Change password

LAM will display contact information about the user like the user's name, email address and telephone number.
Thiswill help your deskside support to easily contact your users.

Options:

Depending on the account there may be additional options available.
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e Sync Samba NT/LM password with Unix password: If auser account has Samba passwords set then LAM
will offer to synchronize the passwords.

» Unlock Samba account: Locked Samba accounts can be unlocked with the password change.

» Update Samba password timestamps: This will set the timestamps when the password was changed (sam-
baPwdL astSet). Only existing attributes are updated. No new attributes are added.

e Sync Kerberos password with Unix password: Thiswill also update the Heimdal Kerberos password.
* Sync Asterisk (voicemail) password with Unix password: Changes a so the Asterisk passwords.

» Force password change: Thiswill force the user to change his password at next login. This option supports
Shadow, Samba 3 and PPolicy (automatically detected).

Account (un)locking:

Depending if the account includes a Unix/Samba extension and PPolicy is activated the page will show optionsto
(un)lock the account. E.g. if the account is fully unlocked then there will be no unlocking options printed.

Unlock account

Unix [ PPolicy

Unlock account

Lock account

Samba

Lock account
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Preparations
OpenLDAP ACLs

By default only afew administrative users have write access to the LDAP database. Before your users may change
their settings you must alow them to change their LDAP data.

Hint: The ACLs below are not required if you decide to run all operations as the LDAP bind user (option "Use
for al operations").

This can be done by adding ACL s to your slapd.conf or slapd.d/cn=config/olcDatabase={ 1} bdb.Idif which look
similar to these:

accessto

attr ssuser Password
by self write

by anonymous auth

by * none

accessto

attrs=mail,sn,givenName,telephoneNumber ,mobilefacsimileT elephoneNumber ,str eet,postal Ad-
dress,post OfficeBox,postal Code,r oomNumber ,shadowL astChange,passwor dSelfResetAnswer ,pass-

wor dSelfResetQuestion,passwor dSelfResetBackupM ail

by self write

by * read

If you do not want them to change all attributes then reduce the list to fit your needs. Some modules may require
additional LDAP attributes. You can use the tree view to get the technical attribute names e.g. by selecting an

user account.

Usually, the slapd.conf file islocated in /etc/Idap or /etc/openldap.

Other LDAP servers

There exist many LDAP implementations. If you do not use OpenL DA P you need to write your own ACLs. Please
check the manual of your LDAP server for instructions.

Creating a self service profile

A self service profile defineswhat input fields your users see and some other general settingslikethelogin caption.

When you go to the LAM configuration page you will see the self service link at the bottom. This will lead you
to the self service configuration pages
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‘:- LDAP Account Manager % Back to login

—LAM configur

i\) Edit general settings

@ Edit server profiles

& Edit self service

Back to login

Now we need to create a new self service profile. Click on the link to manage the self service profiles.

<« LDAP Account Manager % Backta login

Please enter your master configuration password to change the self service profile:

Users: defautt HF~—~ ok @

Manage self service profiles

Back to login

Specify a name for the new profile and enter your master configuration password (default is "lam") to save the
profile.

_-:~ LDAP Account Manager “ Back to profile login

Profile management

Add profile
Profile name rmyProfile (7]
Type Users

Add

Rename profile

Profile name default =l @
New prafile name
Rename

Delete profile

Profile name default =l @
Delete

Now go back to the profile login and enter your master configuration password to edit your new profile.

Edit your new profile

General settings

On top of the page you see the link to the user login page. Copy thislink address and give it to your users.

Below the link you can specify several options.

121



Self service (LAM Pro)

£+ LDAP Accaunt Manager

Self service configuration editor

Link to self service login page for your users: Self service login

“% General settings ! Page layout & Module settings

—Server setting:

Self service profile: d_demo

Table 7.1. General options

Server address [lacalhost @  Activate TLS O @
LDAP suffix ~ |ou:peop\e,o:test,c:de @ LDAP search attribute | uid J (7] O Follow referrals Q
LDAP user |cn:admm,o:test,c:de @ LDAP passward | ----- @ Use for all operations @
Additional LDAP fiter [{objectClass=passwordSelfReset) 7]
HTTP authentication [J [7]
Default language English (Great Britain)  +| [7] Enforce language O @
Time zone Europe/London ] @
—2-factar authenticatior
Provider | None He
— Captions and label:
Login attribute label * [User name 7]
Password field label [ (7}
Lagin caption (7]
e GEP BREO® 5] Quellcods
B I U= x x? @ == Elwm|le===8 A- -
Welcome to LAM self service, Please enter your user name and password,

Server address The address of your LDAP server. For LDAP+SSL use
"ldaps.//myserver"

Activate TLS Activates TLS encryption. Please note that this cannot
be combined with LDAP+SSL ("ldaps://").

LDAP suffix The part of the LDAP tree where LAM should search

for users

LDAP search attribute

Here you can specify if your users can login with user
name + password, email + password or other attributes.

Follow referrals

By default LAM will not follow LDAP referrals. This
is ok for most installations. If you use LDAP referrals
please activate the referral option in advanced settings.

LDAP user + password

The DN and password which is used to search for users
inthe LDAP database. It issufficient if thisDN hasonly
read rights. If you leave these fields empty LAM will
try to connect anonymously.

Usefor all operations

By default LAM will use the credentials of the user that
logged in to self service for read/modify operations. If
you select this box then the connection user specified
before will be used instead. Please note that this can be
a security risk because the user requires write access to
all users. Y ou need to make sure that your LAM server
iswell protected.

Additional LDAP filter

Use this to enter an additional LDAP filter (e.g. "(ob-
jectClass=passwordSelfReset)") to reduce the number
of accounts who may use self service.

HTTP authentication

You can enable HTTP authentication for your users.
This way the web server is responsible to authenti-
cate your users. LAM will use the given user name +
password for the LDAP login. To setup HTTP authen-
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tication in Apache please see this link [http://httpd.a
pache.org/docs/2.2/howto/auth.html].

Login attribute label This is the description for the LDAP search attribute.
Set it to something which your users are familiar with.

Password field label Thistext isplaced aslabel for the password field on the
login page. LAM will use"Password" if you do not enter
any text.

Login caption This text is displayed at the login page. Y ou can input
HTML, too.

Main page caption This text is displayed at self service main page where
your users change their data. Y ou can input HTML, too.

Page header ThisHTML codewill be placed on top of all self service

pages. E.g. you can use this to place your custom logo.
Any HTML code is permitted.

Additional CSSlinks Here you can specify additional CSSlinksto changethe
layout of the self service pages. Thisis useful to adapt
them to your corporate design. Please enter one link per
line.

2-factor authentication

LAM supports 2-factor authentication for your users. This meansthe user will not only authenticate by user+pass-
word but also with e.g. atoken generated by a mobile device. This adds more security because the token is gen-
erated on a physically separated device (typically mobile phone).

Thetoken is validated by a second application. LAM currently supports:

* privacyldea[https.//www.privacyidea.org/]

By default LAM will enforce to use a token and regject users that did not setup one. You can set this check to
optional. But if auser has setup a token then this will always be required.

— 2-factor authenticatior

Provider privacyIDEA -] @
Base URL [https://localhost (7]
Label | @
Optional O @
Disable certificate check [ @
Caption @

el aepP @

B I U =ex xX2|@ | I= iz

2
S
@

5 Quelicode

i
U

I

!

m

>

>]

Two factor authentication

Please provide your PIN and token,

After logging in with user + password LAM will ask for the 2nd factor. If the user has setup multiple factors then
he can choose one of them.

Two factor verification

Please provide your cod

OATHOD0092BE =
PIN+Taken

Submit

Cancel
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Page layout

Here you can specify what input fields your users can see. It is also possible to group several input fields.

Please use the arrow signsto change the order of the fields/groups.

Y ou may also set some fields as read-only for your users. This can be done by clicking on the lock symbol. Read-
only fields can be used to show your users additional data on the self service page that must not be changed by

themselves (e.g. first/last name).

Sometimes, you may want to set a custom label for an input field. Click on the edit icon to set your own label text
(Personal: Department is relabeled as "Business unit" here).

“& General settings | Page layout | # Module settings

—Input field:

|Persoma| data Change
Personal: First name

Personal Last name

Personal: Email address

Personal. Telephone number

Personal: Mabile number

Personal: Fax number

Personal: Street

Personal: Postal address

Personal: Department

[Password Change

Unix: Passward

[Password reset Change
Password self reset: Question
Password self reset: Answer

Password self reset: Backup email
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Add input field | Sync Asterisk password with Unix password

Add new group [ ok

(7]

| Group |Personal data -] ok @

Possible input fields

Thisisalist of input fields you may add to the self service page.

Table 7.2. Self servicefields

Account type

Option

Description

Asterisk (voicemail)

Sync Asterisk password with Unix
password

Thisis ahidden field. It will update
the Asterisk password each time the
Unix password is changed.

& Kerberos

Sync Kerberos password with Unix
password

Thisis ahidden field. It will update
the Kerberos password each time the
Unix password is changed.

£ Kolab

Delegates

Allows to manage delegate permis-
sions

Invitation policy

Invitation policy management

- Password policy

Last password change

read-only

3 Question Security question selection
= Password self reset -
Answer Security answer
Backup email (External) backup email address that
has no relation to user password.
o Business category
# Persondl Car license
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Department

Description

Email address

Fax number

First name

Home telephone number

Initials

Job title

Last name

Location

Mobile number

Office name

Organisation

Organisationa unit

Photo

Shows the user photo if set. The user
may al so remove the photo or upload
anew one.

Postal address

Postal code

Post office box

Registered address

Room number

State

Street

Telephone number

User certificates

Upload of user certificatesin PEM or
DER format

User name
Web site
-— Password Input field to set a new NT/LM
Samba 3 password. The attribute "sambaPwd-
LastSet" is updated if it existed be-
fore.
Sync SambaL M passwordwith Unix Thisis a hidden field. It will update
password the Samba LM password each time
the Unix password is changed.
Sync SambaNT password with Unix This is a hidden field. It will update
password the Samba NT password each time
the Unix password is changed.
Update  attribute  "sambaPwd- Updates the password timestamp
LastSet" on password change when password is synchronized with
Unix.
Last password change (read-only)  Displays the date and time of the
user's last password change.
3 Last password change (read-only)  Displays the date and time of the
= Shadow

user's last password change (Unix).
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i Password Change the user's password
Windows L ocation
Office name
Postal code
Post office box
State
Street
Telephone number
Web site
.-':\ Unix Common name
Login shell
Password This is also the source for several
password synchronization options.
Sync Unix password with Windows This is a hidden field. It will up-
password date the Unix password each timethe
Windows password is changed.
(*Kopano "Send as' privileges tl?]ilgse;ser who may send mails as
Email aiases Email aiases
» Zarafa "Send as' privileges Define user who may send mails as
this user
Email aliases Email aliases
[ Balance (read-only) Current balance for printing
= PyKota

Total paid (read-only)

Total money paid

Payment history

History of user payments

Job history

History of printed jobs

Module settings

This allows to configure some modul e specific options (e.g. custom scripts or password hash type).

% General settings | Page layout

[l Custom scripts

Custom scripts

Output may contain HTML [
Hide command in messages []

©©

~ }’mr Kerberos
A

MIT Kerberos password change command |/usr/sbm/kadmm -k -t fetc/heimdal/apache keytab -p admin/admin

_ #% User self registration
i

Enable self registration link O] @

Asterisk

Asterisk realm

Samba 3

LAM Pro can check the password history and minimum age for Samba 3 password changes. In this case please
provide the LDAP suffix where your Samba 3 domain(s) are stored.
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If you leave the field empty then no history and age checks will be done.

Password history: depending on your LDAP server you might need ascending or descending order. Just switch
the setting if the password history is not correctly updated.

,@ Samba 3

Domain suffie |dc=|dap—accountfmanager,dc=org

)

Password history | yes - ordered ascending ~J

)

Password self reset

Schema installation
Please install the LDAP schema as described here.
Settings

Y ou can allow your usersto reset their passwords themselves. Thiswill reduce your administrative costs for cases
where users forget their passwords.

To enable this feature please activate the checkbox "Enable password self reset link".
Hint: Plese notethat LAM Pro uses security questions by default. Activate confirmation mails and then deactivate

security questionsif you want to use only email validation.

— . Passward self resst

Enable password self reset link (7]
Identification methad User name and email address | @
Minimum answer length 105 (7]
Link text [Forgot password? (7]
Admin DN |cm =admin,dc=Idap-account-manager,dc=o @
Admin passward | ------ 7]
Security questions What is the name of your favourite pet?
What is the name of your favourite TV show? )
Allow custom security questions [] @
Sync Samba 3 password (7]
Send confirmation mail @
From address |adm\n@ldap—account—managenorg @
Subject [Password reset confirmation @
HTML format m} L]
Text Dear Sir or Madam,
please confirm your password reset request by clicking on the following link: @
@@resetlink@@.
Do not ask security question (] (7]
Send notification mail @
From address |admm@ldapfaccount—mamager org 7]
Subject |Password reset notification @
HTML format (] L]
Text Dear Sir or Madam,
your password was reset to @@newPassword@@ 7]
Header —
el &iEP BOEOQC® [l Quelicod:
B I Us=ex, x* @ =i Elwm =2 =E - - - - A- B
@

Y ou can how configure the minimum answer length for password reset answers. Thisis checked when you alow
you users to specify their answers viathe self service. Additionally, you can specify the text of the password reset
link (default: "Forgot password?'). Thelink is displayed below the password field on the self service login page.

Next, please enter the DN and password of an LDAP entry that is alowed to reset the passwords. This entry needs
write access to the attributes shadowL astChange, pwdA ccountL ockedTime and userPassword. It also needs read
access to uid, mail, passwordSelfResetQuestion and passwordSelfResetAnswer. Please note that LAM Pro saves
the password onyour server file system. Therefore, it isrequired to protect your server against unauthorised access.

Please al so specify the list of password reset questions that the user can choose.
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Please note that self service and LAM admin interface are separated functionalities. Y ou need to specify the list
of possible security questions in both self service profile(s) and server profile(s).

You can inform your users via mail about their password change. The mail can include the new password by
using the special wildcard " @@newPassword@@". Additionally, you may want to insert other wildcardsthat are
replaced by the corresponding LDAP attributes. E.g. "@@uid@@" will be replaced by the user name. Please see
email format option in case of broken mails. See here for setting up your SMTP server.

LAM Pro can send your users an email with a confirmation link to validate their email address. Of course, this
should only be used if theemail account isindependent from the user password (e.g. at external provider) or you use
the backup email address feature. The mail body must include the confirmation link by using the special wildcard
"@@resetLink@@". Additionally, you may want to insert other wildcards that are replaced by the corresponding
LDAP attributes. E.g. "@@uid@@" will be replaced by the user name.

Thereisalso an option to skip the security question at al if email verification is enabled. In this case the password
can be reset directly after clicking on the confirmation link. Please handle with care since anybody with access
to the user's mail account can reset the password.

Troubleshooting:

1. You get messages like "Unable to find user account."

This can have multiple reasons:

* security questions enabled but no security question and/or answer set for this user

* user name + email combination does not exist

* no connection to LDAP server

Turn on logging in LAM's main configuration settings. The exact reason islogged on notice level.
2. You do not see security question and answer fields when logged into self service.

Probably, the user does not have the object class "passwordSelfReset" set. Y ou can do thisin admin interface. If
you have multiple users to change then use the Multi Edit Tool to add the object class.

New fieldsfor self service page

There are special fieldsthat you may put on the self service page for your users. Thesefields allow them to change
the reset questions and its answers. It is also possible to set a backup email address to reset passwords with an
external email address.

Addinputfield {Sync Asterisk password with Unix password | Group [Personal data =] ok @
Password self reset |
Answer
Answer (2)
. . 9 Answer (3)
& save ® g Backup email
Question
Question (2)
Question (3)

Thisis an example how can be presented to your users on the self service page:

Password reset

Question What is the name of your favaurite pet? |

Answer | \v,

Question What is the name of your mather? =l
Answer | Ve
Question What is your favourite TV show? =l
Answer | 4
Backup email  [rgjand.gruber@rg-se.de

Password reset link

128



Self service (LAM Pro)

After activating the password self reset feature there will be anew link on the self service login page. Thetext can
be configured as described above (default: "Forgot password?").

Welcome to LAM self service. Please enter your user hame and password.

User name: ||
Password

ok

Forgot passward?

When auser clicks on the link then he will be asked for identification with his user name and email address.

—Password self reset

User name [

Email address * |

Ok

LAM Pro will use thisinformation to find the correct LDAP entry of this user. It then displays the user's security
questions and input fields for his new password. If the answer is correct then the new password will be set. Addi-
tionally, pwdAccountL ockedTimewill be removed and shadowL astChange updated to the current timeif existing.

Password self reset

Username  cbach

Question  What is the name of your favourite pet?
Answer |

Question  What is the name of your favourite TV show?
Answer * |

Question ‘What was the brand of your first car?
Answer |

New password |

Repeat password |

Ok

User self registration

With LAM Pro your users can create their own accounts if you like. LAM Pro will display an additional link on
the self service login page that allows you users to create a new account including email validation (see here for
setting up your SMTP server).

Y ou enable this feature in your self service profile. Just activate the checkbox "Enable self registration link".

_ #® User self registration
A

Enable self registration link @
Link text ( 7]
Admin DN * ( (7]
Admin password ( (7]
RON identifier [uid 7]
Suffix for new users ( @
Object classes ™ inetOrgPerson

7]
Attributes loptional::givenName: :First name::/~[[:alnum:] J+$/u::Please enter a valid first name.

required::sn::Last name::/*~[[:alnum:] ]+%$/u::Please enter a valid last name.

7]

Header
LS| aarP @EEON® [l Quelicode
B I U =X, X & =& E Y E S EE 5f Fe it A- -
7]
Confirmation mail settings
From address ( 7]
Subject ™ |Accour1t creation confirmation (7]
HTML format [m} (7]
Text Hi,
please dlick on the following link to create your account: @@creationLink@@ 7]
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Options:

Link text: Thisisthelabel for the link to the self registration. If empty "Register new account” will be used.

Admin DN and password: Please enter the LDAP DN and its password that should be used to create new users.
This DN also needs to be able to do LDAP searches by uid in the self service part of your LDAP tree.

Object classes: Thisisalist of object classes that are used to build the new user accounts. Please enter one object
classin each line. If you use LAM Pro password self reset feature then do not forget to add " passwordSel fReset"

here.

Attributes: Thisisalist of additional attributes that the user can enter. Please note that user name, password and
email address are mandatory anyway and need not be specified.

Each line represents one LDAP attribute. The settings are separated by "::". The first setting specifies the field
type. The second setting isthe LDAP attribute name. Depending on the field type you can enter additional options:

Table7.3.

Description Type Attribute name |First option Second option | Third option

An optional input| optional e.g."givenName" |Label that is dis-|optional  regu-|validation mes-

field that is dis- playedonpage |lar  expression|sageif value does

played on thereg- for  validation not match valida-

istration page. (e.g. "/ 0-9a-zA- | tion expression
Z]+$")

A required in-|required eg."sn" Label that is dis-|optional ~ regu-|validation mes-

put field that is playedonpage |lar  expression|sageif value does

displayed on the for validation|not match valida-

registration page. (e.g. "/ 0-9a-zA- | tion expression

Self registration Z]+$")

cannot be done

if such a field is

left empty by the

user.

Constant attribute| constant e.g. "homeDirec- |attribute  value,

value, not visible tory" supports  wirld-

for the user. Can cards to insert

be used to set other  attribute

some initial val- values (e.g.

ues or data that "@@uid@@")

must not be edit-

ed by the user.

Auto-numbering |autorange e.g. uidNumber |LDAP  search|Minimum value,|Maximum value,

for attributessuch base, e.g.|e.g. 1000 e.g. 2000

as  uidNumber. ou=people,d-

Will do a search c=company,d-

for attribute val- c=com

ues in the giv-
en range and use
highest value + 1.

For a syntax description of validation expressions see here [http://perldoc.perl.org/perlre.html]. Validation is op-
tional, you can leave these options blank.

Example:

optional::givenName::First name::/A[[:alnum:] ]+$/u::Please enter avalid first name.

required::sn::Last name::/~[[:alnum:] ]+$/u::Please enter avalid last name.
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constant;:homeDirectory::/home/ @@uid@@
autorange: :uidNumber::ou=peopl e,dc=company,dc=com::10000::20000

If you use the object class "inetOrgPerson” and do not provide the "cn" attribute then LAM will set it to the user
name value.

Please note that only simple input boxes are supported for account registration. The user may log in to self service
when his account was created to manage all his attributes.

Captcha support

LAM Pro can optionally display a captchato verify that registrations are not from robots. The supported captcha
provider is Google reCAPTCHA. You will need the site and secret key for your domain. They can be retrieved
from here: https.//www.google.com/recaptcha

Please note that your web server must be able to access "https.//www.google.com/recaptcha/api/siteverify” to
verify the captchas. Captchas will be displayed automatically when sitetsecret key arefilled.

Captcha

reCAPTCHA site key |6LcOYBWTAAAAAM\DZ\/eDSWWELHrFI mOvee

reCAPTCHA secretkey  [BLOYBWTAAAAANIDZNQODsORUdVhse 1KO

User view:

The user can register by clicking on alink on the self service login page:

Welcome to LAM self service. Please enter your user name and password.

User name ||
Password

Login

Forgot password?

Here he can insert the data that you specified in the self service profile:

~Account creation

User name [smiller

Email address [smiller@ldap-account-manager.org

Password | """

Reenter password ™ [+== =+

First name [steve

Last name [miller

Ok

LAM will then send him an email with avalidation link that isvalid for 24 hours. When he clicks on thislink then
the account will be created in the self service user suffix. The DN will ook like this: uid=<user name>,...

Please see email format option in case of broken mails.

Custom fields

This module allows you to manage LDAP attributes that are not covered by the other LAM modules (e.g. if you
use custom LDAP schemas). Y ou can fully define how your input fields look like:

+ Label
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» LDAP éttribute name

* Unique namefor field

» Help text

* Read-only display

» Field type: text, password, text area, checkbox, radio buttons, select list, file upload
» Validation viaregular expression

» Error messageif validation fails

To create custom fields for the Self Service please edit your Self Service profile and switch to tab "Module set-
tings'. Here you can add a new field. Simply fill the fields and press on "Add".

Please note that the field name cannot be changed later. It isthe unique ID for thisfield.

After you created your fields please press on "Sync fields with page layout”. Now you can switch to tab "Page
layout" and add your new fields like any other standard field.

—Custom field:

Add new field

Name fieldName @
Label MyCustomField @
Attribute name [customAttibute @
Type Toxtfield =] Add @

Examples for fields and their representation in Self Service:
Text field:
Text fields alow to specify a validation expression and error message.

Y ou can also enabl e auto-completion. In this case LAM will search all accountsfor the given attribute and provide
auto-completion hints when the user edits this field. This should only be used if there is a limited number of
different values for this attribute.

In case your field is a date value you can show a calendar for easy editing.
Example calendar formats:

e dd.mm.yy: 31.12.2016

e yy-mm-dd: 2016-12-31

 dM,vy: 31 Dec, 16

* dMM,y: 31 December, 2016

Name givenName X O
Type Text field

Label [First Name @
Aftribute name [aivenName @
Help text | 7]
Read-only @
Show calendar | @
Vvalidation expression |/”‘[a-zA-Z 1%/ (7]
Validation message [Please enter a valid first name @
Allow multiple values winimum [ Maimum[ @
Auto-completion @

Presentation in Self Service:

‘ First name [steve Miller

Password field:

132



Self service (LAM Pro)

You can also manage custom password fields. LAM Pro will display two fields where the user must enter the
same password. Y ou can hash the password if needed.

Name customPassword b 4
Type Password

Label [custom Password @
Attribute name [customPassword @
Validation expression [Pazames (7]
validation message [Fassward allows only letters and digits. @
Password hash type SsHA = @

Presentation in Self Service:

Custam Password [oveves

Text area:

This adds a multi-line field. The options are similar to text fields. Additionally, you can set the size with the
number of columns and rows.

Please note that the validation expression should be set to multi-line. Thisis done by adding "m" at the end.

Name postalAdress i
Type Text area

Label [Postaladaress @
Aftribute name postalAdress (7]
Validation expression [rosszAzTEm @
Validation message [Flease enter avald address. @
Golumns fo—— e
Rows B @

Presentation in Self Service:

Postal address

Steve Miller
My street 123
12345 My City

Checkbox:

Sometimes you may want to allow only yes/no values for your LDAP attributes. This can be represented by a
checkbox. Y ou can specify the values for checked and unchecked. The default value is set if the LDAP attribute
has no value.

Name carlLicense K
Type Cheekbox

Label [Carlieense @
Attribute name: [calGicense @
Value for "checked” fes @
\Alue for "unchecked”® o0 @
Default value O @

Presentation in Self Service:

| cariicense
Radio buttons:
Thisdisplays alist of radio buttons where the user can select one value.

Y ou can specify a mapping of LDAP attribute values and their display (label) on the Self Service page. To add
more mapping fields please press "Add more mapping fields".

Name businessCategory x
Type Radio buttans
Label [Business category @
Attribute name [ousinessCategory @
Value mapping Value Label (7]

[ F

[hr [Human Resources

[it T

[man [Management

[org [Grganisation

Add more mapping fields

Presentation in Self Service:
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Business categary O -
O Human Resources
@17
© management
© organisation

Select list:

Select lists allow the user to select avaluein alargelist of options. The definition of the possible values and their
display is similar to radio buttons.

You can aso allow multiple values.

Name departmentNumber X ¢
Type Select list
Label [Department @
Aftribute name © |depertmentNumber @
Help text | (7]
Read-only @
Alow muttiple values & Minimum [ Maxmum[ @
Value mapping value Label @

|car |Automot\ve

|\t |IT Consulting

[hr [Human Resources

Add more mapping fields

Presentation in Self Service:

Department [Financial Services: =|
Custom Password |~

Autornotive

Financial Services

Insurance

IT Consulting

Automotive
Financial Services
Insurance

IT Consulting

Department

LDAP search select list

Thisissimilar to "Select list" but the option are read from LDAP. Y ou can use this to define e.g. aDN selection
list. Multiple values are supported.

Name manager X T
Type LDAP search select list

Label [Marager @
Aftribute name |manager @
Help text | @
Read-only @
Allow multiple values Mimmuml_ Max\muml_ @
LDAP suffix * [ou=people,o=test,c=de @
LDAP filter * [(objectclass="*) @
Attribute name * [dn (7]}

LDAP suffix: The LDAP DN that is used as starting point to search for LDAP entries.

LDAPfilter: Only LDAP entries that match thisfilter will be used. If al entries should be used then use " (object-
class=*)".

Attribute name: The values of this attribute will be used to build the selection list.

Presentation:

Manager | cbach > demo > People > test > de J @

Constant value

Thiswill set the attribute to a constant value. Y ou can also specify wildcardsto inject other attribute's values.

Name description X o
Type Constant

Label |Descr\pt|on [7]
Aftribute name ™ |descr\pt\on (7]
Help text ( ()
valug * |%g\venmame%((g\vemmame))"/usm"/u @
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Wildcards:

* Ypattributed%o: attribute value

o @attribute@: first character of attribute

* “attribute?: first character of attributein lower case

« lattribute!: first character of attribute in upper case

o Pattribute??: attribute in lower case

 Iattribute!!: attribute in upper case

* ((attribute)): space if attributeis set

* Sattributel;§; attribute values separted by ";" (you can set other separatorsif you want)

Examplesfor attributes gn="Steve", sn="Miller" and memberUid=("userl", "user2") (specified value -> resulting
LDAPvaue):

Table7.4.

Constant value Resulting LDAP value

my constant my constant

%gn% Steve

%gn%((gn))%sn% Steve Miller (would be "Miller" if gnis empty)
8memberUid|, 8 userl, user2

Presentation:

The LDAP value will be shown as text.

Description Ernst Backer

File upload:

Thisisused for binary data. Y ou can restrict uploaded datato a given file extension and set the maximum file size.

Name userCertificate %
Type File upload

Label [usercertificate @
Aftribute name [usercertificate; binary @
File extension [ert @
Maximum file size (100000 @
Multi value @

Presentation:

The uploaded data may also be downloaded via LAM.

Certificate 2%
ax

Upload a file

Validation expressions:

The validation expressions follow the standard of Perl regular expressions [http://perldoc.perl.org/perire.htmi].
They start and end with a"/". The beginning of alineis specified by "" and the end by "$".
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Examples:
/N a-z0-9]+$/ allows small letters and numbers. The value must not be empty ("+").

/Na-z0-9]+$/i alows small and capital letters ("i" at the end means ignore case) and numbers. The value must
not be empty ("+").

Special characters that must be escaped with "\": "\", ".", " (*,")"
E.g. " az0-9\.]%/i

Adapt the self service to your corporate de-
sign

LAM Pro allows you to integrate customs CSS style definitions and design the header of all self service pages.
Thisway you can integrate you own logo and use your company's colors.

Custom header

The default LAM Pro header includes alogo and a horizontal line. You can enter any HTML code here. It will
be included in the self services pages after the body tag.

[<h1>LAM self service</hl>

Page header [7]

CSSfiles

Usually, companies have regulations about their corporate design and use common CSS files. This assures a
common appearance of al intranet pages (e.g. colors and fonts). To include additional CSS files just use the
following setting for thistask. The additional CSS linkswill be added after LAM Pro'sdefault CSSlink. Thisway
you can overwrite LAM Pro's style.

http://www.ldap-account-manager .org/css/style.css
Additional €SS links @

136



Appendix A. LDAP schema files

Hereisalist of needed LDAP schema files for the different LAM modules. For OpenLDAP we also provide a
source where you can get thefiles.

Table A.1. LDAP schema files

Account type  |Object class(es) |Schemaname |Source Notes
A Unix accounts  |posixAccount, | nis.schema, Part of OpenL-|The
= shadowAccount, |rfc2307bis.schemaDAP installation, | rfc2307bis.schema
hostObject, Idapns.schema |part  of  lib-|is only supported
posixGroup (hostObject) pam-ldap (Idapn-|by LAM Pro. Use
s.schema) the nis.schema if
you do not want
to upgrade to
LAM Pro.
J Address book en-|inetOrgPerson  |inetorgper- Part of OpenL-
tries son.schema DAP installation
-— Samba3 accounts| sambaSamAc-  |sambaschema |Part of Sam-
count, samba ba tarball (exam-
GroupMapping, plesLDAP/
sambaDomain samba.schema)
-_— Windows  AD|user, group, com- Samba 4 built-in
(Samba 4) puter
ZE Kolab 2/3 users |kolabUser kolab2/3.schema, | Part of Kolab 2/3
rfc2739.schema |installation
Adterisk  (exten- | AsteriskSIPUser, |asterisk.schema |Part of Asterisk
sion) AsteriskExten- installation
sion
Py PyKota  users,|pykotaObject, pykota.schema | Part of PyKotain-
groups, printers|pykotaAccount, stallation
and billing codes | pykotaAccount-
Balance, pyko-
taGroup, pyko-
taPrinter, pykota
Billing
- Mail routing inetLocalMail- | misc.schema Part of OpenL-
— Recipient DAP installation
b Hosts hostObject, de-|ldapns.schema |Part of lib-|The device ob-
= vice pam-ldap instal-|ject class is only
lation availablein LAM
Pro.
S Authorized ser-|authorizedSer-  |ldapns.schema |Part  of  lib-
. vices viceObject pam-ldap instal-
lation
- Mail aliases nisMailAlias misc.schema Part of OpenL-
o DAP installation
- Qmail user gmailUser gmail.schema Part of gmail_I-|LAM Pro only
— dap [http:/
WWW.n-
rg4u.com/]
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LDAP schemafiles

Account type  |Object class(es) |Schemaname |Source Notes
Erle MAC addresses |ieeeB02device  |nis.schema Part of OpenL-
DAP installation
@ I P addresses ipHost nis.schema Part of OpenL-|LAM Pro only
DAP ingtallation
= Puppet puppetClient puppet.schema | Puppet on
= GitHub [https://
github.com/
puppetlabs/pup-
pet/blob/
master/ext/|dap/
puppet.schema]
a EDU person eduPerson eduper- http://
son.schema middleware.in-
ternet2.edu
[http://
middleware.in-
ternet2.e-
du/eduperson/]
o Simple Accounts | account cosinesschema [Part of OpenL-
g DAP installation
_— SSH public keys |ldapPublicKkey |openssh- Included in patch
Ipk.schema from http://
code.google.com/
p/openssh-Ipk/
=] Filesystem quo-|systemQuotas |quota.schema Linux DiskQuo-
= tas ta [http://source-
forge.net/projects/
linuxquota/]
S| Group of | groupOfNames, |core.schema Part of OpenL-|LAM Proonly
a (unique) names | groupOfUnique- DAP installation
Names,
groupOfMem-
bers
vt Groups organizational- |core.schema Part of OpenL-|LAM Proonly
a Role DAP ingtallation
I# DHCP dhcpOptions, dhcp.schema docs/schema/ The LDAP suf-
dhcpSubnet, dhcp.schema fix should be set
dhcpServer toyour dhcpServ-
er entry.
w Bind DLZ DNS |dizZone, dizHost, | dlz.schema part of Bind DLZ|LAM Pro only
dizSOARecord, patch [http://
dizNSRecord, bind-
dizARecord, dlz.source-
dizM X Record, forge.net/]
dizCNameRe-
cord, dIzPTR-
Record
Aliases alias, uidObject | core.schema Part of OpenL-|LAM Proonly
DAP installation
vt NIS netgroups | nisNetgroup nis.schema Part of OpenL-
a DAP installation
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LDAP schemafiles

Account type  |Object class(es) |Schemaname |Source Notes
= NIS objects nisObject nis.schema Part of OpenL-|LAM Pro only
— DAP installation
[—= Automount  ob-|automount autofs.schema, |AutofsLDAP LAM Pro only
— jects rfc2307bis.schema
Oracle databases |orcINetService |oidbase.schema, |Preinstalled on|LAM Pro only
= oidnet.schema, |Oracle directory
oidrdbm- server, OpenL-
s.schema, DAP  schemas
alias.schema can be down-
loaded e.g. here
[http://
www.idevelop-
ment.info/da-
ta/Ora
cle/DBA_tips/
LDAP/
LDAP_8.shtml]
Password  poli-|pwdPolicy, de-|ppolicy.schema, |Part of OpenL-|LAM Proonly
— cies vice core.schema DAP installation
.:.;1;.} FreeRadius users | radiusprofile openldap.schema |Part of FreeRa-
diusinstallation
& Heimdal Ker-|krb5KDCEntry | hdb.schema Part of Heimdal |LAM Pro only
beros Kerberosinstalla-
tion
EJ MIT Kerberos | krbPrincipal, kerberos.schema |Part of MIT Ker-|LAM Pro only
i krbPrincipal Aux, berosinstallation
krbTicketPoli-
CyAux
3 Sudo roles sudoRole sudo.schema Part of sudo-ldap|LAM Pro only
installation
(. Kopano kopano-user, kopano.ldif Part of Kopano|LAM Pro only
kopano-contact, installation
kopano-group,
kopano-
dynamicgroup,
kopano-
addresslist,
kopano-server
0 Zarafa zarafa-user, zarafaschema  |Part of Zarafain-|LAM Pro only
zarafa-group, stallation
zarafa-server
=] IMAP mailboxes |- - - Does not require
any schema.
;'_‘“-K LDAP views nsview, organiza- | built-in Part of LDAP|LAM Proonly

tionalunit

server installation
(e.g. 389 server)
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Appendix B. Security

LAM configuration passwords

LAM supports atwo level authorization system for its configuration. Therefore, there are two types of configu-
ration passwords:

» master configuration password: needed to change general settings, create/delete server profiles and self ser-
vice profiles

» server profile password: used to change the settings of a server profile (e.g. LDAP server and account types
to manage)

The master configuration password can be used to reset a server profile password. Each server profile hasits own
profile password.

Both password types are stored as hash values in the configuration files for enhanced security.

Use of SSL

Thedatawhichistransfered betweenyouand LAM isvery sensitive. Please alwaysuse SSL encrypted connections
between LAM and your browser to protect yourself against network sniffers.

LDAP with SSL and TLS

SSL will be used if you use Idaps://servername in your configuration profile. TLS can be activated with the "Ac-
tivate TLS" option.

If your LDAP server uses a SSL certificate of awell-know certificate authority (CA) then you probably need no
changes. If you use a custom CA in your company then there are two ways to setup the CA certificates.

Setup SSL certificates in LAM general settings

This is much easier than system level setup and will only affect LAM. There might be some cases where other
web applications on the same web server are influenced.

See here for details.

Setup SSL certificates on system level

Thiswill makethe CA certificates available al so to other applications on your system (e.g. other web applications).
You will need to setup Idap.conf to trust your server certificate. Some installations use /etc/ldap.conf and some
use /etc/ldap/Idap.conf. It is a good idea to symlink /etc/Idap.conf to /etc/Idap/Idap.conf. Specify the server CA
certificate with the following option:

TLS _CACERT /etc/| dap/ cal nyCA/ cacert. pem

This needsto be the public part of the signing certificate authority. See "man Idap.conf" for additional options.

Y ou may also need to specify the CA certificate in your Apache configuration by using the option "LDAPTrust-
edGlobal Cert":
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LDAPTr ust edd obal Cert CA BASE64 /etc/| dap/cal/ myCAl cacert. pem

Selinux

In case your server has selinux installed you might need to extend the selinux ruleset. E.g. your webserver might
not be allowed to writein /var/lib.

Read selinux status

The following command will tell you if selinux isrunning in Enforcing or Permissive mode.
Enforcing: access that does not match rulesis denied

Permissive: access that does not match rulesis granted but logged to audit.log
getenforce

Set selinux to Permissive mode

Thiswill just log any access violations. Y ou will need thisto get alist of missing rights.
set enforce Pern ssive

Now do any actions inside LAM that you need for your daily work (e.g. edit server profiles, manage LDAP
entries, ...).

Extend sdlinux rules

Selinux now has logged any violations to audit.log. You can use this now to extend your ruleset and enable
enforcing later.

The following example isfor httpd. Y ou can also adapt it to e.g. nginx.

# build additional selinux rules fromaudit.I|og
grep httpd /var/log/audit/audit.log | audit2allow -mhttpdlocal -o httpdlocal.te

The httpdlocal .te might look like this;
nodul e httpdl ocal 1.0;
require {

type httpd t;

type var _lib_t;
class file { setattr wite };

}

H#========—=—==== httpd t =========—====c=

#1111 WARNING "httpd t' is not allowed to wite or create to var _lib_t. Change the |ab
#1111 $ semanage fcontext -a -t httpd_var_lib_t /var/lib/ldap-account-manager/config/l al
#1111 $ restorecon -R -v /var/lib/l dap-account-manager/confi g/l am conf

allow httpd_t var lib t:file { setattr wite };
Now we can compile and install thisrule:
# build nodul e

checknodule -M-m -0 httpdl ocal.nmod httpdlocal.te
# package nodul e
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senmodul e_package -0 httpdl ocal . pp -m httpdl ocal . nod
# install nodul e

senmodul e -i httpdl ocal . pp

Now you can switch back to Enforcing mode:

setenforce Enforcing

LAM should now work as expected with active selinux.

Chrooted servers

If your server is chrooted and you have no access to /dev/random or /dev/urandom this can be a security risk.
LAM stores your LDAP password encrypted in the session. LAM uses rand() to generate the key if /dev/random
and /dev/urandom are not accessible. Therefore the key can be easily guessed. An attaker needs read accessto the
session file (e.g. by another Apache instance) to exploait this.

Protection of your LDAP password and direc-
tory contents

Y ou have to install the OpenSSL extension for PHP to enable encryption.
Y our LDAP password is stored encrypted in the session file. Thekey and |V to decrypt it are stored in two cookies.

We use OpenSSL/AES to encrypt the password. All data that was read from LDAP and needs to be stored in the
session fileis also encrypted.

Apache configuration

Sensitive directories

LAM includes severa .htaccess files to protect your configuration files and temporary data. Apache is often con-
figured to not use .htaccess files by default. Therefore, please check your Apache configuration and change the
override setting to:
AllowOverride All

If you are experienced in configuring Apache then you can also copy the security settings from the .htaccessfiles
to your main Apache configuration.

If possible, you should not rely on .htaccess files but also move the config and sess directory to a place outside of
your WWW root. Y ou can put asymbolic link in the LAM directory so that LAM finds the configuration/session
files.

Security sensitive directories:

config: Containsyour LAM configuration and account profiles

* LAM configuration passwords (SSHA hashed)

* default values for new accounts

« directory must be accessibly by Apache but needs not to be accessible by the browser

sess: PHP session files
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e LAM admin password in clear text or OpenSSL encrypted

 cached LDAP entriesin clear text or OpenSSL encrypted

« directory must be accessibly by Apache but needs not to be accessible by the browser
tmp: temporary files

e PDF documents which may also include passwords

* images of your users

« directory contents must be accessible by browser but directory itself needs not to be browseable

Use LDAP HTTP authentication for LAM

With HTTP authentication Apache will be responsible to ask for the user name and password. Both will then be
forwarded to LAM which will use it to access LDAP. This approach gives you more flexibility to restrict the
number of users that may access LAM (e.g. by requiring group memberships).

First of all you need to load additional Apache modules. These are "mod_|dap [http://httpd.apache.org/docs/2.2/
mod/mod_Idap.html]" and "mod_authnz_ldap [http://httpd.apache.org/docs/2.2/mod/mod_authnz_Idap.html]".

Next you can add afile called "lam_auth_Idap" to /etc/apache/conf.d. This simple example restricts access to all
URLSs beginning with "lam" to LDAP authentication.

<l ocation /I anp
Aut hType Basi c
Aut hBasi cProvi der | dap
Aut hNane "LAM'
Aut hLDAPURL "I dap://1 ocal host: 389/ ou=Peopl e, dc=conpany, dc=con?ui d"
Requi re valid-user
</l ocation>

Y ou can also require that your users belong to a certain Unix group in LDAP:

<l ocation /I anp

Aut hType Basi c

Aut hBasi cProvi der | dap

Aut hNane "LAM'

Aut hLDAPURL "I dap://1 ocal host: 389/ ou=Peopl e, dc=conpany, dc=con?ui d"

Requi re valid-user

# force nenbership of |am admns

Aut hLDAPGr oupAttri bute menber Ui d

Aut hLDAPGr oupAt tri but el sDN of f

Requi re | dap-group cn=l am adm ns, ou=gr oup, dc=conpany, dc=com
</l ocation>

Please see the A pache documentation [http://httpd.apache.org/docs/2.2/mod/mod_authnz_|dap.html] for more de-
tails.

Self Service behind proxy in DMZ (LAM Pro)

In some cases you might want to make the self service accessible via the internet. Here is an Apache config to
forward only the required URLs via a proxy server (lamproxy.company.com) in your DMZ to theinternal LAM
server (lam.company.com).
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Users

2688 @) -

gsisim Firewall

\

DMZ

gsisim Firewall

Y

Internal network

Apache with LAM Pro

Thisconfiguration allowsyour usersto open https://lamproxy.company.com which will then proxy the self service
on theinternal server.

<Vi rtual Host | anproxy. conpany. com 443>
Server Name | anpr oxy. conpany. com
ErrorLog /var/l og/ apache2/l am proxy-error.|og
CustomLog /var/ | og/ apache2/| am proxy-access. | og conbi ned
Docurent Root /var/ww/ | am pr oxy
<Proxy *>
Order deny, al | ow
Al'l ow from al l
</ Pr oxy>
SSLPr oxyEngi ne on
SSLEngi ne on
SSLCertificateFile /etc/apache2/ssl/apache. pem
ProxyPreserveHost On
Pr oxyRequest s of f
| ogl evel info

# redirect front page to self service |ogin page
Rewri t eEngi ne on
Redi rect Match ~/ $ /tenpl at es/ sel f Servi ce/ sel f Servi ceLogi n. php?scope=user\ &ane=

# proxy required URLs

ProxyPass /tnp https://|am conmpany. com | anit np

ProxyPass /sess https://|am conpany. com | anf sess

ProxyPass /tenplates/lib https://|lam conpany.conllamtenplates/lib

ProxyPass /tenpl ates/sel fService https://|am conpany. com | am t enpl at es/ sel f Serv
ProxyPass /style https://lam conpany. coni | am style

ProxyPass /graphics https://|am conpany. com | am gr aphi cs

ProxyPassReverse /tnp https://|am conpany.conlf |l am tnp
ProxyPassReverse /sess https://|am conpany. conl | am sess
ProxyPassReverse /tenplates/lib https://1lam conpany.conmllamtenplates/lib
ProxyPassReverse /tenpl ates/sel f Service https://1am conpany.com | am'tenpl ates/s
ProxyPassReverse /style https://1am conmpany. com | anfstyle
Pr oxyPassReverse /graphics https://1am conpany. coni | am graphi cs

</ Vi r t ual Host >

144



Security

Nginx configuration

Thereis no fully automatic setup of Nginx but LAM provides a ready-to-use configuration file.

RPM based installations

The RPM package has dependencies on Apache. Therefore, Nginx is not officially supported with thisinstallation
mode. Use tar.bz2 if you are unsure.

However, the package al so includes an Nginx configuration file. Pleaseincludeit in your server directivelikethis:

server {
i ncl ude /etc/l dap-account-nanager/| am ngi nx. conf;

}

The included config file uses PHP 5. In case you run with PHP 7 please update the parameter "fastcgi_pass” to
"/var/run/php7-fpm.sock™.

DEB based installations

The LAM installation package ships with an Nginx configuration file. Please include it in your server directive
like this:

server {
i ncl ude /etc/l dap-account - manager/ ngi nx. conf;

}

The included config file uses PHP 7.0. In case you run with PHP 7.1 or PHP 5 please update the parameter
"fastcgi_pass' to "/var/run/php/php7.1-fpm.sock".

tar.bz2 based installations

Please add the following configuration snippet to your server directive.

You will need to change the alias location ("/usr/share/ldap-account-manager™) and fastcgi_pass (e.g. "/var/run/
php5-fpm.sock™ or "/var/run/php7-fpm.sock™) to match your installation.

| ocation /lam{
i ndex index.htm;
al i as /usr/share/l dap-account - manager;
aut oi ndex of f;

| ocation ~ \.php$ {
fastcgi _split_path_info ~(.+\.php)(/.+)$;
fastcgi _pass uni x:/var/run/ php5-fpm sock;
fastcgi i ndex index. php;
fastcgi _param SCRI PT_FI LENAME $request _fil enane;
i ncl ude fastcgi parans;

}
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location ~ /lam (tnp/internal|sess|config|lib|help|locale) {
deny all;
return 403;

}
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Appendix C. Typical OpenLDAP
settings

Some basic hints to configure the OpenLDAP server:

Sizelimit:

I\_(og will get amessage like "LDAP sizelimit exceeded, not all entries are shown." when you hit the LDAP search
imit.

OpenL DAP alowsby default 500 return val ues per search, if you have more users/groups/hosts please changethis:

slapd.conf:

e.g. "sizelimit 10000" or "sizelimit -1" for unlimited return values

dapd.d:

e.g. "olcSizeLimit: 10000" or "olcSizeLimit: -1" for unlimited return values in /etc/Idap/dlapd.d/cn=config.Idif

Unique attributes:

There are cases where you do not want that same attribute values exist multiple times in your database. A good
example are UID/GID numbers.

OpenL DAP provides the attribute uniqueness overlay [http://www.openldap.org/doc/admin24/overlays.html] for
this task.

Example to force unique UID numbers:

In /etc/ldap/s apd.d/cn=config/cn=modul {0} .Idif add "olcM odul el oad: { 3} unique" (replace 3" with the highest
existing number plus one).

Now in /etc/ldap/dlapd.d/cn=config/ol cDatabase={ 1} bdb.ldif add e.g. "olcUniqueURI: |dap:///?uidNumber?sub”

Indices:

Indices will improve the performance when searching for entries in the LDAP directory. The following indices
are recommended:

index objectClass eq

index default sub

index uidNumber eq

index gidNumber eg

index memberUid eq

index cn,sn,uid,displayName pres,sub,eq
# Samba 3.x

index sambaSID eq

index sambaPrimaryGroupSID eq

index sambaDomainName eq
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Appendix D. Setup of email (SMTP)
server

LAM awaysusesalocal SMTP email server on the machinewhere LAM isinstalled. Therefore, thereisno need
to configure any SMTP settingsinside LAM itself.

The local email server should be configured to forward al emails to your company mail server (so-called
smarthost). You can use any SMTP software that ships with a Sendmail wrapper (e.g. Exim, Postfix, QMail or

Sendmail itself).

LAM server Company mail server

[ LAM (Pro) ]

SMTP server
[ Local SMTP server (Cyrus, Exchange,
(Exim, Postfix, ...) Lotus Notes, ...) Internet
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Appendix E. Setup for home directory
and quota management

Lamdaemon.pl is used to modify quota and home directories on aremote or local host via SSH (even if homedirs
are located on localhost).

If you want wo use it you have to set up the following things to get it to work:

Installation

First of al, you need to install lamdaemon.pl on your remote server where LAM should manage homedirs and/
or quota. Thisis usualy a different server than the one where LAM is installed. But there is no problem if it is
the same.

LAM server Home directory server

LAM (Pro) [ lamdaemon.pl

Apache/Nginx }

Debian based (e.g. also Ubuntu)

Please install the lamdaemon DEB package on your quota/homedir server.
RPM based (Fedora, CentOS, Susg, ...)

Please install the lamdaemon RPM package on your quotalhomedir server.
Other

Please copy lib/lamdaemon.pl from the LAM tar.bz2 package to your quota/lhomedir server. The location may be
anywhere (e.g. use /opt/lamdaemon). Please make the lamdaemon.pl script executable.

LDAP Account Manager configuration

* Set the remote or local host in the configuration (e.g. 127.0.0.1)

¢ Path to lamdaemon.pl, e.g. /srv/www/htdocs/lam/lib/lamdaemon.pl If you installed a Debian or RPM package
then the script will be located at /usr/share/l dap-account-manager/lib/lamdaemon.pl.

* Your LAM admin user must be a valid Unix account. It needs to have the object class "posixAccount” and
an attribute "uid". This account must be accepted by the SSH daemon of your home directory server. Do not
create a second local account but change your system to accept LDAP users. Y ou can use LAM to add the Unix
account part to your admin user or create anew account. Please do not forget to setup LDAPwrite access (ACLs
[http://www.openl dap.org/doc/admin24/access-control .html]) if you create a new account.

-l emon settings
Server list [iocathost @
Path to external script [/usr/share/Idap-account-
Read Write Execute
B o Oowner
Rights for the home directory Group O 7]
oter 0 O 0O

Note that the builtin admin/manager entries do not work for lamdaemon. Y ou need to login with a Unix account.
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Setup for home directo-
ry and quota management

_ [0 security settings
=]
Login method Fixed st 7| (7]
List of valid users ™ |uid=unixadmin,ou=people,o=test,c=de @
New password [ @

Reenter password [

OpenLDAP ACL location:

The access rights for OpenLDAP are configured in /etc/Idap/slapd.conf or /etc/Idap/slapd.d/cn=config/olcData
base={ 1} bdb.Idif.

Setup sudo

The perl script has to run as root. Therefore we need a wrapper, sudo. Edit /etc/sudoers on host where homedirs
or quotas should be used and add the following line;

$admin All= NOPASSWD: $path_to_lamdaemon *

$admin is the admin user from LAM (must be a valid Unix account) and $path_to_lamdaemon is the path to
lamdaemon.pl.

Example:
myAdmin ALL= NOPASSWD: /srv/www/htdocs/lam/lib/lamdaemon.pl *

You might need to run the sudo command once manually to init sudo. The command "sudo -I" will show all
possible sudo commands of the current user.

Attention: Please do not use the options " Defaults requiretty” and "Defaultsenv_reset” in /etc/sudoers. Otherwise
you might get errors like "you must have atty to run sudo" or "no tty present and no askpass program specified".

Setup Perl

We need an extra Perl module - Quota. To install it, run:

perl -MCPAN -e shell
install Quota

If your Perl executableisnot located in /usr/bin/perl you will haveto edit the path in thefirst line of lamdaemon.pl.
If you have problems compiling the Perl modules try installing a newer release of your GCC compiler and the
"make" application.

Severa Linux distributions already include a quota package for Perl.

Set up SSH

Y our SSH daemon must offer the password authentication method. To activateit just use this configuration option
in /etc/ssh/sshd_config:

PasswordA uthentication yes

Troubleshooting

If you have problems managing quotas and home directories then these points might help:

e Thereisatest page for lamdaemon: Login to LAM and open Tools -> Tests -> Lamdaemon test
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Setup for home directo-
ry and quota management

» Check /var/log/auth.log or its equivalent on your system. Thisfile contains messages about al logins. If the ssh
login failed then you will find a description about the reason here.

» Set sshd in debug mode. In /etc/ssh/sshd_conf add these lines:

SyslogFacility AUTH
LogLevel DEBUG3

Now check /var/log/syslog for messages from sshd.
Error message " Your LAM admin user (...) must be a valid Unix account to work with lamdaemon!": This

happens if you use the default LDAP admin/manager user to login to LAM. Please see here and setup a Unix
account.
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Appendix F. Setup password self
reset schema (LAM Pro)

New installation

Please see here if you want to upgrade an existing schema version.

Schema installation

Please install the schema that comes with LAM Pro. The schemafiles are located in:
* tar.bz2: docs/schema

» DEB: /usr/share/doc/ldap-account-manager/docs/schema

e RPM: /usr/share/doc/l dap-account-manager-{ VERSION} /schema

OpenL DAP with slapd.conf configuration

For a configuration with dlapd.conf-file copy passwordSelfReset.schema to /etc/Idap/schemal and add this line
to slapd.conf:

include /etc/ldap/schemalpasswordSel fReset.schema

OpenL DAP with slapd.d configuration
For dlapd.d configurations you need to upload the schema file passwordSelfReset.Idif vialdapadd command:
Idapadd -x -W -H Idap://localhost -D "cn=admin,o=test,c=de" -f passwordSelfReset.|dif

Please replace"local host" with your LDAP server and "cn=admin,o=test,c=de" with your LDAP admin user (usu-
ally starts with cn=admin or cn=manager).

389 server
Please replace INSTANCE with installation 1D, e.g. slapd-389ds.
cp passwordSelfReset-389server.Idif /etc/dirsrv/INSTANCE/schemal/ 70pwdreset.| dif
systemctl restart dirsrv.target
Samba 4
The schemafiles are passwordSel f Reset-Sambad-attributes.|dif and passwordSelf Reset-Sambad-objectCl ass.| dif.
First, you need to edit them and replace "DOMAIN_TOP_DN" with your LDAP suffix (e.g. dc=sambad,dc=test).
Then install the attribute and afterwards the object class schemafile:
Idbmodify -H /var/lib/sambal/private/sam.ldb passwordSel fReset-Sambad-attributes.| dif --option="dsdb:schema update allowed"=
Idbmodify -H /var/lib/sambal/private/sam.Idb passwordSel fReset-Sambad-objectClass.|dif --option="dsdb:schema update allowed

Windows
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The schemafile is passwordSel fReset-Windows.|dif.
First, you need to edit it and replace "DOMAIN_TOP_DN" with your LDAP suffix (e.g. dc=windows,dc=test).
Then install the schema file as administrator on a command line:

Idifde -v -i -f passwordSelfReset-Windows.Idif

This allows to set a security question + answer for each account.

Schema update

The schemafiles are located in:
* tar.bz2: docs/schema/updates
 DEB: /usr/share/doc/ldap-account-manager/docs/'schema/updates

» RPM: /usr/share/doc/l dap-account-manager-{ VERSION} /schema/updates

Schemaversions:
1. Initial version (LAM Pro 3.6 - 4.4)
2. Added passwordSelfResetBackupMail (LAM Pro 4.5 - 5.5)

3. Multiple security questions (LAM Pro 5.6)

OpenL DAP with slapd.conf configuration

Install the schemafile like anew install (skip modification of slapd.conf file).

OpenL DAP with slapd.d configuration

The upgrade requires to stop the LDAP server.
Steps:

1. Stop OpenLDAP with e.g. "/etc/init.d/slapd stop”

2. Delete the old schema file. It is located in eg. "/etc/ldap/sapd.d/cn=config/cn=schema’ and called
"cn={ XX} passwordselfreset.Idif" (XX can be any number)

3. Start OpenLDAP with e.g. "/etc/init.d/slapd start"

4. Install the schemafile like anew install

Samba 4

Install the these update files by following theinstall instructionsin thefile. In case you you upgrade with aversion
difference of 2 or more you will need to apply all intermediate update scripts.

e sambad version 1 to 2 attributes.ldif (upgrade from version 1 only)
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e sambad version 1 to 2 objectClass.|dif (upgrade from version 1 only)
» sambad version 2 to 3 attributes.ldif (upgrade from version 2)
» sambad version_2 to 3 objectClass.Idif (upgrade from version 2)

Please note that attributes file needs to be installed first.

Windows

Install the file(s) by following theinstall instructionsin thefile. In case you you upgrade with aversion difference
of 2 or more you will need to apply al intermediate update scripts.

» windows version_1 to_2.Idif (upgrade from version 1 only)

» windows version_2 to 3.dif (upgrade from version 2)
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Appendix G. Adapt LAM to your
corporate design

There are cases where you might want to change LAM's default look'n'feel to better integrate it in your company
network. Changes can be done like this:

Change colors, fonts and other partswith custom CSS

Y ou can integrate custom CSSfilesin LAM. It isrecommended to write a separate CSSfile instead of modifying
LAM's default files.

The CSSfiles are located in

DEB/RPM: /usr/share/ldap-account-manager/style
tar.bz2: style

LAM will automatically integrate all CSS files in aphabetical order. E.g. you can create afile called "900_my-
Company.css' which will be added as last file.

Example:
Thiswill change the background color of al pages to turquoise. See 500 _layout.css for LAM's default settings.

body ({
background-col or: #b6eeff;

}

Y ou can use the same way to change fonts, sizes and more.
E.g. thiswill reduce the default font size to 80%:

body {
font-size: 80%
}

.ui-button-text-only {
font-size: 100%

.ui-button-text-icon-primary {
font-size: 100%
}

Custom logo

/* image in login box */
td. | ogi nLogo {
background-i mage: url (/1 ogos/ nyl ogo. png);

}
/[* image (24x24) in header line */
a.lanlogo {

background-i mage: url (/1 ogos/ nmyl ogo. png);
}
Other images

All images are located in
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DEB/RPM: /usr/share/ldap-account-manager/graphics
tar.bz2: graphics

Please note that if you replace images then you need to reapply your changes every time you upgrade LAM.

Special changes with custom JavaScript

In rare cases it might not be sufficient to write custom CSS or replace some image files. E.g. you might want to
add custom content to all pages.

For these cases you can add a custom JavaScript file that contains your code.

The JavaScript files are located in

DEB/RPM: /usr/share/ldap-account-manager/templates/lib
tar.bz2: templates/lib

LAM will automatically integrate all .js files in aphabetical order. E.g. you can create a file called "900_my-
Company.js' which will be added aslast file.

Self service

See here for self service customisations.
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Appendix H. Clustering LAM

LAM isaweb application based on PHP. Therefore, clustering is not directly a part of the application.
But here are some hintsto run LAM in a clustered environment.

Application parts:

LAM can be divided into three parts

» Software

» Configuration files

» Session files and temporary data

Software:

This is the simplest part. Just install LAM on each cluster node. Please note that if you run LAM Pro you will
need either one license for each active cluster node or a company license.

Configuration files:

These files include the LAM server profiles, account profiles, PDF structures, ... Usually, they do not change
frequently and can be put on a shared file system (e.g. NFS, AFS, ...).

Please link "config" or "/var/lib/ldap-account-manager/config" to a directory on your shared file system.
Session data and temporary files:
These are critical because the files may change on every page load. There are basically two options.

* load balancer with session stickiness: In this case your load balancer will forward all requests of a user to the
same cluster node. In this case you can keep the files locally on your cluster nodes. If you already have aload
balancer then this is the simplest solution and performs best. The disadvantage is that if a node fails then all
users connected to this node will loose their session and need to relogin.

« shared file system: This should only be used if your load balancer does not support session stickiness or you
use a different system to distribute request across the cluster. A shared file system will decrease performance
for all page loads.

Session data and temporary files are located in "tmp" + "sess" or "/var/lib/ldap-account-manager/tmp" + "/var/
lib/ldap-account-manager/sess’.
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Appendix |. Troubleshooting

Reset configuration password

The password for the server profiles can be reset using the master configuration password. Open LAM configu-
ration -> Edit server profiles ->Manage server profilesfor this.

In case you lost your master configuration password you need to manually edit the main configuration file (con-
fig.cfg) on the file system.

1. Locate config.cfg: On DEB/RPM installations it is in /usr/share/ldap-account-manager/config and for tar.bz2
in config folder.

2. Locate the "password" entry in thefile

3. Replace the password hash after "password: " with your new clear-text password (e.g. "secret")
After the change the line should look like this:

password: secret

Y ou can now login using your new password. Set the password once again viaGUI in main configuration settings.
Thiswill then put again a hash value in the config.cfg file.

Functional issues
Sizelimit

You will get amessage like "LDAP sizelimit exceeded, not al entries are shown." when you hit the LDAP search
limit.

* OpenLDAP: See the OpenLDAP settingsto fix this.
» 389 server: set nsslapd-sizelimit in cn=config (may also be set per user)

 other LDAP servers. please see your server documentation

Invalid syntax errors:

If you get any strange errors like "Invalid syntax" or "Invalid DN syntax" please check if your LDAP schema
matches LAM's requirements.

Schema test:
This can be done by running "Tools" ->"Tests" -> "Schematest" inside LAM.

If there are any object classes or attributes missing you will get a notice. See LDAP schemafilesfor alist of used
schemas. Y ou may also want to deactive unused modulesin your LAM server profile (tab "Modules").
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Busers  ®=osts = HBoroups B Group of names

Schema test

Users

Personal
unix
Samba 3

Na problems found
Na problems found
No problems found

4%

Hosts

Device
IP address

Na problems found
No problems found

{4

Groups

Samba 3
unix

44

Na problems found
Na problems found

Group of hames

Group of names < Na problems found

LDAP Logging:

If your schemais correct you can turn on LDAP logging to get more detailed error messages from your LDAP
server.

OpenL DAP logging:
* dlapd.conf: In /etc/ldap/slapd.conf turn logging on with the line "loglevel 256".

» dapd.d: In /etc/ldap/sapd.d/cn=config.ldif please change the attribute "olcLogLevel" to "Stats'. Please add a
line"olcLogLevel: Stats" if the attribute is missing.

After changing the configuration please restart OpenLDAP. It usually uses /var/log/syslog for log output.

PHP logging

Sometimes it can help to enable PHP logging inside LAM. You can do this in the logging area of LAM's main
configuration. Set thelogging option to "all" and check if there are any messages printed in your browser window.
Please note that not every notice message is an error but it may help to find the problem.

Performance issues

LAM is tested to work with 10000 users with acceptable performance. If you have a larger directory or slow
hardware then here are some points to increase performance.

Thefirst step isto check if performance problems are caused by the LAM web server or the LDAP server. Please
check which machine suffers from high system load (CPU/memory consumption).

High network latency may also be a problem. For large installations please make sure that LAM web server and
LDAP server are located in the same building/server room.

If you run LAM on multiple nodes (DNS load balancing/hardware load balancer) then aso check the clustering
section.

LDAP server

Useindices
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Depending on the queries it may help to add some more indices on the LDAP server. Depending on your LDAP
software it may already suggest indicesinitslog files. See here for typical OpenLDAP indices.

Reduce query results by splitting L DAP management into multiple server profiles

If you manage a very large directory then it might already be separated into multiple subtrees (e.g. by country,
subsidiary, ...). Do not use a single LAM server profile to manage your whole directory. Use different server
profiles for each separated L DAP subtree where possible (e.g. one for German users and one for French ones).

Limit query results

LAM allowsto set an LDAP search limit [general_settings] for each server profile. Thiswill limit the number of
entries returned by your LDAP server. Use with caution because it can cause problems (e.g. with automatic UID
generation) when LAM isnot ableto read all entries.

% General settings © Account types % Modules @ \odule settings = Jobs
,@ Server settings

Server address *  [Idap://localhost: 389 @

Activate TLS no = (7}

Tree suffic [ou=demo,o=test,c=de @

LDAP search limit |- -l @

Access level Write access = @

~ Advanced options

Display name [
Follow referrals []
Paged results [

©0 O

LAM web server

Install a PHP accelerator

There are tools like APC [http://www.php.net/manual/en/book.apc.php]/OpCache [http://php.net/manual/en/
book.opcache.php] (free) or Zend Server [http://www.zend.com/en/products/server/] (commercia) that provide
caching of PHP pagesto improve performance. They will reduce the time for parsing the PHP pages and | O load.

Thisisasimply way to enhance performance since APC/OpCache is part of most Linux distributions.

If you use APC then make sure that it uses enough memory (e.g. "apc.shm_size=128M"). You can check the
memory usage with the file apc.php that is shipped with APC.

[ | [¥izw Host stats | | 1 [ [ |
General Cache Information Host Status Diagrams:
APC Version 3113 Wemory Usage Hits & Wisses
PHP Version 544-14+debTut .9
APC Host
Server Softwars | Apachs 92.6 MButes
Shared Memory 1 Segmeri(s) with 128 0 MBytes
(mmap memory, pthread mutex Locks locking)
Start Time 2014011207:25:08
Uptine: 4 hours and 44 minutes fiytes
1.9%
—
45931 2 WBytes)
23992 O Free: 526 MBytes (72.4%) O s 23392 (98.1%)
Misses 460 [ Used: 354 MBytes (27 6%) [ misses: 480 (1 8%)
Request Rete (hits, misses) 143 cache requests /secon S
Hit Rate 1.41 cache requests|
Miss Rate 0,03 cache requests secon
Insert Rate 0,03 cache requests/secon: 35.4 MButes
Cache ful court o 92.6 NBtes

User Cache Information

Cached Variables 0(0.0Bytes)

His (]

biisses 0

Request Rate (hits, misses) 0.00 cache re nd

Hit Rate: 0.00 cact nd

s Rate 0.00 cact nd

Insert Rate 0.00 cache requestsisecond P
Cache full court 0
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Troubleshooting

OpCache statistics can be shown with opcache-status [ https://github.com/rlerdorf/opcache-status] .
PHP 5.6.27-0+deb8u1 with OpCache 7.0.6-dev

® Memory O Kkeys O Hits O Restarts

Status | Configuration  Scripts (457)  Visualise Partition

opcache_enabled true
cache_full false
restart_pending false
restart_In_progress false
used_memory 55.57 MB
free_memory 72.43 MB
wasted_memory 0 bytes
current_wasted_percentage 0.00%
buffer_size 16,777,216
used_memory 4.29 MB
free_memory 11.71 MB
number_of_strings 44,323 =]

Disable session encryption

LAM encrypts sensitive datain your session files. Y ou can disable it to reduce CPU load.

Security settings

Session timeout 120 | @
Allowed hosts 7]
Allowed hosts (self service) @
Encrypt session @
SSL certificates use system certificates @

Browse b Upload
Idaps:if| & Import from server
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