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https://github.com/up1/course_elk
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Agenda

e \Working with Kibana
e \Working with Logstash/Beat
e Monitoring with Kibana

ELK Stack
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Data

e e LOgstash

Visualize

Elasticserach = e Kibana

Indexing
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Visualize
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logstash

https://www.elastic.co/guide/en/beats/libbeat/current/index.html
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Purpose Library

Beat

Audit data Auditbeat
Log files Filebeat
Cloud data Functionbeat
Avalilability Heartbeat
Metrics Metricbeat
Network traffic Packetbeat
Windows event logs Winlogbeat

https://www.elastic.co/guide/en/beats/libbeat/current/beats-reference.html

ELK Stack
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ELK stack

Indexing

Data

Visualize

Elasticsearch

Data
Logstash

Indexing
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Kibana

ELK Stack
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Kibana

Create visualization
Create dashboard
Infrastructure

Monitoring

ELK Stack
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Import/Export

Go to management menu => Saved Objects

K kibana Management

@ © [=
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Discover Version: 6.5.4

Visualize

= F[|asticsearch
Dashboard -

Timelion Index Management
Canvas

Machine Learning K Kibana
Infrastructure

Index Patterns
L .
o8 Advanced Settings
APM

Dev Tools

Monitoring

Management I

Rollup Jobs License Management

Saved Objects

Spaces
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Import/Export
Working with JSON file

Saved ObjECtS (™ Export 17 objects &y Import C Refresh

From here you can delete saved objects, such as saved searches. You can also edit the raw data of saved objects. Typically objects are only
modified via their associated application, which is probably what you should use instead of this screen.

QU search... Type [ EJ Delete ] [ (™ Export ]
Type Title Actions
g8 D1

& [Logs] Web Traffic
= store
2 kibana_sample_data_logs
Q ST
B Gl
i [Logs] Unique Visitors vs. Average Bytes

M [Logs] Unique Visitors by Country

ELK Stack
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Infrastructure with Kibana

Elasticsearch and Kibana 6.5 +

ELK Stack
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Setup instruction

PN

Discover

= ®

Visualize

Dashboard

d ©

Timelion

Canvas

Machine Learning

Looks like you don't have any metrics
indices.

Let's add some!

Setup Instructions

Dev Tools

Monitoring

Management

ELK Stack
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Add data to Kibana

Home

Add Data to Kibana

Discover

>

Logging Metrics Security analytics Sample data

Visualize

Dashboard

Timelion

Canvas

Aerospike metrics

Fetch internal metrics from
the Aerospike server.

/ Apache logs

| Collect and parse access
and error logs created by
the Apache HTTP server.

Apache metrics

Fetch internal metrics from
the Apache 2 HTTP server.

APM

Collect in-depth
performance metrics and
errors from inside your

Machine Learning applications.
Infrastructure

Logs @ Ceph metrics

Q Couchbase metrics d- Docker metrics A Dropwizard metrics

APM

Dev Tools

Fetch internal metrics from
the Ceph server.

Fetch internal metrics from
Couchbase.

Fetch metrics about your
Docker containers.

Fetch internal metrics from
Dropwizard Java
application.

Monitoring
Management m»  Elasticsearch logs m»  Elasticsearch metrics Etcd metrics Golang metrics
- -
Collect and parse logs Fetch internal metrics from Fetch internal metrics from Fetch internal metrics from
created by Elasticsearch. Elasticsearch. the Etcd server. a Golang app.
HAProxy metrics IS logs Kafka logs Kafka metrics

Default

Fetch internal metrics from
the HAProxy server.

Collect and parse access and error
logs created by the IIS HTTP server.

Collect and parse logs
created by Kafka.

Fetch internal metrics from
the Kafka server.

ELK Stack
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Monitor your infrastructure

Monitor hosts and containers
View metrics
View logs

https://www.elastic.co/guide/en/kibana/current/monitor-infra.html

ELK Stack
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Infrastructure monitoring

29 59 89

Edge beats beats beats
Machines ‘

: v v
Elastic == elasticsearch
Stack -

|

kibana (é Infrastructure Ul =| Log viewer

PN

https://www.elastic.co/guide/en/infrastructure/guide/6.5/infrastructure-monitoring-overview.htmil

ELK Stack
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Infrastructure monitoring

Edge
Machines

[ [ [
Y Y Y

Elastic

== elasticsearch
Stack -

|

kibana % Infrastructure Ul =| Log viewer

PN
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Infrastructure monitoring

Edge
Machines

D¢

D¢

! beats

D¢

! beats

! beats

== elasticsearch
s

PN

kibana

(é Infrastructure Ul
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Infrastructure monitoring

DO DO BE

Edge . beats B beats B beats
Machines — — —

v v ¥
Elastic

== elasticsearch
s

Stack

Data
visualization

(é Infrastructure Ul
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Installation

Data Shippers

=

Metricbeat Filebeat

ELK Stack
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Add metrics to Kibana

Add Data to Kibana

Metrics Security analytics

Logging

Aerospike metrics /
Fetch internal metrics from |
the Aerospike server.

Docker metrics A

Fetch metrics about your
Docker containers.

Golang metrics

Fetch internal metrics from
a Golang app.

Kubernetes metrics

Fetch metrics from your
Kubernetes installation.

Sample data

Apache metrics

Fetch internal metrics from
the Apache 2 HTTP server.

Dropwizard metrics

Fetch internal metrics from
Dropwizard Java
application.

HAProxy metrics

Fetch internal metrics from
the HAProxy server.

Logstash metrics

Fetch interal metrics from a
Logstash server.

Ceph metrics

Fetch internal metrics from
the Ceph server.

Elasticsearch metrics

Fetch internal metrics from
Elasticsearch.

Kafka metrics

Fetch internal metrics from
the Kafka server.

Memcached metrics

Fetch internal metrics from
the Memcached server.

PN

Couchbase metrics

Fetch internal metrics from
Couchbase.

Etcd metrics

Fetch internal metrics from
the Etcd server.

Kibana metrics

Fetch internal metrics from
Kibana.

MongoDB metrics

Fetch internal metrics from
MongoDB.

ELK Stack
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Setup Metricbea

Home / Add Data

= Elasticsearch metrics ==

The elasticsearch Metricbeat module fetches internal metrics from Elasticsearch. Learn more.

{ View exported fields J

Self managed Elastic Cloud

Getting Started

macOS DEB RPM Windows

‘ Download and install Metricbeat

Copy snippet

First time using Metricbeat? See the Getting Started Guide.

curl -L -0 https://artifacts.elastic.co/downloads/beats/metricbeat/metricbeat-6.5.4-darwin-x86_64.tar.gz

tar xzvf metricbeat-6.5.4-darwin-x86_64.tar.gz
cd metricbeat-6.5.4-darwin-x86_64/

ELK Stack
26
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Setup Metricbeat

Install Metricbeat

Config Metricbeat
Enable Elasrticsearch module in Metricbeat

Start Metricbeat

ELK Stack
© 2017 - 2018 Siam Chamnankit Company Limited. All rights reserved.
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Dashboard in Kibana

Create index pattern

Kibana uses index patterns to retrieve data from Elasticsearch indices for things like visualizations. X Include system indices

Step 1 of 2: Define index pattern
Index pattern
index-name-*

You can use a * as a wildcard in your index pattern.
You can't use spaces or the characters\,/,?2,", <, >, |.

Your index pattern can match any of your 5 indices, below.

kibana_sample_data_logs

metricbeat-6.5.4-2019.01.10

mobile
store

XXX

Rows per page: 10 v

ELK Stack
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Dashboard in Kibana

Dashboards

Q Search...

Title

[Metricbeat Docker] Overview
[Metricbeat Apache] Overview
[Metricbeat System] Containers overview
[Metricbeat Golang] Overview
[Metricbeat HAProxy] HTTP backend
[Metricbeat HAProxy] Backend
[Metricbeat HAProxy] Frontend

[Metricbeat System] Host overview

Description

Overview of docker containers
Overview of Apache server status
Overview of container metrics
Overview of Go profiling information
HAProxy HTTP backend metrics
HAProxy backend metrics

HAProxy frontend metrics

Overviw of host metrics

Create new dashboard

Actions

Edit

Edit

Edit

Edit

Edit

Edit

Edit

ELK Stack
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Host overview dashboard

In Packetloss

Inbound Traffic Outbound Traffic
CPU Usage Memory Usage 5m Load 1 32-531 KB/S 1 0331 M B/S 0
Total Transferred 45.333MB Total Transferred 638.012MB

24.85% 67% 306 Out Packetloss 205

Swap usage [Metricbeat... Memory usage vs total Number of processes [... Disk used [Metricbeat S... Disk Usage [Metricbeat System]

privatenvarvm I 0%
Memory usage 27 Jnet I 0%

. ]

Swap usage WA 1 0.72G B Disk used /home 0%
o. B Total Memory 16GB 0 Nolumes/Recovery I 0%

781 /0 - Processes O/O / _ 0%

CPU Usage [Metricbeat System] System Load [Metricbeat System]
250% 4.5
> @ user 153.1% 201m 3.56
4 . ! .
200 @ system 45.7% ®5m 3.06
1500 ® nice 0% " \P"‘V"NN R ‘ V ® 15m 3.02
. ) 0% I P Ly P —
irg b 3 ~ | Wﬁ-‘
100! :
@ softirq 0% > & | , [
5009 . iowait 0% )
0% 1.5
23:35:00 23:40:00 23:45:00 23:35:00 23:40:00 23:45:00
per 10 seconds per 10 seconds

ELK Stack
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Try to setup Logging !

ELK Stack
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Add logging to Kibana

Home

Add Data to Kibana

All Logging Metrics Security analytics Sample data

Apache logs

Collect and parse access
and error logs created by
the Apache HTTP server.

Logstash logs

Collect and parse debug
and slow logs created by
Logstash itself.

Redis logs

Collect and parse error and
slow logs created by Redis.

Elasticsearch logs

-

-
Collect and parse logs
created by Elasticsearch.

R MySQL logs

Collect and parse error and
slow logs created by
MySQL.

System logs

Collect and parse logs written by the
local Syslog server.

IS logs

Collect and parse access and error

logs created by the IIS HTTP server.

m Nginx logs

Collect and parse access
and error logs created by
the Nginx HTTP server.

Traefik logs

Collect and parse access logs
created by the Traefik Proxy.

Kafka logs

Collect and parse logs
created by Kafka.

PostgreSQL logs

Collect and parse error and
slow logs created by
PostgreSQL.

ELK Stack
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Monitoring with Kibana

ELK Stack
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Enable monitoring in Kibana

K kibana Clusters

Discover
Visualize
Dashboard
Timelion

Canvas

Machine Learning

Infrastructure

Logs

APM

Naov Tanle

Monitoring

Management

o
2

Monitoring is currently off

Monitoring provides insight to your hardware performance and load.

We checked the cluster defaults settings and found that
xpack.monitoring.collection.enabled issetto false .

Would you like to turn it on?

Turn on monitoring

ELK Stack
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Monitoring Iin Kibana

Clusters Il 10seconds <€ O Last1hour >

elasticsearch

Discover

— ElaSticsearch ® Healthisyellow Basic license

Visualize

Dashboard Overview Nodes: 1 Indices: 9

Timelion

Version 6.5.4 Disk Available 61.76% Documents 14,139
Sopes 287.6 GB / 465.6 GB

Uptime 10 hours Disk Usage 11.4 MB
Machine Learning JVM Heap 35.85%
S 354.9 MB / 989.9 MB Primary Shards 21
nrrastructure

Replica Shards 0

Logs
APM
Dev Tools K Kibana e Healthis green
Monitoring

Overview Instances: 1
Management

Requests 4 Connections 0

Max. Response Time 27 ms Memory Usage 16.17%

231.5MB/1.4GB

Default

Collapse

ELK Stack
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Subscription of Kibana

FREE

OPEN SOURCE BASIC GOLD PLATINUM

‘ Download | Request Info Request Info

Kibana
v Explore & Visualize v
v Stack Management & Tooling v v
Stack Monitoring v v
Full stack monitoring v Vv
Multi-stack monitoring support v v
Configurable retention policy v Vv
Automatic alerts on stack issues v Vv
v Share & Collaborate v Vv
v Security v
v Alerting v v
v Machine Learning Vv

https://www.elastic.co/subscriptions

ELK Stack
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Subscription of Beat

FREE

OPEN SOURCE BASIC GOLD PLATINUM

Download | Request Info Request Info

Beats
v Data Collection v
v Data Shipping v v/
v Modules v/

Monitoring and Management

Beats monitoring

NS STSS]S
8 S S SS]S

Centralized Beats management

https://www.elastic.co/subscriptions

ELK Stack
© 2017 - 2018 Siam Chamnankit Company Limited. All rights reserved.
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Collect data from ?

Elasticsearch nodes

Logstash nodes
Kibana instances

https://www.elastic.co/guide/en/elastic-stack-overview/6.5/xpack-monitoring.html

ELK Stack
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Recommend architecture

Read and display all metrics

Elasticsearch

i Write all metrics

. e
- Elasticsearch

Elasticsearch

Production cluster

Logstash

ELK Stack
39

© 2017 - 2018 Siam Chamnankit Company Limited. All rights reserved.




Elasticsearch 6.4 + (beta)

Read and display all metrics

v
‘ ' Kibana metrics
" A

Kibana Metricbeat

- .. Elasticsearch metrics v
—’ : >E““".""""""""" "".-.-.-..'.'.'.'.'.'.'.§

' Metricbeat

Elasticsearch
Logstash metrics

. Elasticsearch
i Elasticsearch metrics } +Ar
- - " astiesea > : Monitoring cluster :

Metricbeat
Elasticsearch

Production cluster

Logstash

ELK Stack
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Try to separate kibana

Read and display all metrics

......................... I l

. A
Kibana metrics -

Elasticsearch

Kibana Metricbeat

Kibana

Monitoring cluster

----------------------------------------------------- -

ELK Stack
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Working with Logstash

ELK Stack 42
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Logstash

Input file Eaemmmd LOgstash Eammmd Elasticsaech

Input

Filter
Output

ELK Stack
43

© 2017 - 2018 Siam Chamnankit Company Limited. All rights reserved.



Logstash

Logstash Instance

Data Source Data Destination

ELK Stack
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Inputs

File system
Syslog
Redis

Elasticsearch
Beats

More ...

https://www.elastic.co/guide/en/logstash/current/input-plugins.html

ELK Stack
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Filters

Grok

Mutate

Drop
Clone

GeolP
More ...

https://www.elastic.co/guide/en/logstash/current/filter-plugins.html

ELK Stack
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Outputs

Elasticsersch

File system

StatsD
Graphite

More ...

https://www.elastic.co/guide/en/logstash/current/output-plugins.html

ELK Stack
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Codecs

JSON

Multiple

Plain
RubyDebug

More ...

https://www.elastic.co/guide/en/logstash/current/codec-plugins.html

ELK Stack
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Running Logstash

$./bin/logstash -f your-config.yml

Demo of configuration file
/workshop/grok

https://www.elastic.co/guide/en/logstash/current/running-logstash-command-line.html

ELK Stack
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Design your input first !!

ELK Stack
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Use beats is better

https://www.elastic.co/products/beats

ELK Stack
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Beat

R - | .= v

Filebeat Metricbeat Packetbeat Winlogbeat Auditbeat Heartbeat

Log Files Metrics Network Data Windows Event Logs Audit Data Uptime Monitoring

ELK Stack
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Example

$filebeat -e -c beat.yml -d "publish"

https://www.elastic.co/guide/en/beats/filebeat/current/index.html

ELK Stack
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Beat and Logstash

.‘ Beats '= Elasticsearch \ : | Kibana

’
, " 2 |
| .

fMaster { Data Nodes (3) |
- - > [

Instances (X)

Log Files Metrics

Ingest Nadés (X)
& -

Wire Data  your{beat}

https://www.elastic.co/guide/en/logstash/current/deploying-and-scaling.html

ELK Stack
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Scaling

. Beats Wy Logstash ‘ ‘ Kibana

-v_z 0 |
— =
Instances (X)

- Filebeat
. ' = .J,I Elasticsearch
Winlogbeat N
. ——
Metricbeat Master Nodes (3)
&

Packetbeat :
MNodes (X) . Data Nodes — Hot (X)
- g

. *Persistent Queues
Edge Data Collection Enabled Data Notes — Warm (X)

https://www.elastic.co/guide/en/logstash/current/deploying-and-scaling.html

ELK Stack
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. Beats

Edge Data Collection

Filebeat
B a Winlogbeat
Metricbeat
d - Packetbeat
Network / Security Data

Syslog Servers
Infra / App Data

loT / Sensors

More data sources

Inputs
- Beats
P
TCP
UDP

Load -\(}» HTTP
Balancer _J-

n' ‘ | | Kibana

Instances (X)

a Logstash

| i
\ - Elasticsearch

Extract Fields ) '
Master Nodes (3)

Geo Enrich

Lookup Enrich

DNS Lookup Ingest Nodes (X)

- Data Nodes — Hot (X)

*Persistent Queues
Enabled

Data Notes — Warm (X)

https://www.elastic.co/guide/en/logstash/current/deploying-and-scaling.html
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Use messaging Queue

[ Inputs — )
. Beats
Instances (X)
Edge Data Collection
LB Logstash —
riiebeat = '::  — | Elasticsearch
. 2 Winlogbeat R
Metricbeat §g RERERE (- M-
e Extract Fields ' : -
3 ] Packetbeat Kalka 5 Master Nodes (3)
Geo Enrich t
é Lookup Enrich SR CENED) Rt
B Ingest Nodes (X)
: — DNS Looku . ;
Network / Security Data w > P :
Syslog Servers | 3
TCP Data Nodes — Hot (X)

Infra / App Data |
_> Load c%,v UDP *Persistent Queues : SR
Balancer _J- Enabled B Y

loT / Sensors HTTP

Data Notes — Warm (X)

https://www.elastic.co/blog/logstash-persistent-queue

ELK Stack

© 2017 - 2018 Siam Chamnankit Company Limited. All rights reserved. 58




