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1 Context 

This document contains the security requirements for electronic invoice that taxpayers need to meet to 
ĐŽŵƉůǇ�ǁŝƚŚ�ƚŚĞ�͞�-ŝŶǀŽŝĐŝŶŐ͟�ZĞƐŽůƵƚŝŽŶ�ƉƵďůŝƐŚĞĚ�ďǇ�ƚŚĞ�Zakat, Tax and Customs Authority. 
 
This document complies with the principles defined by NCDC and NCA, where relevant, to ensure the 
minimum degree of protection required for national data, systems and networks using cryptographic 
mechanisms, for civilian and commercial purposes. Those principles are defined in the two published 
documents: 

1. E��͛Ɛ�EĂƚŝŽŶĂů��ƌǇƉƚŽŐƌĂƉŚŝĐ�^ƚĂŶĚĂƌĚƐ�;E�^�ʹ 1 : 2020) 
2. E���͛Ɛ�Digital Signing Policy (Version 1.1: 2020). 

 
These requirements are based on technical definitions from the following standards 

1. ETSI EN 319 132-1: Technical Electronic Signatures and Infrastructures (ESI); XAdES technical digital 
signatures; Part 1: Building blocks and XAdES baseline technical signatures 

2. ETSI EN 319 142-1: Technical Electronic Signatures and Infrastructures (ESI); PAdES technical digital 
signatures; Part 1: Building blocks and PAdES baseline technical signatures 

3. W3C Recommendation: "XML-Signature Syntax and Processing". 
4. ETSI EN 319 122-1: "Electronic Signatures and Infrastructures (ESI); CAdES digital signatures; Part 1: 

Building blocks and CAdES baseline signatures". 
5. IETF RFC 5035 (2007): "Enhanced Security Services (ESS) Update: Adding CertID Algorithm Agility". 
6. ISO 32000-1: "Document management - Portable document format - Part 1: PDF 1.7". 
7. IETF RFC 5652 (2009): "Cryptographic Message Syntax (CMS)". 
8. RFP6749 - OAuth 2 Authentication we will use Basic Authentication with the Certificate being the 

Client ID and the Secret being the provided secret value (https://www.ietf.org/rfc/rfc6749.txt) 
and are enhanced as per the e-invoicing resolution published. References to electronic signatures in these 
standards are for technical features in broad common use and are not to be interpreted as relating to Saudi 
Electronic Transaction Law. 
 
The requirements set out in this document, as per the published resolution, are the minimum set of 
requirements that must be complied with by taxpayers and their Electronic Invoice Generation Solutions 
 

1.1 Document structure 

This document is structured as follows: 
- Chapter 1 Context 
- Chapter 2  Cryptographic Stamp Specifications 
- Chapter 3: QR code specification 
- Chapter 4: EGS Authentication using OAuth 2.0 Basic Authentication 

 

1.2 Audience 

The audience for this document is ZATCA registered VAT Taxpayers generating VAT invoices and their service 
providers. 
 
These organizations may be: 

භ Service providers 
භ Taxpayers 
භ Software Developers 

More specifically, roles addressed are the following: 
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භ ICT Architects 
භ ICT Security Specialists 
භ ICT Developers 

 

1.3 Definitions and Acronyms 

These definitions and acronyms describe concepts specific to the Electronic Invoicing implementation and 
are not to be construed as general legal terms. 
 

භ Technical Certification Authority (CA): An authorized service that issues Cryptographic Stamp 
Identifiers or provides other services in this connection and in relation to Cryptographic Stamps.  

භ Cryptographic Stamp: The Cryptographic Stamp is a technical digital signature, and in the context of 
E Invoicing Implementing Resolution it will be the technical digital signature of the hash of the 
document. A digital signature is a mathematical scheme for verifying the authenticity of documents. 
In the context of E Invoicing Implementing Resolution, a valid digital signature, where the 
prerequisites are satisfied, is evidence for the recipient to believe that the invoice was created by the 
specified sender, and that the content is has not been altered. Cryptographic Stamps in the context 
of E Invoicing Implementing Resolution are defined according to the ECDSA standard. Applying the 
�ƌǇƉƚŽŐƌĂƉŚŝĐ�^ƚĂŵƉ�ŝƐ�ƌĞĨĞƌƌĞĚ�ƚŽ�ĂƐ�͞ƐƚĂŵƉŝŶŐ͘͟ 

භ CRL: Certificate Revocation List (CRL) Data structure that enumerates digital certificates that have 
been invalidated by their issuer prior to when they were scheduled to expire. 

භ Digital Certificate: ���ƌǇƉƚŽŐƌĂƉŚŝĐ�^ƚĂŵƉ�/ĚĞŶƚŝĨŝĞƌ�ůŝŶŬŝŶŐ�Ă�ƚĂǆƉĂǇĞƌ͛Ɛ�/ŶǀŽŝĐĞ�'ĞŶĞƌĂƚŝŶŐ�^ŽůƵƚŝŽŶ�
unit and a trusted party (ZATCA) ĂďůĞ�ƚŽ�ĐŽŶĨŝƌŵ�ƚŚĞ�ƚĂǆƉĂǇĞƌ͛Ɛ�ŝĚĞŶƚŝƚǇ͘�/ƚ�ŝƐ�ƵƐĞĚ�ƚŽ�ĞƐƚĂďůish the 
identity of an individual, organization, or Web server to which the certificate was issued. As far as 
this document is concerned, the Digital Certificate identifies the entity applying Cryptographic 
Stamps on e-invoices. The Cryptographic Stamp Identifier (technically a Digital Certificate) is 
associated with the signing Key pair used to apply Cryptographic Stamps on e-Invoices, therefore it is 
also going to be referenced as Cryptographic Stamp Identifier.  

භ Elliptic Curve Digital Signature Algorithm (ECDSA): A Digital Signature Algorithm (DSA) which uses 
keys derived from elliptic curve cryptography (ECC). While functionally providing the same outcome 
as other digital signing algorithms, because ECDSA is based on the more efficient elliptic curve 
cryptography, ECDSA requires smaller keys to provide equivalent security and is therefore more 
efficient. 

භ E-Invoicing platform: System used to receive and/or clear compliant electronic invoices. 
භ Certified Solution: The solutions used to generate invoices according to the requirements specified 

ŝŶ�ƚŚĞ�'ŽǀĞƌŶŽƌ͛Ɛ�ZĞƐŽůƵƚŝŽŶ�ŽŶ�ƚŚĞ��ůĞĐƚƌŽŶŝĐ�/ŶǀŽŝĐŝŶŐ�'ĞŶĞƌĂƚŝŽŶ�/ŵƉůĞŵĞŶƚŝŶŐ�EŽ͘�;Ϳ�ĚĂƚĞĚ�ϭϲ�
Rajab 1442H. 

භ ETSI: ETSI is an independent, not-for-profit, standardization organization in the field of information 
and communications. ETSI supports the development and testing of global technical standards for 
ICT-enabled systems, applications and services. 

භ Hash: A hash function is any function that can be used to map data of arbitrary size to fixed-size 
values called hashes that takes up minimal space. A hash procedure is deterministicͶmeaning that 
for a given input value it must always generate the same hash value. It is not possible to derive the 
original data from a hash; hence, hashing is meant to verify that a file or pŝĞĐĞ�ŽĨ�ĚĂƚĂ�ŚĂƐŶ͛ƚ�ďĞĞŶ�
altered. 

භ Key Pair: A set of mathematically related keys, a public key and a private key, that are used for 
asymmetric cryptography and are generated in a way that makes it computationally infeasible to 
derive the private key from knowledge of the public key. 

භ OCSP responder: Online Certificate Status Protocol responder. An online service that responds to 
�ĞƌƚŝĨŝĐĂƚĞ�^ƚĂƚƵƐ�ZĞƋƵĞƐƚƐ�ĂŶĚ�ƚŚĂƚ�ĐĂŶ�ŝƐƐƵĞ�ŽŶĞ�ŽĨ�ƚŚƌĞĞ�ƌĞƐƉŽŶƐĞƐ͗�͞sĂůŝĚ͕͟�͞/ŶǀĂůŝĚ͕͟�Žƌ�
͞hŶŬŶŽǁŶ͕͟�ďĂƐĞĚ�ŽŶ��ĞƌƚŝĨŝĐĂƚĞ�ZĞǀŽĐation Lists or other mechanisms provided to it by Certification 
Authorities. 
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භ UUID: Unified Unique Identification Number, is a 128-bit number used to identify information in 
computer systems used for E-Invoice Generation. UUIDs generation scheme ensures to a high 
probability that the generated number is globally unique without the need to check a central 
database. 

භ Public key: The public component of a pair of cryptographic keys associated with Cryptographic 
Stamp Identifier used for stamping. In a public key cryptosystem, this key of a user's key pair is 
publicly known. 

භ Private Key: The secret component of a pair of cryptographic keys associated with the Cryptographic 
Stamp Identifier used for stamping. In a public key cryptosystem, this key is known only by its user. 

භ YZ��ŽĚĞ�;͞YƵŝĐŬ�ZĞƐƉŽŶƐĞ��ŽĚĞ͟Ϳ͗ A type of matrix barcode, with a pattern of black and white 
squares that is machine readable by a QR code scanner or the camera of smart devices. For this 
Resolution a QR code must include basic invoice information specified in this document.  
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2 Cryptographic Stamp Specifications 

2.1 Cryptographic Stamp Business Processes 

2.1.1 The processes of Issuance and management of Cryptographic Stamp Identifiers used for 
Cryptographic Stamping  

As part of the EGS onboarding, a Cryptographic Stamp Identifier (digital certificate) is going to be issued for 
the first time, the EGS will store the signing key pair as well as issued certificate in order to use it for 
stamping e-invoices. The below diagram shows the overall process of ĞŶƌŽůůŝŶŐ�Ă�ƚĂǆƉĂǇĞƌ͛Ɛ��'^�ĂŶĚ�ŝƐƐƵĞ�Ă�
digital certificate for it. The process is also described below: 

1. The taxpayer representative uses his/her existing credentials to login to taxpayer Portal 

2. ^ĞůĞĐƚ�͞�ŶƌŽůů�ŶĞǁ��'^͟�ƚŽ�ŝƐƐƵĞ�Ă�ĐĞƌƚŝĨŝĐĂƚĞ�ĨŽƌ�ĂŶ��'^�ĨŽƌ�the first time. Fill In the details required 

to generate certificate such as: 

a. Device ID, location etc.  

b. A certificate request file generated from the EGS either manually using a tool provided by 

the EGS vendor or automatically through taxpayer Portal 

3. Taxpayer Portal does the necessary business rules validation to before passing the certification 

request to ZATCA͛Ɛ�ƚĞĐŚŶŝĐĂů CA 

4. ZATCA͛Ɛ�ƚĞĐŚŶŝĐĂů�CA registers the device into its database and issue a Cryptographic Stamp Identifier 

(digital certificate) then returns it back to taxpayer Portal 

5. Taxpayer Portal makes the Cryptographic Stamp Identifier (digital certificate) available for download  

6. The Cryptographic Stamp Identifier (digital certificate) gets installed on the EGS either manually or 

automatically through taxpayer Portal  

 

 
Note: Further details on the Cryptographic Stamp Identifier (digital certificate) issuance are going to be 
published by ZATCA as part of the issuing CA business disclosure statement. 
 
 

Install the Cryptographic Stamp 
Identifier on the Certified 
Solution

6
Generate Cryptographic 
Stamp Identifier4

Login to taxpayer portal1

^ĞůĞĐƚ�͞�ŶƌŽůů�EĞǁ��ĞƌƚŝĨŝĞĚ�
^ŽůƵƚŝŽŶ͟�ĂŶĚ�ƉƌŽǀŝĚĞ�ĚĞƚĂŝůƐ2

Avail Cryptographic Stamp 
Identifier for download5

Validate Taxpayer data & 
Request Cryptographic Stamp 
Identifier

3

Taxpayer PortalTAXPAYER ZATCA Technical CA
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2.1.2 Renewal of digital certificates for Cryptographic Stamps 

Prior to certificate expiry, the taxpayers will receive a reminder notification from taxpayer Portal on the 
expiry of each certificate. Upon receiving the notification, taxpayers shall follow the below process to renew 
EGS certificates.  
As shown in the diagram, the taxpayer can submit a renewal request as follows: 

1. The taxpayer representative uses his/her existing credentials to login to taxpayer Portal 

2. ^ĞůĞĐƚ�͞ZĞŶĞǁ�ĚŝŐŝƚĂů�ĐĞƌƚŝĨŝĐĂƚĞ͟�ĂŶĚ�ƉƌŽǀŝĚĞ�ƚŚĞ�ĐĞƌƚŝĨŝĐĂƚĞ�ĂŶĚ�ĚĞǀŝĐĞ�ŝĚĞŶƚŝĨŝĐĂtion details.  

a. A certificate request file generated from the EGS either manually using a tool provided by 

the EGS vendor or automatically through taxpayer Portal 

3. Taxpayer Portal validates the data entered by the taxpayer then submit the request to the ZATCA 

technical CA  

4. The CA validates that the existing certificate is not revoked or renewed before then revoke existing 

certificate 

5. The CA issues a new digital certificate then return it back to taxpayer Portal 

6. Taxpayer Portal makes the certificate available for download  

7. The certificate gets installed on the EGS either manually or automatically through taxpayer Portal 

 
 

 
 
Note: For further details on the certificate renewal please refer to taxpayer portal. 
 

2.1.3 Revocation of digital certificates for Cryptographic Stamps 

The taxpayer needs to revoke the digital certificate of an EGS in the following circumstances in order to avoid 
ĂŶǇ�ƉŽƚĞŶƚŝĂů�ƵŶĂƵƚŚŽƌŝǌĞĚ�ƵƐĞ�ŽĨ�ƚŚĞ�ƚĂǆƉĂǇĞƌ͛Ɛ��ƌǇƉƚŽŐƌĂƉŚŝĐ�^ƚĂŵƉ͗� 

Ɣ If the taxpayer believes that the private key (or the EGS) was stolen or otherwise compromised, 

Install the Cryptographic Stamp 
Identifier on the Certified 
Solution

7

Validate and revoke existing 
Cryptographic Stamp 
Identifier

4

Login to taxpayer portal1

^ĞůĞĐƚ�͞ZĞŶĞǁ��ĞƌƚŝĨŝĞĚ�
^ŽůƵƚŝŽŶ͟�ĂŶĚ�ƉƌŽǀŝĚĞ�ĚĞƚĂŝůƐ2

Avail Cryptographic Stamp 
Identifier for download6

Validate Taxpayer data & 
Request Cryptographic Stamp 
Identifier

3

Taxpayer PortalTAXPAYER ZATCA Technical CA

Generate new Cryptographic 
Stamp Identifier5
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Ɣ if the EGS has been damaged, decommissioned or transferred to business unit 

Ɣ If the taxpayer discovers that the information in the digital certificate is not accurate 

As shown in the diagram, the taxpayer can submit a revocation request as follows: 

1. The taxpayer representative uses his/her existing credentials to login to taxpayer Portal 

2. ^ĞůĞĐƚ�͞ZĞǀŽŬĞ�ĚŝŐŝƚĂů�ĐĞƌƚŝĨŝĐĂƚĞ͟�ĂŶĚ�ƉƌŽǀŝĚĞ�ƚŚĞ�ĐĞƌƚŝĨŝĐĂƚĞ�ĂŶĚ�ĚĞǀŝĐĞ�ŝĚĞŶƚŝĨŝĐĂƚŝŽŶ�ĚĞƚĂŝůƐ 
3. Taxpayer Portal validates the data entered by the taxpayer then submit the request to the CA  

4. The CA validates that the certificate is valid (not expired or revoked) then revoke the certificate and 

publish the revocation data 

5. Taxpayers and other relevant stakeholders can check the certificate revocation status through the CA 

publications (CRL/OCSP) 

 

 

 

 
Note: Further details on the certificate revocation are going to be published by ZATCA as part of the issuing 
CA business disclosure statement. 
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Login to taxpayer portal1
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