DD DataCon
ABIESGENIALLE

Datalon

KBIBRS ST < SN

AZZ : loom
EmILE . pas

() e N
RN et e 7‘- 1 R % &% . ﬁg-ﬁ 289 I)I
[BE R ¢ I *”@ﬁ etk




} ZJ-BA{I\QE D DataCon

XEEZEHITILR

-ry

o Yy
D -
-

4

i
.'I‘ i
i (]

hii: i

FtE tofntE (PAK) eSS PRl [l {dims
[HXZ ["HXZF [THXZE ["HXZF [HXZ
BATEI/EI#E HiEXRELT HiEMRLTH KRR KRR

SE=E N tR—1EiE tR—1EiE tR—1EiE tH—1EiE

C.(00) i N
[, g ol = | )’- .' x % SR ﬁgﬁ W9 II
DT Y INRE @G BE




DD DataCon
ABIETGENIALLE

e
8 TR
E§ ~—
contents

@ :ivoirzzes

) TaesE




DD DataCon
AEIEGENINLEE




)JJ#

} '_‘_'E = Ef\éﬂ D DataCon

XEBEZEHFILR

BEASIETIATERENCHRR, BEETRSHINTERALIE, BEALERE.
NeFFS, IMUEDIE, XERATEEITERFIZERNSERA, EEABT/o%E
WHEERBEMRINEEDHA: TSR, TEMABxRERERES.

- <action ret_value="0" call_time="18:45:42.006" call_pid="396" call_name="1.exe" api_name="TryToAnalyze">
<apiArg_list count—"O"/> = A< \%S[Eﬁ1tﬁ%
- <exInfo_list count= = oY,
<exInfo value="C:\program\1.exe"/>
</exInfo_list>
</action>
- <action ret_value="0" call_time="18:45:42.007" call_pid="396" call_name="1.exe" api_name="UnpackSelf"'>
<apiArg_list count="0"/>
<exInfo_list count="0"/>
</action>
- <action ret_value="0" call_time="18:45:42.020" call_pid="396" call_name="1.exe" api_name="LoadLibraryExW">
- <apiArg_list count="3">
<apiArg value=
<apiArg value=
<apiArg value="0"/>
</apiArg_list>
- <exInfo_list count="1">
<exInfo value="C:\WINDOWS\system32\user32.dll"/>
</exInfo_list>
</action>
- <action ret_value="0" call_time="18:45:42.022" call_pid="396" call_name="1.exe" api_name="LoadLibraryExW">
- <apiArg_list count="3">
<apiArg value="0"/>
<apiArg value="0"/>
<apiArg value="0"/>
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<exInfo value="C:\WINDOWS\system32\gdi32.dIll"/>
</exInfo_list>
</action>
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- <action ret value="0" call time="18:45:42.020" call pid="396" call name="1.exe"|api_name="LoadLibraryExW" ARES S
- <apiArg_list count="3">
<apiArg value="0"/>
<apiArg value="0"/>
<apiArg value="0"/>
</apiArg_list>
- <exInfo_list count="1">
<exInfo value="C:\WINDOWS\system32\user32.dll"/>
</exInfo list>
<faction>
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== count o = count

1000000 2000000 250000( 3000000 3500000 e 20000¢ 40 600000 1000000 1200000 1400000




%"TIEI*EZ?&*E j:fT%%:h D DataCon

2 XERGERLILE
- <action ret value="0" call time="18:45:42.020"|call_pid="396" fall name="1.exe" api_name="LoadLibraryExW">

- <apiArg_list count="3">
<apiArg value="0"/>
<apiArg value="0"/>
<apiArg value="0"/>

</apiArg_list>

- <exInfo_list count="1">
<exInfo value="C:\WINDOWS\system32\user32.dll"/>

<fexInfo list>
</action>

black_sample white_sample

- count
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ret value="0" fall time="18:45:42.020" call pid="396" call name="1.exe" api name="LoadLibraryExW">
- <aplArg_ ="3">
<apiArg value="0"/>
<apiArg value="0"/>
<apiArg value="0"/>
</apiArg_list>
- <exInfo_list count="1">

XEEZEHIRILR

<exInfo value="C:\WINDOWS\system32\user32.dIl"/>
<fexInfo_list>

</action>
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- <action ret value="0" call_time="18:45:42.020" call pid="396" call name="1l.exe" api name="LoadLibraryExW">

- <apiArg_list count="3">
<apifArg value="0"/>
<apiArg value="0"/>
<apiArg value="0"/>

</apiArg_list>

- <exInfo_lis =11t
<exlnft)1value="C:‘\WINDDWS\S\rstEmBZ\USerBI.dII'll’:>

</exInfo list>
</action>
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-| TFIDF (n_gram=(1,5))
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Stacking (5 fold)
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> F1 Score random forest model.fit(train data, train label)
it y_pred = random_forest model.predict(test data)

Random Forest K 0.9800 D
classification report(test label, y pred,
target names =
XGBoost K 0.9800 arget names=[
precision recall fi-score support
BPNN : 0.9635

white a. 1.00 0.99 4023

Decission Tree 0.9500 s £ gt 9= R
micro avg e. 9.98 a. 6000

macro avg 9.9 0.97 9.9 6000
weighted avg e. 9.98 a. 6000

Logistic Regression 0.9400

Naive Byes!! 0.9400

Naive Byes? 0.9484

GBDT 0.9600
Bagging 0.9700
AdaBoost 0.9521 ,‘:'E\%f'f‘%ﬁg 'I«/E\I% U g%%@/__ﬁ
SVM 0.9600
Ensemble model!"! 0.9839

Ensemble model? 0.9967
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- <action ret_value="0" call_time="18:45:42.006" call_pid="396" call_name="1.exe" api_name="TryToAnalyze">
<apiArg_list count="0"/>
- <exInfo_list cou
<exInfo value="C:\program\1.exe"/>
</exInfo_list>
</action>
- <action ret_value="0" call_time="18:45:42.007" call_pid="396" call_name="1.exe" api_name="UnpackSelf">
<apiArg_list count="0"/>
<exInfo_list count="0"/>
</action>

- <action ret_value="0" call_time="18:45:42.020" call_pid="396" call_name="1.exe" api_name="LoadLibraryExW">

- <apiArg_list count=

<apiArg value="0"/>
</apiArg_list>
- <exInfo_list coun
<exInfo value="C:\WINDOWS\system32\user32.dll"/>
</exInfo_list>
</action>

- <action ret_value="0" call_time="18:45:42.022" call_pid="396" call_name="1.exe" api_name="LoadLibraryExW">

- <apiArg_list count="3">
<apiArg valu
<apiArg value="0"/>
<apiArg value="0"/>
</apiArg_list>
- <exInfo_list count="1">
<exInfo value="C:\WINDOWS\system32\gdi32.dll"/>
</exInfo_list>
</action>
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